" OMAQO

Open Mobile Alliance

Enabler Release Definition for OMA Device Management
Candidate Version 2.0 — 20 Dec 2011

Open Mobile Alliance
OMA-ERELD-DM-V2_0-20111220-C

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ERELD-DM-V2_0-20111220-C Page 2 (14)

Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as proapd specification, this document is a work iagass, is not an
approved Open Mobile Alliance™ specification, asdubject to revision or removal without notice.

You may use this document or any part of the docurfe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpod&su may not use this document in any other maniirowt the prior
written permission of the Open Mobile Alliance. eT@pen Mobile Alliance authorizes you to copy thigument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. sTéwpyright permission does not constitute an esaoent of the products
or services. The Open Mobile Alliance assumesespansibility for errors or omissions in this do@ann

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileaAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibd specification.
However, the members do not have an obligatiortalact IPR searches. The declared Essential IPRbikcly available
to members and non-members of the Open Mobile #dkaand may be found on the “OMA IPR Declaratidis"at
http://www.openmobilealliance.org/ipr.htmifhe Open Mobile Alliance has not conducted alependent IPR review of
this document and the information contained heiil, makes no representations or warranties regatiird party IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaiaritions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined teabsve are set forth in
the schedule to the Open Mobile Alliance Applicatfeorm.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESK® OMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.

© 2011 Open Mobile Alliance Ltd. All Rights Resed:
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

The scope of this document is limited to the EnaBlelease Definition of OMA Device Management vadgording to
OMA Release process and the Enabler Release syaicifi baseline listed in section 5.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exijiéghdicated to be
informative.

The formal notation convention used in sectiona@@to formally express the structure and intedegdlendencies between
specifications in the Enabler Release specificdb@seline is detailed in [SCRRULES].

3.2 Definitions

Device M anagement Management of the Device configuration and othemagad objects of Devices from the point of view of
the various Management Authorities. Device Managermeludes, but is not restricted to setting aliti
configuration information in Devices, subsequerdatps of persistent information in Devices, retlef
management information from Devices and processuegits and alarms generated by Devices.

Enabler Release Collection of specifications that combined togetftem an enabler for a service area, e.g. a dowhloa
enabler, a browsing enabler, a messaging enaleration enabler, etc. The specifications that ar
forming an enabler should combined fulfill a numbérelated market requirements.

Minimum Functionality =~ Description of the guaranteed features and funatitynthat will be enabled by implementing the

Description minimum mandatory part of the Enabler Release.
3.3 Abbreviations

DM Device Management

DTD Document Type Definition

ERDEF Enabler Requirement Definition

ERELD Enabler Release Definition

OMA Open Mobile Alliance

RD Requirements Document

SCR Static Conformance Requirements
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4. Release Version Overview

Device Management refers to the management of Bexdofiguration and other managed objects of Daviicem the point
of view of the Management Authorities. Device Magagnt includes, but is not restricted to settirigainconfiguration
information in Devices, subsequent updates of pexnsi information in Devices, retrieval of managatrieformation from
Devices, execute primitives on Devices, and prangssvents and alarms generated by Devices.

Device Management allows network operators, semiogiders or corporate information management depnts to carry
out the procedures of configuring devices on betifaifie end user (customer).

4.1 Version 1.2

Device management is the generic term used font#ogy that allows third parties to carry out th#icult procedures of
configuring devices on behalf of the end user @ustr). Third parties would typically be operat@stvice providers or
corporate information management departments.

Through device management, an external party caotedy set parameters, conduct troubleshootingaagvof terminals,
install or upgrade software. In broad terms, dewiemagement consists of three parts:

» Protocol and mechanism: The protocol used betwarareagement server and a device
» Data model: The data made available for remote puodation, for example browser and mail settings

» Policy: The policy decides who can manipulate digalar parameter, or update a particular obje¢hendevice

The specifications in the Device Management endbdesion 1.2 address the first part of device managnt above, the
protocol and mechanism. More particularly, thistdearelease addresses the management of devicgebifying a
protocol and management mechanism that may be eagnsan OMA DM client and targeted by an OMA DMvse.

The architecture of the Device Management enallécipates the needs of the market actors to difféate their products
through vendor-specific extensions while providingore parameter set that can be relied upon teraflinals exposing this
standardized interface.

The design of the architecture follows the OMA @etture principle [ARCH-PRINC] of Network Technglp
Independence by separating the bearer-neutralrezgents from bearer-specific bindings. The desdrédrehitecture also
anticipates additional bearer and proxy types ngsage identified, without requiring a respecifioatof previously released
documents. This preserves vendor and customertmees while supporting the scaling required by fatinnovations.

There are three parts to the object schema thaiderdreak-points between more general and morgfgpparameters:

» Atop level management object which is bearer-radutr
» A set of bearer-specific parameters;
* Sub-tree(s) for exposing vendor-specific parameters
By composing the management objects in this wayedbmes possible for a device management autttority
e Target generic requirements that span all impleatamts;
» Focus on bearer-specific idiosyncrasies of a ghetworking environment;

» Activate terminal-specific behaviour by adjustirgndor-specific parameters.

In a wireless environment, the crucial elementdevice management protocol is the need to effiiemtd effectively
address the characteristics of devices includimgdandwidth and high latency and to provide formrp of these
management operations remotely, over-the-air.
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4.2 Version 1.3

OMA DM Version 1.3 reused the architecture from ONDM Version 1.2. It does introduce new notificatidransport
protocols and a new DM Server to DM Server intesfor delegation.

4.3 Version 2.0

OMA DM Version 2.0 reuses the Management Objectighvis designed for DM Version 1.3 or earlier DMbRicols. OMA
DM Version 2.0 introduces new Client-Server DM (oicail.

OMA DM Version 2.0 also introduces new user inticacmethod on Device Management using Web Browsenponent.
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5. Document Listing for Device Management 2.0

This section is normative.

Doc Ref | Permanent Document Reference | Description

Requirement Document

[DMRD] | OMA-RD-DM-V2_0-20111220-C | Requirement Docuntdor DM 2.0 Enabler

Architecture Document

Technical Specifications

Supporting Files

Table 1: Listing of Documentsin DM V2.0 Enabler
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6. OMNA Considerations
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7. Conformance Requirements Notation Details

This section is informative

The tables in following chapters use the followmaation:
Item: Entry in this column MUST be a valid Scritem acdéogdto [SCRRULES].
Feature/Application: Entry in this column SHOULD be a short descriptiaiel to thd tem in question.

Requirement: Expression in the column MUST be a valid Terminglission according to [SCRRULES] and it
MUST accurately reflect the architectural requirete theltem in question.
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8. ERDEF for DM 2.0 - Client Requirements

This section is normative.

Item

Feature/ Application

Requirement

OMA-ERDEF-<<ENABLER>>-C-001-<<M/O>>| <<ENABLER>> Gint

Table 2: ERDEF for DM 2.0 Client-side Requirements
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9. ERDEF for DM 2.0 - Server Requirements

This section is normative.

Item

Feature/ Application

Requirement

OMA-ERDEF-<<ENABLER>>-5-001-<<M/O>>| <<ENABLER>> Sesr

Table3: ERDEF for DM 2.0 Server-side Requirements
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Appendix A. (Informative)
A.1 Approved Version History

Reference Date Description
N/A N/A No prior version
A.2 Draft/Candidate Version 2.0 History
Document I dentifier Date Sections Description

Draft Versions 26 Oct 2011 All First baseline as per agreed OMA-DM-DMNG-2011-0062-

OMA-ERELD-DM-V2 0 INP_ERELD_Baseline
14 Nov 2011 5 Added the Architecture Document todbcuments listing.
02 Dec 2011 5 Updated the list of documents beflmsure of the RD review

Candidate Version 20 Dec 2011 N/A Status changed to Candidate by TP

OMA-ERELD-DM-V2_0 Ref # OMA-TP-2011-0440-

INP_DMNG_DM_V2_0_RD_for_Candidate_approval
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