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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2016 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.
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1. Scope

The scope of this document is limited to the Enabler Release Definition of OMA Device Management v2.0 according to
OMA Release process and the Enabler Release specification baseline listed in section 5.

© 2016 Open Mobile Alliance Ltd. All Rights Reserved.
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2. References

2.1 Normative References

[DevinfoDDF] “OMA Device Management Device Information Management Object DDF, Version 1.2”. Open Mobile
Alliance™, OMA-SUP-MO_DM_Devinfo-V1 2
URL :http://www.openmobilealliance.org/

[DMACcctDDF] “OMA Device Management Account Management Object DDF, Version 1.2 ”, Open Mobile Alliance™,
OMA-SUP-MO_DM_DMAcc-V1_2,
URL :http://www.openmobilealliance.org/

[DMAD] “OMA Device Management Architecture, Version 2.0 ”, Open Mobile Alliance™, OMA-AD-DM-V2_0,
URL :http://www.openmobilealliance.org/

[DMDelegDDF] “OMA Device Management Delegation Access Control Management Object DDF, Version 1.0”, Open
Mobile Alliance™, OMA-SUP-MO_DM_Delegation-V1_0,
URL :http://www.openmobilealliance.org/

[DMRD] “OMA Device Management Requirements, Version 2.0 ”, Open Mobile Alliance™, OMA-RD-DM-V2_0,
URL :http://www.openmobilealliance.org/

[DMSessDDF] “OMA Device Management Session Information Management Object DDF, Version 1.0”, Open Mobile
Alliance™, OMA-SUP-MO_DM _SessionInfo-V1_0,
URL :http://www.openmobilealliance.org/

[DMTS] “OMA Device Management Technical Specification, Version 2.0 ”, Open Mobile Alliance™, OMA-TS-
DM-V2_0,
URL :http://www.openmobilealliance.org/

[RFC2119] “Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997,
URL :http://www.ietf.org/rfc/rfc2119.txt

[SCRRULES] “SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures,

URL :http://www.openmobilealliance.org/

2.2 Informative References

[OMADICT] “Dictionary for OMA Specifications”, Version 2.9, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_9, URL:http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY™”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

The formal notation convention used in sections 8 and 9 to formally express the structure and internal dependencies between
specifications in the Enabler Release specification baseline is detailed in [SCRRULES].

3.2 Definitions

Device Management Management of the Device configuration and other managed objects of Devices from the point of view of
the various Management Authorities. Device Management includes, but is not restricted to setting initial
configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of
management information from Devices and processing events and alarms generated by Devices.

Enabler Release Collection of specifications that combined together form an enabler for a service area, e.g. a download
enabler, a browsing enabler, a messaging enabler, a location enabler, etc. The specifications that are
forming an enabler should combined fulfill a number of related market requirements.

Minimum Functionality ~ Description of the guaranteed features and functionality that will be enabled by implementing the

Description minimum mandatory part of the Enabler Release.
3.3 Abbreviations

DM Device Management

DTD Document Type Definition

ERDEF Enabler Requirement Definition

ERELD Enabler Release Definition

OMA Open Mobile Alliance

RD Requirements Document

SCR Static Conformance Requirements

© 2016 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Release Version Overview

Device Management refers to the management of Device configuration and other managed objects of Devices from the point
of view of the Management Authorities. Device Management includes, but is not restricted to setting initial configuration
information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from
Devices, execute primitives on Devices, and processing events and alarms generated by Devices.

Device Management allows network operators, service providers or corporate information management departments to carry
out the procedures of configuring devices on behalf of the end user (customer).

4.1 Version 1.2

Device management is the generic term used for technology that allows third parties to carry out the difficult procedures of
configuring devices on behalf of the end user (customer). Third parties would typically be operators, service providers or
corporate information management departments.

Through device management, an external party can remotely set parameters, conduct troubleshooting servicing of terminals,
install or upgrade software. In broad terms, device management consists of three parts:

e Protocol and mechanism: The protocol used between a management server and a device
e Data model: The data made available for remote manipulation, for example browser and mail settings

e Policy: The policy decides who can manipulate a particular parameter, or update a particular object in the device

The specifications in the Device Management enabler Version 1.2 address the first part of device management above, the
protocol and mechanism. More particularly, this enabler release addresses the management of devices by specifying a
protocol and management mechanism that may be exposed by an OMA DM client and targeted by an OMA DM server.

The architecture of the Device Management enabler anticipates the needs of the market actors to differentiate their products
through vendor-specific extensions while providing a core parameter set that can be relied upon in all terminals exposing this
standardized interface.

The design of the architecture follows the OMA architecture principle [ARCH-PRINC] of Network Technology
Independence by separating the bearer-neutral requirements from bearer-specific bindings. The described architecture also
anticipates additional bearer and proxy types, as any are identified, without requiring a respecification of previously released
documents. This preserves vendor and customer investment while supporting the scaling required by future innovations.

There are three parts to the object schema that provide break-points between more general and more specific parameters:

e Atop level management object which is bearer-neutral;
e A et of bearer-specific parameters;
e  Sub-tree(s) for exposing vendor-specific parameters.
By composing the management objects in this way, it becomes possible for a device management authority to:
e Target generic requirements that span all implementations;
e Focus on bearer-specific idiosyncrasies of a given networking environment;

e Activate terminal-specific behaviour by adjusting vendor-specific parameters.

In a wireless environment, the crucial element for device management protocol is the need to efficiently and effectively
address the characteristics of devices including low bandwidth and high latency and to provide for support of these
management operations remotely, over-the-air.

© 2016 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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4.2 Version 1.3

OMA DM Version 1.3 reused the architecture from OMA DM Version 1.2. It does introduce new notification, transport
protocols and a new DM Server to DM Server interface for delegation.

4.3 Version 2.0

OMA DM Version 2.0 reuses the Management Objects which is designed for DM Version 1.3 or earlier DM Protocols. OMA
DM Version 2.0 introduces new Client-Server DM protocol.

OMA DM Version 2.0 also introduces new user interaction method on Device Management using Web Browser Component.

© 2016 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Document Listing for Device Management 2.0

This section is normative.

Doc Ref ‘

Permanent Document Reference

Description

Requirement Document

[DMRD] |

OMA-RD-DM-V2_0-20160209-A

Requirement Document for DM 2.0 Enabler

Architecture Document

[DMAD] |

OMA-AD-DM-V2_0-20160209-A

Architecture Document for DM 2.0 Enabler

Technical Specification

[DMTS] |

OMA-TS-DM_Protocol-V2_0-20160209-A

Technical Specification Document for DM 2.0 Enabler

Supporting Files

[DevinfoDDF]

OMA-SUP-MO_DM_DevInfo-V1_2-20160209-A

OMA DM Device Information Device Description File.
Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_mo/dm_de
vinfo-vl_2.ddf

[DMACCtDDF]

OMA-SUP-MO-DM-DMAcc-V1_2-20160209-A

OMA DM Account Device Description File.

Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_mo/dm_dm
acct-vl 2.ddf

[DMDelegDDF
]

OMA-SUP-MO-DM-Delegation-V1_0-20160209-A

OMA DM Delegation Access Control Device Description File.
Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_mo/dm_del

egation-vl_2.ddf

[DMSessDDF]

OMA-SUP-MO-DM-SessionInfo-V1_0-20160209-A

OMA DM Session Information Device Description File.
Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_mo/dm_ses
sioninfo-vl_2.ddf

Table 1: Listing of Documents in DM V2.0 Enabler
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6. OMNA Considerations

The OMNA portal needs to add and maintain the following MO into OMNA Device Management (DM) Management Object
(MO) Registry:

| I | A e | |
I MO ldentifier H Description : Owner : \ersion : MO DDF : MO Spec I
[T IDDF Document] 1 Fom dmacov, 200F | ontacre.on Pt !
ocumen m_dmacc-v1_2. Ta. ;

Iurn:oma:mo:oma-dm-dmacc:1.2 I.forDM I OMA I V1.2 I I\?ZM'(O)\ TS-DM_Protocol I
I iAccount MO | i i i I
frommm e R e e R e e e e e}
I | DDF Document: [ :dm_devmfo-vl_Z.ddf :OMA-TS-DM_ProtocoI- I
jurn:oma:mo:oma-dm-devinfo:1.2 ifor Device Info 1 OMA § V12 V2.0 I
I MO i I i i I
=== o e e e —————— +
| I'DDF Document ! [ :dm_delegatlon-vl_o.ddf :OMA-TS-DM_ProtocoI- |
lurn:oma:mo:oma-dm-dacmo:1.0 ifor Delegation I o\a I yio | 1v2 0 |
, i1 Access Control i i i !
I MO i I i i I
 n— ====efr====- St P —— f
| I'DDF Document I ! :dm_sessmnlnfo-vl_O.ddf :OMA-TS-DM_ProtocoI- |
jurn:oma:mo:oma-sessioninfomo:1.0 ifor Session Infor OMA § V1.0 V2.0 1
I MO i I i i I
S ——— Y — [ I S — S —— | ———— 1
The following MIME need to be registered in IANA:
I 1
I Content Type I
| T 1
| application/vnd.oma.dm.initiation+json |
I I
I I
| T 1
| application/vnd.oma.dm.request+json |
I I
I I
| T 1
| application/vnd.oma.dm.response+json |
I I
I I

................................. 1

r
| application/dmmo-+json

© 2016 Open Mobile Alliance Ltd. All Rights Reserved.
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7. Conformance Requirements Notation Details

This section is informative
The tables in following chapters use the following notation:

Item: Entry in this column MUST be a valid Scrlitem according to [SCRRULES].
Feature/Application: Entry in this column SHOULD be a short descriptive label to the Item in question.

Requirement: Expression in the column MUST be a valid TerminalExpression according to [SCRRULES] and it
MUST accurately reflect the architectural requirement of the Item in question.

© 2016 Open Mobile Alliance Ltd. All Rights Reserved.
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8. ERDEF for DM 2.0 - Client Requirements

This section is normative.

Iltem

Feature / Application

Requirement

OMA-ERDEF-DM-C-001-M

DM 2.0 Client

[DMTS]

Table 2: ERDEF for DM 2.0 Client-side Requirements
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9. ERDEF for DM 2.0 - Server Requirements

This section is normative.

Item

Feature / Application

Requirement

OMA-ERDEF-DM-S-001-M

DM 2.0 Server

[DMTS]

Table 3: ERDEF for DM 2.0 Server-side Requirements
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Appendix A.  Change History

A.1 Approved Version History

(Informative)

Reference

Date

Description

OMA-ERELD-DM-V2_0-20160209-A

09 Feb 2016

Status changed to Approved by TP

TP Ref # OMA-TP-2016-0032-INP_DM_V2_0_ERP_for_final_Approval
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