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1. Scope

This document specifies the XML syntax and semanig=d by OMA DS protocols. The DS Syntax proticdefined
by a set of messages that are conveyed betwedieeptirticipating in a data synchronization ogeratThe DS Syntax
protocol embodies the concept of a SyncML Pack@ige.SyncML Package performs some set of operatfidris.
conceptual "package” permits either a "batch” okiple operations put together in a sinflgncML Message or
conveyed as separddgncML Messages, each containing a single operation.

Please refer to [DSCONCEPTS] for further informatan the OMA DS organization and history.

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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“WAP Binary XML Content Format Specification”, WAPorumi], WAP-154-WBXML,
URL :http://www.openmobilealliance.org/

“Wireless Datagram Protocol Specification”, WAP &ar
URL :http://www.openmobilealliance.org/

“Wireless Session Protocol specification”, WAP Foru
URL :http://www.openmoabilealliance.org/
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[WTP] “Wireless Transaction Protocol Specification”, WABrum,
URL :http://www.openmoabilealliance.org/
[XML] “Extensible Markup Language (XML) 1.0", World WidEeb Consortium Recommendation,

URL:http://www.w3.0rg/TR/REC-xml

2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT", “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in RFC2119.

All sections and appendixes, except “Scope” antrdbfuction”, are normative, unless they are exgiiéndicated to be
informative.

Any reference to elements of the Data SynchroromaXML Schema is specified in thigpeface . Any reference to
attributes of the Data Synchronization XML Schemagpecified in this ypef ace.

Schema fragments are shown as:

Content Model:

<xs:attribute name="Atomic" type="xs:boolean" defau [t="false"/>

Examples are shown as:

Example n: descriptive text

<Del ete Cndl D="401">

</ Del et e>

Most examples may be validated against the schgnracbrporating them into the XML fragments of Apkix B.

Also note that many of the examples manipulateabjeelative to the hierarchy of objects shown ppéndix B.

3.2 Definitions

Please refer to the [DSCONCEPTS] document.

3.3 Abbreviations

Please refer to the [DSCONCEPTS] document.
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4. Introduction

OMA Data Synchronization (OMA DS) is a specificatifor a common data synchronization framework ailX
based format, or representation protocol, for symmizing data on networked devices. OMA Data Syootznation is
designed for use between mobile devices that éeemittently connected to the network and netwenkises that are
continuously available on the network. OMA Data @yonization can also be used for peer-to-peer data
synchronization. OMA Data Synchronization is speaify designed to handle the case where the n&tegnvices and
the device store the data they are synchronizimjfierent formats or use different software system

This document specifies the XML syntax and semaniged by the OMA Data Synchronization Protocol.

The Data Synchronization Syntax is defined by abeatessages that are conveyed between entitiisipating in a
data synchronization operation. The messages presented as an XML document. XML is the industaydard for
text document mark-up, as defined in [XML].

The Data Synchronization Syntax also can be idedtds a MIME content type. MIME is the Internetrstard for
identifying multipurpose message contents. It pitesia useful mechanism for differentiating betwaiéfierent content
and document types.

The Data Synchronization Syntax supports protoamels that are based on a request/response constraotlire, as
well as those that are based on a "blind push" camdhstructure.

The Data Synchronization Syntax embodies the cdrafegp SyncML Package. The SyncML Package perfaomse set
of operations. This conceptual "package" permitsegia "batch" of multiple operations put togetimea singleSyncML
Message or conveyed as sepafyacML Messages, each containing a single operaBigncML Messages are the
body of the MIME entities.

4.1 Version History

For a detailed change history of OMA-DS, refef@&HISTORY].

Specific Syntax changes include:

41.1 Version 1.0.1

CTCAPwas moved from the Syntax Specification to Devidermation [DSDEVINF], and~r eel D andFr eeMem
were moved to the Meta Specification.

4.1.2 Version 1.1

MoreData andNurber O Changes were added. The Specification set was split @donmon, DS, and DM.
4.1.3 Version 1.2

Correl ator, Field ,Filter ,FilterType, Move, Record , SourceParent , andTargetParent were
added.

414 Version 2.0

The Meta Specification, including the elements atidbutes ofAnchor , FieldLevel, For mat , Fr eel D, Fr eeMem
Last , MaxObjSize, Meta, Next , NextNonce , Size, and Type, were incorporated into the Syntax Specification.
Support for Fingerprints was added, includi¥®gy ID , andIDContainer . The explicitSyncAlert  element, with its
attributes oBehavi our, ChangelLogVal i dity,Directi on,and | DVal i di t y was created instead of using
Alert . SourceClientURI , SourceClientParentURI , SourceServerURI , SourceServerParentURI ,
TargetClientURI , TargetClientParentURI , TargetServerURI |, andTargetServerParentURI were
created instead of usirf®purce , SourceParent , Target , TargetParent andLocURI. VerDTD was renamed
to Ver si on. The flags and simple values @fid| D, Code, NoSt at us, At omi ¢, Aut hNane, Cnd, CndRef ,
Correl ator, SftDel , Fi el dLevel ,FilterType, Msgl D, MsgRef , Next Nonce, Nunber O Changes,
Sequence, andVer si on were converted from elements to attributes.
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5. SyncML
5.1 SyncML Package and Messages

In SyncML, the operations are conceptually bourd aSyncML Package. The SyncML Package is just a conceptual
frame for one or mor8ync M. Messages that are REQUIRED to convey a set of protocolasgits.

A SyncML Message is a well-formed XML document and adhtrélse Schema, but does not need to be validated. F
example, &yncML message does not need to be validated but the MMET adhere to whatever explicitly defined
order appears in the Schema. The document isfigenby theSyncML root or document element type. This element
type acts as a parent container (i.e., root eletype) for theSyncML Message.

The SyncML Message, as specified before, is an individual Xdécument. The document consists of a header,
specified by th&&yncHdr element type, and a body, specified by$yacBody element type. Th8yncML header
specifies routing and versioning information abingSyncML Message. Th8yncML body is a container for one or
moreSyncM. Commands. TheSyncML Commands are specified by individual element typés SyncML
Commands act as containers for other element tyyaeslescribe the specifics of tBgncML command, including any
data or meta-information.

5.2 SyncML Commands

SyncML defines the following "request” commands:
- Add. Allows the originator to ask that a data elen@ndata elements supplied by the originator be ddoelata
accessible to the recipient.

- Alert . Allows the originator to notify the recipient. &motification can be used as an application-tdiegion
message or a message intended for display thrdwegtetipient's user interface.

- Copy. Allows the originator to ask that a data elenmmdata elements accessible to the recipient beedop

- Delete . Allows the originator to ask that a data elenm@mdata elements accessible to the recipient betetbl A
Delete command can include a request for the archivindp@data.

- Get. Allows the originator to ask for a data elementiata elements from the recipientGit can include the
resetting of any meta-information that the recipi@aintains about the data element or collection.

- Move. Allows the originator to ask that a data elenm@mdata elements accessible to the recipient tmdoesd.
- Put. Allows the original to put a data element or deltaments on to the recipient.

- Replace . Allows the originator to ask that a data elenmmiata elements accessible to the recipient Haaeg.
This command makes a complete replacement of tfaeetlament.

- Sync. Allows the originator to specify that the inclddeommands be treated as part of the synchronizafibwo
data collections.

- SyncAlert . Allows the originator to negotiate the sync tygi¢h the recipient and also allows the originator t
send fingerprints and data item identifiers toréagpient.

SyncML defines the following "response" commands:

- Status . Indicates the completion status of an operatiothat an error occurred while processing a previou
request, with an optional updated identifier.

- Results . Used to return the data results @det SyncML Command.

The SyncML Commands themselves do not fully define the seicgmof the SyncML Operation. For example, "Adding"
a document to an application to a database mayveyalifferent semantics from "Adding" a transantrequest to a
queue. The semantics of a SyncML Operation argmated by the type of data that is being operafeshuThis means
that it is possible for an originator to requesogeration of a particular recipient that makeseanse to the recipient. In
that case, the recipient MUST return an error raspatatus code.
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5.3 XML Usage

The SyncML Messages are represented in a mark-up languaigeddfy [XML]. The DS Syntax protocol is an XML
application. The DS Syntax Schema defines the XMhe®na used to represent a DS Message. The DS SSchaxma
can be found in Section 7, but it is not necesgargad the Schema in order to understand the gobto

SyncML makes use of XML name spaces. Name spaces MUS€&dbared on the first element type that uses aneié
type from the name space.

Names in XML are case sensitive. By conventiorhsnDS Syntax, the element type and attribute dstes are
specified using the convention that the first chteain each word of the name is in upper caseatedtremainder of the
characters in each word of the names specifiedvitel case text. For exampyncML for the Sync Mark-up Language
tag orMsgRef for the Message Reference tag.

The element types in the DS Syntax Schema areetkfiithin a namespace associated with the URI
http://www.openmobilealliance.org/tech/profiles/OMA -DS-DS_2_0-Syntax-Schema-

V2_0.xsd or the URN urn:oma:xml:ds:syntax:. The DS Syntake®na are also identified by the ISO 9070 formal
public identifier-//SYNCML//Schema SyncML 2.0//EN

SyncML also makes use of XML standard attributashsasxml:lang . Any XML standard attribute can be used in a
SyncML document.

SyncML Messages are specified using well-formed XML. HeavetheSyncML Messages need not be valid XML.
That is, theSyncML Messages do not need to specify the XML declanapoolog, or schema locations. They only need
to specify the body of the XML document. This retion allows for theSyncML Messages to be specified with greater
terseness than well-formed, valid XML documents.

The following examples should be considered egaival

Fully Qualified: This style is both well-formed and valid (provitla copy of the SyncML schema is available). This
style is recommended for file formats, such asisodevice information for later use.

<?xml version="1.0" encoding="UTF-8"?>

<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance"
xsi:noNamespaceSchemalocation="OMA-SUP-XSD_DS_S yntax_Schema-V2_0.xsd"
Version="2.0">

</SyncML>

Minimally Qualified: This style uniquely identifies the namespace &sgg®MA-DS SyncML, and is well-formed, but
not valid. This style SHOULD be used when commatiitg over limited bandwidth.

<SyncML xmins='syncml:syncml2.0' Version="2.0">

</S“)}ncM L>

Unqualified: This style MAY be used where the context is ctbanugh other information.

<SyncML Version="2.0">

</S“);ncM L>

Namespace Qualified:This style MAY be used where SyncML Informatiornsluded inside other XML documents,
and the appropriate namespaces are declared.stfasMUST be both well-formed and valid. The cleoaf
namespaces (for elements, and attributes) is arpitrThe use of any style like this SHOULD NOTused for over-the-
air communications.
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<syncml:SyncML syncmlA:Version="2.0">

</s:)./'nch:SyncML>

One of the main advantages of XML is that it isidely accepted International recommendation fot ¢ecument
mark-up. It provides for both human readability amalchine process ability. In addition, XML allowsetoriginator to
capture the structure of a document, not justatgent. This is extremely useful for applicationsls as data
synchronization, where not just content, but stmesemantics is often exchanged.

5.4 WBXML Usage

XML can be viewed as more verbose than alterndttinary representations. This is often cited asaaae why it might
not be appropriate for low bandwidth network praiscin most cases, SyncML uses shortened eleiyeatand
attribute names. This provides a minor reductionerbosity. Additionally, th&yncML Messages can be encoded in a
tokenized, binary format defined by [WBXML], or taadard content compression can be applied, suefTap’s
“Content-Encoding: gzip”. The use of [WBXML] format transport layer compression is external to ifijgation of the
SyncML protocol and transparent to any SyncML agatlon. The combination of the use of shortenethetd type
names and an alternative binary format makes Syncihpetitive, from a compressed format perspectiith,
alternative, but private, binary representations.

For the purposes of OMA-DS, WBXML 1.1, WBXML 1.2ékVBXML 1.3 are functionally equivalent, and all N6O'
be accepted in implementations that support WBXNdffectively, this merely requires the WBXML pargeraccept
01, 02 or 03 as the first byte of the document.
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6. Mark-up Language Description

The DS Syntax protocol is a document mark-up ctingi®f XML element and attribute types. This sectprovides a
prose description of this mark-up. The types afandd in terms of their purpose or usage, parestehts, any
restrictions on content or use and content model.

Restrictions listed in this document apply to D&yachronization Protocol. Examples that illustithie use of each
element type can also be found in this documerdniptes in this section make use of XML snippeteyTére not
intended to be complete XML documents, althoughtroas be validated by incorporating them into thdLXfragments
of Appendix B. They are only provided to illustrate example usage of the element type in question.

6.1 Static Conformance Requirements by Type

6.1.1 The Common Use Elements and Attributes
The following are common element types and attebutsed by numerous other SyncML element types.

The following table further elucidates the statimfmrmance requirements for the SyncML data desorigelements and
attributes for devices conforming to this speciiica.

Command Support of Synchronization Server| Support of Synchronization Client
Sending Receiving Sending Receiving
Anchor MUST MUST MUST MUST
Atomic MAY MAY MAY MAY
AuthName MAY MAY MAY MAY
Behaviour MUST MUST MUST MUST
Chal MUST MUST MAY MUST
ChangelLogValidity MAY MUST MAY MUST
ClientURI MUST MUST MUST MUST
Cmd MUST MUST MUST MUST
CmdID MUST MUST MUST MUST
CmdRef MUST MUST MUST MUST
Code MUST MUST MUST MUST
Correlator MAY MAY MAY MAY
Cred MUST MUST MUST MUST
Direction MUST MUST MUST MUST
Encrypted MAY MAY MAY MAY
EncryptedKey MAY MAY MAY MAY
Field MAY MAY MAY MAY
FieldLevel MAY MUST MAY MAY

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc Page 16 (111)

Filter MAY MAY MAY MAY
FilterType MAY MAY MAY MAY
Final MUST MUST MUST MUST
Format MUST MUST MUST MUST
FP MAY MUST MAY MAY
FreelD MAY MUST SHOULD MAY
FreeMem MAY MUST SHOULD MAY
ID MAY MUST MAY MAY
IDContainer MAY MUST MAY MAY
IDValidity MAY MUST MAY MUST
Last MUST MUST MUST MUST
MaxMsgSize MAY MUST MAY MAY
MaxObjSize MAY MUST MAY MAY
MoreData MUST MUST MAY MAY
MsgID MUST MUST MUST MUST
MsgRef MUST MUST MUST MUST
Next MUST MUST MUST MUST
NextNonce MUST MUST MUST MUST
NoStatus MAY MUST MAY MUST
NumberOfChanges MAY MUST MAY MAY
Record MAY MAY MAY MAY
RespURI MAY MUST MAY MUST
Sequence MAY MUST MAY MAY
ServerURI MUST MUST MUST MUST
SessionID MUST MUST MUST MUST
SftDel MAY MAY MAY MAY
Size MAY MUST MAY MUST
SourceClientURI MUST MUST MUST MUST
SourceClientParentURI MAY MAY MAY MAY
SourceServerURI MUST MUST MUST MUST
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SourceServerParentURI MAY MAY MAY MAY
Statusltem MUST NOT MUST MAY MUST NOT
SyncType MUST MUST MUST MUST
TargetClientURI MUST MUST MUST MUST
TargetClientParentURI MAY MUST NOT MUST NOT MAY
TargetServerURI MUST MUST MUST MUST
TargetServerParentURI MAY MUST NOT MUST NOT MAY
Type MUST MUST MUST MUST
Version MUST MUST MUST MUST

Table 1: Common Use Elements and Attributes

6.1.2 Message Container Elements

The following element types provide the basic comasupport for th&yncML message.

The following table further elucidates the statmimrmance requirements for the SyncML data desorigelements for
devices conforming to this specification.

Command Support of Synchronization Server Support of Synchronization Client
Sending Receiving Sending Receiving
SyncML MUST MUST MUST MUST
SyncHdr MUST MUST MUST MUST
SyncBody MUST MUST MUST MUST

6.1.3 Data Description Elements

Table 2: Message Container Elements

The following element types are used as contaileenents for data exchanged isgncML Message.

The following table further elucidates the statmimrmance requirements for the SyncML data desorigelements for
devices conforming to this specification.

Command Support of Synchronization Server Support of Synchronization Client
Sending Receiving Sending Receiving
Data MUST MUST MUST MUST
ltem MUST MUST MUST MUST
Meta MUST MUST MUST MUST

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc Page 18 (111)

Table 3: Data Description Elements

6.1.4  Protocol Management Elements

The following table further elucidates the statimfmrmance requirements for the SyncML protocol aggment
elements for devices conforming to this specifimati

Command Support of Synchronization Server Support of Synchronization Client
Sending Receiving Sending Receiving
Status MUST MUST MUST MUST

Table 4: Protocol Management Elements

6.1.5 Protocol Command Elements

The following table further elucidates the statimformance requirements for the SyncML protocol o@nd elements

for devices conforming to this specification.

Command Support of Synchronization Server Support of Synchronization Client
Sending Receiving Sending Receiving
Add MUST MUST SHOULD MUST
Alert MUST MUST MUST MUST
Copy MAY MUST / MUST* MAY MAY / MUST*
Delete MUST MUST MUST MUST
Get MUST MUST SHOULD MUST
Move MAY MAY / MUST* MAY MAY / MUST*
Put MUST MUST MUST MUST
Replace MUST MUST MUST MUST
Results MUST MUST MUST SHOULD
Sync MUST MUST MUST MUST
SyncAlert MUST MUST MUST MUST

Table 5: Protocol Command Elements
* The Copy and Move commands MUST be supportedriplémentations that support hierarchical sync

6.1.6 Common Types for Elements
The following table further elucidates the commaeditypes for the elements definition.

There are no static conformance requirements &setitommon types.
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Type Used in Elements
EmptyType Final, MoreData
CommonOperationType Add, Copy, Get, Move, Put

Table 6: Common Element Types

6.2 Element, Attribute, and Type Definitions
6.2.1 Add

Usage Specifies th&SyncML command to add data to a data collection.
Parent Elements Sync, SyncBody

Content Model:

<xs:element name="Add" type="CommonOperationType"/>

Restrictions:

The Add command is generally used to convey to the regi@ay additions made to the originator’s databbse.
example, a mobile device will indicate to the netkveerver any additions made to the local caledd#abase.

The originator of the command SHOULD only senddead/properties of the data item that are suppdiyetie
recipient. The device information document of teeipient can contain this information.

One or mordtem element types MUST be specified. Them element type specifies the data item added to the
database. Th8ourceServerURI  or SourceClientURI specified within thétem element type uniquely

identifies the item, either relative to the cormasgingTargetServerURI [/ TargetClientURI or

SourceServerURI  / SourceClientURI specified in the parei@ync command, relative to an absolute URI in the
SourceServerParentURI , SourceClientParentURI , or TargetClientParentURI of a hierarchical
object whose parent elementSgncBody , or by absolute URI with a non-hierarchical objetien the parent element is
SyncBody . Note that only certain combinations of theseapaaters are valid, as shown in Table 7: Add Soliezgét
Combinations, Table 8: Add Relative/Absolute URIn@Bnations, and the examples below.

When synchronizing hierarchical objects, lteen element for each object MUST include parent infation. For this
purposeSourceServerParentURI , SourceClientParentURI , or TargetClientParentURI MUST be
used by the sending device referring to an exigiegnt. When synchronizing hierarchical objectemvthe parent
element isSyncBody , these parent elements MUST be absolute URIsthatBourceServerURI  or
SourceClientURI specified within thdtem element type MUST be relative to the parent eléam@vhen the parent
element is &ync command all URIs MUST be relative URIs. Refeifable 7: Add Source/Target Combinations,
Table 8: Add Relative/Absolute URI Combinationsg dhe examples below for valid combinations.

Theltem elements within addd command MUST NOT attempt to specify a new ideettifin the target, that is,
specify eithefTargetServerURI  or TargetClientURI

When sending aAdd command to a recipient that does not support IHibga the Parent URI fields MUST NOT be
sent, that is, any @ourceServerParentURI , SourceClientParentURI , TargetServerParentURI or
TargetClientParentURI . When sending aAdd command to a recipient that does not support Htegawhen the
parent element iSyncBody , theSourceServerURI  or SourceClientURI specified within thétem element
type MUST be absolute URIs. For all other cadesy MUST be relative URIs.

For examples of the use of absolute URIs, se€tpy command.
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When the client is the recipient, it MAY assign niewal identifiers (LUIDs) for the data items s in this
command. However, in such cases the client MUSG radgify the server of the new LUID by returningthew LUID
in the correspondin§tatusitem  element.

Source/Target Combinations| Without Hierarchy Support With Hierarchy Support
Example 1 Example 2 | Example 3 | Example 4 | Example 5
Sender Client Server Client Server Server

SourceServerURI = X - X X
SourceClientURI X - X - -
TargetServerURI = s - - -
TargetClientURI = s - - -
SourceServerParentURI = s s > X
SourceClientParentURI = - X - -
TargetServerParentURI = s - - -
TargetClientParentURI = s - X -

Table 7: Add Source/Target Combinations

URI Combinations | Without Hierarchy Support With Hierarchy Support

Parent Element | *Direct URIs | **Parent URIs | *Direct URIs | **Parent URIs
SyncBody Absolute N/A Relative Absolute
Sync Relative N/A Relative Relative

Table 8: Add Relative/Absolute URI Combinations

* Direct URIs refers t@GourceServerURI  or SourceClientURI

** Parent URIs refers t&ourceServerParentURI
TargetClientParentURI

, SourceClientParentURI , or

Status Codes
If the command completed successfully, then 888 | tem added exception condition is created by the command.

If the recipient determines that the data itemaalyeexists on the recipient’s database, then4h8 Y Already
exists  exception condition is created by the command.

If the originator’s authentication credentials dpea principal with insufficient rights to compkethe command, then
the @01) Unauthorized  exception condition is created by the commandolfuthentication credentials were
specified, then407) Authentication required exception condition is created by the commanduifable
challenge can also be returned.

Non-specific errors created by the recipient whiktempting to complete the command create 568 Y Command
failed exception condition.

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc Page 21 (111)

If there is insufficient space on the recipientati@se for the data item, then th2@) Device full exception
condition is created by the command, and the caitiginSHOULD NOT attempt to add additional dataluthi recipient
has more free space.

If the MIME content type or content format for ttiata item is not supported by the recipient, tien@15)
Unsupported MIMEcontent type or content format exception condition is created by the command.

Example 1: The client requests the server to add 2 new itfitise same type, with credentials that providgenaiccess
to the current datastore. Thgpe information for allltem s’ are provided by th®eta element under thadd
command. The items are identified by the client D{Mvhich includes the fingerprint of the item.

<Add Cndl D="101">
<Cr ed>
<Meta Type="syncml : aut h- md5" For mat ="b64"/ >
<Dat a>Zz6Ei vR3yeaaENcRN6I pAQ==</ Dat a>
</ Cred>
<Meta Format="chr" Type="text/vcard"/>
<l tenr
<Sour ceCl i ent URI FP="0123">1001</ Sour ceCl i ent URI >
<Dat a>BEG N: VCARD
VERSI ON: 3. 0

END: VCARD
</ Dat a>
</[|ltenr
<l tenr
<Sour ced i ent URI FP="1234">1002</ Sourced i ent URl >
<Dat a>
VERS| ON: 3. 0

END: VCARD
</ Dat a>
</ltenr
</ Add>

Example 2: The server requests the client to add a new it€he item is identified by the server’'s GUID. THret
may choose to assign a LUID to the item, in whiakecit would indicate that to the server in theegponding
Statusltem  element, and the GUID would no longer be used.

<Add Cndl D="102">
<ltenmr
<Sour ceSer ver URI >ABC012345 1003</ Sour ceSer ver URI >
<Meta Format="chr" Type="..."/>
<Dat a>
</ Dat a>
</ltenm>
</ Add>

Example 3: The client requests the server to add a new fatdar to the root of the hierarchy.

<Add Cndl D="103">
<ltenr
<Sour ced i ent URI FP="2345">1004</ Sourced i ent URl >
<Sour ced i ent Par ent URI >. / </ Sour ceCl i ent Par ent URI >
<Meta Format="chr" Type="application/vnd. omads-f ol der +xm "/ >
<Dat a><! [ CDATA[
<Fol der >
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<nanme>Wr k</ nane>
<cr eat ed>20080401T012345</ cr eat ed>

<r ol e>l nbox</r ol e>
</ Fol der>]] >
</ Dat a>
</[|ltenr
</ Add>

Example 4: The server requests the client to add a new fatdarto an existing, mapped folder.

<Add Cndl D="104">
<l tenr

<Sour ceSer ver URI >ABC012345 1005</ Sour ceSer ver URI >

<Tar get Cl i ent Par ent URl >1004</ Tar get C i ent Par ent URI >

<Meta Format="chr" Type="application/vnd. omads-f ol der +xm "/ >

<Dat a><! [ CDATA[

<Fol der >

<nanme>0MA</ nanme>
<cr eat ed>20080401T123456</ cr eat ed>

</ Fol der>] ] >
</ Dat a>
</ltenp
</ Add>

Example 5 The server requests the client to add a newfiteafolder that is not yet mapped by the clierd.(the
folder was added during this session by the server)

<Add Cndl D="105">
<Meta Format="chr" Type="text/x-vcard"/>
<ltenmr
<Sour ceSer ver URI >ABC012345 1006</ Sour ceSer ver URI >
<Sour ceSer ver Par ent URI >ABC012345 1005</ Sour ceSer ver Par ent URI >
<Dat a>BEG N: VCARD
VERSI ON: 3. 0
FN: Bruce Smith
N: Sni t h; Bruce
TEL; WORK; VA CE: +1- 919-555-1234
TEL; WORK; FAX: +1- 919- 555- 9876
EMAI L; | NTERNET: br ucel@xanpl e. com
END: VCARD
</ Dat a>
</ltenm>
</ Add>

Note: The above examples include all situationsiead to be supported if hierarchy is supportexamples 1 and 2
are the only examples that need to be supportadrdrchy is not supported. No other combinatioins
TargetServerURI  / TargetClientURI , SourceServerURI  / SourceClientURI

TargetServerParentURI / TargetClientParentURI or SourceServerParentURI /
SourceClientParentURI should occur. For example, the client should néeein the situation of needing to add a
data item to a folder that was added by the sebudris not yet mapped (uSargetServerParentURI ), since the

client could have already sent the new LUID in¢berespondingtatusitem  element when the folder was added
before sending itddd command. Similarly, the server MUST NOT creatdD&) and thus should never include a
TargetClientURI in anAdd command.
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6.2.2 Alert

Usage Specifies the specific event. The command pravalenechanism for communicating event informatoothée
recipient, such as requesting for next messageshamk of a large object not received, terminatrggssion, etc.

Parent Element: SyncBody

Content Model:

<xs:element name="Alert" type="AlertType"/>
<xs:complexType name="AlertType">
<xs:sequence>
<xs:element ref="Cred" minOccurs="0"/>
<xs:element ref="Item" minOccurs="0" maxOccurs= "unbounded"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="Code" use="required"/>
<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Restrictions:
TheCode attribute specifies the status code corresponiragspecific event for the recipient.

Optionally, one or mordem element types MAY be specified. THem element type specifies parameters for the
Alert command. Th&argetServerURI  / TargetClientURI andSourceServerURI  /
SourceClientURI specified within thdtem element type MUST be an absolute URI.

If the command and the associated action are caéetpsrccessfully, then the status code0() OK' is created by the
command.

If the command was accepted successfully, bultbe action has not yet been executed successfully,ttree02)
Accepted for processing exception condition is created by the commandubsequent exception condition can
be created to relate the eventual completion stHtti®e associatedlert action.

Example: The following is an example for a data sync dli@nrequest for next message in the case of nhltiessages
in a package.

<Al ert Cndl D="1" Code="211">
<l tenr
<Tar get Ser ver URI >. / Cont act / Cont act s</ Tar get Ser ver URI >
<Sour ceC i ent URI >. / C\ Syst em Dat a\ Cont acts. cdb </ Sour ced i ent URI >
</ltenp
</Alert>

6.2.3  Anchor

Usage Specifies the synchronization state informatiicg (sync anchor) for the current and previoushyonization
session.

Parent Element SyncAlert , Status

Content Model:

<xs:element name="Anchor">
<xs:complexType>
<xs:attribute ref="Last" use="optional"/>
<xs:attribute ref="Next" use="required"/>
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</xs:complexType>
</xs:element>
<xs:attribute name="Last" type="AnchorType"/>
<xs:attribute name="Next" type="AnchorType"/>
<xs:simpleType name="AnchorType">
<xs:union memberTypes="xs:dateTime xs:positivelnt eger"/>
</xs:simpleType>

Restrictions:

The OPTIONALLast attribute specifies the synchronization anchotttierprevious synchronization session. The
REQUIREDNext attribute specifies the synchronization anchottiercurrent synchronization session.

The value oLast andNext attributes MUST specify either an UTC based diate/stamp or a monotonically
increasing numeric integer. If a date/time starhpntthe text MUST be in the complete representatiasic format
defined by 1SO8601.

All Last orNext values sentin a synchronization session by acpéat sender MUST be of the same type, and MUST
be used such that a comparison operation on vaAregetermine older from newer.

Determination of the ordinal sequence of the versiban existing object in the recipient and thesian of the object
can be made by comparing the content informaticth@bbject with the value on the existing object.

Example:

<Anchor Last="2000-08-24T13: 30: 00Z" Next ="2000-08-24T22:13: 002"/ >

Note that a comparison operator should find thatvddue ofNext is greater than the value lodst (if present).

6.2.4  Atomic
Usage Specifies that the subordinate commands be exé@s a set or not at all.
Parent Element Sync

Content Model:

<xs:attribute name="Atomic" type="xs:boolean" defau [t="false"/>

Restrictions:

If the command with thét oni ¢ attribute set to ‘true’ completed successfullgrtihe normabtatus for the
command should be returned.

If an error occurs while performing a command withiSync command specified with alt oni ¢ attribute, then the
(507) Atomic failed exception condition is created by thgnc command. The error status code indicates the
failure of the complete command. Separate, indai@uror status code can also be created thatifigepecific errors

that created the failure.

If a client can execute all the atomic commandsttogr (and thus guarantee the result) then a dlént split the
responses up over multiple messages. If a clemat execute all the atomic commands togethertfarsicannot
guarantee the results of commands not executedpt@tds responses would go into multiple messages, then th
Sync command MUST fail with status codgl(7) Atomic response too large to fit in message.
Previously executed commands within 8¢ command MUST be rolled back.

Example:

<Sync CmdID="1234" Atomic="true">
<Add CmdID="1235">
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
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<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<Iltem>
<TargetClientURI>./Foo/pen</TargetClientURI>
<Data>Yes</Data>
</ltem>
</Add>
<Replace CmdID="12346">
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<Iltem>
<TargetClientURI>./Foo/version</TargetClientU RI>
<Data>20000401T133000Z</Data>
</ltem>
</Replace>
</Sync>

6.2.5 AuthName

Usage Specifies the user name for authentication.
Parent Element Cred

Content Model:

<xs:attribute name="AuthName" type="xs:string"/>

Restrictions:

For Authentication schemes which do not contaiextractable user identifier, tat hNane attribute is used to hold a

user specific identifier.

6.2.6 Behaviour

Usage Species the behaviour for the current sync sessio
Parent Element SyncType

Content Model:

<xs:attribute name="Behaviour">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="Preserve"/>
<xs:enumeration value="Refresh"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>

Restrictions:

TheBehavi our attribute specify the behaviour for the currentcsgession.

The semantics ddi r ecti on, Behavi our, | Dval i di ty andChangeLogVal i di ty are described in [DSPRO].
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6.2.7 Chal

Usage Specifies an authentication challenge. The reaipdf the challenge specifies authentication angdls, of the
given authentication scheme and encoding, in tkéneguest.

Parent Elements Status , SyncHdr

Content Model:

<xs:element name="Chal" type="ChalType"/>
<xs:complexType name="ChalType">
<xs:sequence>
<xs:element ref="Meta"/>
<xs:element ref="NextNonce" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

Restrictions:

TheMeta element’'sType andFor mat attributes specify the authentication scheme typkcredential encoding style,
respectively. The option&lextNonce element is only used in SHA-256 authenticatioresoh to specify the new
nonce. The next nonce will be used for authentcatihen the next sync session is started. Thenmexte is provided

to make sure the nonce is used only once to avo&hay eavesdropping of the communication

A challenge can be specified against the DS senvdatastore. To challenge a DS servethal element is sent in the
Status command corresponding to tBgncHdr of the associate8yncML request. To challenge a datastore, the

Chal element is sent in thgtatus command corresponding to tBgncAlert or Sync command associated with
the database.

When theChal element is specified in tf®yncHdr element, it can be used to update the next nanttestother side.
When the client or server determines to updataéxe nonce to the other side, the sender can gerttienew next
nonce and send it @yncHdr/Chal/NextNonce to the receiver, and the receiver updates thaahte using the
received next nonce. The recipient MUST successtulthenticate the credential informatiorSyncHdr before

accepting the nonce update. If more than one nisrtcansmitted during the session, the latest okksWbe used for the
next session.

If absent and if the status code is (2@@mmandcompleted  successfully , then the same credentials SHALL be
used in the nexdyncML request.

If absent and if the status code242) Authentication accepted , then credentials need not be specified for any
subsequerbyncML requests within the current session. The sessianthenticated.

Example: The following is a SHA-256 authentication chatien

<Status CmdID="1" CmdRef="0" Code="407" MsgRef="1" Cmd="SyncHdr">
<Chal >
<Met a Fornmat="b64" Type="syncml : aut h- sha256"/ >
<Next Nonce>TnmBuY2U=</ Next Nonce>
</ Chal >
</Status>

6.2.8  ChangeLogValidity
Usage Specifies if the change log is valid.
Parent Element SyncType

Content Model:

<xs:attribute name="ChangeLogValidity" type="xs:boo lean" />
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Restrictions:
TheChangelLogVal i di ty attribute specifies if the change log is valid.

The semantics ddi r ecti on, Behavi our, | Dval i di ty andChangeLogVal i di ty are described in [DSPRO].

6.2.9 ClientURI

Usage Specifies th&sourceClientURI or TargetClientURI referenced by 8tatus orResults element, or
the new Client LUID assigned to the associ&edverURI

Parent Elements Statusltem , Status , Results

Content Model:

<xs:element name="ClientURI" type="URIWithFPType"/>

Restrictions:

When specified in th8tatus element, specifies the client address specifigsdércommand associated with the
response status. When specified in$&tusitem  element, specifies the client address specifigti@rspecifidtem
or the new client identifier for the server addrggscified in thdtem . When specified in thResults element,
specifies the client address specified in the asteGet command.

The element MUST be specified irBtatus command corresponding to aByncML command that includes the
SourceClientURI or TargetClientURI element.

Example:

<Status CmdID="4321" MsgRef="1" CmdRef="1234" Cmd=" Add" Code="200">
<ServerURI>ABC012345 1012</ServerURI>
<dient URI >1012</ i ent URI >
</Status>

6.2.10 Cmd

Usage Specifies the name of the SyncML command referdrxy aStatus element.
Parent Element Status

Content Model:

<xs:attribute name="Cmd">
<xs:simpleType>

<xs:restriction base="xs:string">
<xs:enumeration value="Add"/>
<xs:enumeration value="Alert"/>
<xs:enumeration value="Copy"/>
<xs:enumeration value="Delete"/>
<xs:enumeration value="Get"/>
<xs:enumeration value="Move"/>
<xs:enumeration value="Put"/>
<xs:enumeration value="Replace"/>
<xs:enumeration value="Results"/>
<xs:enumeration value="Status"/>
<xs:enumeration value="Sync"/>
<xs:enumeration value="SyncAlert"/>
<xs:enumeration value="SyncHdr"/>

</xs:restriction>
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</xs:simpleType>
</xs:attribute>

Restrictions:

The value MUST be one oAdd", "Alert ", "Copy", "Delete ", "Get", "Move", "Put ", "Replace ", "Results "

"Status ", "Sync", "SyncAlert " when theCrdRef attribute has a value greater than "0"or 8gricHdr " when the
CrmdRef attribute has a value of "0".

Example:

<Status CmdID="4321" MsgRef="1" CmdRef="1234" Cnd=" Add" >

</Status>

6.2.11 CmdID

Usage Specifies &8yncML message-unique command identifier. This is atpesinteger used to uniquely reference
the Protocol Management Elements [6.1.4] or PrdtGocanmand Elements [6.1.5] in a message. Gendtallyis
referenced in thendRef attribute of eResults or Status element.

Parent Elements Add, Alert , Copy, Delete , Get, Move, Put , Replace , Results , Status , Sync,
SyncAlert

Content Model:

<xs:attribute name="CmdID" type="xs:positivelnteger ">

Restrictions:
The value MUST be unique within eaSlgncML Message.

The attribute MUST be present on each of the Pobtgleanagement Elements [6.1.4] or Protocol Comnialegnents
[6.1.5] in a message.

Example:

<Add Cndl D="1234" >
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<Item>
<SourceClientURI>./12</SourceClientURI>
<Meta Type="text/directory;profile=vCard"/>
<Data>BEGIN:VCARD
VERSION:3.0
FN:Smith;Bruce
N:Bruce Smith
TEL;TYPE=WORK;VOICE:+1-919-555-1234
END:VCARD
</Data>
</ltem>
</Add>

6.2.12 CmdRef

Usage Specifies theCnd| Dreferenced by Results or Status element.
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Parent Elements Results , Status

Content Model:

<xs:attribute name="CmdRef" type="xs:nonNegativelnt eger"/>

Restrictions:

TheCnmdRef attribute MUST refer to the identifier of tisyncML command referenced by tResults  or Status
element.

The value “0” refers to thByncHdr of the corresponding message.

Example:

<Status CmdID="4321" MsgRef="1" CdRef =" 1234" Cmd="Add" Code="401">
<Chal>
<Meta Format="b64" Type="syncml:auth-md5"/>
<NextNonce>Z2G9iZWhhdmUNCg==</NextNonce>
</Chal>
</Status>

6.2.13 Code

Usage Specifies a status code or alert code.
Parent Elements Alert , Status

Content Model:

<xs:attribute name="Code" type="xs:positivelnteger" />

Restrictions:

This attribute is used to specify a status codalent code.

Example:

<Alert CmdID="1234" Code="222"/>

6.2.14 CommonOperationType
Usage:Specifies the complex type for tByncML commands which have the common operation type.
Parent Elements:Add, Copy, Get, Move, Put

Content Model:

<xs:complexType name="ComplexOperationType"/>
<xs:sequence>
<xs:element ref="Cred" minOccurs="0"/>
<xs:element ref="Meta" minOccurs="0"/>
<xs:element ref="Item" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Example:
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<xs:element name="Add" t ype="CommonQper at i onType" />

6.2.15 Copy

Usage Specifies th&yncML command to copy data items from one location (dtdee and/or folder) to another in the
recipient's database.

Parent Elements Sync, SyncBody

Content Model:

<xs:element name="Copy" type="CommonOperationType"/ >

Restrictions:

It is implementation dependent whether a physioplyof the item is made in the recipient, or whetihehortcut or
pointer is created to the source item in the talaysttion.

TheCopy command in this version of the specification isTNi@tended to be used to attempt to change the MIME
content type of a data item, compress the datadgteotherwise transform a target data item. Bb#&dource and target
locations MUST support the MIME content type of ttega item. The result of any differences betwéersupported
field lists of different datastores is undefined.

One or mordtem element types MUST be specified. Them element type specifies the data item to be copiethe
recipient's database. Aata specified intem SHOULD be ignored by the recipient. The source dteim, and the
source and target parent datastores and foldersTvixist.

If specified within aSync element type to reference items within the curdatastore, dargetServerURI

TargetClientURI , SourceServerURI , or SourceClientURI specified within thdtem element type in the
Copy command SHOULD be a relative URI, as relativeh ¢orrespondingrargetServerURI  /
TargetClientURI or SourceServerURI  / SourceClientURI specified in the parei@ync command.

If specified within aSync element type to reference items outside the cudatastore, dargetServerURIl
TargetClientURI , SourceServerURI  or SourceClientURI specified within thdtem element type in the
Copy command SHOULD be a relative URI, as relativeh ¢orrespondingargetClientParentURI or
SourceClientParentURI , which SHOULD be an absolute URI.

If specified within aSyncBody element type, dargetServerURI , TargetClientURI , or SourceClientURI
specified within thdtem element type in th€opy command SHOULD be a relative URI, as relativehi t
correspondind argetClientParentURI or SourceClientParentURI , which SHOULD be an absolute URI.

When specified by the clieritem elements o€opy commands MUST only contain client identifiers
(SourceClientURI  , SourceClientParentURI , TargetClientURI , andTargetClientParentURI ).
Note the implication that any item created by thiever must be mapped by the client before it caref@enced by the
client.

When specified by the servétem elements o€opy commands MUST containeargetServerURlI  and MUST
NOT contain arargetClientURI . TargetServerParentURI andSourceServerParentURI SHOULD
only be used within 8&ync command, and SHOULD be relative URIs, as relativine corresponding
TargetServerURI  / TargetClientURI or SourceServerURI  / SourceClientURI specified in the parent
Sync command. Note the implication that servers cafagy to or from folders outside the current datastbet have
not been mapped by the client. This is to redaeeptexity, by avoiding ambiguous parent addres$éiseoform
“./LUID/LUID/GUID/GUID".

Theltem element for each object MUST include parent infation for both the source and the target location.

When the client is the recipient, it MAY assign niewal identifiers (LUIDs) for the data items sgisd in this
command. However, in such cases the client MUSG radgify the server of the item identifier corrédet by returning
the new LUID in the correspondir@fatusitem  element.
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Source/Target

Valid inside Sync or
SyncBody

Only Valid in Sync

Combinations

Valid within single or multiple

Only Valid within the current datastore

datastores (relative Parent URIs)
Example | Example | Example | Example | Example | Example | Example
1/2 3/4 5/6 7 8 9 10
Sender Client Server Server Server Server Server Server
Use Relative URIs for object identifiers.

SourceServerURI = > X s X X X
SourceClientURI X X - X - - -
TargetServerURI - X X X X X X
TargetClientURI X - - - - - -

When Inside Sync, use Relative URIs for Parenttiflers within the same datastore. When Inside
SyncBody, or to reference other datastores, uselatesURIs for the Parent Identifiers.

SourceServerParentUF
(Relative URI only)

X

SourceClientParentUR

TargetServerParentUR
(Relative URI only)

TargetClientParentURI

X

X

Status Codes:

If the command completed successfully, then #t4 § Iltem added

Table 9: Copy Source/Target Combinations

exception condition is created by the command.

If the originator's authentication credentials sfyes principal with insufficient rights to compkethe command, then the

(401) Unauthorized

then @07) Authentication required

also be returned.

If the target data item already exists in the necipdatabase, then th#l8) Already exists
created by the command.

If there is insufficient space in the recipientatsse for the data item, then td2@q) Device full

has more free space.

exception condition is created by the commandol&uthentication credentials were specified,

exception condition is created by the commanduifable challenge can

exception condition is

exception
condition is created by the command, and the caitiginSHOULD NOT attempt to add additional dataluitht recipient

Non-specific errors created by the recipient whiktempting to complete the command create 568 Y Command

failed

exception condition.

If an error occurs while the recipient copying tfega item within the recipient's data base, then@h0) Data store

failure

exception condition is created by the command.
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Example 1 The client requests the server to copy an iteblL1001) from the top level folder to a differefotder
(LUID 1013), within the same datastore, assigntrte new LUID 1007, within &ync command.

<Copy Cndl D="301">
<ltenmr
<Tar get Cl i ent URI >1007</ Tar get C i ent URl >
<Sour ceCl i ent URI >1001</ Sour ced i ent URI >
<Tar get Cl i ent Par ent URI >1013</ Tar get C i ent Par ent URI >
<Sour ceCl i ent Par ent URI >. / </ Sour ced i ent Par ent URI >
</ltenp
</ Copy>

Example 2 The client requests the server to copy an itetl . 1002) from the top level folder of the ./Cortigc
datastore to a different folder (LUID 1008), withhre ./Archive datastore, assigning it the new LU 0, outside of a
Sync command.

<Copy Cndl D="302">
<ltenr
<Target Cl i ent URI >1010</ Target C i ent URI >
<Sour ced i ent URI >1002</ Sour ced i ent URI >
<Tar get Cl i ent Par ent URI >. / Ar chi ve/ 1008</ Tar get Cl i ent Par ent URI >
<Sour ced i ent Par ent URI >. / Cont act s</ Sour ced i ent Par ent URI >
</ltenp
</ Copy>

Example 3 The server requests the client to copy an exjstilmpped item (LUID 1001) from the top level faldé one
datastore to a different existing, mapped foldésI{ 1008) in the ./Archive datastore, assigning &UID of
ABC012345_ 1011, inside of®ync command.

<Copy Cndl D="303">
<l tenr
<Tar get Ser ver URI >ABC012345_1011</ Tar get Ser ver URI >
<Sour ceC i ent URI >1001</ Sour ced i ent URI >
<Tar get Cl i ent Par ent URI >. / Ar chi ve/ 1008</ Tar get C i ent Par ent URI >
<Sour ceCl i ent Par ent URI >. / </ Sour ced i ent Par ent URI >
</ltenm>
</ Copy>

Example 4 The server requests the client to copy an exjstimapped item (LUID 1002) from the top level faldé one
datastore to a different existing, mapped foldesl{ 1013) in the same datastore, assigning it allsofl
ABC012345 1012, outside ofSync command.

<Copy Cndl D="304">
<ltenmr
<Tar get Ser ver URI >ABC012345 1012</ Tar get Ser ver URI >
<Sour ceCl i ent URI >1002</ Sour ced i ent URI >
<Tar get Cl i ent Par ent URI >. / Cont act s/ 1004</ Tar get Cl i ent Par ent URI >
<Sour ceC i ent Par ent URI >. / Cont act s</ Sour ceC i ent Par ent URI >
</ltenp
</ Copy>

Example 5 The server requests the client to copy an exjsiit unmapped item (GUID ABC012345 1003) from the
top level folder of the current datastore to aad#ht existing, mapped folder (LUID 1004) in thensadatastore,
assigning it a GUID of ABC012345 1013, inside @ync command.
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<Copy Cndl D="305">
<l tenr
<Tar get Ser ver URI >ABC012345 1013</ Tar get Ser ver URI >
<Sour ceSer ver URI >ABC012345 1003</ Sour ceSer ver URI >
<Tar get Cl i ent Par ent URI >1004</ Tar get Cl i ent Par ent URI >
<Sour ceCl i ent Par ent URI >. / </ Sour ced i ent Par ent URI >
</ltenm>
</ Copy>

Example 6 The server requests the client to copy an exjdiit unmapped item (GUID ABC012345_1003) from the
top level folder of a datastore to a different @rig, mapped folder (LUID 1008) in a different dsttare, assigning it a
GUID of ABC012345_1014, outside ofSync command.

<Copy Cmdl D="306">
<l tenr
<Tar get Ser ver URI >ABC012345 1014</ Tar get Ser ver URIl >
<Sour ceSer ver URI >ABC012345 1003</ Sour ceSer ver URI >
<Tar get Cl i ent Par ent URI >. / Ar chi ve/ 1008</ Tar get C i ent Par ent URI >
<Sour ceC i ent Par ent URl >. / Cont act s</ Sour ceCl i ent Par ent URI >
</ltenp
</ Copy>

Example 7 The server requests the client to copy an exjstiapped item (LUID 1001) from the top level folderan
existing, unmapped folder (GUID ABC012345 1005}igsing it a GUID of ABC012345_1015, inside o$gnc
command.

<Copy CndIl D="307" >
<l tenr
<Tar get Ser ver URI >ABC012345 1015</ Tar get Ser ver URI >
<Sour ceCl i ent URI >1001</ Sour ced i ent URI >
<Tar get Ser ver Par ent URI >ABC012345 1005</ Tar get Ser ver Par ent URI >
<Sour ceCl i ent Par ent URI >. / </ Sour ced i ent Par ent URI >
</ltenm>
</ Copy>

Example 8 The server requests the client to copy an exjstimmapped item (GUID ABC012345_1003) from the top
level folder to an existing, unmapped folder (GLABC012345 1005), assigning it a GUID of ABC01234618,
inside of aSync command.

<Copy Cndl D="308">
<l tenr
<Tar get Ser ver URI >ABC012345 1016</ Tar get Ser ver URI >
<Sour ceSer ver URI > GUI D ABC012345 1003</ Sour ceSer ver URl >
<Tar get Ser ver Par ent URI >ABC012345 1005</ Tar get Ser ver Par ent URI >
<Sour ceCl i ent Par ent URI >. / </ Sour ced i ent Par ent URI >
</ltenp
</ Copy>

Example 9 The server requests the client to copy an exjstimnmapped item (GUID ABC012345_1006) from an
existing unmapped folder (GUID ABC012345_1005) fioeatisting, mapped folder (LUID 1013), assigning GUID of
ABC012345_ 1017, inside of®ync command.

<Copy Cndl D="309">
<l tenr

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc

Page 34 (111)

<Tar get Ser ver URI >ABC012345 1017</ Tar get Ser ver URIl >
<Sour ceSer ver URI >GUI D ABC012345 1006</ Sour ceSer ver URI >
<Tar get Cl i ent Par ent URI >1013</ Tar get C i ent Par ent URI >

</ltenp
</ Copy>

<Sour ceSer ver Par ent URI >GUI D ABC012345 1005</ Sour ceSer ver Par ent URI >

Example 1Q The server requests the client to copy an exjstimmapped item (GUID ABC012345 1006) from an

existing unmapped folder (GUID ABC012345_1005) natee same existing unmapped folder (GUID
ABCO012345_1006), assigning it a GUID of ABC01234818, inside of &ync command.

<Copy Cmdl D="310">
<|ltenr

</lten>
</ Copy>

<Tar get Ser ver URI >ABC012345 1018</ Tar get Ser ver URI >

<Sour ceSer ver URI >GUI D ABC012345 1006</ Sour ceSer ver URI >

<Tar get Ser ver Par ent URI >GUI D_ABC012345 1005</ Tar get Ser ver Par ent URI >
<Sour ceSer ver Par ent URI >GUI D ABC012345_ 1005</ Sour ceSer ver Par ent URI >

6.2.16 Correlator

Usage: Specifies a link between two relat8gincAlert commands.

Parent Element: SyncAlert

Content Model:

<xs:attribute name="Correlator" type="xs:string"/>

Restrictions:

None

6.2.17 Cred

Usage Specifies an authentication credential for thginator.

Parent Elements Add, Alert , Copy, Delete , Get, Put, Move, Replace , Status , Sync, SyncAlert

SyncHdr
Content Model:

Content Model:

<xs:element name="Cred" type="CredType"/>
<xs:complexType name="CredType">
<xs:sequence>
<xs:element ref="Meta"/>
<xs:element ref="Data"/>
</xs:sequence>
<xs:attribute ref="AuthName" use="optional">
</xs:complexType>

Restrictions:
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TheMeta Type andFor mat attributes specify the authentication scheme aedemtial encoding style, respectively.
The value of thdata element specifies the credential. For autheritinagchemes which do not contain an extractable
user identifier, théut hNane attribute is used to hold a user specific idegtifi

Credentials SHOULD be processed from 8ymcML message level (supplied on tBgncHdr ), down to the datastore
level (supplied on &yncAlert or Sync command), down to the individual command. Creidéfdilure at the
message level should stop lower level credentiatkimg until that has been resolved.

The Data Sync Client and Server MUST support tHewiing authentication scheme:

Name Authentication Scheme Description
SHA-256 | syncml:auth- SHA-256 hash-function based
sha256 authentication scheme.

SHA-256 authentication scheme provides a safe wagrevention of replay attacks to transmit thedergial in SHA-
256 digest to the recipient. When SHA-256 authatito scheme is used, the valueMdta Type andFor mat
attributes SHALL be ‘syncml:auth-sha256’ and ‘b6€spectively. The value @fata element is the digest which
SHALL be computed as following:

Let H = the SHA-256 Hashing function.

Let Digest = the output of the SHA-256 Hashing fio.
Let B64 = the base64 encoding function.

Let userid = User Identifier.

Let secret = Secrete known by the originator acgrent.
Let nonce = Challenge specified by the recipient
Digest = H(B64(H(userid:secret)):nonce)

If absent, and no other authentication credent&d specified in either a parent command or irSyrecHdr element,
then no authentication credential is specified.

If an authentication credential was specified pasent command or in tigyncHdr element, then that authentication
credential specified there is assumed to be seffidior the operation specified by the current elemSpecifying
insufficient authentication credentials will resimta ‘(401) Unauthorized ' exception condition.

If the authentication challenge is received forrguest, the authentication scheme and encoditigeafext request
SHALL be applied to it.

The DS Client and Server MAY support the followigthentication schemes (not the definitive list):

Name Authentication Scheme Description
SHA-1 syncml:auth-shal SHA-1 hash-function based authentication
scheme.
MD5 syncml:auth-md5 MD5 hash-function based authentication
scheme.
X509 syncml:auth-x509 The data would be an actual X.509

Certificate. The data SHOULD be sent raw
in WBXML, and base64 encoded in XML.

Securid syncml:auth- The data specific for SecurlD

securid authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.
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Safeword syncml:auth- The data specific for SafeWord

safeword authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

Digipass syncml:auth- The data specific for DigiPass

digipass authentication would be sent. The data
SHOULD be sent raw in WBXML, and base64
encoded in XML.

Other authentication schemes MAY be specified ligr@greement between the originator and the rectpivhich is

out of the scope of this document.

Example: The following is an example of a SHA-256 authentarascheme:

<Cred Aut hName="Bruce" >
<Met a Fornmat="b64" Type="syncml : aut h- sha256"/ >
<Data> --actual data goes here-- </Data>

</ Cr ed>

6.2.18 Data

Usage Specifies discret€yncML data.
Parent Elements Cred , Item

Content Model:

<xs:element name="Data" type="DataType"/>
<xs:complexType name="DataType">
<xs:simpleContent>
<xs:extension base="xs:string">
<xs:attribute ref="Encrypted" use="optional"/ >
</xs:extension>
</xs:simpleContent>
</xs:complexType>

Restrictions:

The content information can be either parsableastiar data or mark-up data. If the element typaaings any mark-up,

then the name space for the element types MUSTeblaried on the element types in the content infoma
The optionaEncr ypt ed attribute specifies whether or not the contend d&encrypted.

When specified in &€red , the element type specifies the authenticatiodamtals.

When specified in altem , the element type specifies the item data.

Example 1: The following is an example of an Item with ddtattdoes not contain any mark-up.

<|ltenr
<Dat a>John Sm th, +1-919-555-1234</ Dat a>
</ltenr

Example 1:The following is an example of an Item with datattdoes contain meta-information mark-up

data.

<Itenw
<Meta Format="xm " Type="application/vnd. syncnl - devi nf +xm "/ >
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<Dat a><! [ CDATA[
<Devl nf xm ns='syncmnl : devi nf' Version="2.0">

<DevCap>
<Man>HAL</ Man>
<Model >9000</ Mbdel >
<OEM>Cl assi fi ed</ CEM>
<FwV>1. OBet a</ FwW/>
<SwV>1. OBet a</ Sw>
<HW>1. 0Bet a</ HW>
<Devl D>HAL 9000</ Devl D>
<DevType>ser ver </ DevType>

</ DevCap>

<Dat aSt or e>

</ Dat aSt or e>
</ Devl nf>]]>
</ Dat a>
</ltenp

6.2.19 Delete

Usage Specifies th&SyncML command to delete data from a data collection.
Parent Elements Sync, SyncBody

Content Model:

<xs:element name="Delete" type="DeleteType"/>
<xs:complexType name="DeleteType">
<xs:sequence>
<xs:element ref="Cred" minOccurs="0"/>
<xs:element ref="Item" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="SftDel" use="optional"/>
<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Restrictions:

TheDelete command is generally used to permanently eraseiais from the recipient's database. However, the
command can also be used to temporarily removeitats from the recipient's database in order ¢aterroom for a
subsequemdd command. This is termed a "soft delete".

One or mordtem element types MUST be specified. Tham element type specifies the data item deleted them
database. Th&argetClientURI or SourceClientURI specified within thdtem element type is a client
identifier (LUID), as relative to the correspondingrgetServerURI  / TargetClientURI or
SourceServerURI  / SourceClientURI specified in the pare@ync command.

TargetServerURI |, SourceServerURI |, TargetServerParentURIargetClientParentURI ,
SourceServerParentURI or SourceClientParentURI MUST NOT be specified in Belete command. If
the client wishes to delete an item that has nbbgen mapped, it must first send the new LUIDhim ¢orresponding
Statusltem  element of the item to be deleted. The Server MN®T attempt to delete an item before the clieag h
had an opportunity to send a new LUID in Statusitem element (E.g. Adding an item, and then immediately
deleting the same item by the GUID is prohibited).

In applications (e.g., email) where the "deletefiaept involves "moving" a data item from one folttea special
"Deleted" folder, this can be achieved either lyMove command, or by using either t@®py command or thédd
command to propagate the specified data item téDleteted"” folder, followed by the subsequéwlete of the
corresponding item from the original folder.
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The recipient of delete  command can delete any subset of the specifiedadaments. However, if all of the
requested data was not deleted, then206 Y Partial  content exception condition is created by the command. If
Status command is returned for this exception conditiben the identifiers of the data items not del&etOULD be
returned also.

If the recipient determines that the data item dbexists on the recipient's database, thenzh#&)Item not
deleted exception condition is created by the command.

If the originator's authentication credentials sfyes principal with insufficient rights to compkethe command, then the
(401) Unauthorized  exception condition is created by the commandol&uthentication credentials were specified,
then @07) Authentication required exception condition is created by the commanduifable challenge can
also be returned.

In synchronization protocol cases where the chenids a new LUID for the GUID in&tatusitem  element, the
server MUST always specify the client identifier fmy data items to be deleted. Otherwise, 442 | Incomplete
commandexception condition is created and no data iteiide deleted by the client.

TheDelete command can be used to delete an interior nodelantlits child nodes. If ®elete is received for a
parent node which still contains child items, thédccitems are also deleted.

Non-specific errors created by the recipient whitempting to complete the command create 566 Y Command
failed exception condition.

Example 1: The client requests the server to delete an iteth, akedentials that provide delete access tottma in the
current datastore. The item is identified by thent LUID.

<Del et e Cndl D="401">
<Cr ed>
<Meta Type="syncml : aut h- md5" For mat ="b64"/ >
<Dat a>Zz6Ei vR3yeaaENcRN6l pAQ==</ Dat a>
</ Cred>
<l t enk<Sour ced i ent URI >1001</ Sourced i ent URI ></ | t en>
</ Del et e>

The following is an example to "soft delete" a nembf data items to allow room on the device feubhsequenidd or
Copy command, not specified in this example.

Example 2: The client informs the server that it has Softdded a set of items to free storage on the deVice.items
are identified by client LUIDs.

<Del et e Cndl D="402" SftDel="true">
<| t enP<Sour ced i ent URI >1015</ Sour ceCl i ent URI ></ | t en>
<| t enP<Sour ced i ent URI >1016</ Sour ceC i ent URI ></ | t en>
<| t enP<Sour ced i ent URI >1017</ Sour ceC i ent URI ></ | t en>
</ Del et e>

Example 3: The server requests the client to Soft Delete afsétms to free storage on the device. The itaras
identified by client LUIDs.

<Del ete Cndl D="403" SftDel ="true">
<l tenmr<Target C i ent URI >1018</ Target Cl i ent URI ></ | t en>
<Itenp<Target d i ent URI >1019</ Target C i ent URI ></ | t en>
<l tenp<Target d i ent URI >1020</ Target C i ent URI ></ | t en>
</ Del et e>
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6.2.20 Direction
Usage Specifies the sync direction.
Parent Element SyncType

Content Model:

<xs:attribute name="Direction">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="fromClient"/>
<xs:enumeration value="fromServer"/>
<xs:enumeration value="twoWay"/>
<xs:enumeration value="NoWay"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>

Restrictions:

TheDi r ect i on attribute specify the sync direction.

The semantics ddi r ecti on, Behavi our, | Dval i di ty andChangeLogVal i di ty are described in [DSPRO].

6.2.21 EmptyType

Usage:This type definition is used in the Syntax Elematdfinition. And it is used to specify an emptyéyfor the

Element that has no element, attribute or content.
Used for Elements:Final , MoreData

Content Model:

<xs:complexType name="EmptyType"/>

Example:

<xs:element name="Final" type="Enpt yType" />

6.2.22 Encrypted

Usage:Specifies whether or not the data is encrypted.

Parent Element Data

Content Model:

<xs:attribute name="Encrypted" type="xs:boolean" de

fault="false"/>

Restrictions:

This attribute specifies whether or not the conbeftrmation in theData element is encrypted using the encrypted

symmetry key transmitted ByncHdr .

Example: The following is an example of an Item with ddtattdoes not contain any mark-up.

<ltem>
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<Dat a Encrypt ed="true" >bl ahbl ahbl ah</ Dat a>
</ltem>

6.2.23 EncryptedKey

Usage Specifies encrypted symmetric key and key infdiomafor the originator.
Parent Element SyncHdr

Content Model:

<xs:element name="EncryptedKey" type="CredType"/>

Restrictions:

TheMeta Type andSi ze attributes specify the algorithm and length of senmetric key, respectively. Tinveta
For mat attribute specifies the encoding style for thergpied octet sequence. The default value for teiment is b64.
The value of thd®ata element specifies the encrypted symmetric keyguie key exchange algorithm.

Example: The following example illustrates how the encggpsymmetric key is transmitted.

<SyncHdr>

<Encr ypt edKey>
<Met a For mat ="b64" Type="AES-128-CBC' Size="128"/>
<Dat a>Zz6Ei vR3yeaaENcRN6I pAQ==</ Dat a>
</ Encr ypt edKey>
</SyncHdr>

6.2.24 Field

Usage Specifies a field level filter to be performed thie parent element of thélter  element.
Parent Element Filter

Content Model:

<xs:element name="Field" type="FieldType"/>
<xs:complexType name="FieldType">
<xs:sequence>
<xs:element ref="Item"/>
</xs:sequence>
</xs:complexType>

Restrictions:

If the Field element is present, tfgyncAlert TargetClientURI/TargetServerURI Meta Type is used
to indicate the content type used in the contdtetriing and MUST be present. Them Meta  element is used to
indicate the device info MIME type and MUST be ats Theltem Data element MUST contaiRroperty
elements. The mark-up characters offfaga element content MUST be properly escaped accotdifigML]
specification rules or the CDATA sections MUST Ised. TheProperty elements MUST be used to override any
Property elements previously received in t6&Cap element for the content-type being filtered and $1Uapply to
the current synchronization session only. Iffield element is present in thdlter  element, then all properties
SHOULD be filtered using the device info data stGie&Cap element for the specifiedlyncAlert  element.

Example: The following is an example offéeld element used withinBilter  element to define the characteristics
of the subset of data to be synchronized. Hieéd element contains a Property element set to “PHOdddtaining a
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MaxSize element set to 0 (zero). This indicatehéoserver that it SHOULD NOT send any PHOTO prige since
the client has requested that it wishes to recei 0 bytes of this property for this synchroniaatrequest and the
value SHOULD NOT be truncated.

<Filter>

<Fi el d>
<l tenr
<Meta Type="application/vnd. syncm - devi nf +xm "/ >
<Dat a><! [ CDATA[
<Pr operty>
<Pr opName>PHOTO</ Pr opNanme>
<Pr opl nf 0>
<MaxSi ze Truncat e="f al se">0</ MaxSi ze>
</ Pr opl nf 0>
</ Property>
11 ></ Dat a>
</ltenm
</ Fi el d>

</Filter>

6.2.25 FieldLevel

Usage Indicates that the content information in ib&ta element replaces only part of an item.
Parent Element Replace

Content Model:

<xs:attribute name="FieldLevel" type="xs:boolean" d efault="false"/>

Restrictions:

Example:

<Replace CmdID="3" Fi el dLevel ="true">
<Meta Type="x-type/x-subtype"/>
<Item>
<TargetClientURI>244</TargetClientURI>
<Data>

</Data>
</ltem>
</Replace>

6.2.26 Filter

Usage Specifies a filter action to be performed on plagent element.
Parent Element Get, SyncAlert

Content Model:

<xs:element name="Filter" type="FilterElementType"/ >
<xs:complexType name="FilterElementType">
<xs:sequence>
<xs:element ref="Meta"/>
<xs:element ref="Field" minOccurs="0"/>
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<xs:element ref="Record" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="FilterType" use="optional"/>
</xs:complexType>

Restrictions:

TheFilter element MAY appear in th8yncAlert  element. If thé=ilter  element is present, tieta element’s
Type attribute is used to indicate the content typelusehe filter query and MUST be present. If #itker  element
does not have Record or aField element, then the filter request is ignored amtbyonization MUST continue
without any filtering.

Example: The following is an example ofklter  element which

1. UsesthdRecord element with aMeta element’sType value to specify the MIME type the filter applies

2. Usesthdtem element with aMeta element’'sType value of “syncml:filtertype-cgi” to indicate theammar
being used.

3. Usesthdtem Data element to constrain the items synchronized tedfibat fall into the “business” or
“personal”’ group (case insensitive) with the cghiession “GROUP&ICON;business&OR; GROUP
&ICON;personal”.

<Filter>
<Meta Type="Sone/ M METype"/>
<Recor d>
<l tenr
<Meta Type="syncml :filtertype-cgi"/>
<Dat a><! [ CDATA[ GROUP& CON; busi ness&OR; GROUP& CON; per sonal ] ] ></ Dat a>
</ltemnmp
</ Recor d>
</Filter>

6.2.27 FilterType

Usage Indicates the type of filtering behaviour thab&ing requested. If the requested filter typeoissupported by the
recipient then a Status code 406 (OPTIONAL feathaesupported) MUST be returned. Tikem element of the
Status command SHOULD indicate that thel t er Type attribute was the unsupported feature.

Parent Element Filter

Content Model:

<xs:attribute name="FilterType" default="EXCLUSIVE" 1>
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="EXCLUSIVE"/>
<xs:enumeration value="INCLUSIVE"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>

Restrictions:

If present, these keywords MUST be one offhét er Type keywords listed below. If not present, then the
Fi | t er Type value of “EXCLUSIVE” MUST be assumed.

Keywords Description

EXCLUSIVE Indicates that the sender is requesting that the set of data
items to be synchronized MUST be exactly the set of items
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specified by the Filter. Additional items in the data store
MUST not be synchronized and the recipient of the Filter
MUST request that additional items be removed from the
sender device.

INCLUSIVE Indicates that the sender is requesting that the set of data
items to be synchronized MUST include the set of items
specified by the Filter. Additional items in the datastore that
are not specified by the Filter MUST not be synchronized
and the recipient of the Filter MUST leave these additional
items on the sender device.

Table 1: FilterType keywords

Example: The following is an example ofRilter  element which uses the EXCLUSIVE: | t er Type keyword

<Filter Fi |l t er Type="EXCLUSI VE" >
<Meta Type="Some/MIMEType"/>
<Record>
<ltem>
<Meta Type="syncml:filtertype-cgi"/>
<Data><![CDATA[GROUP&ICON;business&OR;GROUP&i CON;personal]]></Data>
</ltem>
</Record>
</Filter>

6.2.28 Final

Usage Indicator that th&SyncML message is the last message in the current Sympeldkage.
Parent Element SyncBody

Content Model:

<xs:element name="Final" type="EmptyType"/>

Restrictions:

The element type MUST only be specified on the iasssage of the SyncML package. If not presem, there
messages follow thiSyncML message in the current SyncML package.

The OMA DS Protocol specification [DSPRO] specifies semantics of the different SyncML packages.

Example:

<SyncML ... >
<SyncHdr>...blah, blah...</SyncHdr>
<SyncBody>
...blah, blah...
<Fi nal / >
</SyncBody>

</SyncML>

6.2.29 Format

Usage Specifies the encoding format of the contentrimfation in theData element.
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Parent Element Meta

Content Model:

<xs:attribute name="Format" type="xs:string"/>

Restrictions:

The value of this attribute SHOULD be one of biaph b64, chr, int, node, null, xml, date, time float. If this attribute
type is missing, the default value is chr. If tidue is bin, then the format of the content is birdata. If the value is
bool, then the format of the content is either wuéalse. If the value is b64, then the formathaf content information is
binary data that has been character encoded usngase64 transfer encoding defined by [RFC204Hjel value is
chr, then the format of the content informatioglear-text in the character set specified on thegport protocol, the
MIME content type header or the XML prolog. If thalue is int, then the format of the content infatimn is numeric
text representing the integer. If the value is,rthkn there is no content information. This vatuased by some
synchronization data models to delete the conkeritnot the presence of the property. If the véduanl, then the
format of the content information is XML structurethrk-up data. If the value is date, then the farofigthe content is
in 1ISO 8601 format with the century being includedhe year [ISO8601]. If the value is time, thae format of the
content is in ISO 8601 format. If the value is flahen the format of the content is standard cpnoéreal numbers
corresponding to a single precision 32 bit floatognt type as defined in XML Schema 1.0 asftbat  primitive

type.

In case aMeta element containing Bor nat attribute contains meta-information aboldata object, thisMeta
element MUST have the same parent aDidia object it refers to.

The target object is the one in which the metarimftion appears.

Example: The following example illustrates how the atttibis used to specifiyor mat meta-information for data in
theltem element type.

<Item>
<Meta Format="int" Type="text/plain" />
<Data>1024</Data>

</ltem>

6.2.30 FP

Usage Fingerprints are values associated with particdigda item contents. And fingerprints are compaoedietect if
particular data items have changed.

Parent Elements SourceClientURI  , ID

Content Model:

<xs:attribute name="FP" type="xs:int "/>

Restrictions:
None.

Example:

<Replace CmdID="3">
<ltem>
<SourceClientURI FP="0568" >244</SourceClientURI>
<Data>

</Data>
</ltem>
</Replace>
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6.2.31 FreelD

Usage Specifies the number of free item identifiersikakde for adding new items to the datastore.
Parent Element Sync

Content Model:

<xs:attribute name="FreelD" type="xs:unsignedint"/>

Restrictions:

The content information is a decimal integer number

Example: The following is an example showing 25 free itel@ntifiers

FreelD="25"

6.2.32 FreeMem

Usage Specifies the amount of free memory, in bytesgjlable in the datastore.
Parent Element Sync

Content Model:

<xs:attribute name="FreeMem" type="xs:long"/>

Restrictions:

The content information is a decimal integer number

Example: The following is an example showing 1022 freegisyt

FreeMem="1022"

6.2.33 Get

Usage Specifies th&&yncML command to retrieve data from the recipient.
Parent Element SyncBody

Content Model:

<xs:element name="Get" type="GetType"/>
<xs:complexType name="GetType">
<xs:sequence>
<xs:element ref="Cred" minOccurs="0"/>
<xs:element ref="Meta" minOccurs="0"/>
<xs:element ref="Item" maxOccurs="unbounded"/>
<xs:element ref="Filter" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Restrictions:
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There is no synchronization state information fatadretrieved using tH@et command. This command MUST NOT be
specified within &8ync command.

Data returned from &et command is returned inResults element type in a subsequ&yncML message.

One or mordtem element types MUST be specified. Them element type specifies the data items to be return
from the recipient. Th&argetServerURI  / TargetClientURI andSourceServerURI  /
SourceClientURI specified within thdtem element type SHOULD be an absolute URI.

The optionaFilter  element specifies the filter criteria appliediie TargetServerURI  /TargetClientURI in
eachltem element.

If the command completed successfully, then #®§ OKexception condition is created by the command.

If the command completed successfully but thermisontent to return, then th20d) No content  exception
condition is created by the command.

If the command completed successfully but only dipo of the content is being returned, with thmaénder being

returned in subsequeResults commands, then th€@6) Partial content exception condition is created by the
command.
If the command specifies an ambiguous target witltiple matches, then th8@0) Multiple choices exception

condition is created by the command.

If the originator's authentication credentials sfyea principal with insufficient rights to compkethe command, then the
(401) Unauthorized  exception condition is created by the commandol&uthentication credentials were specified,
then @07) Authentication required exception condition is created by the commanduifable challenge can
also be returned.

If the specified data item doesn't exist on thépieat, then the404) Not found exception condition is created by the
command.

If the requested data item is too large to be feared at this time, then thdX3) Request entity too large
exception condition is created by the command.

Non-specific errors created by the recipient whikempting to complete the command create 568 Y Command
failed exception condition.

If the MIME content type or content format for ttiata item is not supported by the recipient, tien@15)
Unsupported MIME content type or content format exception condition is created by the command.

Example:

<Get Cndl D="12345">

<Cr ed>
<Meta Type="syncmnl : aut h- nd5" For mat ="b64"/ >
<Dat a>Zz6Ei vR3yeaaENcRN6l pAQ==</ Dat a>

</ Cr ed>

<l tenr
<Target Cl i ent URlI >. / t el econi pb</ Target d i ent URI >
<Sour ceSer ver URI >ht t p: / / ww. dat async. cont ser vl et/ </ Sour ceSer ver URI >
<Meta Type="text/x-vCard"/>

</ltenpr
</ Get >
6.2.34 ID

Usage Specifies the identifier of the data item, andiamlly specifies the fingerprint of the data item

Parent Element IDContainer
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Content Model:

<xs:complexType name="IDType">
<xs:simpleContent>
<xs:extension base="xs:string">

</xs:extension>
</xs:simpleContent>
</xs:complexType>

<xs:element name="ID" type="IDType"/>

<xs:attribute ref="FP" use="optional"/>

Restrictions:

ThelD element specifies the identifier of the data itamd the optiondFP attribute specifies the fingerprint of the data

item.

Example:

<ID FP="01">LUID001</ID>

6.2.35 IDContainer

Usage Acts as the placeholder element for one or mbreléments.

Parent Element SyncAlert

Content Model:

<Xxs:sequence>

</xs:sequence>
</xs:complexType>

<xs:element name="IDContainer" type="IDContainerTyp
<xs:complexType name="IDContainerType">

<xs:element ref="ID" maxOccurs="unbounded"/>

e"/>

Restrictions:

ThelDContainer  element is used to specify one or more data itemtifiers. By using théEDContainer

element

in aSyncAlert element, the sender can indicate the data itentifks that the sender wants to send to the vecgi

and the receiver can return back the data itentifoes that the receiver wants the sender to send.

Example:

<SyncAlert CmdID="3">
<| DCont ai ner >
<I D FP="01">LUl D001</ | D>
<|I D FP="02">LU D002</ | D>
<|I D FP="03">LUl D003</| D>
</ | DCont ai ner >

</SyncAlert>

6.2.36 IDValidity

Usage Specifies if the data item IDs are valid.

Parent Element SyncType

Content Model:
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<xs:attribute name="IDValidity" type="xs:boolean"/>

Restrictions:
Thel Dval i di t y attribute specifies if the ID is valid.

The semantics ddi r ecti on, Behavi our, | Dval i di ty andChangelLogVal i di ty are described in [DSPRO].

6.2.37 Item
Usage Specifies a container for item data.
Parent Elements Add, Alert , Copy, Delete , Field , Get, Put, Move, Record , Replace , Results , Status

Content Model:

<xs:element name="Item" type="ItemType"/>
<xs:complexType name="ltemType">
<xs:sequence>

<xs:.choice>
<xs:element ref="TargetClientURI" minOccurs=" 0"/>
<xs:element ref="TargetServerURI" minOccurs=" 0"/>
</xs:choice>
<xs:.choice>
<xs:element ref="SourceClientURI" minOccurs=" 0"/>
<xs:element ref="SourceServerURI" minOccurs=" 0"/>
</xs:choice>
<xs:.choice>
<xs:element ref="TargetClientParentURI" minOc curs="0"/>
<xs:element ref="TargetServerParentURI" minOc curs="0"/>
</xs:choice>
<xs:choice>
<xs:element ref="SourceClientParentURI" minOc curs="0"/>
<xs:element ref="SourceServerParentURI" minOc curs="0"/>

</xs:choice>
<xs:element ref="Meta" minOccurs="0"/>
<xs:element ref="Data" minOccurs="0"/>
<xs:element ref="MoreData" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

Restrictions:

If the source URI for the data is an external gnthien theData element is absent. In this case, the recipientneid
to retrieve the data from the specified networlatan.

TheTargetClientURI/TargetServerURI or SourceClientURI/SourceServerURI element types for
any of theSyncML commands can be a relative URL. This restrict®ondt captured by th@yncML Schema.

When specified in aAdd, Copy, Delete , Get, Put, Replace , orResults command, the element type specifies
the data item that is the operand for the comm@me. or mordtem element types MUST be specified in these
commands. Thiéem element type specifies the data item to be opag@tethe recipient's database. When these
commands are specified withirSgnc element type, th€argetServerURI/SourceServerURI within theltem
element type SHOULD be a global unique identifilelJ(D), and theTargetClientURI/SourceClientURI

within theltem element type SHOULD be a local unique identiflddiD), as relative to the corresponding

TargetServerURI/SourceServerURI andTargetClientURI/SourceClientURI specified in the parent
Sync command. If specified within @yncBody element type, th€argetClientURI/TargetServerURI and
SourceClientURI/SourceServerURI within theltem element type in these commands SHOULD be an
absolute URI.
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When specified in aAlert , the element type specifies the parameters foaldnt type.

When specified in &tatus , the element type specifies additional informatdmout the request status code type. For
example, it might specify the component of the esfjuhat caused the status condition.

Example:

<Add CmdID="1" >
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<ltenr
<Sour ceC i ent URI >15</ Sour ced i ent URI >
<Meta Type="text/directory profile=vCard"/>
<Dat a>BEG N: VCARD
VERSI ON: 3. 0
FN: Smi t h; Bruce
N: Bruce Snith
TEL; TYPE=WORK; VO CE: +1- 919- 555- 1234
END: VCARD
</ Dat a>
</ltenp
</Add>

6.2.38 Last
Usage Specifies the synchronization state informatios (sync anchor) for the previous synchronizasession.
Parent Element Anchor

Content Model:

<xs:attribute name="Last" type="AnchorType"/>
<xs:simpleType name="AnchorType">

<xs:union memberTypes="xs:dateTime xs:positivelnt eger"/>
</xs:simpleType>

Restrictions:
The OPTIONALLast attribute specifies the synchronization anchottlierprevious synchronization session.

The value of thé.ast attribute MUST specify either an UTC based datedtstamp or a monotonically increasing
numeric integer. If a date/time stamp, then thé MXST be in the complete representation, basimé&irdefined by
1ISO8601.

All Last andNext values sent in a synchronization session by acpéat sender MUST be of the same type, and
MUST be used such that a comparison operation hiesaan determine older from newer.

Determination of the ordinal sequence of the versiban existing object in the recipient and thesian of the object
can be made by comparing the content informaticth@bbject with the value on the existing object.

Example:

<Anchor Last="2000-08-24T13: 30: 00Z" Next="2000-08-24T22:13:00Z"/>

6.2.39 MaxMsgSize

Usage Specifies the maximum byte size of any responsssage to a give®yncML request.
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Parent Element SyncHdr

Content Model:

<xs:attribute name="MaxMsgSize" type="xs:long"/>

Restrictions:

The attribute appears in tiyncHdr of aSyncML request to specify the maximum size of any subsetopesponse
messages. The attribute is usually specified byr&/4L client, but can also be specified by a Syncsélver.

This attribute value is applicable for the remainalithe synchronization session, unless it is igelcagain.
The attribute value represents the maximum, dediyia size of any response message.

Example:

MaxMsgSi ze="1023"

6.2.40 MaxObjSize
Usage Specifies the maximum size in bytes of a datacitthat the device is able to receive.
Parent Elements SyncAlert , Sync

Content Model:

<xs:attribute name="MaxObjSize" type="xs:unsignedLo ng"/>

Restrictions:

The attribute appears inSyncML request to specify the maximum size of the largbgct it is capable of receiving in
any subsequent response messages. This attridueeisapplicable for the remainder of the synciration session.

The attribute value represents the maximum, dediyi@ size without leading zeroes of any object.

Example: Device that can receive a maximum object of 19tes.

MaxObj Si ze="10240"

6.2.41 Meta

Usage Specifies meta-information about the parent elgrmgpe.

Parent Elements Add, Chal , Copy, Cred, Delete , Get, Filter ,Item , Move, Put, Replace , Results
Sync

Content Model:

<xs:element name="Meta" type="MetaType"/>
<xs:complexType name="MetaType">
<xs:sequence>
<xs:attribute ref="Format" use="optional"/>
<xs:attribute ref="Type" use="required"/>
<xs:attribute ref="Size" use="optional"/>
</xs:sequence>
</xs:complexType>

Restrictions:

When specified in th€hal element, théMeta specifies meta-information about the authenticesicheme requested.
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When specified in th€red element, théeta specifies meta-information about the authenticatiedential.

When specified in th8ync element, the scope for the meta-information inetudll the contained commands, unless the

meta-information is overridden byMeta in a contained command.
When specified in thResults element, théMeta specifies meta-information about the results set.

When specified in th&dd, Copy, Delete , Get, andReplace commands, the element type specifies meta-

information about th&yncML command. For example, the common MIME content typeontent format for all the

specified items. The scope of thieta information is limited to the command.

Example:

<ltem>
<Meta Format="xm " Type="applicati on/vnd. syncnl - devi nf +xm "/ >
<Data><![CDATA][
<DevInf xmIns='syncml:devinf' Version="2.0">
<DevCap>
<Man>HAL</Man>
<Model>9000</Model>
<OEM>Classified</OEM>
<FwV>1.0Beta</FwV>
<SwV>1.0Beta</SwV>
<HwV>1.0Beta</HwV>
<DevID>HAL 9000</DevID>
<DevType>server</DevType>
</DevCap>
<DataStore>

</DataStore>
</DevInf>]]>
</Data>
</ltem>

6.2.42 MoreData

Usage:Indicator that &yncML Data element is incomplete and there will be one oramaubsequent chunks.
Parent Element Item

Content Model:

<xs:element name="MoreData" type="EmptyType"/>

Restrictions:

The element type MUST be specified on all but ## thunk oData of an item. If not present, then the item is aithe

contained within a single message or is the closinmk of theData item.

Example:

<Add CmdID="15" >
<Meta Type="text/x-vcard" Size="3000"/>
<ltem>
<SourceClientURI>2</SourceClientURI>
<Data>BEGIN:VCARD
VERSION:2.1
FN:Bruce Smith
N:Smith;Bruce
TEL;WORK;VOICE:+1-919-555-1234
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TEL;WORK;FAX:+1-919-555-9876
NOTE: here starts a huge note field, or icon etc...
</Data>
<Mor eDat a/ >
</ltem>
</Add>

6.2.43 Move

Usage:Specifies &yncML command to support moving data items from onetiooddata store and/or folder) to
another in the recipient's database.

Parent Elements:Sync, SyncBody

Content Model:

<xs:element name="Move" type="CommonOperationType"/ >

Restrictions:

TheMove command allows for moving items (ex: files, foldemails, vCards) from their current location toeav
location.

The behaviour when the source parent folder antattget parent folder are the same is undefined.

The restrictions, valid source/target combinatigussible errors, and example syntax are idertticéle Copy
command, with the exception that the original itemo longer present after tMove has occurred, and certain
modified status codes shown below.

SeeCopy.
Status Code differences fronCopy:

If the command completed successfully, then 88§ OKexception condition is created by the commandeat of
(201) Item added

If the recipient determines that the data item dawdt be moved on the recipient’s database, the@#8) Move
Failed exception condition is created by the command.

Example: The following is an example ofMove command similar to example 10 frd@opy, except with a different
set of directories, so as to avoid attempting to@ren item to its current position. The server esfsithe client to move
an existing unmapped item (GUID ABC012345_1006jrfran existing unmapped folder (GUID ABC012345 1Q05)
a different existing unmapped folder (GUID ABC01834BD, not shown in Appendix B), assigning it a GUf
ABCO012345 1019, inside of&nc command.

<Move Cndl D="410">
<Cr ed>
<Meta Type="syncml : aut h- md5" For mat ="b64"/ >
<Dat a>Zz6Ei vR3yeaaENcRN6l pAQ==</ Dat a>
</ Cr ed>
<Meta Format="chr" Type="text/x-vcard"/>
<l tenr
<Tar get Ser ver URI >ABC012345 1018</ Tar get Ser ver URI >
<Sour ceSer ver URI >GUI D ABC012345 1006</ Sour ceSer ver URI >
<Tar get Ser ver Par ent URI >GUI D_ABC012345_ TBD</ Tar get Ser ver Par ent URl >
<Sour ceSer ver Par ent URI >GUI D ABC012345 1005</ Sour ceSer ver Par ent URI >
</ltenp
</ Move>

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc

Page 53 (111)

6.2.44 MsgID

Usage Specifies &yncML session-unique identifier for tf&yncML Message.

Parent Element SyncHdr

Content Model:

<xs:attribute name="MsgID" type="xs:positivelnteger

u/>

Restrictions:

The message identifier MUST be unique to the dewitiein theSyncML session. The attribute MUST be specified in
the SyncHdr . The value is a monotonically increasing numealuig starting at one (1) for the first message feach
device (Client or Server) in tHg®yncML session. The message identifier specified@ymacML request MUST be the

content of thevsgRef element type in the correspondiBgncML Results

Example:

or responsé&tatus

<SyncHdr Session|D="1" Msgl D="1">
<TargetServerURI>http://syncml.example.com/</Targ
<SourceClientURI>IMEI:001004FF1234567</SourceClie
</SyncHdr>

etServerURI>
ntURI>

6.2.45 MsgRef

Usage Specifies a reference tdSyncML session-unique identifier referenced b$yamcML Results  or response

Status
Parent Elements Results , Status

Content Model:

<xs:attribute name="MsgRef" type="xs:positivelntege

r.l|/>

Restrictions:

The value MUST reference the message identifigh@ByncML message referred to by tResults  or response

Status

Example:

<Status CmdID="4321" MsgRef="1" CmdRef="1234" Cmd="

Add" Code="200"/>

6.2.46 Next

Usage Specifies the synchronization state informatios (sync anchor) for the current synchronizatiession.

Parent Element Anchor

Content Model:

<xs:attribute name="Next" type="AnchorType"/>
<xs:simpleType name="AnchorType">

<xs:union memberTypes="xs:dateTime xs:positivelnt
</xs:simpleType>

eger"/>

Restrictions:
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The REQUIREDNext attribute specifies the synchronization anchottiercurrent synchronization session.

The value of théNext attribute MUST specify either an UTC based datedtstamp or a monotonically increasing
numeric integer. If a date/time stamp, then theé MXST be in the complete representation, basimédrdefined by
ISO8601.

All Last andNext values sent in a synchronization session by acpéat sender MUST be of the same type, and
MUST be used such that a comparison operation lnesaan determine older from newer.

Determination of the ordinal sequence of the versiban existing object in the recipient and thesign of the object
can be made by comparing the content informaticth@bbject with the value on the existing object.

Example:

<Anchor Last="2000-08-24T13:30:00Z" Next =" 2000- 08- 24T22: 13: 002" />

6.2.47 NextNonce

Usage Specifies the nonce string to be used in anyeylEnt communication.
Parent Element Chal
Restrictions:

The nonce string MUST be further re-formatted usheyBase64 algorithm. Terminators or length of do8tring
MUST NOT be included in this re-formatting. The Nerstring MUST be treated as opaque data.

This element type is used to specify the next natiieg that is to be used in any subseq&mcML message. For
example, a SyncML server specifies this elemend tgptell the SyncML client to change its nonce teew value.

Nonce strings are used in various authenticatiber®es, such as “syncml:auth-sha256” and “syncnfi:end5”.

Content Model:

<xs:element name="NextNonce" type="xs:string"/>

Example:

<Chal>
<Meta Format="b64" Type="syncml:auth-sha256"/>
<Next Nonce>TnBuY2U=</ Next Nonce>
</Chal>

6.2.48 NoStatus

Usage Indicates that the originator does not want paagaseStatus sent back in the response message.
Parent Elements Add, Alert , Copy, Delete , Get, Move, Put , Replace , Sync, SyncAlert , SyncHdr

Content Model:

<xs:attribute name="NoStatus" type="xs:boolean” def ault="false"/>

Restrictions:

When specified as “true”, the recipient MUST NOTura aStatus command for the associat&g¢ncML command. If
specified on th&yncHdr element type, the recipient MUST NOT ret@tatus commands for any of the commands
in the currenSyncML message.

Example:
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<Replace CmdID="1" NoSt at us="tr ue" >
<Item>
<SourceClientURI>./127</SourceClientURI>
<Meta Type="text/directory profile=vCard"/>
<Data>BEGIN:VCARD
VERSION:2.1
FN:Bruce Smith
N:Smith;Bruce
TEL;TYPE=WORK;VOICE;MSG:+1-919-555-9999
ADR:;;123 Main St.;Anywhere;CA;;US
END:VCARD
</Data>
</ltem>
</Replace>

6.2.49 NumberOfChanges

Usage Indicates the total number of changes (the nurabAdd, Replace andDelete commands) that are going to
be sent from sender to recipient during a synclzaiitn session so that the recipient MAY use thiisrimation to
calculate progress information.

Parent Element Sync

Content Model:

<xs:attribute name="NumberOfChanges" type="xs:unsig nedint"/>

Restrictions:

The attribute MUST be specified by the server,dnly if the client has indicated that it suppdstarber O Changes.
It MAY be specified by the client. If synchronizetis are carried out on more than one datastoreqergacts &
Calendar), thehlunber Of Changes MUST be specified for each datastore.

Example:

<Sync CmdID="5" Nunber O Changes="20" >

<TargetServerURI>contacts</TargetServerURI>
<SourceClientURI>C:\System\data\Contacts.cdb</Sou rceClientURI>

<}éync>

6.2.50 Put

Usage Specifies th&SyncML command to transfer data items to a recipient odtwevice or database.
Parent Element SyncBody

Content Model:

<xs:element name="Put" type="CommonOperationType"/>

Restrictions:

There is no synchronization state information fatadtransferred using tiut command. This command MUST NOT
be specified within &ync command.

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc Page 56 (111)

One or mordtem element types MUST be specified. Tikem element type specifies the data items to be tearest
to the recipient. Th&argetClientURI/TargetServerURI andSourceClientURI/SourceServerURI
specified within thdtem element type SHOULD be an absolute URI.

If the command completed successfully, then #®§ OKexception condition is created by the command.

If the originator's authentication credentials sfye& principal with insufficient rights to compkethe command, then the
(401) Unauthorized  exception condition is created by the commandolauthentication credentials were specified,
then @07) Authentication required exception condition is created by the commanduifable challenge can
also be returned.

If the Put command did not include the size of the data iteioe transferred (i.e., in thdeta element’sSi ze
attribute), then thed(Ll1) Size required exception condition is created by the command.

If the data item to be transferred is too largg.(ehere are restrictions on the size of datastegansferred to the
recipient), then the4(L3) Request entity too large exception condition is created by the command.

If the Si ze specified in théMeta element type was too large for the recipient (et recipient does not have sufficient
input buffer for the data), then th€16 ) Requested size too big exception condition is created by the
command.

If the MIME content type or content format for ttiata item is not supported by the recipient, then@15)
Unsupported MIME content type or content format exception condition is created by the command.

If the recipient device storage is full, then td2@q) Device full exception condition is created by the command,
and the originator SHOULD NOT attempt to add additil data until the recipient has more free space.

Non-specific errors created by the recipient whiktempting to complete the command create 568 Y Command
failed exception condition.

Example: The following is an example ofRut command used to exchange device information.

<Put CmdID="12345">
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<Meta Type="application/vnd.syncml-devinf+xml"/>
<ltem>
<SourceClientURI>./devinf20 </SourceClientURI>
<Data><![CDATA[
<DevInf xmIns='syncml:devinf20' Version="2.0" >
</DevInf>]]>
</Data>
</ltem>
</Put>

6.2.51 Record

Usage Specifies a record level filter to be performedtbe parent element of thdter  element.
Parent Element Filter

Content Model:

<xs:element name="Record" type="RecordType"/>
<xs:complexType name="RecordType">
<xs:sequence>
<xs:element ref="Item"/>
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</xs:sequence>
</xs:complexType>

Restrictions:

TheRecord element MAY appear in thigilter  element foiSyncAlert  elements. If th&®ecord element is
present, th&yncAlert TargetServerURI/TargetClientURI Meta Type is used to indicate the content type
used in the filter record query and MUST be presénéRecord Item element specifies the filter query itself. The
Record Item Meta Type element is used to indicate the filter qugngmmar. Thé&kecord Item Data is used to
indicate the filter query itself and MUST be pretsen

Example: The following is an example ofRecord element used withinBilter  element to define the
characteristics of the subset of data to be symized.

1. TheMeta Type value of “syncml:filtertype-cgi” indicates the gnanar being used.

2. Theltem Data element constrains the items synchronized to thiwefall into the “business” or “personal”
group (case insensitive) with the cgi expressioRARP&ICON;business&OR; GROUP &ICON;personal”.

<Filter>
<Recor d>
<l tenr
<Meta Type="syncml :filtertype-cgi"/>
<Dat a><! [ CDATA[ GROUP& CON; busi ness&OR; GROUP& CON; per sonal ] ] ></ Dat a>
</ltenp
</ Recor d>
</Filter>

6.2.52 Replace

Usage Specifies th&SyncML command to replace data.
Parent Elements Sync, SyncBody

Content Model:

<xs:element name="Replace" type="ReplaceType"/>
<xs:complexType name="ReplaceType">
<xs:sequence>
<xs:element ref="Cred" minOccurs="0"/>
<xs:element ref="Meta" minOccurs="0"/>
<xs:element ref="Item" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required" />
<xs:attribute ref="FieldLevel" use="optional"/>
<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Restrictions:

TheReplace command is used to replace data on the recipiéitReplace may be either partial (field-level
Replace) or full.

If the specified data item does not exist on aagmhen the command from a client MUST be integuteas add
command. Servers MUST NOT use fReplace command to create new data items on the cliehe Replace
command MUST NOT be used Move data items between folders.

The originator of the command SHOULD only senddead/properties of the data item that are suppdiyetie
recipient. The device information document of theipient can contain this information.
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If the Replace is used for partial update (field-levekplace ), then theFi el dLevel attribute MUST be used.
If the Fi el dLevel attribute is included in thReplace element, and the value is "true", then:
- The sender MAY include unchanged fields of the iteside theData element.

- The recipient MUST NOT remove any fields of theniten the database that are not present irbgia
element.

- The partial item inside thBata MUST still satisfy the validity rules defined ftre content type specified in
Type attribute.

- The item MUST exist on the recipient.
The scope of the meta-information is limited to ¢oenmand, and MUST match that of any existing abjec

Example 1: A server sending a field levBleplace command to a client.

<Repl ace Cndl D="901" Fi el dLevel ="true">
<Meta Type="Xx-typel/ x-subtype"/>
<l tenr
<Tar get Cl i ent URI >1002</ Tar get C i ent URl >
<Dat a>
</ Dat a>
</l tenr
</ Repl ace>

One or mordtem element types MUST be specified. Tikem element type specifies the data item replacelen t
database.

Any TargetClientURI , TargetClientParentURI , SourceClientURI or SourceClientParentURI
specified within thdtem element type MUST be client LUIDs, as relativatte correspondingargetServerURl  /
TargetClientURI or SourceServerURI  / SourceClientURI specified in the parei@ync command.

Example 2: A client sending &eplace command to a server.

<Repl ace Cndl D="902">
<Meta Type="Xx-typel x-subtype"/>
<ltenr
<Sour ceCl i ent URI FP="1234">1002</ Sour ceC i ent URI >
<Dat a>
</ Dat a>
</ltenp
</ Repl ace>

When synchronizing hierarchical objects, Beplace command from a client MUST include parent inforimat For
this purpose &ourceClientParentURI element MUST be used by the client device refgrttnan existing parent
by LUID. TheReplace command from a server MUST NOT include parentrimiation.

In the case where an item has been modified aneé)Beplace MUST NOT be used thove the item.

If the Replace command is used by the client for a hierarchiaid operation, then the client MUST add the parent
first before adding any children of that parentt Egample, if an item B has a parent A, then beéalding item B,
parent A MUST be added by the client.

Example 3: The client sends a hierarchical replace commartletgerver.
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<Repl ace Cndl D="903">
<ltenr
<Sour ced i ent URI FP="2345">1002</ Sour ced i ent URl >
<Sour ced i ent Par ent URI >1004</ Sour ceCl i ent Par ent URI >
<Dat a>

</ Dat a>
</ltemnmp
</ Repl ace>

Status Codes:

If the command completed successfully, then(#8®) OKexception condition is created by the command. él®w, if
the command was interpreted asfatid command and the command completed successfudly,ttie(201) Item
added exception condition is created by this command.

If the originator's authentication credentials sfye& principal with insufficient rights to compkethe command, then the
(401) Unauthorized exception condition is created by the command.

If no authentication credentials were specifieentf#07) Authentication required exception condition is
created by the command. A suitable challenge camta returned.

Non-specific errors created by the recipient whitempting to complete the command creatg$06) Command
failed exception condition.

If there is insufficient space on the recipientatt@se for updating the data item, then(#29) Device full
exception condition is created by the command,thadriginator SHOULD NOT attempt to add additiodata until
the recipient has more free space.

If the MIME content type or content format for ttata item is not supported by the recipient, tie{415)
Unsupported media type or format exception condition is created by the command.

In case the recipient is unable to process a pi#dia update (e.g. when the item does not exigiaipient), it MUST
return(426) Partial item not accepted.

Example 4: The following example specifies a server sendihieearchicaReplace command to the client. The
TargetClientURI contains the relative URI of the item that wadaeed. The absolute URI of the Source is
specified in the parei@ync element type (not shown in the example).

<Repl ace Cndl D="904">
<Meta Type="..."/>
<l tenr
<Tar get Cl i ent URI >1002</ Tar get C i ent URl >
<Dat a>

</ Dat a>
</ltenp
</ Repl ace>

6.2.53 RespURI

Usage Specifies the URI that the recipient MUST usedny response to this message.
Parent Element SyncHdr

Content Model:

<xs:element name="RespURI" type="xs:anyURI"/>
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Restrictions:

The value of this element is the address, in the fof an absolute URI that the recipient MUST useainy response to
this message. If the Source is not the same asdhis, then th&ourceServerURI  element MUST also be specified
in theSyncHdr element type. Note that the server and datalzasabe same entities at this new address. Thgent
of this command SHOULD NOT resend the previous agss

6.2.54 Results
Usage Specifies th&&yncML command that is used to return the results@ét command.
Parent Element SyncBody

Content Model:

<xs:element name="Results" type="ResultsType"/>
<xs:complexType name="ResultsType">
<xs:sequence>
<xs:element ref="Meta" minOccurs="0"/>
<xs:element ref="Item" maxOccurs="unbounded"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="MsgRef" use="required"/>
<xs:attribute ref="CmdRef" use="required"/>
</xs:complexType>

Restrictions:

The OPTIONALMsgRef attribute specifies thigsgl D of the associate8yncML request. If thdvsgRef is not present
in aResults element type, then thésgRef value of "1" MUST be assumed.

TheCndRef attribute specifies thend| D of the associate8yncML request.

One or mordtem element types MUST be specified. Them element type specifies the results. The
SourceClientURI/SourceServerURI specified within thdtem element type SHOULD be a relative URI, as
relative to the correspondir@purceClientURI/SourceServerURI in theGet command.

Example: The following is an example éfesults returned from &et command.

<Resul ts Cndl D="4321" MsgRef="1" CndRef="1">
<Meta Type="text/x-vCard"/>
<l tenr
<Sour ced i ent URI >. / 1</ Sour ceC i ent URI >
<Dat a>BEG N: VCARD
VERS| ON: 2. 1
FN: Bruce Smith
N: Smith, Bruce
TEL; WORK; VO CE: +1- 919- 555- 1234
END: VCARD
</ Dat a>
</ltenr
<l tenr
<Sour ced i ent URI >. / 2</ Sour ceC i ent URI >
<Dat a>BEG N: VCARD
VERS| ON: 2. 1
FN: | da Bl ue
N: Bl ue, |da
TEL; WORK; VO CE: +1- 919- 555- 2345
END: VCARD
</ Dat a>
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</ltenr
<|ltenr
<Sour ced i ent URI >. / 3</ Sour ced i ent URI >
<Dat a>BEG N: VCARD
VERS| ON: 2. 1
M ke MG at h
N:. MG ath, M ke
TEL; WORK; VO CE: +1- 919- 555- 3456
END: VCARD
</ Dat a>
</ltenr
</ Resul t s>

6.2.55 Sequence
Usage Specifies th&syncML attribute to order the processing of a seéswicML commands.
Parent Element Sync

Content Model:

<xs:attribute name="Sequence" type="xs:boolean" def ault="false"/>

Restrictions:

If the command witlsequence attribute completed successfully, then th@Q)) OKexception condition is created by
the command.

If the recipient does not support tSequence attribute, then the406) Optional feature not supported
exception condition is created by the command.

Non-specific errors created by the recipient whitempting to complete the command widquence attribute create
the 600) Command failed exception condition.

Example: The following is an incomplete (i.eAdd andDelete commands only include skeleton content) exampile fo
aSequence command containing twAdd commands, followed byRelete command.

<Sync Sequence="true" CmdID="1234" >
<Add CmdID="1235" >
<IAdd>
<Add CmdID="1236" >
<};°.\dd>
<Delete CmdID="1237" >

</Delete>
</Sync>

6.2.56 ServerURI

Usage Specifies the SourceServerURI or TargetServengRirenced by &tatus orResults element type
Parent Elements Statusitem , Status , Results

Content Model:

<xs:element name="ServerURI" type="xs:anyURI"/>
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Restrictions:

When specified in th8tatus element type, specifies the Server address spddifithe command associated with the
response status. When specified in$it@tusitem  element type, specifies the server address spddifithe specific
Item . When specified in thResults element type, specifies the Server address spéddifithe associatedet
command.

The element type MUST be specified iS@tus command corresponding to aByncML command that includes the
SourceServerURI  or TargetServerURI element type.

Example:

<Status CmdID="4321" MsgRef="1" CmdRef="1234" Cmd=" Add" Code="200">
<Ser ver URl >ABC012345 1012</ Ser ver URI >
<ClientURI>1012</ClientURI>
</Status>

6.2.57 SessionID

Usage Specifies the identifier of theyncML session associated with tBgncML Message.
Parent Element SyncHdr

Content Model:

<xs:attribute name="SessionID" type="xs:unsignedInt ">

Restrictions:

The value is an opaque string. The element type MbiSspecified in th&yncHdr element type in albyncML
Messages. The initiator SHOULD use uni@essi onl Ds for each session.

The maximum length of 8essi onl Dis 4 bytes. Note for a client having an 8 bitr@mentingSessi onl D counter
is enough for practical implementations.

Example:

<SyncML ...>
<SyncHdr  Sessi onl D="1" MsgID="3" >

</SyncHdr>
<SyncBody>
...blah, blah...
</SyncBody>
</SyncML>

6.2.58 SftDel

Usage Indicates that thBelete command is a "Soft Delete".
Parent Element Delete

Content Model:

<xs:attribute name="SftDel" type="xs:boolean" defau [t="false"/>

Restrictions:

The data item is deleted from the client data sbartenot from the set of synchronization data. Theft Delete” can be
specified by an OMA DS server to free up storageueces in the OMA DS client prior to a synchrotira operation.
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If not present, then the semantics of belete command are a "Hard Delete" of the data itemdititeon, the OMA
DS client can specify the "Soft Delete" to freestiprage resources in the OMA DS client prior tgrachronization
operation with the OMA DS server.

The OMA DS client MUST maintain the LUID (Local UWnie Identifier) associated with the soft-deleteditso that
server(s) can re-use the LUID if the item is maatifby a server.

The OMA DS server MUST NOT delete the map itemseaissed with the "Soft Deleted" items.

If the OMA DS client does not support the "Soft &el', then, a406) Optional feature not supported MUST
be returned in th8tatus command.

In a two-way synchronization, if the OMA DS cliesgecifies a "Soft Delete" for an item that hasadsebeen "Hard
Deleted" on the OMA DS server, thend®8) Soft-delete conflict MUST be returned in thStatus
command.

Example: The server requests the client to Soft Delete afsétms to free storage on the device. The itamas
identified by client LUIDs.

<Delete CmdID="403" Sft Del ="true">
<ltem><TargetClientURI>1018</TargetClientURI></It em>
<ltem><TargetClientURI>1019</TargetClientURI></It em>
<ltem><TargetClientURI>1020</TargetClientURI></It em>
</Delete>
6.2.59 Size

Usage Specifies the byte size of a data object.
Parent Element Meta

Content Model:

<xs:attribute name="Size" type="xs:unsignedLong"/>

Restrictions:

The byte size is specified as the numeric textvadent of the byte count of the data object. Irecaldleta element
containing &Size attribute contains meta-information abolda&a object, thidMeta element MUST have the same
parent as thBata object it refers to.

Example: The following example illustrates how this attrib is used to specify meta-information about tyte kize of
theltem element type.

<Iltem>
<TargetClientURI>4</TargetClientURI>
<Meta Format="chr" Type="text/plain" Si ze="10" />
<Data>John Smith</Data>

</ltem>

6.2.60 SourceClientURI

Usage Specifies source routing or mapping informatigrchent identifier.

Parent Elements Item , Sync, SyncHdr

Content Model:

<xs:element name="SourceClientURI" type="URIWithFPT ype"/>
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<xs:complexType name="URIWithFPType">
<xs:simpleContent>
<xs:.extension base="xs:anyURI">
<xs:attribute ref="FP" use="optional"/>
</xs:extension>
</xs:simpleContent>
</xs:complexType>

Restrictions:

When specified in thekem element type, th8ourceClientURI element type specifies the client identifier foe t
item that is the source of tl8yncML command.

When specified in th8yncHdr element type, th8ourceClientURI element type specifies the source routing
information for the client device that originatdd SyncML Message. This MUST be specified by the clierthef
session, and MUST NOT be specified by the servénetession.

If the RespURI element type is also specified within tBegncHdr , then theSourceClientURI element type
specifies the source routing information for a groxiginator of theSyncML message.

When specified in th8ync element type, thEourceClientURI element type specifies the source routing
information of the client datastore originating theta synchronization request.

Example: The following is an example of the usage intam element type sent from the client.

<Replace CmdID= "4567" >

<Item>
<TargetServerURI>./brucel/pnab</TargetServerURI >
<Sour ceCl i ent URI FP="3456">./cont act s</ Sour ced i ent URl >
</ltem>
</Replace>

6.2.61 SourceClientParentURI

Usage Specifies the client’s parent information of therent item This may be in the form of a path or the actual
Client unique identifier.

Parent Element Item

Content Model:

<xs:element name="SourceClientParentURI" type="xs:a nyURI"/>

Restrictions:

SourceClientParentURI provides parent information of the child thathe turrenttem of Sync commands
such asvove, Add andReplace . SourceClientParentURI MUST be specified i\dd, Replace or Move, if
and only if the objects have hierarchical natuee,have a parent and child relation, and the tciele ID of the parent is
known. SourceClientParentURI has meaning only when synchronizing objects iatastore with hierarchical
structure.

In case the parent container is root then the vaflilke SourceClientParentURI MUST be indicated by /',
without the quotes.

The SourceClientParentURI element represents the client side’s ID of an item
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6.2.62 SourceServerURI

Usage Specifies source routing or mapping informatigrsbrver identifier.

Parent Element Item , Sync, SyncHdr

Content Model:

<xs:element name="SourceServerURI" type="xs:anyURI" />

Restrictions:

When specified in thikem element type, thBourceServerURI  element type specifies the server database itetn th
is the source of th8yncML command.

When specified in th8yncHdr element type, th8ourceServerURI  element type specifies the source routing
information for the network device that originatee SyncML Message. This MUST be specified by the servéhef
session, and MUST NOT be specified by the clienthefsession.

If the RespURI element type is also specified within BgncHdr , then the SourceServerURI element type specifies
the source routing information for a proxy origimabf theSyncML message.

When specified in th8ync element type, thBourceServerURI  element type specifies the source routing
information of the server datastore originating dla¢a synchronization request.

Example: The following is an example of the usage irltem element type sent from the client.

<Replace CmdID="4567" >
<Iltem>
<TargetServerURI>./brucel/pnab</TargetServerURI >
<Sour ceCl i ent URI >. / cont act s</ Sour ced i ent URI >
</ltem>
</Replace>

6.2.63 SourceServerParentURI

Usage Specifies the server’s parent information of ¢therent item. This may be in the form of a pathher actual
Server unique identifier.

Parent Element Item

Content Model:

<xs:element name="SourceServerParentURI" type="xs:a nyURI"/>

Restrictions:

SourceServerParentURI provides the server’s parent information of therentltem of theSync commands
such asvove, Add andReplace . SourceServerParentURI MUST be specified i\dd, Replace or Move, if
and only if the objects have hierarchical natuee,have a parent and child relation, and onlysthger side ID of the
parent is known.SourceServerParentURI has meaning only when synchronizing objects iatastore with
hierarchical structure.

In case the parent container is root then the vaflilbe SourceServerParentURI MUST be indicated by /',
without the quotes.

The SourceServerParentURI element represents a temporary ID (GUID) of thenithat was previously sent by
the server to the client and for which the mappig not yet received by the server.
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In the case of moving a child on the server that aleeady synced with the client to a new parehtclwhasn’t been

synced, the server MUST uSeurceServerParentURI

. In such situations the new parent has to be addfe

theMove can be performed. This scenario is further illatsd by the example.

Example:

<Add CmdID="12345" >
<ltem>

<Data>

</Data>
</ltem>
</Add>
<l-- Since this is an add from the server to the cl
assign an id on its own to the folder added by the

client till the end of Package 4 -->
<Move CmdID="1234" >
<Meta Type="text/plain"/>
<Item>
<TargetServerURI>110</TargetServerURI>

</ltem>
</Move>
<!I-- Since server hasn't received the mapping yet,

SourceParent of the Move Command -->

<SourceServerURI>1002345/</SourceServerURI>

the client’s id with server TempGUID ‘1002345’ MUS

<Sour ceSer ver Par ent URI >1002345</ Sour ceSer ver Par ent URI >

same TempGUID ‘1002345’ when addressing the NEW Par

ient, client will
server. The mapping of
T be maintained by the

server will use the
ent folder in the

6.2.64 Status

Usage Specifies the request status code for a correipg®yncML command.

Parent Element SyncBody

Content Model:

<xs:element name="Status" type="StatusType"/>
<xs:complexType name="StatusType">
<xs:sequence>
<xs:element ref="ServerURI" minOccurs="0"/>
<xs:element ref="ClientURI" minOccurs="0"/>
<xs:element ref="Anchor" minOccurs="0"/>
<xs:element ref="Cred" minOccurs="0"/>
<xs:element ref="Chal" minOccurs="0"/>

<xs:element ref="Item" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="MsgRef" use="required"/>
<xs:attribute ref="CmdRef" use="required"/>
<xs:attribute ref="Cmd" use="required"/>
<xs:attribute ref="Code"/>

</xs:complexType>

<xs:element ref="Statusltem" minOccurs="0" maxO

ccurs="unbounded"/>

Restrictions:

A Status command only applies to the command corresporttinige specifiedCnrdRef (i.e., 1:1 correspondence of a

command and Status ).
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If there were ndtem elements specified in the original command, tterCbde of theStatus command MUST
contain the status code for the original commalndthis case, th&8erverURI of theStatus command MUST
contain the contents of tAargetServerURI  of the original command, if one was specifiedthdre was no
TargetServerURI  specified in the original command, then 8erverURI  of theStatus command MUST
contain the contents of tt&ourceServerURI  of the original command, if one was specifiedndfther were
specified, theServerURI  MUST be omitted. Additionally, th€lientURI  MUST contain the contents of the
TargetClientURI of the original command, if one was specifiedthdre was ndargetClientURI specified in
the original command, then ti@&ientURI  of theStatus command MUST contain the contents of the
SourceClientURI of the original command, if one was specifiedndfther were specified, thigientURI  MUST
be omitted.

If there were one or moleem elements specified in the original command, antdgttem s’ statusCodes were not
the same (if there was more than one), or a cligsties to specify a new identifier for an item thleare MUST be a
correspondingstatusitem  returned for each of tHeem s of the original command. If this does not apply,
Statusltems  MAY be returned for each of theem s of the original command. If ar8tatusitems  are returned,
there MUST be &tatusltem  for each of thétem s of the original command.

If there were one or moileem elements specified in the original command Statusitems  are not included in the
Status command, th€ode of theStatus command MUST contain the status code foitath of the original
command. Additionally, th8erverURI andClientURI  MUST be omitted.

If Statusltems  are included in th8tatus command, a default stat@ede MAY be set as th€ode of the
Status command. If no default status is specified, éaitusitem  MUST include a statuSode. Any status
Code specified in &Btatusltem  overrides any default value. TBerverURI andClientURI  of theStatus
command MUST be omitted. Additionally, tBerverURI of theStatusitem  MUST contain the contents of the
TargetServerURI  of the original correspondidtem , if a TargetServerURI  was specified. If there was no
TargetServerURI  specified in the correspondiigm , then theServerURI  of theStatus command MUST
contain the contents of tt&ourceServerURI  of the correspondintiem , if one was specified. If neither were
specified, theServerURI  MUST be omitted from thaBtatusitem . Additionally, theClientURI  of the
Statusltem  MUST contain the contents of tiargetClientURI of the correspondinijem , if one was
specified. If there was nbargetClientURI specified in the corresponditigm , then theClientURI  of the
Status command MUST contain the contents of murceClientURI of the correspondinijem , if one was
specified. If neither were specified, B&entURI  MUST be omitted from th8tatusltem

If the Status command is associated with a command that had otinemands inside it (e.dgSync), then the status
value only applies to the corresponding command,isumot related to the status of the commandslénisi

Ordering ofStatus commands in &yncML response MUST match the order of the commandseicdrresponding
SyncML request, except for tt&tatus of theSyncHdr . That is, when there are multiple commands 8yacML
request, then the correspondBigtus commands MUST appear in tBgncML response in the same order as the
associated commands appeared irsyrecML request. Note that for nested commands, such Adécommand
within aSync command, this means that tB&atus of theSync command MUST come before tBgatus of the
Add command.

In addition, theStatus  on theSyncHdr MUST be the firsGtatus element in th&yncBody of the response. Even
in the case where thddbus es for the previous request span multiple messagpeinses, thet&®us onSyncHdr
MUST be the firsStatus element followed by any remainii8atus es from previous messages/responses
(maintaining order), followed by any remainiStatus es from the most recent message/response.

TheMsgRef attribute specifies thiesgl D of the associate8yncML request.

TheCndRef attribute specifies théndl D of the associateByncML request. The attribute MUST be present. If "0",
theStatus command corresponds to a status code foBymeHdr of theSyncML message referenced by the
Status command.

The Cmdattribute specifies the name of tBgncML command associated with tBgncML request. The value of this
attribute can also be&syncHdr " when theCndRef attribute has a value of "0".
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TheChal element type specifies the authentication chaééfogthe command or the message. If the status icothe

Code attribute is 401) Unauthorized  or (407) Authentication required , the challenge SHOULD be
included. If the status code in thede attribute is 441) Encrypted symmetry key error or (447)
Encryption required , the challenge SHOULD be included.

The OPTIONALANchor attribute specifies the sync anchor information.
TheCode attribute specifies the request status code type.

The OPTIONAL and repeatabftatusitem element type contains additional information aktbetstatus of
individual tems  of the original command. TH&tatusltem  element may specify changes to the server's item
identifier map table. Map tables are used to cateetmall resolution item identifiers with largesolution item
identifiers, or between two differing name spackiglentifiers. The client identifier for a giverein is known as a LUID.
The server identifier for a given item is knownaaSUID. For example, if a mobile device has 2-htgm identifiers
(LUIDs) and a network server has 16-byte item idiems (GUIDs), a map table is necessary to coteeten equivalent 2-
byte and 16-byte identifier. Generally, map talaless maintained by the data synchronization engmthe network
server. Item identifier map tables are not necgsshen the originator and the recipient databasegxact replicas of
each other (i.e., the databases have the samecphgshema).

If an item identifier map table is needed, it is tesponsibility of the recipient/server maintagnthe map table to
perform item identifier translations when commuitiiog synchronization commands with the client tteatuired the
map table.

The processing of &tatus command that contair&tatusitem  elements that provide mapping MUST be atomic in
nature. This means that the recipient/server MUBEgss either the entire list of mappings suppliedione of them. If
the operation fails, the recipient/server SHOULDBuest a recovery sync when appropriate.

This specification permits @tatus command to be issued against ano8tatus command. This case will probably
not normally be encountered. However, there anemé cases where this feature is necessary. Fompdeaif a server
returns a401) Unauthorized  status code with a request for an authenticatberse that is not supported by the
client, the client might use 4@6) Optional feature unsupported to notify the server that that requested
authentication scheme is not supported and negaiatuthentication scheme it does support. Synedters and
SyncML clients not supporting such a usage casé pexvide no further response to the SyncML engisying the
"Status on a Status".

The OPTIONALItem element type MAY contain additional informatiodenvant to the original command.

A Status MUST also be returned for ttf&yncHdr . However, if a client creates a message contaiithg a
successfubtatus on aSyncHdr , the entire message MUST NOT be sent. A serveBWMbBend this message.

Status codes are listed in Section 10, ResponsesSiades.

Example:

<SyncBody>
<Status Cndl D="8765" MsgRef="1" CndRef="1234" Cnd="Add" Code="401">
<Server URI ></ Server URI >
<d i ent URI > MEl : 001004FF1234567</ Cl i ent URI >
</ St at us>
</SyncBody>

6.2.65 Statusltem
Usage: Specifies thétem receiving a status, as well as an optional ID mapp
Parent Element: Status

Content Model:

<xs:element name="Statusltem" type="StatusltemType" >
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<xs:complexType name="StatusltemType">
<xs:sequence>
<xs:element ref="ServerURI" minOccurs="0"/>
<xs:element ref="ClientURI" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="Code" use="optional" />
</xs:complexType>

Restrictions:

TheClientURI  element type specifies the relative URI for tHerdi's item identifier (LUID). This is either an
existing identifier, taken from th&ourceClientURI or TargetClientURI of the associateldem , or a new
client identifier may be specified by the clienbife did not previously exist.

TheServerURI element type specifies server’s item identifielJ(B) as a relative URI taken from the
SourceServerURI  or TargetServerURI  of the associatellem , if one was specified.

Example:

<St at usl ten>
<Ser ver URI >ABC012345 100x</ Ser ver URI >
<d i ent URI >100x</ Cl i ent URI >

</ St atusl t enr

6.2.66 Sync

Usage Specifies th&&yncML command that indicates a data synchronizationatioer.
Parent Element SyncBody

Content Model:

<xs:element name="Sync" type="SyncCmdType"/>
<xs:complexType name="SyncCmdType">
<xs:sequence>
<xs:element ref="Cred" minOccurs="0"/>

<xs:choice>
<xs:element ref="TargetClientURI" minOccurs=" 0"/>
<xs:element ref="TargetServerURI" minOccurs=" 0"/>
</xs:choice>
<xs:.choice>
<xs:element ref="SourceClientURI" minOccurs=" 0"/>
<xs:element ref="SourceServerURI" minOccurs=" 0"/>

</xs:choice>
<xs:element ref="Meta" minOccurs="0"/>
<xs:choice minOccurs="0" maxOccurs="unbounded">
<xs:element ref="Add"/>
<xs:element ref="Copy"/>
<xs:element ref="Delete"/>
<xs:element ref="Move"/>
<xs:element ref="Replace"/>
</xs:choice>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="MaxObjSize" use="optional"/>
<xs:attribute ref="Atomic" use="optional"/>
<xs:attribute ref="Sequence" use="optional"/>
<xs:attribute ref="NumberOfChanges" use="optional ">
<xs:attribute ref="FreelD" use="optional"/>
<xs:attribute ref="FreeMem" use="optional"/>
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<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Restrictions:

TheTargetClientURI | TargetServerURI  element type MUST be used to specify the recipdemabase to be
synchronized.

The SourceClientURI / SourceServerURI  element type MUST be used to specify the origindsdabase to be
synchronized.

The optional datastore-specificeelD andFreeMem attributes in th&&ync command MUST be associated with the
source datastore specified in tBeurceClientURI / SourceServerURI  element of th&ync command.

Zero or moreAdd, Replace , Delete Copy or Move element types MUST be specified. There is no ietpbrder to
the processing of these commands unlesSélygience attribute is set.

If the command completed successfully, then 88§ OKexception condition is created by the command.

If the originator's authentication credentials sfye& principal with insufficient rights to compkethe command, then the
(401) Unauthorized  exception condition is created by the commandol&uthentication credentials were specified,
then @07) Authentication required exception condition is created by the commanduifable challenge can
also be returned.

If the originator's authentication credentials sfye& principal that has had its rights to isSyc commands denied,
then the 403) Forbidden exception condition is created by this commandweélicer, if the recipient does not want to
make this fact public, then théq4) Not found exception condition can be used.

If the recipient does not allo&ync commands either on the specified database oreondtwork device, then thé(5)
Command not allowed  exception condition is created by this command.

If the specified database cannot be found on thipient network device, then thé04 ) Not found  exception
condition is created by this command.

If the recipient determines that there is a highbpbility that the client device data is out of cythen the§08)
Refresh required exception condition is created by this commandeWiiis exception condition occurs, the
originator of theSync command SHOULD initiate a slow synchronizationhatite recipient.

Non-specific errors created by the recipient whiktempting to complete the command create 568 Y Command
failed exception condition.

Example: The following is an example of$ync command with authentication credentials and alsiaddd of a
calendar entry.

<Sync CmdID="1234">
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<TargetServerURI>./mail/brucel</TargetServerURI>
<SourceClientURI>./calendar</SourceClientURI>
<Add CmdID="1246">
<ltem>
<SourceClientURI>./12</SourceClientURI>
<Meta Type="text/x-vCalendar"/>
<Data>BEGIN:VCALENDAR
VERSION:1.0
BEGIN:VEVENT
DTSTART:20000531T160000Z
DTEND:20000531T160100Z
SUMMARY:Release v0.9 of specs
END:VEVENT
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END:VCALENDAR
</Data>
</ltem>
</Add>
</Sync>

6.2.67 SyncAlert

Usage Specifies the parameters for the sync type nafjoti. Both the data sync client and server carthiseelement to
alert the other side to initiate a specific datactyonization session.

Parent Element SyncBody

Content Model:

<xs:element name="SyncAlert" type="SyncAlertType"/>
<xs:complexType name="SyncAlertType">
<xs:sequence>
<xs:element ref="Anchor"/>
<xs:element ref="Cred" minOccurs="0"/>
<xs:choice>
<xs:element ref="TargetClientURI"/>
<xs:element ref="TargetServerURI"/>
</xs:choice>
<xs:choice>
<xs:element ref="SourceClientURI"/>
<xs:element ref="SourceServerURI"/>
</xs:choice>
<xs:element ref="SyncType"/>
<xs:element ref="IDContainer" minOccurs="0"/>
<xs:element ref="Filter" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="CmdID" use="required"/>
<xs:attribute ref="MaxObjSize" use="optional"/>
<xs:attribute ref="Correlator" use="optional"/>
<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Restrictions:

TheSyncType element specifies the parameters for the syncriggetiation.

Thel Dval i di t y attribute specifies if the ID is valid.

The semantics ddi r ecti on, Behavi our, | Dval i di ty andChangeLogVal i di ty are described in [DSPRO].

TheTargetClientURI | TargetServerURI  andSourceClientURI / SourceServerURI  elements specify
the target and source address to be synchronizedsdmantics ofargetClientURI / TargetServerURI  and
SourceClientURI / SourceServerURI  are described in [DSPRO].

The optionaFilter  element specifies the filter criteria.
The optionalDContainer  element specifies one or more data item idensifier

ThelLast andNext attributes of thénchor element specify the synchronization state inforomafor the last and
current session, respectively.

If multiple target and source addresses need fybehronized within one session, the Data SynaCbe Server
MUST use theSyncAlert command for each target and source pair to negdtia sync types.
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If the command and the associated action are caetpsrccessfully, then the status code ‘(200) GK'reated by the
command.

Example: The following is an example for a data sync dli@ninitiate a normal sync from client to servaiho

<SyncAl ert Cndl D="1">
<Anchor Last="234" Next="276"/>
<Cr ed>
<Meta Type="syncml : aut h- sha256" For mat="b64"/ >
<Dat a>. . . </ Dat a>
</ Cred>
<Tar get Ser ver URI >/ Macy/ 02</ Tar get Ser ver URI >
<Sour ceCl i ent URI >/ Macy/ 02</ Sour ceCl i ent URI >
<SyncType Direction="fronClient" Behavi our="Preserve" |DValidity="true"
ChangelLogVal i di ty="true"/>
</ SyncAl ert >

6.2.68 SyncBody
Usage Specifies the container for the body or contefithe SyncML message.
Parent Element SyncML

Content Model:

<xs:element name="SyncBody" type="SyncBodyType"/>
<xs:complexType name="SyncBodyType">
<xs:sequence>
<xs:choice maxOccurs="unbounded">
<xs:element ref="Add"/>
<xs:element ref="Alert"/>
<xs:element ref="Copy"/>
<xs:element ref="Delete"/>
<xs:element ref="Get"/>
<xs:element ref="Move"/>
<xs:element ref="Put"/>
<xs:element ref="Replace"/>
<xs:element ref="Results"/>
<xs:element ref="Status"/>
<xs:element ref="Sync"/>
<xs:element ref="SyncAlert"/>
</xs:choice>
<xs:element ref="Final" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

Restrictions:
None.

Example:

<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance”
xsi:noNamespaceSchemalocation=
"OMA-SUP-XSD_DS_Syntax_Schema-V2_0.xsd"
Version="2.0" >
<SyncHdr SessionID="1" MsgID="1">
<TargetClientURI>IMEI:001004FF1234567</TargetCl ientURI>
<SourceServerURI>http://www.datasync.org/servlet/sy ncit</SourceServerURI>
<Cred AuthName="Bruce">
<Meta Type="syncml:auth-md5" Format="b64"/>
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<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
</SyncHdr>
<SyncBody>
<Get CmdID="1234">
<ltem>
<TargetClientURI>./devinf20</TargetClientUR 1>
</ltem>
</Get>
</SyncBody>
</SyncML>

6.2.69 SyncHdr
Usage Specifies the container for the provisioning,tiog information in theSyncML message.
Parent Element SyncML

Content Model:

<xs:element name="SyncHdr" type="SyncHdrType"/>
<xs:complexType name="SyncHdrType">
<xs:sequence>
<xs:choice>
<xs:element ref="TargetClientURI"/>
<xs:element ref="TargetServerURI"/>
</xs:choice>
<xs:choice>
<xs:element ref="SourceClientURI"/>
<xs:element ref="SourceServerURI"/>
</xs:choice>
<xs:element ref="RespURI" minOccurs="0"/>
<xs:element ref="Cred" minOccurs="0"/>
<xs:element ref="Chal" minOccurs="0"/>
<xs:element ref="EncryptedKey" minOccurs="0"/>
</xs:sequence>
<xs:attribute ref="SessionID" use="required"/>
<xs:attribute ref="MsgID" use="required"/>
<xs:attribute ref="MaxMsgSize" use="optional"/>
<xs:attribute ref="NoStatus" use="optional"/>
</xs:complexType>

Restrictions:
The OPTIONALMaxMsgSi ze attribute is used to convey the maximum byte sfzeSyncML response.

Example:

<SyncML xmlns:xsi= " http://www.w3.0rg/2001/XMLSchema-instance

xsi : noNanespaceSchenmalLocat i on=
" OMA- SUP- XSD DS Synt ax_Schema- V2_0. xsd"
Versi on="2.0" >

<SyncHdr Sessionl D="1" Msgl D="1">
<Tar get Ser ver URI >

htt p: //ww. dat async. or g/ servl et/ synci t

</ Tar get Ser ver URl >
<Sour ceCl i ent URI >I MEI : 001004FF1234567</ Sour ced i ent URl >

</ SyncHdr >

<SyncBody>
...blah, blah...
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</SyncBody>
</SyncML>

6.2.70 SyncML

Usage Specifies the container forSyncML Message.

Parent Elements None. This is the root or document element.

Content Model:

<xs:element name="SyncML">
<xs:annotation>
<xs:documentation>Root</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="SyncHdr"/>
<xs:element ref="SyncBody"/>
</xs:sequence>
<xs:attribute ref="Version" use="required"/>
</xs:complexType>
</xs:element>

Restrictions:

Within transports that support MIME content-typerdification, this object MUST be identified as

application/vnd.syncml+xml (for clear-text, XML representation) application/vnd.syncml+wbxml

(for binary, WBXML representation).

Example:

xsi:noNamespaceSchemalocation=
"OMA-SUP-XSD_DS_Syntax_Schema-V2_0.xsd"
Version="2.0" >

<SyncHdr SessionID="1" MsgID="1">

</SyncHdr>
<SyncBody>
...blah, blah...
</SyncBody>
</SyncML>

<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema

6.2.71 SyncType

Usage Specifies the parameters for the sync type natjoti.
Parent Element SyncAlert

Content Model:

<xs:element name="SyncType" type="SyncTypeType"/>

<xs:complexType name="SyncTypeType" >
<xs:attribute ref="Direction" use="required" />
<xs:attribute ref="Behaviour" use="required"/>
<xs:attribute ref="IDValidity" use="optional" def

ault="true"/>
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<xs:attribute ref="ChangeLogValidity" use="option al" default="true"/>
</xs:complexType>

Restrictions:

TheSyncType element specifies the parameters for the syncriggetiation.

6.2.72 TargetClientURI
Usage Specifies target routing or mapping informatigndient identifier.
Parent Elements Item , Sync, SyncHdr

Content Model:

<xs:element name="TargetClientURI" type="xs:anyURI" />

Restrictions:

When specified in thikem element type, th&argetClientURI element type specifies the server identifier far t
item that is the target of ttf&yncML command.

When specified in th8yncHdr element type, th&argetClientURI element type specifies the target routing
information for the client device that is receivitig SyncML Message. This MUST be specified by the servehef t
session, and MUST NOT be specified by the clienthefsession.

When specified in th8ync element type, th&éargetClientURI element type specifies the source routing
information of the database receiving the data Issordzation request.

6.2.73 TargetClientParentURI

UsageSpecifies the client’s parent information of therentltem . This may be in the form of a path or the actual
Client unique identifier.

Parent Element Item

Content Model:

<xs:element name="TargetClientParentURI" type="xs:a nyURI"/>

Restrictions:

TargetClientParentURI provides parent information of the child thathe turrenttem of Sync commands
such as®Add, Move andReplace . TargetClientParentURI MUST be specified il\dd, Replace andMove, if
and only if the objects have hierarchical natuee,have a parent and child relation, and the tcigle ID of the parent is
known.TargetClientParentURI has meaning only when synchronizing objects wighnauchical structure.

In case the parent container is a root then theevad theTargetClientParentURI MUST be indicated by ‘/’,
without the quotes.

TargetClientParentURI element always represents a LUID, i.e. the IDlieint that was previously sent by the
client in aStatusltem  elementTargetClientParentURI MUST be sent only by servers.

Example: the server requests the client to move the itevingahe LUID ‘110°.

<Move CmdID="1234" >
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
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<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<Meta Type="text/plain"/>
<Item>

<TargetClientURI>110</TargetClientURI>

<Tar get Cl i ent Par ent URI >1234</ Tar get Cl i ent Par ent URI >
</ltem>
</Move>

6.2.74 TargetServerURI

Usage Specifies target routing or mapping informatignserver identifier.

Parent Elements Item , Sync, SyncHdr

Content Model:

<xs:element name="TargetServerURI" type="xs:anyURI" />

Restrictions:

When specified in thekem element type, th&argetServerURI  element type specifies the server database itatn th
is the target of th8&yncML command.

When specified in th8yncHdr element type, th€argetServerURI  element type specifies the target routing
information for the network device that receives®fyncML Message. This MUST be specified by the clierthef
session, and MUST NOT be specified by the servénesession.

When specified in th8ync element type, th&argetServerURI  element type specifies the source routing
information of the server database receiving tha dgnchronization request.

6.2.75 TargetServerParentURI

UsageSpecifies the parent information of the curriéein . This may be in the form of a path or the actuiahgr
unique identifier.

Parent Element Item

Content Model:

<xs:element name="TargetServerParentURI" type="xs:a nyURI"/>

Restrictions:

TargetServerParentURI provides parent information of the curréteim of Sync commands such &gid, Move
andReplace . TargetServerParentURI MUST be specified il\dd, Replace andMove, if and only if the
objects have hierarchical nature, i.e. have a panmohchild relation, and the client identifiemist known.

TargetServerParentURI has meaning only when synchronizing objects wighnanchical structure.

In case the parent container is a root then theeval theTargetServerParentURI MUST be indicated by /',
without the quotes.

TargetServerParentURI element always represents a GUTargetServerParentURI MUST be sent only
by servers.

Example: the server requests the client to move the itevingahe LUID ‘110’
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<Move CmdID="1234" >
<Cred>
<Meta Type="syncml:auth-md5" Format="b64"/>
<Data>Zz6EivR3yeaaENCRN6IpAQ==</Data>
</Cred>
<Meta Type="text/plain"/>
<ltem>
<TargetClientURI>110</TargetClientURI>
<Tar get Ser ver Par ent URI >1234</ Tar get Ser ver Par ent URI >
</ltem>
</Move>

6.2.76 Type

Usage Specifies the media type of the content inforovath theData element.
Parent Element Meta
Restrictions:

If this attribute is missing, then the default @ntttype is text/plain. The content information fiois attribute SHOULD
BE a registered MIME content-type. AlternativelJRN can be used to specify the media type. In a&deta element
containing alype attribute contains meta-information abow@@&a object, thidMeta element MUST have the same
parent as thBata object it refers to.

Content Model:

<xs:attribute name="Type" type="xs:string"/>

Example: The following example illustrates how this attrib is used within &yncML message to specify meta-
information about the media type of the contenviinfation in thdtem element type.

<ltem>
<TargetClientURI>3</TargetClientURI>
<Meta Format="chr" Type="text/directory; profil e=vCard" />
<Data>BEGIN:VCARD
VERSION:3.0
FN:Jim Smith
N:Smith;Jim
TEL; TYPE=WORK,VOICE,FAX:+1-919-555-1234
EMAIL; TYPE=INTERNET,WORK:Jim_Smith@mail.host.com
END:VCARD
</Data>
</ltem>

6.2.77 Version

Usage Specifies the major and minor version identiiethe DS Syntax protocol specification used taespnt the
SyncML message.

Parent Element SyncML

Content Model:

<xs:attribute name="Version" type="xs:string"/>

Restrictions:
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EachSyncML Message in each SyncML Package sent from an atmirio a recipient MUST include ther si on
attribute in theSyncHdr .

Major revisions of the specification create incofifa changes that will generally require a féyncML parser. Minor
revisions involve changes that do not impact besiopatibility of the parser. When the XML documeahforms to this
revision of the OMA DS Syntax specification thenaMUST be2.0 .

Example:

<SyncML xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance"
xsi:noNamespaceSchemalocation=
"OMA-SUP-XSD_DS_Syntax_Schema-V2_0.xsd"
Ver si on="2.0">
<SyncHdr SessionID="1" MsgID="1" >

<}éyncHdr>
<SyncBody>

<}éyncBody>
</SyncML>
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7. XML Schema

Please refer to the Syntax Schema specification.
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8. WBXML Definition

The following tables define the token assignmeotghe mapping of the SyncML related Schemas ascheht types
into WBXML as defined by [WBXML].

8.1 Code Space Definitions

This version of the SyncML representation protasgecification maps all the SyncML related Schemss WBXML
code spaces.

DTD Name WBXML PUBLICID Token Formal Public Identifier
(Hex Value)

SyncML FD1 -/ISYNCML//DTD SyncML 1.0//EN
SyncML 1.1 FD3 -/ISYNCML//DTD SyncML 1.1//EN
SyncML 1.2 0x1201 -/ISYNCML//DTD SyncML 1.2//EN
SyncML 2.0 0x1205 -/ISYNCML//Schema SyncML 2.0//EN

Table 10: Code Space Definitions

The SyncML Schema is assigned the WBXML document public ifien{i.e., the "publicid" WBXML BNF
production) associated with the Ox120%ken.

8.2 Code Page Definitions

The following code page tokens represepbcML related public identifiers. This version of thenBlIL representation
protocol specification utilizes the WBXML code pagé&ens for identifying schema.

DTD Name WBXML Code Page Token Formal Public Identifier
(Hex Value)
SyncML 00 -/ISYNCML//Schema SyncML 2.0//EN

Table 11: Code Page Definitions
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8.3 Element Token Definitions

The following WBXML token codes represent elemspies (i.e., tags) from code page x00 (zero), Syn&dhema.

Element Type Name WBXML Tag Token (Hex Value)
Add 05
Alert 06
Anchor 07
ClientURI 08
Chal 09
EncryptedKey 0A
ID 0B
IDContainer oC
Copy 0D
Cred OE
Data OF
Delete 10
NextNonce 11
Final 12
Get 13
Item 14
ServerURI 15
SourceClientURI 16
SourceClientParentURI 17
SourceServerURI 18
SourceServerParentURI 19
Meta 1A
Statusltem 1B
SyncAlert 1C
SyncType 1D
TargetClientURI 1E
Put 1F
Replace 20

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc

Page 82 (111)

Element Type Name WBXML Tag Token (Hex Value)

RespURI 21
Results 22
TargetClientParentURI 23
TargetServerURI 24
TargetServerParentURI 25

Reserved for future use 26 ~ 28
Status 29
Sync 2A
SyncBody 2B
SyncHdr 2C
SyncML 2D

Reserved for future use 2E ~ 33
MoreData 34
Field 35
Filter 36
Record 37

Reserved for future use 38 ~3A
Move 3B

Reserved for future use 3C ~3F

Table 12: Element Token Definitions — Tag Order
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Element Type Name

WBXML Tag Token (Hex Value)

Add 05

Alert 06

Anchor 07

Chal 09

ClientURI 08

Copy 0D

Cred OE

Data OF

Delete 10

EncryptedKey 0A

Field 35

Filter 36

Final 12

Get 13

ID 0B

IDContainer ocC

Item 14

Meta 1A

MoreData 34

Move 3B

NextNonce 11

Put 1F

Record 37

Replace 20
Reserved for future use 26 ~ 28
Reserved for future use 2E ~33
Reserved for future use 38 ~3A
Reserved for future use 3C~3F

RespURI 21
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Element Type Name

WBXML Tag Token (Hex Value)

Results 22
ServerURI 15
SourceClientParentURI 17
SourceClientURI 16
SourceServerParentURI 19
SourceServerURI 18
Status 29
Statusltem 1B

Sync 2A

SyncAlert 1C
SyncBody 2B
SyncHdr 2C

SyncML 2D
SyncType 1D
TargetClientParentURI 23
TargetClientURI 1E
TargetServerParentURI 25
TargetServerURI 24

Table 13: Element Token Definitions - Alphabetical
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8.4 Attribute Start Token Definitions

The following WBXML token codes represent the stdran attribute (some including value) in codegagO0 (zero),
SyncML Schema.

Attribute Name Attribute Value Prefix WBXML Tag Token (Hex Value)
Atomic* false 05
Atomic true 06
AuthName 07
Behaviour Preserve 08
Behaviour Refresh 09
ChangelLogValidity false 0A
ChangelLogValidity true 0B
Cmd Add ocC
Cmd Alert 0D
Cmd Copy OE
Cmd Delete OF
Cmd Get 10
Cmd Move 11
Cmd Put 12
Cmd Replace 13
Cmd Results 14
Cmd Status 15
Cmd Sync 16
Cmd SyncAlert 17
Cmd SyncHdr 18
CmdID 19
CmdRef 1A
Code 1B
Code 200 1C
Code 201 1D
Correlator 1E
Direction fromClient 1F
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Attribute Name

Attribute Value Prefix

WBXML Tag Token (Hex Value)

Direction fromServer 20
Direction NoWay 21
Direction twoWay 22
Encrypted* false 23
Encrypted true 24
FieldLevel* false 25
FieldLevel true 26
FilterType EXCLUSIVE 27
FilterType INCLUSIVE 28
Format 29
Format b64 2A
Format bin 2B
Format bool 2C
Format chr 2D
Format date 2E
Format float 2F
Format int 30
Format node 31
Format null 32
Format time 33
Format xml 34
FP 35
FreelD 36
FreeMem 37
IDValidity false 38
IDValidity true 39
Last 3A
MaxMsgSize 3B
MaxObjSize 3C
MsgID 3D
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Attribute Name Attribute Value Prefix WBXML Tag Token (Hex Value)
MsgRef 3E
Next 3F
NoStatus* false 45
NoStatus true 46
NumberOfChanges a7
Sequence* false 48
Sequence true 49
Session|D 4A
SftDel* false 4B
SftDel true 4C
Size 4D
Type 4E
Type application/ 4F
Type application/vnd.omads 50
Type application/vnd.omads-email+xml 51
Type application/vnd.omads-file+xml 52
Type application/vnd.omads-folder+xml 53
Type application/vnd.syncml-devinf+xml 54
Type application/vnd.syncml- 55

devinf+wbxml

Type syncml: 56
Type syncml:auth-sha256 57
Type text/ 58
Type text/calendar 59
Type text/directory;profile=vCard B5A
Type text/plain 5B
Type text/vcard 5C
Type text/x-calendar 5D
Type text/x-vcard 5E
Version 5F
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Attribute Name

Attribute Value Prefix

WBXML Tag Token (Hex Value)

use

Version 2.0 60

Type application/vnd.omads-email+wbxml 61

Type application/vnd.omads-file+wbxml 62

Type application/vnd.omads-folder+wbxml 63
Reserved for future 64 ~ 7F

Table 14: Attribute Start Token Definitions — Alphabetical

* indicates the default value for the attribute

8.5 Attribute Value Token Definitions

The following WBXML token codes represent attributdues in code page x00 (zero), SyncML Schema.

Attribute Value WBXML Tag Token (Hex Value)
.com/ 85
.edu/ 86
.net/ 87
.org/ 88
http:// 89
http://www. 8A
https:// 8B
https://www. 8C
xml 8D
whbxml 8E
Reserved for future use 8F ~ BF
Reserved for future use C5~FF

Table 15: Attribute Value Definitions
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9. Common URI Scheme Types

The following is a list of common URI scheme types

URI Scheme Type

Description

FTP File Transfer Protocol
HTTP Hypertext Transfer Protocol
IMEI International Mobile Equipment Identifier
LDAP Lightweight Directory Access Protocol
OBEX IrDA Object Exchange Protocol
SYNCML SyncML specific, as defined in one of the protocol or format
specifications
WSP Wireless Session Protocol
ESN Electronic Serial Number
MEID Mobile Equipment Identity

Table 16: Common URI Scheme Types
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10.Alert Types

The alert types in SyncML are a numeric text valilge types are divided into two classes, User Athdt are intended

to be conveyed to the recipient's user agent, gpdigation Alert, that are intended to be conveteed target
application on the recipient. The only valid valaes the standard values defined in this spedifioat

Implementations that desire to add to these vai#BULD submit a change requesttailto:technical-
comments@openmobilealliance.org

Alert Code Value

Name

Description

Alert Codes used for user alerts

100 DISPLAY Show. The Data element type contains content inditiom
that SHOULD be processed and displayed througligbe
agent.

101-150 - Reserved for future SyncML usage.

Special Alert Codes

211 END SESSION Specifies a request to end the session.

212 ALERT POLL Specifies a request to poll.

213 ALERT IDLE Specifies a request to idle.

214-220 - Reserved for future SyncML usage.

221 RESULT ALERT Specifies a request for synchronization results.

222 NEXT MESSAGE Specifies a request for the next message in thieagac

223 NO END OF DATA End of Data for chunked object not received.

224-250 - Reserved for future SyncML usage.

Table 17: Alert Types
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11.Response Status Codes

The response status codes in SyncML are a nunetizélue. The codes are divided into five clas$és. only valid
values are the standard values defined in thisifigsgon.

Implementations that desire to add to these vai#BULD submit a change requesttailto:technical-
comments@openmobilealliance.org

Status Codes I Reason Phrase

Informational 1xx

101 I In progress. The specified SyncML command is beangied out, but has not yet completed.

Successful 2xx

200 OK. The SyncML command completed successfully.

201 Item added. The requested item was added.

202 Accepted for processing. The request to alert aarsapplication was successfully performed.

203 Non-authoritative response. The request is beiggareded to by an entity other than the one targétee response is
only to be returned when the request would have besulted in a 200 response code from the auttiogttarget.

204 No content. The request was successfully complatedo data is being returned. The response caalsageturned ir
response to a Get when the target has no content.

205 Reset content. The source SHOULD update their atritée originator of the request is being told thair content
SHOULD be synchronized to get an up to date version

206 Partial content. The response indicates that catygf the command was completed. If the remaiofléhe command
can be completed later, then when completed anafipopriate completion request status code SHObk.Dreated.

207 Conflict resolved with merge. The response indg#tat the request created a conflict; which waslved with a
merge of the client and server instances of the. ddte response includes both the target and stlRts in the
Item of theStatus . In addition, a Replace command is returned viighrherged data.

208 Conflict resolved with client’'s command "winning'he response indicates that there was an updafiectomhich
was resolved by the client command winning.

209 Conflict resolved with duplicate. The responsedatis that the request created an update conihith was resolved
with a duplication of the client’s data being cezhin the server database. The response includiesh=otarget URI of
the duplicate in thééem of theStatus . In addition, in the case of a two-way synchroti@ra anAdd command is
returned with the duplicate data definition.

210 Reserved for future SyncML usage.

211 Item not deleted. The requested item was not fourmhutd have been previously deleted.

212 Authentication accepted. No further authenticattoneeded for the remainder of the synchronizat&ssion. This
response code can only be used in response taesteq which the credentials were provided.

213 Chunked item accepted and buffered.

214 Operation cancelled. The SyncML command completedessfully, but no more commands will be procesggun
the session.

215 Not executed. A command was not executed, as # ofsiser interaction and user chose not to acitepthoice.

216 Atomic roll back OK. A command was insid¢omic element and\tomic failed. This command was rolled back
successfully.

Redirection 3xx

300 Multiple choices. The requested target is onemdmber of multiple alternatives requested targeé dlternative
SHOULD also be returned in thtem element type in th8tatus .

301 Moved permanently. The requested target has a riewThe new URI SHOULD also be returned in ttean
element type in th8tatus .

302 Found. The requested target has temporarily maveddifferent URI. The original URI SHOULD contintebe
used. The URI of the temporary location SHOULD dieaeturned in thikem element type in th8tatus . The
requestor SHOULD confirm the identity and authodfythe temporary URI to act on behalf of the oraitarget URI.

303 See other. The requested target can be found #tearidRI. The other URI SHOULD be returned in tteen element
type in theStatus .

304 Not modified. The requested SyncML command waseretuted on the target. This is an additional nespthat can
be added to any of the other Redirection respoodesc

305 Use proxy. The requested target MUST be accessedgh the specified proxy URI. The proxy URI SHOUEBo be
returned in thétem element type in th8tatus .

Originator Exceptions 4xx
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400 Bad request. The requested command could not fermed because of malformed syntax in the comméhd.
malformed command MAY also be returned in lieen element type in th8tatus .

401 Invalid credentials. The requested command faikzhbse the requestor MUST provide proper authéiaticdf the
property type of authentication was presented énotfiginal request, then the response code indiths the requeste
command has been refused for those credentials.

=

402 Payment needed. The requested command failed lsepeaser payment is needed. This version of Syndibks not
standardize the payment mechanism.
403 Forbidden. The requested command failed, but ttipiemt understood the requested command. Auttegrdgicwill

not help and the request SHOULD NOT be repeatetielfecipient wishes to make public why the retjues
denied, then a description MAY be specified inlteen element type in th8tatus . If the recipient does not wish tp
make public why the request was denied then thEorse code 404 MAY be used instead.

404 Not found. The requested target was not found.ndecation is given as to whether this is a tempoeampermanent
condition. The response code 410 SHOULD be usead witecondition is permanent and the recipient essio make
this fact public. This response code is also udeeivthe recipient does not want to make publicg¢hson for why a
requested command is not allowed or when no ot#tsgranse code is appropriate.

405 Command not allowed. The requested command isliootead on the target. The recipient SHOULD retura t
allowed command for the target in them element type in th8tatus .
406 Optional feature not supported. The requested comdifaled because an OPTIONAL feature in the regwes not

supported. The unsupported feature SHOULD be dpddify theltem element type in th8tatus .

407 Missing credentials. This response code is sinml@01 except that the response code indicateshtbatriginator
MUST first authenticate with the recipient. Theipgéent SHOULD also return the suitable challengéh@Chal
element type in th8tatus .

408 Request timeout. An expected message was not egceithin the REQUIRED period of time. The requesst be
repeated at another time. TRespURI can be used to specify the URI and optionallydate/time after which the
originator can repeat the request. BespURI for details.

409 Conflict. The requested failed because of an upciatdlict between the client and server versionthefdata. Setting
of the conflict resolution policy is outside theope of this version of SyncML. However, identificat of conflict
resolution performed, if any, is within the scope.

410 Gone. The requested target is no longer on thpiegtiand no forwarding URI is known.

411 Size REQUIRED. The requested command MUST be acanieg by byte size or length information in teta
element type.

412 Incomplete command. The requested command faileteorecipient because it was incomplete or inctigréormed.
The recipient SHOULD specify the portion of the coand that was incomplete or incorrect in itfieen element type
in theStatus .

413 Request entity too large. The recipient is refustgerform the requested command because thesteguigem is
larger than the recipient is able or willing to pess. If the condition is temporary, the recip@eHOULD also include
aStatus with the response code 418 and speciReapURI with the response URI and optionally the date/titvas
the command SHOULD be repeated.

414 URI too long. The requested command failed becthesearget URI is too long for what the recipieible or willing
to process. This response code is seldom encodntareis used when a recipient perceives than@ader might be
attempting to exploit security holes or other deféc order to threaten the recipient.

415 Unsupported media type or format. The unsupporedent type or format SHOULD also be identifiedhe ltem
element type in th8tatus .

416 Requested size too big. The request failed bedaesspecified byte size in the request was too big.

417 Retry later. The request failed at this time ar@dhiginator SHOULD retry the request later. Thepient SHOULD
specify aRespURI with the response URI and the date/time that tinercand SHOULD be repeated.

418 Already exists. The requestedit or Add command failed because the target already exists.

419 Conflict resolved with server data. The responséates that the client request created a conflisich was resolved

by the server command winning. The normal infororatn theStatus SHOULD be sufficient for the client to
"undo" the resolution, if it is desired.

420 Device full. The response indicates that the reciphas no more storage space for the remainirchsynization data.
The response includes the remaining number oftbatecould not be returned to the originator inlteen of the
Status .

421 Unknown filtering grammar. The requested commailddan the server because the specified filtegragnmar was
not known. The client SHOULD re-specify the filtagi using a known filtering grammar.

422 Bad CGI Script. The requested command failed orsémeer because the CGI scripting was incorreotinéd. The
client SHOULD re-specify the portion of the commahdt was incorrect in théem element type in th8tatus .

423 Soft-delete conflict. The requested command failechuse the "Soft Deleted" item was previously tHaeleted" on
the server.

424 Size mismatch. The chunked object was receivedthleusize of the received object did not matchsihe declared

within the first chunk.
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425 Permission Denied. The requested command faileausecthe sender does not have adequate access contr
permissions (ACL) on the recipient.

426 Partial item not accepted. Receiver of status ¢44¥ resend the whole item in next package.

427 Item Not empty. Parent cannot be deleted sinceritains children.

428 Move Failed

429 Key Exchange Algorithm not supported. The requestedmand failed because the recipient does notstie Key
Exchange Algorithm. The recipient should returngbiable challenge in the Chal element withinS$tetus element.

430 Data Encryption Algorithm not supported. The req@@sommand failed because the recipient doesuppiost the
Data Encryption Algorithm. The recipient shoulduretthe suitable challenge in the Chal elementiwithe Status
element.

431 Key Length not supported. The requested commaitetifaecause the recipient does not support the $jrieniKey

Length. The recipient should return the suitablgllehge in the Chal element within the Status efgme

432 Encryption required. The requested command faithbse the recipient requires encryption.

Recipient Exception 5xx

500 Command failed. The recipient encountered an ureggecondition which prevented it from fulfillinge request

501 Command not implemented. The recipient does ngiatiphe command REQUIRED to fulfill the requeshisTis the
appropriate response when the recipient does nogjnéze the requested command and is not capableppbrting it
for any resource.

502 Bad gateway. The recipient, while acting as a gayew proxy, received an invalid response fromuhstream
recipient it accessed in attempting to fulfill tregjuest.

503 Service unavailable. The recipient is currentlyhledo handle the request due to a temporary caeirhg or
maintenance of the recipient. The implication &t tihis is a temporary condition; which will beeaflated after some
delay. The recipient SHOULD specify the URI andediitne after which the originator SHOULD retry het
RespURI in the response.

504 Gateway timeout. The recipient, while acting agtegay or proxy, did not receive a timely respdnse the
upstream recipient specified by the URI (e.g. HTFPR, LDAP) or some other auxiliary recipient (eDi\NS) it
needed to access in attempting to complete theestqu

505 DTD Version not supported. The recipient does nppsrt or refuses to support the specified versfdByncML DTD
used in the request SyncML Message. The recipigsi®Minclude the versions it does support inlteen element
type in theStatus .

506 Processing error. An application error occurred@vpiocessing the request. The originator SHOULy rihe
request. Th&®espURI can contain the URI and date/time after whichdfiginator can retry the request.

507 Atomic failed. The error caused all SyncML commands witmAtomic element type to fail.

508 Recovery REQUIRED. An error occurred that necetesita refresh of the current synchronization sihtke client
with the server. Client is requested to initiateeovery sync with the server.

509 Reserved for future use.

510 Data store failure. An error occurred while proaagshe request. The error is related to a failnrihe recipient data
store.

511 Server failure. A severe error occurred in the esewhile processing the request. The originator BHO NOT retry

the request.

512 Synchronization failed. An application error ocaarduring the synchronization session. The origin@HOULD
restart the synchronization session from the béginn

513 Protocol Version not supported. The recipient do@ssupport or refuses to support the specifiediwarof the
SyncML Synchronization Protocol used in the req&sstcML Message. The recipient MUST include thesizers it
does support in thkem element type in th8tatus .

514 Operation cancelled. The SyncML command was notpbeted successfully, since the operation was ajreadcelled
before processing the command. The originator SHDtHpeat the command in the next session.

516 Atomic roll back failed. Command was insidéomic element and\tomic failed. This command was not rolled
back successfully. Server SHOULD take action tddrgecover client back into original state.

517 Atomic response too large to fit. The responsentatamic command was too large to fit in a singkssage.

518 Refuse to continue the session. The requested cothfaged because the recipient refuses to continesession.

Table 18: Response Status Codes
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12.Base Media and Content formats

.omads-folder

alliance.org/

Content MIME Content Type URI Content Format
Contact text/x-vcard http://imc.org/pdi/vcar vCard 2.1
d-21.doc
text/directory; http://www.ietf.org/rfc vCard 3.0
profile=vCard rfc2426.txt o
(official)
text/vcard http://www.ietf.org/rfc vCard 3.0
[rfc2426.txt
(common usage)
Calendar text/x- http://www.imc.org/pdi/ vCalendar 1.0
vcalendar vcal-10.doc
text/calendar http://www.ietf.org/rfc iCalendar 2.0
[rfc2445.txt
Memos text/plain http://www.ietf.org/rfc
[rfc2046.txt
Tasks text/x- http://www.imc.org/pdi/ vCalendar 1.0
vcalendar vcal-10.doc
text/calendar http://www.ietf.org/rfc iCalendar 2.0
[rfc2445.txt
Email message/rfc822 http://www.ietf.org/r RFC822
fc.html
RFC2822
RFC2045
application/vnd http://www.openmobile XML object
.omads-email alliance.org/
File application/vnd http://www.openmobile XML object
.omads-file alliance.org/
Folder application/vnd http://www.openmobile XML object

Table 19: Base Media and Content formats
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13.MIME Media Type Registration

The following section is the MIME media type regigions for OMA Data Synchronization specific MIMBEedia types.

13.1 application/vnd.syncml+xml

To: ietf-types@iana.org

Subject: Registration of MIME media type applicatio
MIME media type name: application

MIME subtype name: vnd.syncml+xmi

REQUIED parameters: None

OPTIONAL parameters: charset, synctype, verproto, v
in any order in the Content-Type MIME header field.

Content-Type MIME header.
charset Parameter

Purpose: Specifies the character set used to repres
The default character set for SyncML representation
defined in [RFC2279].

Formal Specification: The following ABNF defines th
parameter.

chrset-param = ";" "charset" "=" <any IANA register
synctype Parameter

Purpose: Specifies the data synchronization protoco
document. If present, the value MUST be the same va
the "SyncType" element type in the SyncML MIME cont
no default value.

Formal Specification: The following ABNF defines th
parameter.

stype-param = ";" "synctype text

verproto Parameter

Purpose: Specifies the major/minor revision identif
synchronization protocol specification for the work
SyncML MIME content. If present, MUST be the same v
the "VerProto" element type in the SyncML MIME cont
present, the default value "1.2" is to be assumed.

Formal Specification: The following ABNF defines th
parameter.

verprot-param =";" "verproto" "=" 1*numeric "." 1*

text = 1*ALPHA

n/vnd.syncml+xml

erdtd. May be specified

ent the SyncML document.
protocol is UTF-8, as

e syntax for the

ed charset identifier>

| used by the SyncML
lue as that specified by
ent information. There is

e syntax for the

iers for the SyncML
flow of messages with
alue as that specified by
ent information. If not

e syntax for the

numeric
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numeric ="0"/"1"/"2" /"3" ["4" [ "5" [/ "6" /
verdtd Parameter

Purpose: Specifies the major/minor revision identif
representation protocol specification that defines

type. If present, MUST be the same value as that sp
element type in the SyncML MIME content information
default value "1.2" is to be assumed.

Formal Specification: The following ABNF defines th
parameter.

verdtd-param = ";" "verdtd" "=" 1*numeric "." 1*num
text = 1*ALPHA
numeric = "0"/"1"/"2"/"3"/"4" | "5" | "6" |

Encoding considerations: The default character set
content type is UTF-8. Transfer of this character s
systems could require that the content is first cha
7hit character set with an IETF character encoding
as defined in [RFC2045]

Security considerations:

Authentication: The SyncML MIME content type defini
inclusion of authentication information for the pur

the originator and recipient of messages containing
content type. The content type definition supports
userid/password mark-up, MD5 digest challenge and r
other registered authentication credential scheme.

Threats: The SyncML MIME content type definition pr
of remote execution commands. Administrators for Ml
support this content type SHOULD take every standar
the activation of the originator of SyncML content,
standard precaution to confirm the validity of the
command prior to allowing the command to be execute
recipient's system.

Interoperability considerations: Implementations th
mandatory features of this content type will greatl
interoperating with other implementations supportin
Conformance to this content type requires an implem
mandatory feature.

Published specification:

"7 118" 9"

iers for the SyncML

the SyncML MIME media
ecified by the "VerDTD"

. If not present, the

e syntax for the

eric

VAN VA h

for the SyncML MIME
et through some MIME
racter encoded into a

mechanism such as Base64,

tion provides for the
pose of authenticating
the data synchronization
Basic, Base64

esponse strings and any

ovides for the inclusion
ME implementations that
d precaution to assure

as well as take every
included remote execution
d on the targeted

at have support for the

y increase the chances of
g this content type.
entation to support every

URL:http://www.openmobilealliance.org/tech/docs

Applications, which use this media type: This MIME
for common use by networked data synchronization ap

Additional information:
Magic number(s): None
File extension(s): XSM

Macintosh File Type Code(s): XSML

content type is intended
plications.
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Person & email address to contact for further infor
Intended usage: COMMON

Author/Change controller:

mation: admins@syncml.org

mailto:technical-comments@openmobilealliance.org

13.2 application/vnd.syncml+wbxml

To: ietf-types@iana.org

Subject: Registration of MIME media type applicatio
MIME media type name: application

MIME subtype name: vnd.syncml+wbxml
REQUIRED parameters: None

OPTIONAL parameters: charset, synctype, verproto, v
in any order in the Content-Type MIME header field.

Content-Type MIME header.
charset Parameter

Purpose: Specifies the character set used to repres
The default character set for SyncML representation
defined [RFC2279].

Formal Specification: The following ABNF defines th
parameter.

chrset-param = ";" "charset" "=" <any IANA register
synctype Parameter

Purpose: Specifies the data synchronization protoco
document. If present, the value MUST be the same va
the "SyncType" element type in the SyncML MIME cont
no default value.

Formal Specification: The following ABNF defines th
parameter.

stype-param = ";" "synctype" "=" text
verproto Parameter

Purpose: Specifies the major/minor revision identif
synchronization protocol specification for the work
SyncML MIME content. If present, MUST be the same v
the "VerProto" element type in the SyncML MIME cont
present, the default value "1.2" is to be assumed.

Formal Specification: The following ABNF defines th
parameter.

verprot-param =";" "verproto" "=" 1*numeric "." 1*

n/vnd.syncml+wbxml

erdtd. May be specified

ent the SyncML document.
protocol is UTF-8, as

e syntax for the

ed charset identifier>

| used by the SyncML
lue as that specified by
ent information. There is

e syntax for the

iers for the SyncML
flow of messages with
alue as that specified by
ent information. If not

e syntax for the

numeric

O 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Syntax-V2_0-20090212-C.doc

Page 98 (111)

text = 1*ALPHA
numeric ="0" /"1"/"2" /"3" ["4" [ "5" [ "6" /
verdtd Parameter

Purpose: Specifies the major/minor revision identif
representation protocol specification that defines

type. If present, MUST be the same value as that sp
element type in the SyncML MIME content information
default value "1.2" is to be assumed.

Formal Specification: The following ABNF defines th
parameter.

verdtd-param = ";" "verdtd" "=" 1*numeric "." 1*num
text = 1*ALPHA
numeric = "0"/"1"/"2"/"3"/"4" | "5" | "6" |

Encoding considerations: The default character set
content type is UTF-8. Transfer of this character s
systems could require that the content is first cha
7bit character set with an IETF character encoding
as defined in [RFC2045].

Security considerations:

Authentication: The SyncML MIME content type defini
inclusion of authentication information for the pur

the originator and recipient of messages containing
content type. The content type definition supports
userid/password mark-up, MD5 digest challenge and r
other registered authentication credential scheme.

Threats: The SyncML MIME content type definition pr
of remote execution commands. Administrators for Ml
support this content type SHOULD take every standar
the authentication of the originator of SyncML cont
every standard precaution to confirm the validity o
execution command prior to allowing the command to
targeted recipient's system.

Interoperability considerations: Implementations th
mandatory features of this content type will greatl
interoperating with other implementations supportin
Conformance to this content type requires an implem
mandatory feature.

Published specification:
http://www.syncml.org/docs/syncml_sync_represent_vl

Applications, which use this media type: This MIME
for common use by networked data synchronization ap

Additional information:

Magic number(s): None

"7 18t 9"

iers for the SyncML

the SyncML MIME media
ecified by the "VerDTD"

. If not present, the

e syntax for the

eric

AV VA H

for the SyncML MIME

et through some MIME
racter encoded into a
mechanism such as Base64,

tion provides for the
pose of authenticating
the data synchronization
Basic, Base64

esponse strings and any

ovides for the inclusion
ME implementations that
d precaution to assure
ent, as well as take

f the included remote

be executed on the

at have support for the

y increase the chances of
g this content type.
entation to support every

11_20021002.pdf

content type is intended
plications.
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File extension(s): BSM

Macintosh File Type Code(s): BSML

Person & email address to contact for further infor mation: admins@syncml.org
Intended usage: COMMON

Author/Change controller: mailto:technical-comments@openmobilealliance.org
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Appendix A. [SYNTAX] Static Conformance Requirements (Normative)

The SCR tables in this Appendix form a profile nd {Static Conformance Requirements.

Static conformance requirements (SCR) specify ¢la¢ufes that are OPTIONAL and MANDATORY within
implementations conforming to this specification.

Further static conformance requirements for thg@esd this specification are specified in [DSPRO].

A.1 Client Features

A.1.1  Security
Item Function Ref. | Status Requirement
DS-Syntax-SEC-C-001 Support Basic and SHA-256 8.2.0 M
DS-Syntax-SEC-C-002 Support optional authenticatypes 6.2.17 (0]

Table 20: Client Features - Security

A.1.2 XML Usage
Item Function Ref. | Status Requirement
DS-Syntax-XML-C-001 Support namespace usage 5.3 M

Table 21: Client Features - XML Usage

A.1.3 MIME Usage
Item Function Ref. Status Requirement
DS-Syntax-MIME-C-001 Support MIME content types 8P M

Table 22: Client Features - MIME Usage

A.1.4 Identifiers
Item Function Ref. Status Requirement
DS-Syntax-IDS-C-001 Support URI, URN, textual names DSPRO M

Table 23: Client Features - Identifiers

A.1.5 Common Use Elements
Item Function Ref. | Status Requirement

DS-Syntax-CUE-C-001 Support Anchor 6.2.3 M

DS-Syntax-CUE-C-002 Support Atomic 6.2.4 O

DS-Syntax-CUE-C-003 Support AuthName 6.2.5 (0]

DS-Syntax-CUE-C-004 Support Behaviour 6.2.6 M

DS-Syntax-CUE-C-005 Support Chal 6.2.7 M DS-SyridE-C-003
DS-Syntax-CUE-C-006 Support ChangeLogValidity 6.2.8 M

DS-Syntax-CUE-C-007 Support ClientURI 6.2.9 M

DS-Syntax-CUE-C-008 Support Cmd 6.2.1 M

DS-Syntax-CUE-C-009 Support CmdID 6.2.1] M

DS-Syntax-CUE-C-010 Support CmdRef 6.2.1p M

DS-Syntax-CUE-C-011 Support Code 6.2.18 M

DS-Syntax-CUE-C-012 Support Correlator 6.2.16 O

DS-Syntax-CUE-C-013 Support Cred 6.2.17 M

DS-Syntax-CUE-C-014 Support Direction 6.2.2 M

DS-Syntax-CUE-C-015 Support Encrypted 6.2.2P o

DS-Syntax-CUE-C-016 Support EncryptedKey 6.2.23 Q
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Item Function Ref. | Status Requirement
DS-Syntax-CUE-C-017 Support Field 6.2.24 O
DS-Syntax-CUE-C-018 Support FieldLevel 6.2.25 (0]
DS-Syntax-CUE-C-019 Support Filter 6.2.24 (0] DS-8yrAbDE-C-003
DS-Syntax-CUE-C-020 Support Filter Type 6.2.27 (0]
DS-Syntax-CUE-C-021 Support Final 6.2.28 M
DS-Syntax-CUE-C-022 Support Format 6.2.29 O
DS-Syntax-CUE-C-023 Support FP 6.2.30 M
DS-Syntax-CUE-C-024 Support FreelD 6.2.31 O
DS-Syntax-CUE-C-025 Support FreeMem 6.2.3P o
DS-Syntax-CUE-C-026 Support ID 6.2.34 (0]
DS-Syntax-CUE-C-027 Support IDContainer 6.2.3b O
DS-Syntax-CUE-C-028 Support IDValidity 6.2.36) M
DS-Syntax-CUE-C-029 Support Last 6.2.3 M
DS-Syntax-CUE-C-030 Support MaxMsgSize 6.2.39 o
DS-Syntax-CUE-C-031 Support MaxObjSize 6.2.4D O
DS-Syntax-CUE-C-032 Support MoreData 6.2.4p O
DS-Syntax-CUE-C-033 Support MsgID 6.2.44 M
DS-Syntax-CUE-C-034 Support MsgRef 6.2.4% M
DS-Syntax-CUE-C-035 Support Next 6.2.44 M
DS-Syntax-CUE-C-036 Support NextNonce 6.2.47 M
DS-Syntax-CUE-C-037 Support NoStatus 6.2.48 M
DS-Syntax-CUE-C-038 Support NumberOfChanges 6.249 O
DS-Syntax-CUE-C-039 Support Record 6.2.50 O
DS-Syntax-CUE-C-040 Support RespURI 6.2.58 O
DS-Syntax-CUE-C-041 Support Sequence 6.2.55 q
DS-Syntax-CUE-C-042 Support ServerURI 6.2.5p M
DS-Syntax-CUE-C-043 Support SessionID 6.2.57 M
DS-Syntax-CUE-C-044 Support SftDel 6.2.58 (@)
DS-Syntax-CUE-C-045 Support Size 6.2.59 M
DS-Syntax-CUE-C-046 Support SourceClientURI 6.260 M
DS-Syntax-CUE-C-047 Support SourceClientParentURI .2.68 (0]
DS-Syntax-CUE-C-048 Support SourceServerURI 6.2.62 M
DS-Syntax-CUE-C-049 Support SourceServerParentURI .2.68 (0]
DS-Syntax-CUE-C-050 Support Statusltem 6.2.65 Q
DS-Syntax-CUE-C-051 Support SyncType 6.2.71L M
DS-Syntax-CUE-C-052 Support TargetClientURI 6.2.72 M
DS-Syntax-CUE-C-053 Support TargetClientParentURI 2.8 (0]
DS-Syntax-CUE-C-054 Support TargetServerURI 6.2.14 M
DS-Syntax-CUE-C-055 Support TargetServerParentURI .2.76 (0]
DS-Syntax-CUE-C-056 Support Type 6.2.7 M
DS-Syntax-CUE-C-057 Support Version 6.2.77 M

Table 24: Client Features - Common Use Elements

A.1.6 Message Container Elements
Item Function Ref. | Status Requirement
DS-Syntax-MCE-C-001 Support SyncML 6.2.70 M DS-8yw@M CE-C-002 AND
DS-Syntax-MCE-C-003
DS-Syntax-MCE-C-002 Support SyncHdr 6.2.69 M
DS-Syntax-MCE-C-003 Support SyncBody 6.2.68 M

Table 25: Client Features - Message Container Elemts

A.1.7 Data Description Elements

| ltem |

Function | Ref. |Status| Requirement
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Item Function Ref. | Status Requirement
DS-Syntax-DDE-C-001 Support Data 6.2.1 M
DS-Syntax-DDE-C-002 Support Item 6.2.37 M
DS-Syntax-DDE-C-003 Support Meta 6.2.4] M

Table 26: Client Features - Data Description Elemes

A.1.8 Protocol Management Elements
Item Function Ref. | Status Requirement
DS-Syntax-PME-C-001 Support Status 6.2.64 M

Table 27: Client Features - Protocol Management Elaents

A.1.9 Protocol Command Elements
Item Function Ref. | Status Requirement

DS-Syntax-PCE-C-001 Support Add 6.2.1 M

DS-Syntax-PCE-C-002 Support Alert 6.2.2 M

DS-Syntax-PCE-C-003 Support Copy 6.2.15 O / MMandatory if Hierarchical Sync is
supported

DS-Syntax-PCE-C-004 Support Delete 6.2.19 M

DS-Syntax-PCE-C-005 Support SyncAlert 6.2.67 M

DS-Syntax-PCE-C-006 Support Get 6.2.38 M

DS-Syntax-PCE-C-007 Support Move 6.2.48 O / MMandatory if Hierarchical Sync is
supported

DS-Syntax-PCE-C-008 Support Put 6.2.50 M

DS-Syntax-PCE-C-009 Support Replace 6.2.52 M

DS-Syntax-PCE-C-010 Support Results 6.2.54 Q

DS-Syntax-PCE-C-011 Support Sync 6.2.6b M

Table 28: Client Features - Protocol Command Elemdn

A.2 Server Features

A.2.1 Security
Item Function Ref. | Status Requirement
DS-Syntax-SEC-S-001 Support Basic and SHA-256 821 M
DS-Syntax-SEC-S-002 Support optional authenticatipes 6.2.17 (@)

Table 29: Server Features - Security

A.2.2 XML Usage
Item Function Ref. Status Requirement
DS-Syntax-XML-S-001 Support namespace usage 53 M

Table 30: Server Features - XML Usage

A.2.3  MIME Usage
Item Function Ref. Status Requirement
DS-Syntax-MIME-S-001 Support MIME content types B3P M
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Table 31: Server Features - MIME Usage

A.24 Identifiers
Item Function Ref. Status Requirement
DS-Syntax-IDS-S-001 Support URI, URN, textual names DSPRO M

Table 32: Server Features - ldentifiers

A.25 Common Use Elements
Item Function Ref. | Status Requirement

DS-Syntax-CUE-S-001 Support Anchor 6.2.3 M
DS-Syntax-CUE-S-002 Support Atomic 6.2.4 O
DS-Syntax-CUE-S-003 Support AuthName 6.2.5 O
DS-Syntax-CUE-S-004 Support Behaviour 6.2.6 M
DS-Syntax-CUE-S-005 Support Chal 6.2.7 M DS-Syrid®&-C-003
DS-Syntax-CUE-S-006 Support ChangeLogValidity 628 M
DS-Syntax-CUE-S-007 Support ClientURI 6.2.9 M
DS-Syntax-CUE-S-008 Support Cmd 6.2.1D M
DS-Syntax-CUE-S-009 Support CmdID 6.2.11 M
DS-Syntax-CUE-S-010 Support CmdRef 6.2.1p M
DS-Syntax-CUE-S-011 Support Code 6.2.13 M
DS-Syntax-CUE-S-012 Support Correlator 6.2.16 O
DS-Syntax-CUE-S-013 Support Cred 6.2.17 M
DS-Syntax-CUE-S-014 Support Direction 6.2.20 M
DS-Syntax-CUE-S-015 Support Encrypted 6.2.22 g
DS-Syntax-CUE-S-016 Support EncryptedKey 6.2.43 g
DS-Syntax-CUE-S-017 Support Field 6.2.24 (0]
DS-Syntax-CUE-S-018 Support FieldLevel 6.2.2p O
DS-Syntax-CUE-S-019 Support Filter 6.2.26 O DS-8yfidDE-C-003
DS-Syntax-CUE-S-020 Support Filter Type 6.2.2)7 e/
DS-Syntax-CUE-S-021 Support Final 6.2.28 M
DS-Syntax-CUE-S-022 Support Format 6.2.29 O
DS-Syntax-CUE-S-023 Support FP 6.2.30 M
DS-Syntax-CUE-S-024 Support FreelD 6.2.3[L O
DS-Syntax-CUE-S-025 Support FreeMem 6.2.32 g
DS-Syntax-CUE-S-026 Support ID 6.2.34 (6]
DS-Syntax-CUE-S-027 Support IDContainer 6.2.35 o
DS-Syntax-CUE-S-028 Support IDValidity 6.2.36 M
DS-Syntax-CUE-S-029 Support Last 6.2.38 M
DS-Syntax-CUE-S-030 Support MaxMsgSize 6.2.39 Qg
DS-Syntax-CUE-S-031 Support MaxObjSize 6.2.40 O
DS-Syntax-CUE-S-032 Support MoreData 6.2.42 M
DS-Syntax-CUE-S-033 Support MsgID 6.2.44 M
DS-Syntax-CUE-S-034 Support MsgRef 6.2.4p M
DS-Syntax-CUE-S-035 Support Next 6.2.46 M
DS-Syntax-CUE-S-036 Support NextNonce 6.2.47 M
DS-Syntax-CUE-S-037 Support NoStatus 6.2.48 M
DS-Syntax-CUE-S-038 Support NumberOfChanges 6.249 M
DS-Syntax-CUE-S-039 Support Record 6.2.51 (0
DS-Syntax-CUE-S-040 Support RespURI 6.2.53 M
DS-Syntax-CUE-S-041 Support Sequence 6.2.55 0]
DS-Syntax-CUE-S-042 Support ServerURI 6.2.56 M
DS-Syntax-CUE-S-043 Support SessionID 6.2.57 M
DS-Syntax-CUE-S-044 Support SftDel 6.2.58 (0]
DS-Syntax-CUE-S-045 Support Size 6.2.5p M
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Item Function Ref. | Status Requirement
DS-Syntax-CUE-S-046 Support SourceClientURI 6.2.60 M
DS-Syntax-CUE-S-047 Support SourceClientParentURI .2.68 (0]
DS-Syntax-CUE-S-048 Support SourceServerURI 6.262 M
DS-Syntax-CUE-S-049 Support SourceServerParentURI .2.68 (6]
DS-Syntax-CUE-S-050 Support Statusltem 6.2.65 d
DS-Syntax-CUE-S-051 Support SyncType 6.2.71 M
DS-Syntax-CUE-S-052 Support TargetClientURI 6.2.72 M
DS-Syntax-CUE-S-053 Support TargetClientParentURI 2.1 (0]
DS-Syntax-CUE-S-054 Support TargetServerURI 6.2.74 M
DS-Syntax-CUE-S-055 Support TargetServerParentURI .2.76 (6]
DS-Syntax-CUE-S-056 Support Type 6.2.76 M
DS-Syntax-CUE-S-057 Support Version 6.2.7 M

Table 33: Server Features - Common Use Elements

A.2.6 Message Container Elements
Item Function Ref. | Status Requirement
DS-Syntax-MCE-S-001 Support SyncML 6.2.7( M
DS-Syntax-MCE-S-002 Support SyncHdr 6.2.69 M
DS-Syntax-MCE-S-003 Support SyncBody 6.2.68 M

Table 34: Server Features - Message Container Elemis

A.2.7 Data Description Elements
Item Function Ref. | Status Requirement
DS-Syntax-DDE-S-001 Support Data 6.2.18 M
DS-Syntax-DDE-S-002 Support Item 6.2.3] M
DS-Syntax-DDE-S-003 Support Meta 6.2.41 M

Table 35: Server Features - Data Description Elemés

A.2.8 Protocol Management Elements
Item Function Ref. | Status Requirement
DS-Syntax-PME-S-001 Support Status 6.2.64 M

Table 36: Server Features - Protocol Management Eteents

A.2.9 Protocol Command Elements
Item Function Ref. Status Requirement
DS-Syntax-PCE-S-001 Support Add 6.2.1 M
DS-Syntax-PCE-S-002 Support Alert 6.2.2 M
DS-Syntax-PCE-S-003 Support Copy 6.2.15 O / MMandatory if Hierarchical Sync ig
supported
DS-Syntax-PCE-S-004 Support Delete 6.2.19 (0]
DS-Syntax-PCE-S-005 Support Get 6.2.38 (0]

DS-Syntax-PCE-S-006

Support Move

6.2.48 O/N

yl Mandatory if Hierarchical Sync ig
supported

DS-Syntax-PCE-S-007 Support Put 6.2.50 M
DS-Syntax-PCE-S-008 Support Replace 6.2.92 M
DS-Syntax-PCE-S-009 Support Results 6.2.54 M
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Item Function Ref. Status Requirement
DS-Syntax-PCE-S-010 Support SyncAlert 6.2.5p M
DS-Syntax-PCE-S-011 Support Sync 6.2.6p M

Table 37: Server Features - Protocol Command Elemésn
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Appendix B. Example Validation Aids (Informative)

Many of the examples of this document may be vididagainst the schema. Since the examples aesaigrincomplete,
they need to be incorporated into an appropriaeéwork for this to work. Some of the frameworked) and the
examples that can validate with them are showrvhelo

B.1 Example Data Hierarchy

Figure 1 contains an example hierarchy of objetTtss collection is either the starting point oe #nding point for many of
the examples.

Client Absolute Address IMEI:001004FF1234567
Server Absolute Address htlp://syncserver.example.com./sync
/Contacts ./Photos JArchive
NCard JIPG SJunk
[103]
1004 1013 1008 1015
o @ @ @ Contacts Calendar
1001 1002 ABC012345 1003 ABC012345_1015
[101] [101] [102]
OMA
[104] Notation Meaning
ABCO12345_1005 Client
- Q Datastore Identifier
ABC012345 1006 Folder Folder Server
Name Identifier
[105]
@ Data Item [Example CmdID]

Figure 1 - Example of Hierarchy
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Client Absolute Address IMEI:001004FF1234567
Server Absolute Address htlp.//syncserver.example.com./sync
[Contacts /Photos JArchive
WCard JIPG Sunk

o o OO

1015

1004

Work Personal

Contacts Calendar

345_1005. 1007

ABC012345_1015

Copy of Copy of Copy of Copy of Copy of Copy of
Item1001 Iltem1002 B. Smith Iltem1002 Item1001 ltem1003

ABC012345 1013 [301] ABC012345 1012  [309] [302] [303]
[304] ABC012345 1017 ABCO12345_1014
[306]
Notation Meaning
i . Smi Client
Datastore i
ABC012345_ 1016 ABC012345 1018 [307] L ETHLES
[308] [310]  ABC012345 1015
Folder Folder Servgr
Name Identifier
Data Item [Example CmdID]

Figure 2 - Example of Modified Hierarchy

Figure 2 shows the hierarchy as modified during@bpy andMove commands.

B.2 Inside Sync Element Examples

Examples for the following commands may be validatéth this framework:Add, Del

<?xml version="1.0" encoding="UTF-8"?>

<SyncML xmins:xsi=" http://www.w3.0rg/2001/XMLSchema-instance

xsi:noNamespaceSchemalocation=

"OMA-SUP-XSD_DS_Syntax_Schema-V2_0.xsd" Version=" 2.0">

<SyncHdr MsgID="1" SessionID="100">
<TargetServerURI>ServerURIGoesHere</TargetServe rurRl>
<SourceClientURI>ClientldentifierGoesHere</Sour ceClientURI>

</SyncHdr>

<SyncBody>
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<Sync CmdID="1">
<!-- Insert Example Below Here -->

<!-- Insert Example Above Here -->
</Sync>
</SyncBody>
</SyncML>
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