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Use of this document is subject to all of the terms and conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html.

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice.

You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
may be used, at your sole risk, for any purposes. You may not use this document in any other manner without the prior
written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.
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1. Scope

This document describes how a DS Server may notify a DS Client to initiate a synchronization session.

Please refer to [DSCONCEPTS] for further information on the OMA DS organization and history.

© 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Notification-V2_0-20110719-A Page 6 (26)
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

Any reference to components of the Data Synchronization XML Schema or XML snippets is specified in this typeface.

3.2 Definitions

Please refer to the [DSCONCEPTS] document.

3.3 Abbreviations

Please refer to the [DSCONCEPTS] document.
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4. Introduction

Many devices cannot continuously listen for connections from a server. Other devices simply do not wish to “open a port”
(i.e. accept connections) for security reasons. However, most devices can receive unsolicited packages, sometimes called
“notifications”. Some handsets, for example, can receive SMS packages. Other devices may have the ability to receive other
similar datagram packages.

This specification describes the DS Notification package and associated behaviour. This package is intended to provide the
means for a DS Server to notify a DS Client to start a synchronization session with the server. A typical example would be a
DS Server sending a notification to a DS Client informing the DS Client to start a synchronization session with that server.

41 Version 2.0

This is the first version of the Notification specification. The reason for the specification version number 2.0 is to be
consistent with the service release version number, that is, DS 2.0.

The Notification specification is derived from the Server Alerted Notification mechasnism defined in DS 1.2.1. Based on that,
it makes the following enhancements: nonce resynchronization, more action types, more extendable, notification

acknowledgement.

The Notification mechanism is backward compatible with the Server Alerted Notification mechanism defined in DS 1.2.1.

© 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. DS Notification Initiated Session

The notification package is intended to provide the means for a DS Server to notify a DS Client to start a sycnhronization
session. When the server notifies the client it can tell, for example, the protocol version and whether the server proposes the
session to be a foreground or background event.

Figure 1 depicts how a DS Server can initiate a session by sending a Notification Package.

User Client Device Server Device User/Carrier
back office

[
< Client and server configured properly to enable communication with each other >

Session order

>
<

DS Notification package to Client

d
<«

The session will continue as specified in the relevant protocol specification

< The session is completed. >

Session result

[y
»

Figure 1. Message Sequence Chart of the DS Notification session

5.1 Nonce Resynchronisation

After the client has received a notification message and the digest is not correct then the client SHOULD re-verify the digest
using the <SessionID> as the nonce value. Servers can not expect all clients to supports this features and MAY therefore take
a different action, such as re-bootstrap the device, for example.

The flow of this particular scenario is as follows:
1. Client receives Notification message and fails to authenticate the message using stored server nonce value.

2. Client tries to re-authenticate notification message using a default server nonce value (<Session/D>). If this authentication
succeeds, then continue to step 3; otherwise notification message is ignored and no session is initiated.

3. Client initiates session, with the credentials based on client nonce provided by Server in advance in case of application
layer security.

4. Server tries to authenticate the message. If this authentication succeeds, server sends a success Status code with a Chal
to update the client nonce on the device used to authenticate messages from the client and then continue to step 5. If this
authentication fails, then Server sends back Chal to request Client to re-send credential for authentication and then continue
to step 3.

5. Client tries to authenticate the message, in case of application layer security then with the default nonce value
(<SessionID>). If this authentication succeeds, then Client sends success Status code with a Chal to update the server nonce
on the server used by the client to authenticate messages from the server (including notification messages).

6. Server sends back success Status.

© 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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If desired, server replaces the server AuthSecret in the DS MO (see [DSMOY]) using the DM protocol (see [DMPRO]) to
further protect against repeated attacks on the nonce re-negotiation protocol.

© 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DS_Notification-V2_0-20110719-A Page 11 (26)

6. DS Notification Security

DS Notification Package MUST be authenticated and MDS5 Digest authentication MUST be used.

In case the client does not receive the confirmation for the package that delivers the new nonce to the server, the client
MUST NOT discard the old nonce as it is unknown on the client side whether the server already received the new nonce or
not. Instead, the client MUST keep both nonces until the new sync notification received from the server and try to
authenticate the Notification Package using the old nonce if the authentication with the new one fails. If the authentication
fails with both nonces, the client MAY try to authenticate the Notification Package using the default nonce (see section 5.1).
If the authentication fails with the above three nonces, the Notification Package is assumed from non-authorized sender and
nonces MUST be left intact. If the authentication succeeds, the invalid nonce MUST be discarded on the client and the valid
nonce MUST be stored as “old” until the new nonce is created and successfully delivered to the server.

The server SHOULD send the Notification Package using the stored server nonce. In case that the server stored nonce
mismatches with both the old and the new nonce stored by the client, the server MAY send the Notification Package using
the default nonce (see section 5.1). Note that how can the server judge nonce mismatch will depend on server policy, for
example, the server does not receive the client initiated session for a long time after sending the Notification Package.

The old nonce MUST be discarded on the client only after the client receives a successful confirmation for the package that
contains the new nonce for the server’s future use.

© 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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7. Structure of the DS Notification Package

Figure 2 describes the format of the DS Notification Package.

A Notification Package comprises three parts: a digest of the whole notification package, a notification header (see Figure 3),
and a notification body (see Figure 4).

The protocol-specific usage of the DS Notification Package is indicated by the MIME content type, which is
application/vnd.syncml.ds.notification.

The content type token MUST be used instead of the textual representation of the MIME content type. The content type
token for OMA DS is 0x4E.

digest notification-hdr notification-body vendor-specific
Figure 2. Format of the DS Notification Package
notification-hdr
version | ui-mode | initiator future- | notificati | geggion Server- Server-
use on-id id identifier | identifier
-length

Figure 3. Format of the DS Notification Package Header (<notification-hdr>)

notification-body

action-
body N

action-
body 1

future-
use

num-
actions

Figure 4. Format of the DS Notification Package Body (<notification-body>)

action-
/ body \
action- future- action- Data- Data
type use specific length

Figure S. Format of the Action Package Body (<action-body>)
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8. Syntax for the Notification Package

The following ABNF [RFC2234] defines the syntax for the package.

The order and the size of the fields MUST be as specified in the following syntax of the DS Notification Package.

<notification-package> ::= <digest><notification>

<digest> ::= 128*BIT ; ‘MDS5 Digest value’
<notification> ::= <notification-hdr><notification-body><vendor-specific>

<notification-hdr> ::= <version><ui-mode><initiator><future-use><notification-id>

<session-id><server-identifier-length><server-identifier>

<version> ::= 10*BIT ; ‘Protocol Version’
<ui-mode> ::= <not-specified> / <background> / ; ‘Background/Informative

<informative> / <user-interaction> ; User Interaction session’
<not-specified> ::= “00” ; ‘2*bit value “0™’
<background> ::= “01” ; ‘2*bit value “1””
<informative> ::= “10” ; ‘2*bit value “2”
<user-interaction> ::= “11” ; “2*bit value “3”’
<initiator> ::= <user> / <server> ; ‘Server/User initiated’
<user> ::= 0" ; ‘1*bit value “0”’
<server> ::= ‘1" ; ‘1*bit value “1”’
<future-use> ::= 11*BIT ; ‘Reserved for future use’
<notification-id> ::= 16*BIT ; ‘Notification identifier’
<session-id> ::= 16*BIT ; ‘Session identifier’
<server-identifier-length> ::= 8*BIT ; ‘Server Identifier length’
<server-identifier> ::= <server-identifier-length >*CHAR ; ‘Server Identifier’
<notification-body> ::= <num- actions><future-use><action-body>* ; ‘Body Data’
<num-actions> ::= 4*BIT ; ‘Number of actions’
<future-use> ::= 4*BIT ; ‘Reserved for future use’
<action-body > ::= <action-type><future-use><action-specific>

<Data-length><Data> ; ‘Action Information’

<action-type> ::= 4*BIT ; ‘Action type’
<future-use> ::= 4*BIT ; ‘Reserved for future use’
<action-specific> ::= 24*BIT ; ‘Action specific information’
<Data-length> ::= 8*BIT ; ‘Data Length’
<Data> ::= <Data-length >*CHAR s ‘Data’
s
<vendor-specific> ::= n*BIT ; ‘Optional vendor-specific information’

© 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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9. Description of the DS Notification fields

9.1 <notification-package>

The <notification-package> specifies the content of the package that the server sends to the client, indicating the server’s
intent for the client to start a synchronization session.

Note that the length of the Notification Package will be limited subject to the transport bearers. For different transport bearers,
the limitations for the length of the Notification Package will be different.

9.1.1 <digest>

The <digest> field specifies the MD5 Digest authentication.

Let H = MDS5 hashing function.

Let Digest = output of the MDS5 hashing function.

Let B64 = base64 encoding function.

Digest = H(B64(H(server-identifier:password)):nonce:B64(H(notification)))

Where 'server-identifier' is a identifier for the server account, 'password' is the password of the account the user holds with
the server and 'nonce' is a nonce previously installed onto the client via the appropriate mechanism for the usage type, for

example, DM bootstrap ((DMBOOT])).

The length of the MDS5 Digest is 128 bits. The server MUST send the digest to prevent any Denial of Service (DoS) by replay
attacks.

Full details of the form and usage of the digest can be found in [DSPRO] and [DMSEC].

9.1.2  <notification>

The <notification> field is the container for the <notification-hdr> , <notification-body> and <vendor-specific> fields.
9.1.2.1 <notification-hdr>

The <notification-hdr> field specifies the header of the Notification Package. The structure of this field is identical
regardless of the usage.

9.1.21.1 <version>

This field MUST specify the version of the OMA Data Synchronization protocol that the server supports.

The supported version is counted as Supported Version = DIGIT(version)/10, i.e. the bit value is transferred to the numeric
and then is divided by ten, e.g.: for version ‘2.0°, the content of <version> is ‘0000010100°. Therefore the highest version

possible is ‘102.3".

9.1.2.1.2 <ui-mode>

The <ui-mode> field specifies whether the server wants the session to be executed in the background or show an indicator to
the user.

© 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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The values of <ui-mode>field are:
e '00'=Not specified. It indicates that the server doesn't have any requirement for this element.

* '01'=Background session action. It specifies that the client is required to do the session as a background event (i.e.:
no announcement of the beginning of the session to the user, nor user interaction).

* '10'=Informative session action. It specifies that the client is required to announce the beginning of the session to
the user, by means of a visual or audible alert for example.

e 'l1'=User Interaction before the session action. It specifies that the client is required to prompt the user for
acceptance of the offered session before the session takes place..

9.1.2.1.3 <initiator>

The <initiator> field specifies how the server has interpreted the initiation of the sending of the package, either because the
end user requested it or because the server has actions to perform. A client SHOULD make use of this information where
applicable — for example when making a connection back to the server a different billing scheme might be applied depending
on whether the user initiated the sending of the notification package than or the server did.

The values the Initiator of the action can have are:

*  User Initiated action - The <user> value specifies that the end user caused the session to start. This value is
specified by using 1 bit with a value of “0".

*  Server Initiated management action - The <server> value specifies that the server (operator, enterprise) caused the
session to start. This value is specified by using 1 bit with a value of "1".

9.1.21.4 <future-use>

The <future-use> field is reserved for possible use in future versions of the specifications. The reserved space is 27 bits long
and the bit value for bits not yet in use MUST be “0”.

9.1.21.5 <notification-id>

The <notification-id> field is used to identify the Notification Package. The value of this field is specified by using the 16
bits in the Notification Package.

A server MUST specify a value for this field. The server MAY specify zero value (bit value “0000000000000000"), which
indicates the client not to respond to the Notification Package. If <notification-id> value is not equal to zero value, the client
MUST use this value when it responds to the Notification Package.

If a server sends more than one Notification Package in an attempt to initiate the same session, the server SHOULD specify
different <notification-id> for each Notification Package. If the client wants to respond to the Notification Package, it is
enough for a client to send back only one Acknowledgement Package. Note that clients MAY see multiple identical packages
with unreliable transport layers.

If a server sends Notification Package for different session, the <notification-id> for different Notification Package MUST
be different.

9.1.2.1.6 <session-id>

The <session-id> field specifies the identifier of the session associated with the DS Notification Package. This value is
specified by using the 16 bits in the Notification Package.

A server MUST specify a value for this field. The server can specify zero value (bit value “0000000000000000”), which
indicates the client to define the session identifier.
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If <session-id> value is not equal to zero value, the client MUST use this value for all subsequent packages in the session.

If a server sends more than one Notification Package in an attempt to initiate the same session then it MUST consistently
send the same value for the <sessionid> in each package.

If a client receives more than one package with identical contents then it SHOULD ignore all but one of the packages i.e. it
SHOULD only initiate one synchronization session.

The client MAY respond to the Notification Package, therefore the server SHOULD NOT expect a response to it. If a server
has sent a Notification Package to a client and it does not get any response, the server MAY re-send it.

9.1.21.7 <server-identifier-length>

The <server-identifier-length> field specifies the length of the <server-identifier> field in bytes.

9.1.2.1.8 <server-identifier>

The <server-identifier> field specifies an identifier for the server from which the package originated.

Its value MUST be unique, it MUST be the same as the Server Identifier (DevID) in the [DEVINF], it SHOULD contain the

server domain name to aid uniqueness, and it SHOULD be kept as short as possible for efficiency and cannot exceed 255
characters in length.

9.1.2.2 <notification-body>

The <notification-body> field specifies the body of the Notification Package.

9.1.2.21 <num-actions>

The <num- actions> field is used to specify the number of <action-body> sections.

If the server is requesting N actions, then the <notification-body> MUST contain N <action-body> fields.
If <num-actions> is zero, it has the following meaning:

- the client SHOULD use a 'twoWay preserve' sync type (value “0000” for <action-type>), unless the client
can determine a more appropriate action, such as by using stored sync type information.

- the client SHOULD initiate synchronization with all “preknown” data stores of the server. Data stores
could be “preknown” as a result of earlier sync session, or they are configured e.g. by an end-user.

9.1.2.2.2 <future-use>

The <future-use> field is reserved for future use for OMA Data Synchronization. The reserved space is 4 bits long and the
value for bits not yet in use MUST be “0”".

9.1.2.2.3 <action-body>

The <action-body> field is a container for the <action-type>, <future-use>, <action-specific>, <Data-length> and <Data>
fields. The number of <action-body> fields in the Notification Package MUST be equal to the value specified in the <num-
actions> field.

9.1.2.2.3.1. <action-type>

The <action-type> field specifies the action code indicating which action type the server is requesting the client start.
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The action types can be data synchronization, device information negotiation, empty session initiation etc.

The values for different action types are listed as the following:

Values Description

0000~0111 Data synchronization

1000 Device information negotiation
1001 Empty session initiation
1010 Session Information Indication

1011~1111 Reserved for future use

The values from ‘0000’ to ‘0111’ are used for data synchronization purpose.

9.1.2.2.3.2. <future-use>

The <future-use> field is reserved for future use for OMA Data Synchronization. The reserved space is 4 bits long and the
value for bits not yet in use MUST be “0”".

9.1.2.2.3.3. <action-specific>

The <action-specific> field specifies the action specific information. For different action types, the meanings of this field are
different.

9.1.2.2.3.4. <Data-length>

The <Data-length> field specifies the length of the Data in bytes. If the <Data> field is not existed, the vaule of <Data-
length > will be zero.

9.1.2.2.3.5. <Data>

The <Data> field specifies the action specific data, which can be data store URI or device information URI depending on the
corresponding action types.

The length of this field is specified in the <Data-length> field.

Note that the length of the <Data> field will be limited subject to the transport bearers. For different transport bearers, the
limitations for the length will be different.

9.1.2.3 <vendor specific>

The optional <vendor specific> field is used to specify vendor-specific information.

9.2 Action Types

The action types can be data synchronization, device information negotiation, empty session initiation etc.

For different action types, the meaning for the <future-use>, <Data-length> fields contained in <action-body> are the same,
but the meanings for the <action-type>, <action-specific>, <Data> fields are different.This section introduces the different
meaning of the fields for the different action types.
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9.2.1  Data Synchronization

The server can use notification message to indicate the client to initiate a data synchronization session to exchange data items.
9.21.1 <action-type>

For the data synchronization action, the value of <action-type> field ranged from ‘0000’ to ‘0111” specifies the different
sync types.

The following ABNF [RFC2234] defines the syntax for the <action-type> in data synchronization usage.

The order and the size of the fields MUST be as specified in the following syntax:

<action-type> ::= <data-sync><direction><behaviour> ; ‘Action Type Information,4*BIT’
<data-sync> ::= “0” ; ‘Data Sync, 1 *BIT’

<direction> ::= <twoWay> / <fromClient> / <fromServer> / <NoWay> ; ‘Direction,2*BIT’

<twoWay> ::= “00” s ‘twoWay’

<fromClient> ::= “01” ; ‘fromClient’

<fromServer> ::= “10” ; fromServer’

<NoWay> ::= “I1” ; ‘NoWay’

<behaviour> ::= <preserve> / <refresh> ; ‘Behaviour,1*BIT’

<preserve> ::= “0” ; ‘Preserve’

<refresh> ::= “1” s ‘Refresh’

Please note that ‘twoWay refresh’ sync type is not valid, so “0001” MUST NOT be used for <action-type>.

If the client starts a synchronization session using the same session identifier indicated in the Notification Package, the client
MAY initiate a different sync type, but the client MUST be compliant to the sync type transition rules specified in the
[DSPROY]. If the client starts a synchronization session using a different session identifier, the transition rules don’t need to be
complied.

9.21.2 <action-specific>
For the data synchronization action, the <action-specific> field specifies the content type information.
This field specifies the MIME media content type of data object that the server instructs the device to synchronize.

This field SHOULD be used to indicate the content type of the data store the server wishes to synchronize. It MUST contain
content type information or contain zero (bit value “000000000000000000000000”). If the content type is being specified
then it MUST contain the numeric content type code (described in [WSPCTC]) and not its corresponding textural
representation.

9.2.1.3 <Data>
For the data synchronization action, the <Data> field specifies the name of the server data store. Relative URI’s SHOULD

be used for efficiency. It MUST be specified for each data synchronization <action-body> item present in the <notification-
body> field.

9.2.2 Device Information Negotiation

The server can use notification message to indicate the client to initiate a device information negotiation session to exchange
device information.

9.2.2.1 <action-type>

For the device information negotiation action, the value of <action-type> field is ‘1000°.
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9.2.2.2 <action-specific>

For the device information negotiation action, this field is not used currently and reserved for later usage. And it MUST
contain zero (bit value “0000000000000000000000007).

9.2.2.3 <Data>

For the device information negotiation action, the <Data> field specifies the URI of the device information. In this way, the
server can indicate the client to send all the device information or part of the device information. For example, for all the
device information, the URI can be ‘./devinfo20/DevInf’, and for a specific DataStore information, the URI can be
*./devinfo20/DevInf/DataStore[DisplayName="addressbook’]’.

If the <Data> field is not specified, the client SHOULD send the the appropriate device information which the client
determines to send, for example, the updated device information.

9.2.3 Empty Session Initiation

The server can use notification message to indicate the client to initiate an empty session back to the server. Based on the
empty session, the server can get the client device information or perform data synchronization operations.

9.2.3.1 <action-type>
For the empty session initiation action, the value of <action-type> field is ‘1001°.
9.2.3.2 <action-specific>

For the empty session initiation action, this field is not used currently and reserved for later usage. And it MUST contain zero
(bit value “000000000000000000000000”).

9.2.3.3 <Data>

For the empty session initiation action, the <Data> field is not used. And the <Data-length> MUST be zero.

924 Session Information Indication

In the notification message, the server can provide some session indication information to the client. According to the session
indication information, the client or the user can determine whether or not to initiate the session with the server.

9.241 <action-type>
For the session information indication action, the value of <action-type> field is ‘1010°.
9.24.2 <action-specific>

For the session information indication action, this field is not used currently and reserved for later usage. And it MUST
contain zero (bit value “000000000000000000000000™).

9.24.3 <Data>

For the session information indication action, the <Data> field specifies the readable session indication information. It
indicates the session purpose in readable character string, for example, “You have a new mail!”.
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10.Acknowledgement of DS Notification Package

In some cases, after receiving the Notification package from server, if the client doesn’t want to initiate a session with the
server, the client MAY send acknowledgement package to the server. Then the server will not resend the Notification
package again. This can avoid unnecessary and unsolicited notifications.

If the client wants to initiate a session with the server, the client SHOULD NOT send acknowledgement package to the
server.

The client SHOULD NOT send an acknowledgement package to the server when authentication has failed in the received DS
Notification package.

The transport layer for the acknowledgement package SHOULD be the same as the Notification package.

10.1 Structure of the Acknowledgement Package

Figure 6 describes the structure of the DS Acknowledgement Package.

di acknowledgement | acknowledgement
igest -hdr -body

. status future notification | user-identifier user vendor
version -code -use -id - length -identifier -specific

Figure 6 DS Acknowledgement Package

10.2 Syntax of the Acknowledgement Package

The following ABNF [RFC2234] defines the syntax for the acknowledgement package.

The order and the size of the fields MUST be as specified in the following syntax of the DS Acknowledgement Package.
<acknowledgement-package> ::= <digest><acknowledgement>

<digest> ::= 128*BIT ; ‘MDS5 Digest value’
<acknowledgement> ::= <acknowledgement-hdr>< acknowledgement-body>

< acknowledgement-hdr> ::= <version><status-code><future-use>
<notification-id><user-identifier-length><user-identifier>

<version> ::= 10*BIT ; ‘Protocol Version’
<status-code> ::= 3*BIT ; “Status Code’

<future-use> ::= 27*BIT ; ‘Reserved for future use’
<notification-id> ::= 16*BIT ; ‘Notification Identifier’
<user-identifier> ::= 8*BIT ; ‘User Identifier length’
<user-identifier-length> ::= <user-identifier>*CHAR ; ‘User Identifier’
<acknowledgement -body> ::= <vendor-specific>

<vendor-specific> ::= n*BIT s ‘Vendor-specific information’
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10.3 Description of fields in Acknowledgement Package

The <acknowledgement-package> specifies the content of the package that the client sends to the server, indicating the
acknowledgement of the notification package.

10.3.1 <digest>

The <digest> field specifies the MD5 Digest authentication.

Let H = MDS5 hashing function.

Let Digest = output of the MD5 hashing function.

Let B64 = base64 encoding function.

Digest = H(B64(H(user-identifier: password)):nonce:B64(H(acknowledgement)))

Where 'user-identifier' is a identifier for the user account, 'password' is the password of the user identifier the server holds
with the client and 'nonce' is a nonce previously used in Notification Package.

The length of the MDS5 Digest is 128 bits. The client MUST send the digest to prevent any Denial of Service (DoS) by replay
attacks.

Full details of the form and usage of the digest can be found in [DSPRO] and [DMSEC].

10.3.2 <acknowledgement-hdr>

The <acknowledgement-hdr> field specifies the header of the Acknowledgement Package. The structure of this field is
identical regardless of the usage.

10.3.2.1 <version>
This field MUST specify the version of the OMA Data Synchronization protocol that the client supports.

The supported version is counted as Supported Version = DIGIT(version)/10, i.e. the bit value is transferred to the numeric
and then is divided by ten, e.g.: for version ‘2.0°, the content of <version> is ‘0000010100°. Therefore the highest version
possible is ‘102.3".

10.3.2.2 <status-code>

The <status-code> field specifies the status code. The status code is used to indicate the reason that the client doesn’t initiate
a session back to the server.

The values for different status codes are listed as the following:

Values Description

000 User rejects the session
001 Device is busy

010 Notification format error
011 No specific reason
100~111 Reserved for future use

According to the status code, the server can decide not to resend the Notification package again or reassemble the
Notification package according to the specific indication information.
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10.3.2.3 <future-use>

The <future-use> field is reserved for possible use in future versions of the specifications. The reserved space is 11 bits long
and the bit value for bits not yet in use MUST be “0”.

10.3.2.4 <notification-id>

The <notification-id> field specifies the identifier of the Notification Package. The value of this field MUST be the same as
the value of <notification-id> field specified in the Notification Package. In this way, the Acknowledgement Package can be
linked to the Notification Package.

10.3.2.5 <user-identifier-length>

The <user-identifier-length> field specifies the length of the <user-identifier> field in bytes.

10.3.2.6 <user-identifier>

The <user-identifier> field specifies the user identifier which is used in digest computation.

Its value MUST be unique, and it MUST be the same as the User Identifier in the [DSPRO], and it SHOULD be kept as short
as possible for efficiency and cannot exceed 255 characters in length.

10.3.3 <acknowledgement-body>

The <acknowledgement-body> field specifies the body of the Acknowledgement Package.

10.3.3.1 <vendor specific>

The <vendor specific> field is used to specify vendor-specific information.
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11.Example of DS Notification Package

<< Data (i.e. notification) pushed from the server >>

XX, XX, XX, XX, XX, XX, 128-bit digest value MDS5 Digest

XX, XX, XX, XX, XX, XX, authentication value

XX, XX, XX, XX

Notification Header >>

03, 18, 00, 00, 00 Binary ‘0000001100’ Version ‘1.2’
Binary ‘01’ = Background mode Ul-Mode ‘1’
Binary ‘1’ = Server Initiated Action Initiator ‘1’
Binary ‘000000000000000000000000000° Future use

00, 01 Binary ‘0000000000000001° SessionID ‘1’

OF Binary ‘00001111° Server Identifier length

13 1 5 bl
73,79, 6E, 63, 2E, 73, 65, 72, String ‘sync.server.com’ Server Identifier
76, 65, 72, 2E, 63, 6F, 6D
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Appendix A. Static Conformance Requirements (Normative)
The notation used in this appendix is specified in [[OPPROC]
A.1 Client Features
A.1.1 DS Notification Requirements
Item Function Ref. Status Requirement
DS-SAN-C-001 Support for DS Notification 5 (0) DS-SAN-C-002 AND
DS-SAN-C-003 AND
DS-SAN-C-007 AND
DS-SAN-C-008 AND
DS-SAN-C-009 AND
DS-SAN-C-015
A.1.2 DS Notification Structure Requirements
Item Function Ref. Status Requirement
DS-SAN-C-002 Use of content type token for 7 (0)
Notification Package MIME type
A.1.3 DS Notification Syntax Requirements
Item Function Ref. Status Requirement
DS-SAN-C-003 Order and Size of fields 9 O
A.1.4 Description of fields Requirements
Item Function Ref. Status Requirement
DS-SAN-C-004 User Interaction mode 9.12 | O
DS-SAN-C-005 User Interaction mode values 9.12 | O
DS-SAN-C-006 Initiator of the Notification 912 | O
DS-SAN-C-007 Future Use 912 | O
DS-SAN-C-008 Session Identifier 9.12 | O
DS-SAN-C-009 Server Identifier 912 | O
DS-SAN-C-010 Ignoring Packages 9 O
DS-SAN-C-011 Initiating a single session 9 O
DS-SAN-C-012 No response from client 9 O
DS-SAN-C-013 Server Expecting a response 9 (0)
DS-SAN-C-014 Resending Packages 9 O
DS-SAN-C-015 Nonce Resynchronziation 5.1 O
DS-SAN-C-016 Action Types 9.2 (0)
DS-SAN-C-017 Acknowledgement of Notification 10 (0)
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A.2 Server Features

A.2.1 DS Notification Requirements
Item Function Ref. Status Requirement
DS-SAN-S-001 Support for DS Notification 5 (0] DS-SAN-S-002 AND
DS-SAN-S-003 AND
DS-SAN-S-007 AND
DS-SAN-S-008 AND
DS-SAN-S-009 AND
DS-SAN-S-015
A.2.2 DS Notification Structure Requirements
Item Function Ref. Status Requirement
DS-SAN-S-002 Use of content type token for 7 O
Notification Package MIME type
A.2.3 DS Notification Syntax Requirements
Item Function Ref. Status Requirement
DS-SAN-S-003 Order and Size of fields 9 O
A.2.4 Description of fields Requirements
Item Function Ref. Status Requirement
DS-SAN-S-004 User Interaction mode 912 | O
DS-SAN-S-005 User Interaction mode values 912 | O
DS-SAN-S-006 Initiator of the Notification 9.12 | O
DS-SAN-S-007 Future Use 912 | O
DS-SAN-S-008 Session Identifier 912 | O
DS-SAN-S-009 Server Identifier 9.12 | O
DS-SAN-S-010 Ignoring Packages 9 O
DS-SAN-S-011 Initiating a single session 9 (¢
DS-SAN-S-012 No response from client 9 O
DS-SAN-S-013 Server Expecting a response 9 (0]
DS-SAN-S-014 Resending Packages 9 O
DS-SAN-S-015 Nonce Resynchronziation 5.1 (0)
DS-SAN-S-016 Action Types 9.2 O
DS-SAN-S-017 Acknowledgement of Notification 10 O
A.2.5 Description of fields Requirements
Item Function Ref. Status Requirement
SCR-DS-SAN-S-015 Support for sending of message digest | 7.1.2 | O
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Appendix B. Change History

(Informative)

B.1 Approved Version 2.0 History

Reference

Date

Description
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19 Jul 2011

Status changed to Approved by TP:
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