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1. Scope

The SyncML Initiative, Ltd. was a not-for-profit qaoration formed by a group of companies who coraigel to produce an
open specification for data synchronization andaemanagement. Prior to SyncML, data synchroromatind device
management had been based on a set of differaptigtary protocols, each functioning only witherylimited number of
devices, systems and data types. These non-intetdpdechnologies have complicated the tasks esysnanufacturers,
service providers, and developers. Further, afpralion of different, proprietary data synchrotiiza and device
management protocols has placed barriers to tlemedet use of mobile devices, has restricted daesaand delivery and
limited the mobility of the users.

SyncML Components

SyncML is a specification that contains the follagrimain components:
* An XML-based representation protocol
* A synchronization protocol and a device managerpgesibcol
e Transport bindings for the protocol

The data representation specifies an XML DTD thiaties the representation of all the informationuiggqd to perform
synchronization or device management, includingdattadata and commands. The synchronization evided
management protocols specify how SyncML messaga®igning to the DTD are exchanged in order to allo®yncML
client and server to exchange additions, deletedates and other status information.

There are also DTDs which define the representationformation about the device such as memoracayp, and the
representation of various types of meta informatioch as security credentials.

Although the SyncML specification defines transgwrtdings that specify how to use a particulargport to exchange
messages and responses, the SyncML represenstimhronization and device management protocolsansport-
independent. Each SyncML package is completelycgifained, and could in principle be carried by aansport. The
initial bindings specified are HTTP, WSP and OBIBXt there is no reason why SyncML could not be an@nted using
email or message queues, to list only two alteveatiBecause SyncML messages are self-containdtipl@transports may
be used without either the server or client deviwsng to be aware of the network topology. Traushort-range OBEX
connection could be used for local connectivityhvithe messages being passed on via HTTP to amétteosted
synchronization server.

To reduce the data size, a binary coding of Synt&éed on the WAP Forum's WBXML is defined. Messagay also be
passed in clear text if required. In this and othiays SyncML addresses the bandwidth and resoumd@tions imposed by
mobile devices.

SyncML is both data type and data store independ@smicML can carry any data type which can be grted as a MIME
object. To promote interoperability between diffaranplementations of SyncML, the specificationlires the
representation formats used for common PIM data.

This document is limited to the functionality déption for the SyncML WSP bindings
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3. Terminology and Conventions

3.1

Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exiiéghdicated to be

informative.

Any reference to components of the SyncML DTD or IXbhippets is specified in thisypef ace.

3.2

Bearer Network

Capability

Capability Negotiation

Client and Server

Connectionless Session
Service

Connection-M ode Session
Service

Content

Content Negotiation

Entity

Header

L oader

Definitions

A bearer network is used to carry the messagesrahaport-layer protocol - and ultimately also of
the session layer protocols - between physicalcgsviDuring the lifetime of a session, several
bearer networks might be used.

Capability refers to the session layer protocoilitaes and configuration parameters that a client
server supports.

Capability negotiation is the mechanism for agrge&in session functionality and protocol options.
Session capabilities are negotiated during sessitablishment. Capability negotiation allows a
server application to determine whether a clientsi#gpport certain protocol facilities and
configurations.

The term client and server are used in order to P to well known and existing systems. A
client is a device (or application) which initiaesequest for a session. The server is a devite th
passively waits for session requests from clientads. The server can either accept the request or
reject it. An implementation of the WSP protocandnclude only client or server functions in
order to minimize the footprint. A client or senraay only support a subset of the protocol
facilities, indicating this during protocol capatyilnegotiation.

Connectionless session service is an unreliab&aeservice. In this mode, only the request
primitive is available to service users, and ohly indication primitive is available to the service
provider.

Connection-mode session service is a reliable@esgrvice. In this mode, both request and
response primitives are available to service users both indication and confirm primitives are
available to the service provider.

The entity body sent with a request or responsefésred to as content. It is encoded in a format
and encoding defined by the entity-header fields.

Content negotiation is the mechanism the serves isselect the appropriate type and encoding of
content when servicing a request. The type anddéng®f content in any response can be
negotiated. Content negotiation allows a serveliegion to decide whether a client can support a
certain form of content.

An entity is the information transferred as thelpag of a request or response. An entity consists o
meta-information in the form of entity-header figlaind content in the form of an entity-body.

A header contains meta-information. Specificallgeasion header contains general information
about a session that remains constant over thiem#eof a session; an entity-header contains meta-
information about a particular request, responsentity body.

Entity that implements the HTTP protocol. The leais the interface between the WSP layer and
the user application.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SyncML_WSPBIinding-V1_2-20070221-A Page 7 (17)

3.3 Abbreviations

OMA Open Mobile Alliance
PPG Push Proxy Gateway [PUSH][PUSHARCH]
WSP Wireless Session Protocol [WSP]

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

This document describes how to use the SyncML W8P (WAP). The document uses the primitives anchous defined
in the WAP Forum WSP specification as of WAP Jud@®Conformance Release.

The document describes the use of the WSP layer.

The document assumes a scenario consisting ofcactigmt (e.g. a wap enabled mobile phone) andwaeséolding data
(e.g. a web-server). Furthermore, it is explained ko initiate a sync-session from the server ustimgWAP Push.

WAP [WSP] defines both a connection oriented asdraection less services for data exchange. Funthrey; it defines a
server originated data-push model.

Note that the WAP specification does not specig/ltbader, i.e. the interfaces to the different taya the protocol, only the
messages being used for communication in the aletyals. How the Loader is specified is up to thent (or server)
vendor. The Loader interface is illustrated in thieowing by the messages going back and forth betwthe SyncML user
agent and the Loader.

The Session layer protocol family in the WAP aretitrre is called the Wireless Session Protocol, W8P provides the
upper-level application layer of WAP with a consigttinterface for two session services. The fgst connection-mode
service that operates above a transaction lay¢o@bWTP, and the second is a connectionlesscetliat operates above a
secure or hon-secure datagram transport servicanéie information on the transaction and transpertices, please refer
to[WTP] “Wireless Application Protocol: Wireless Transacti®rotocol Specificatio” and [WDP] [WDPIWireless
Application Protocol: Wireless Datagram Protocolegffication”. WSP provides HTTP 1.1 functionality and incorgies

new features such as long-lived sessions, a confaadity for data push, capability negotiation sseksion suspend/resume.
The protocols in the WSP family are optimised fawibandwidth bearer networks with relatively loageincy.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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5. WSP mapping to SyncML

The following sections define the requirementstifi@r binding of SyncML to WSP.

5.1 Multiple messages Per Package

The WAP protocol expects to receive a responsgdoygequest sent to the WAP gateway. If thereraultiple messages in
a SyncML package to be sent, the SyncML sel&IST send a response to each message although thegméssat the
final one.

The next message can only be sent when the WSPitagree WAP protocol has received a response.

Each SyncML message MUST be transferred as a Sy"dMAE media type within the body of a WSP requestesponse.
When there are multiple SyncML messages per Synpltikage, each message is transferred in a sepdSRaequest or
response; depending on whether it is a SyncML retigoreresponse.

The recipient of a SyncML package can determitledfe are more SyncML messages in the packageetsbitence of the
Final element in the body of the last received $4inenessage. When the recipient receives a SyncMésange with the
Final element, it is the final message within tBghcML package.

5.2 MIME header type requirement

Data synchronization client implementations confiagrto this specification MUST support this headith either the
"application/vnd.syncml+xml" or "application/vndregml+wbxml" media type values. Data synchronizaserver
implementations conforming to this specification BlUsupport both "application/vnd.syncml+xml" and
"application/vnd.syncml+wbxml" media type values,raquested by the SyncML data synchronizatiomtlie

Device Management client implementations conformiothis specification MUST support this headethvétther the
"application/vnd.syncml.dm+xml" or "application/visgincml.dm+wbxml" media type values. Device manag@rserver
implementations conforming to this specification BlUsupport both "application/vnd.syncml.dm+xml" and
"application/vnd.syncml.dm+wbxml" media type valuas requested by the SyncML device managememt clie

5.3 Connection Oriented Session

This section describes how SyncML user agentirggion a WAP client would initiate a SyncML conrieatoriented
session, exchange data with the server, suspencanighe the session, and then finally close doeregitablished session.

531 Session establishment, S-Connect

During a WAP session establishment, a WAP clienneats to a WAP gateway. A part of this is the alted capability
negotiation, during which the server and clientatigge the features supported. Furthermore, atggthat are static
throughout the sessions are exchanged (static t®ade

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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SyncML WSP gateway
agent Loader
L ] ——
Make_Sessi on
R —— S- Connect . req
S- Connect . i nd
Ly
S- Connect.res
g
S- Connect . cnf
S
Sessi on_OK
R
= = = = ———

Figure 1 Session Establishment

In the example, the Loader implements an interfacéhe user agent to initiate a session, Make_iSes¥he Loader
implements the HTTP protocol.

Seen from WSP, the session establishment stads B¢Connect request to the WSP layer. The retpmst as follows:

S- Connect . req(Server-Address , Cient-Address, Cient-Headers, Requested-
Capabi lities)

In case of success, the connect confirmation retfirom the WSP layer as follows:

S- Connect . cnf (Server-Headers , Negoti at ed- Capabilities)

5.3.2 Exchanging SyncML Data

Once a session is established, the client canestelanging data with the server using the S-Mdthake and S-
MethodResult primitives.

WAP maps the HTTP 1.1 methods; i.e. requests willbne using standard HTTP 1.1 methods. The haadebodies of
the HTTP methods are not used by the WAP stackttemdare passed transparently.

The following example shows a simple POST requesh the client.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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SyncML Load WSP Web-
agent oader gaﬂvay server

] ]
Post ( Docunent)

S- Met hodl nvoke.r,

S-Met hodl nvoke. i ng

HTTP POST. r equgst
«S-Methodl nvoke. res]==="="—""777"77~ 7
‘HTTP POST. reply
S-MethodResult.req
Repl y( Docunent ) |S- Met hodResul t.in
P

S- Met hodResult.re

S- Met hodResul t. cnf

Figure 2 M ethodl nvoke using HTTP POST

In the implementation example depicted in Figurth2,SyncML user agent requests a SyncML docunodne tposted to the
server using the interface made available by thedeo. In a response, the server returns a resgymadviL document back
to the client.

5.3.21 HTTP header requirement

The HTTP header information is passed transparently the WAP protocol. But In order to enable iieb server to
decode the posted information the same heademni@tion requirements apply for sending SyncML ove3R\as for
sending SyncML over HTTP as described in [SYNCHTTP]

5.3.2.2 S-MethodInvoke

The syntax of the MethodInvoke is as follows:

S- Met hodl nvoke. req(d i ent TransActionl D, Met hod, Request URI, Request Headers,
Request Body)

The HTTP methods supported by WSP are GET, OPTI®GNER\D, DELETE, TRACE, POST and PUT. Of all the HTTP
methods supported by WSP, the SyncML functionalitly requires the POST method. Once the gatewapitaessed the
request (i.e. forwarded it to the web-server), aficmation is sent back to the client through th&Rayer. The syntax of
the S-MethodInvoke-confirmation is:

S- Met hodl nvoke. cnf (d i ent Transacti onl D)

5.3.2.3 S-MethodResult

When the gateway receives the resource requestedhei S-Methodlnvoke primitive, it send a S-MetRegult request to
the WSP layer of the client, which forwards theues} to the user agent as a S-MethodResult-indicatfi the following
format:

S-MethodResul t.ind(dientTransactionl D, Status, ResponseHeaders, ResponseBody)

Once the indication is received, the client SHOWePly to the WSP with a S-MethodResult response:

S- Met hodResul t.res(d i ent Transactionl D, Acknow edgenment Headers)

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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5.3.3  Temporarily suspending the session, S-Suspend and S-Resume

WSP allows for the application layer to suspendssi®n. Suspending a session means that the sesaiomo longer be
used to communicate through until the sessionsismed.

S- Suspend. req()

The indication coming back from WSP is of the fallng format:
S- Suspend. req( Reason)

5.34 Session close-down, S-Disconnect

The Disconnect primitive is used for terminating tictive session.

54 Connectionless service

The connectionless service offered by WSP offersraectionless, and potentially unreliable, datzharge service.
Following example shows a POST request using theextionless service.

SyncML WSP Web-server
agent Loader ga_te_way —

Post (docunent)

_____________ - [5- Uni t _Met hodl nvoke.
- Uni t _Met hodl nvoke. i nd}

»
»

_HTTP_PCET. r equest,)

-Unit_MethodResul t.reqf¢—""""——""""""-

Repl y( Docunent i Uni t _Met hodResul t . i

Figure 3 Connectionless Unit_M ethodl nvoke using HTTP POST

Only two primitives are supported by the connedéss service, Methodinvoke and Push. They both \aenkith the
Session Oriented Service, but without the confiromatRefer to the Session Oriented Service forildeta

5.5 Pushing data from the server to the client

Pushing data from a server to a client, using R2EA (WSP or HTTP) can be used to accomplish Seierted
Notification as defined in the SyncML Server Alettdotification specification [SAN]. The model is slsown below.

[0 2007 Open Mobile Alliance Ltd. All Rights Reserved.
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Client Push Proxy Internet Push Initiator
Gateway

N Push
\ {_\\ = Push Over-The- Access
-~ Air Protocol (OTA Protocol

HTTP/WSP)

Figure 4 Push M odel

The initiator of the push uses HTTP POST to seKilh document to the Push Proxy Gateway (PPG). Tiehpnessage
consists of two components; a control entity (coig e.g. information about when the push messxgées) and the
content to be pushed to the client. All WAP contgpes can be pushed.

When pushing SyncML data from the server to thentlithe following rules MUST be adhered to:

» The Content-Type header MUST include the MIME mayee,application/vnd.syncml.notificatiofor Device
Management usage for the Server Alerted Notificafiackage as defined in [SAN] and
application/vnd.syncml.ds.notificatigfor Data Synchronization usage. The appropriatet€d-Type binary code
MUST be used instead of its textual representattuat,is, 0x44 for Device Managament and Ox4E fateD
Synchronization.

* The X-WAP-Application-ID header MUST include thepdipation-id x-wap-application:syncml.dm for Device
Management packages or x-wap-application:push.syfwrdata Synchronization packages. The approgriat
application-id binary code is used instead of theéual representation of the Application-id, tte0k05 for Data
Synchronization and 0x07 for Device Management.

The PUSH model defined two different modes; condidnand non-confirmed. The confirmed push requinesciive WSP
session. If no such session is running, a sessiableshment request can be issued from the PRGpecial application
residing in the client. This application will irdtie the session, where-after the push can be atisbeqh

The non-confirmed push messages does not reqegesion.

A special push dispatcher in the client receivespiish message, and forwards it to the right agjdic, determined by the
application identifier in the push message.

Once the right application receives the push cdniemight choose to pull more content from a servhis is done using
the standard WSP protocols as described in thisrdent.

As such, the client that receives the pushed codimesn't interface directly to WSP.
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S- Cpush.ind D HTTP. repl y(confirmati on)
Push content | < T "
P R ——
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Figure 5 Push scenario
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6. Examples

The following is an example WAP Push over SMS cimintg the Server Alerted Notification informatioarfDevice

Management:

Binary value

Meaning

Description

Id for url: x-wap-application:syncml.dm

06 User-Data-Header (UDHL) Length = 6 bytes WDP layer (start
WDP headers).

05 UDH IE identifier: Port numbers

04 UDH port number |E length

0B Destination port (high) Port number 2948

84 Destination port (low)

Co Originating port (high) Port number chosen
by sender

02 Originating port (low) WDP layer (end
WDP headers)

01 Transaction ID / Push ID WSP layer (start
WSP headers)

06 PDU type (push)

03 Headerslength (content type+headers)

C4 Content type code MIME-Type

AF X-WAP-Application-I1D

87

WSP layer (end
WSP headers)

128-bit digest value Digest
Binary ‘0000001011’ Version ‘1.1’
Binary ‘01’ Ul-Mode ‘1’
Binary ‘0’ Initiator ‘0’

Binary ‘000000000000000000000000000

Future DM use

Binary ‘0000000000000001"

SessionlID ‘1’

Binary ‘00010010’

Server ldentifier
length ‘18’

63, 6F, 6D, 2E, 6D, 67, 6D,
74,73,72, 76, 2E, 6D, 61,
6E, 61, 67, 65

String ‘com.mgmtsrv.manage’

Server ldentifier
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
OMA-SyncML-WSPBInding-V1_1 2- 12 Jun 2003 Initial OMA release
20030612-A
OMA-TS-SyncML-WSPBinding-V1_2- 21 Feb 2007 Status changed to Approved by TP: OMA-TP-2007-0@5BR
20070221-A INP_ERP_SyncML_Common_V1_2_for_Final_Approval
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Appendix B. Static Conformance Requirements (Normative)

The following specifies the static conformance isgents for SyncML over WSP devices conforminghis specification.
The notation used in this appendix is specified@PPROC].

B.1 Client Features
B.1.1 Client WSP Method Requirements

Item Function Ref. Status Requirement
DSDM-WSP-C-001 Support for POST method 5.3 M
DSDM-WSP-C-002 Support for PUSH operation 5.5 O

B.2 Server Features
B.2.1 Server WSP Method Requirements

Item Function Ref. Status Requirement
DSDM-WSP-S-001 Support for POST method 5.3 M
DSDM-WSP-S-002 Support for PUSH operation 5.5 0]
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