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1. Scope

This document describes the Delta Record MO emplay®elta Record management that builds on aneréges the
OMA DM v1.3 protocol [DMPRQ]. It provides a standddM Management Object which is the interface betwa DM
Client and Server. This document also describeasheciated client-side and server-side behaviecessary to use the
Delta Record feature.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

Delta Record Contains information showing a modification applteda specific node in an OMA DM Client
Management Object.

Management of the Device configuration and Manager®djects from the point of view of the various
Management Authorities. Device Management inclubesis not restricted to setting initial configtica
information in Devices, subsequent updates of pinsi information in Devices, retrieval of managame
information from Devices and processing eventsaarns generated by Devices.

Device Management

A network based entity that issues OMA DM commatoddevices and correctly interprets responses sent

Device Management :
9 from the devices.

Server
DM T A Device Management Tree is a collection of Managien®©bjects [DMDICT]. See also Management
ree Tree [DMDICT].

3.3 Abbreviations

DDF Device Description Framework
DM Device Management

MO Management Object

OMA Open Mobile Alliance

URI Uniform Resource Identifier
URL Uniform Resource Locator

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

As DM Trees contain more managed objects whichessprt characteristics of a mobile device softwatktardware,
retrieving the complete DM Tree MOs over-the-aill wé a time consuming and costly activity. It isanecessary from
time to time for the DM Client and Server to syrattize their DM Trees for other management functigunch as software
downloading and customer care support to work &ffely. Delta Records allow the DM Server to tratianges applied to
the Client DM Tree MOs. These Delta Records candeel to analyze the state of the Client configanaéind synchronize
the DM Tree information contained on the Client Smiver.

When this feature is enabled all modificationshaf DM Tree, including structure and data values SMbe recorded and
stored on the device in the form of Delta Recortigctv can be retrieved by a DM Server. Delta Recprdside a history of
changes applied to a Client DM Tree including imation on the time and authority which enactedctienge, as well as
the change itself. Delta Records MUST contain aieege number, timestamp, and authority identifidrich together create
a unigue identifier per Delta Record.

This feature records in Delta Records the addeteeland changes applied to the Client DM Treentamagement of Delta
Records the ability to retrieve, purge, and asymebusly send Delta Records to a DM Server are défima the DeltaRec
MO.

The following diagram shows the flow of messages ewents related to Delta Records;

Client Server
Package 2: Server sends an Exec
command to start Delta Record
recording on Client.
-
Package 4: Server sends command to
modify an element of the Client DM Tree
Client modifies DM Tree as per <
;:)Orﬁm;nd frgm Server and generates Package 4: Server sends command to
eita Becord. modify an element of the Client DM Tree
Client modifies DM Tree as per B
command from Server and generates
Delta Record.
Package 4: Server sends an Exec
< command to retrieve Delta Records
Package 3: Client sends Result command
with all accumulated Delta Records q
Package 4: Server sends an Exec
command to purge all Delta Records
Client purges Delta Records B

Figure 1: Message flows for Delta Record generatiometrieval, and purging

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Requirements (Normative)

5.1 High-Level Functional Requirements

Label Description Release

DeltaRec-HLF-1 The Delta Record MO enabler SHALtarel changes applied to a Client 1.0
DM Tree.

DeltaRec-HLF-2 The Delta Record MO enabler SHALbyide the DM Client and DM 1.0
Server the ability to start and stop the recordihBelta Records on the
device.

DeltaRec-HLF-3 The Delta Record MO enabler SHALbvide the ability for a DM Server 1.0
to retrieve Delta Records from the device.

DeltaRec-HLF-4 The Delta Record MO enabler SHALbvide the DM Client and DM 1.0
Server the ability to purge Delta Records on theade

DeltaRec-HLF-5 The Delta Record MO enabler SHALbvide the DM Client with the 1.0
ability to send Delta Records asynchronously toDM Server.

DeltaRec-HLF-6 A Delta Record SHALL include the &rthe recorded change was made|td.0
the Client DM Tree.

DeltaRec-HLF-7 A Delta Record SHALL include infortiman identifying the authority 1.0
which enacted the change on the Client DM Tree.

DeltaRec-HLF-8 A Delta Record SHALL include a seggenumber from a sequence 1.0
number series associated with each DM Server.

DeltaRec-HLF-9 A Delta Record MO Enabler SHALL pide the ability to specify a 1.0
maximum number of Delta Records stored by the d@evic

DeltaRec-HLF-10 A Delta Record MO Enabler SHALL yide the ability to specify the 1.0
maximum amount of device memory used to store Drtteords.

DeltaRec-HLF-11 A Delta Record MO Enabler SHALL gemDelta Records once the 1.0
maximum number of Delta Records stored by the @eigiexceeded.

DeltaRec-HLF-12 A Delta Record MO Enabler SHALL gemDelta Records once the 1.0
maximum amount of device memory used to store DRdteords is
exceeded.

DeltaRec-HLF-13 A Delta Record MO Enabler SHALL psknd a Delta Recordto a DM | 1.0
Server(s) which has ACL permission to read the fredlDM Tree
element.

DeltaRec-HLF-14 A Delta Record MO Enabler SHALL oejpa change to the Delta Records1.0
recording status to all DM Servers managing theagevia a Generic
Alert.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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OMA-ER-DeltaRecMO-V1_0-20110927-C Page 10 (35)

6. Architectural Model

6.1 Dependencies
The DeltaRec architecture is compliant with the OB architecture [DMARCH].

6.1.1 OMA Device Management [OMA-DM]

The described architecture is compliant with the OBDkvice Management enabler [OMA-DM].

6.2 Architectural Diagram

. DM Enabler

DM Client < ................................ > DM Server

Figure 2: DeltaRec Architecture

6.3 Functional Components and Interfaces/reference points
definition

6.3.1 Management Object
6.3.1.1 DeltaRec Management Object

The Delta Record Management Object uses a staaddrititerface to provide management control ofdRkcords on a
device. Exposed through the {DM Client} for authmmil access by {Management Authorities} utilizingMC5ervers}
communicating over {DM-1} using the OMA Device Magement Protocol [OMA-DM].

6.3.2 Protocol Endpoints

6.3.2.1 DM Client

The DM Client is the abstract software componeat tionforms to the requirements for DM Clients #jextin the OMA
Device Management Enabler.

6.3.2.2 DM Server

The DM Server is the abstract software componeaitabnforms to the requirements for DM Servers ifipedn the OMA
Device Management Enabler.

6.3.3 Interfaces

6.3.3.1 DM-1 Device Management Client-Server Protocol

This provides an interface over which DM Servery send device management commands to DM Client©ahClients
may return status and alerts to DM Servers. Thismigiterface that is bearer neutral and offersynséandardized bindings
including HTTP and HTTPS.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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6.4 Flows

The Delta Record Management Object described énBhabler Release is schematic in nature and daesply any
particular protocol or data flow. The OMA Device Magement Enabler [OMADM] specifies the protocol dadh flows
that are expected for client-server communicafidrese object schemas are utilized by and incorpdiiato the normal
flow descriptions in that enabler and readers eferired to the OMA Device Management Enabler fothier understanding.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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7. Delta Records Structure

Delta Records are stored on the mobile deviceldnation that is separate from the DM Tree and enp@ntation specific.
The information in a Delta Record is transmitte@tbM Server as an XML document adhering to thecstire described in
this section and MUST conform to the XML Schemavted in [DMXSDDeltaRec].

There are three Delta Record types defined shoadlig, deletes and changes to the Client DM Tregh Eecord contains a
timestamp indicating the time and date the eveatiwed; the DM Server identifier associated with $equence number; a
sequence number which is the number in the ondhgf Delta Records accumulating on the devigeafspecific DM
Server; and an authority identifier which is thendfier of the entity that made the change; thende type; the node or leaf
in the DM Tree that was modified; and if applicglitee modified data. These are defined as;

Timestamp — as per 1ISO 8601, format defined in T¥¢Btion 7.7.6 TStamp

DM Server — the DM Server identifier (hame) asseclavith the Sequence Number. This is the DM Sehatris to
receive the Delta Record.

Sequence Number — 0 .. 65,535 (unsigned intedéd first Delta Record generated begins with secqai@umber
zero.

Authority ID — normally the DM Server identifiergme) as defined in [DMSTDOBJ] ./DMAcc/ServerID. Aange
made by the End User may be shown as the devié®@hdthe Devinfo MO (./Devinfo/DevID node) definéd
[DMSTDOBJ].

Change Type — contains one of the strings “Charflete”, or “Add”.
Node URI — the URI of the node or leaf in the DMe&that was modified.

Value — this is the current value of the leaf nddiewas changed or added to the DM Tree. A deletede does not
have a Value element in the Delta Record.

The modified DM Tree node being referenced by teé#dRecord will be identified using its unique Udd defined in the
DM Protocol Specification section 5 Node Addressifige referenced URI will be located in the NodeléRiment of the
Delta Record. Appendix E provides further inforroaton the relationship between Delta Record dataehts.

7.1 Transmitted Delta Records

Delta Records sent to a DM Server are only thosd®id Server is authorized to receive accordingieoACL for the
changed DM Tree element. Other information sucbtiaer DM Servers allowed to receive the Delta RéddUST not be
transmitted with the Delta Records for a speciftdd Berver.

7.1.1  Delta Change Record

When a node or leaf value in a DM Tree MO is chdrfjés record will show the new value.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-DeltaRecMO-V1_0-20110927-C Page 13 (35)

<dr:deltarec xmiIns:dr="urn:oma:xml:dm-deltarec:delt arecord:1.0">
<dr:timestamp>2011-06-28T10:48:00Z</dr:timestamp>
<dr:serverid>DMS1958</dr:serverid>
<dr:segnumber>23499</dr:seqgnumber>
<dr:authority>DMS1958</dr:authority>
<dr:changetype>change</dr.changetype>
<dr:nodeuri>./DMTreeRoot/Node1lMO/size</dr:nodeuri>
<dr:content>

<dr:contentint>19</dr:contentint>

</dr:content>

</dr:deltarec>

Figure 3: Example of a Change Delta Record in XML dérm

7.1.2 Delta Delete Record

When a node or leaf in a DM Tree MO is deleteds thcord will show the node or leaf that has bestatdd. The value
element is null in a Delete Delta Record.

7.1.3 Delta Add Record

When a node or leaf in a DM Tree MO is added, tbi®rd will show the new node or leaf and valuee TiM Tree node
URL in the record includes the new node or leaf.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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8. Delta Record Management Object

The management object associated with Delta Revarthgement under an internal nadeynamically or statically
created).

Management Object identifier: urn:oma:mo:oma-deltarec:1.0. This identifier SHAh& registered with OMNA (Open
Mobile Naming Authority).

Protocol Compatibility: This object is compatible with OMA Device Managernprotocol specifications, version
1.3[DMPRO].

8.1 Figure of the Management Object (Informative)
—(DEltaRec? 1]——( InclusionList ]—(<x>+ 1]—| SubtreelURI | [Interic\r Node )

—(Operat ions 3tart | | Leaf Node |
Itop I | Dptional MNode i
Furge | | Fequired Node I
QuUery |

—| Itatus |

—(Threshnlds :]——|_ MaxFecords

—| MHaxMemory

—| MaxTime

—(Recurdslnfn ]——| FecordCount

{ SeqInfo — <xe+ )—I:: Server ID |

Segiumber |

— Ext? )

Figure 4: Delta Record Management Object.

8.2 Delta Record Management Object Parameters

This section describes the properties for DeltaRecM

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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<x>/DeltaRec
Status Tree Occurrence Format Min. Access Types
Required ZeroOrOne node Get

This interior node groups together the parametedsielta Records defined as a Delta Record Manage®igect. The

ancestor elements of this node define the positidhe Management Tree of this Management Objdwat. [®cation of a
Management Object within the DM Tree is out of seéqr this specification.

The type of this node MUST be the Delta Record M@anaent Object ID “urn:oma:mo:oma-deltarec:1.0".

InclusionList
Status Tree Occurrence Format Min. Access Types
Required One node Get

This interior node groups the list of nodes orddafthe DM Tree that will have Delta Records gatedl if a change is
made to elements (nodes or leafs) at and unddyRidisted in the <x>/DeltaRec/InclusionList/<x>/BweeURI node.

InclusionList/<x>

Status Tree Occurrence Format Min. Access Types
Required OneOrMore node Get

This placeholder node allows multiple parts of Eii Tree to be named for generation of Delta Receodrds.

InclusionList/<x>/SubtreeURI

Status Tree Occurrence Format
Required One chr

Min. Access Types
Get, Add, Delete, Replace

This leaf node contains the URI of a node or laahe DM Tree indicating all changes at and undisrWRI will be
recorded as Delta Records. A change to the namig, specifically a delete from the DM Tree will geate a Delete
Delta Record. Any Ext node occurring under the ritdR| will be excluded from Delta Record generatido include a

specific Ext node (and subtrees under it) for DB&ord generation, the URI to this Ext node mesexplicitly named
in a SubtreeURI leaf node.

Values

Leaf values are in URI format [RFC3986]

Operations
Status Tree Occurrence Format Min. Access Types
Required One node Get

This interior node groups Delta Record operations.
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Operations/Start
Status Tree Occurrence Format Min. Access Types
Required One null Exec

This leaf node is the target of Bxec command to start the generation of Delta Recordbemlevice.

In case the current status of the <x>/DeltaReaiStabde is “Disabled” then a request to “Start"tBé&tecords operation
will fail. In this case, the DM Client MUST repdrtick failure using Status Codd00given in Section 9.9 Results

Reporting.
Operations/Stop
Status Tree Occurrence Format Min. Access Types
Required One null Exec

This leaf node is the target of Bxec command to stop the generation of Delta Recordbeiwlevice.

In case the current status of the <x>/DeltaReaiStabde is “Disabled” then a request to “Stop” B&ecords operation
will fail. In this case, the DM Client MUST repdstick failure using Status Code 1400 given in $ac®i.9 Results

Reporting.
Operations/Purge
Status Tree Occurrence Format Min. Access Types
Required One null Exec

This leaf node is the target of an Exec commarpmltge Delta Records from a DM Client.

Operations/Query
Status Tree Occurrence Format Min. Access Types
Required One null Exec

This leaf node is the target of an Exec commarwhétig a DM Server to retrieve all Delta Recordsydrich it has read
access. Access to a Delta Record is determineldeb€L of the modified DM Tree element shown in Belta Record.
The Delta Record contains the ACL of the node esfeed by NodeURI when the Delta Records was cre@ted ACL

will be checked to ensure the requesting DM Senasraccess to the Delta Record.
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Status
Status Tree Occurrence Format Min. Access Types
Required One chr Get, No Replace
This leaf node specifies the operational statéefelta Record function. The value of this node$Abe one of the
following :
State Meaning

Stopped | The Delta Record function is stopped.

Running | The Delta Record function is running.

Disabled| The Delta Record function has been diglathle to no resources available on the device &talRecord
generation and management. This state MUST onbeband reset by the Client and overrides the Start
and Stop Exec requests.

Thresholds
Status Tree Occurrence Format Min. Access Types
Required One node Get

This interior node groups the thresholds parametses to determine when to Purge Delta Records thenDM Client
in accordance with section 9.6 Purging Delta Rexord

Thresholds/MaxRecords

Status

Tree Occurrence

Format

Min. Access Types

Required

One

int

Get, Replace

This leaf node contains the maximum number of DRkaords that may be stored on a DM Client befdPerge is
required. When the number of Delta Records exctelaumber specified in this leaf node, the DM @&liIUST
execute a Purge of all Delta Records in accordaittesection 9.6 Purging Delta Records. See se&i8rThreshold
Value Settings for guidance on appropriate vallibs. maximum value for this parameter SHALL not ext€5,535.

Thresholds/MaxMemory
Status Tree Occurrence Format Min. Access Types
Required One int

Get, Replace

This leaf node indicates the maximum Client menidejta Records may consume before a Purge is rehuife value
is expressed in kilobytes. When the amount of mgrased to store Delta Records exceeds the speaifigtber in this
leaf node the DM Client MUST execute a Purge oballta Records in accordance with section 9.6 Rgrfielta
Records. The amount of memory used by Delta Redsmiieasured by the number of bytes consumed bp¢ha
Record described in section 5 Delta Record Stractsee section 9.8 Threshold Value Settings fatande on

appropriate values.

Thresholds/MaxTime
Status Tree Occurrence Format Min. Access Types
Required One int Get

This leaf node specifies the maximum amount of timeninutes, the DM Client may wait before it etels all
untransmitted Delta Records. By default, the vag&ieALL be -1 indicating the DM Client will hold tansmitted Delta

Record for a time determined by the Client. Seéi@®®.6 Purging Delta Records for further details.
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RecordslInfo

Status Tree Occurrence Format Min. Access Types
Required One node Get

This interior node groups statistics and controbpeeters relating to Delta Records.

RecordsInfo/RecordsCount

Status Tree Occurrence Format Min. Access Types
Required One int Get

This leaf node contains the current number of DRiaords on the Client. The value must be grehgar or equal to
zero.

RecordsInfo/Seqlnfc

Status Tree Occurrence Format Min. Access Types
Required One node Get

This interior node groups information related te elta Record sequence numbering for all DM Setver

RecordsInfo/Seqlnfo/<x>

Status Tree Occurrence Format Min. Access Types
Required OneOrMore node Get

This placeholder groups a DM Server with its assteci Delta Record Sequence Number count.

RecordsInfo/Seqlnfo/<x>/ServerlD

Status Tree Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies a server identifier assed with the <x>/DeltaRec/RecordsInfo/Seqlnfo/SedNumber node.

RecordsInfo/Seqlnfo/<x>/SegNumber

Status Tree Occurrence Format Min. Access Types
Required One int Get

This leaf node is an unsigned integer in the rahtge65535. For each DM Server
(<x>/DeltaRec/RecordsInfo/Seqinfo/<x>/ServerID)eggential count of Delta Records associated wiHiM Server
will be maintained. The value of this leaf nod¢his sequence number of the last Delta Record gtefor the DM
Server in the <x>/DeltaRec/RecordsInfo/Seqlnfo/SetkerlD node. See section 9.7 Sequence Numberdédarent for
further details. The first Delta Record generatediis with sequence number zero.
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Ext
Status

Tree Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get
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This optional interior node designates a brandhefDeltaRec root where platform or vendor extemsiAY be added,
permanently or dynamically. Ext sub trees, sucth&sone, are included at various places in théDRecord

Management Object to provide flexible points ofemsion for platform or implementation-specific paeters. However,
vendor extensions MUST NOT be defined outside &f ointhese Ext sub-trees.
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9. Delta Record Management

The DeltaRec MO allows a DM Server with sufficientthorization to start or stop the generation dfdRecords on a DM
Client. The DeltaRec MO also allows a DM Serveretrieve all or some Delta Records, and purgerabme Delta
Records on the Client. The DM Client may send assormously all Delta Records to a DM Server and parge all
accumulated Delta Records.

9.1 Delta Record Data Confidentiality

The DM Tree may be shared among several DM Searetghere may be restrictions on who can view angk parts of

the DM Tree, therefore a mechanism to ensure datfidentiality is required. To ensure data confiildity among multiple
entities accessing the DM Tree, Delta Recordstared separately from the DM Tree in a locationchhis implementation
dependant. Each Delta Record will contain a copynefACL for the affected node referenced by thédDRecord nodeURI.
This ACL will be the ACL at the time the Delta Redads created. The Client will ensure a DM Serbat thas read access to
the node referenced in nodeURI will be sent thedDiekecord associated with that node. A DM Seret¢thiaving read
access will not be sent the Delta Record.

As an example, if in a DM Tree there is defined AdodeOne and only DM Server Al can read, add, ahamgdelete
NodeOne. When the value of NodeOne is changed éfta Becord will contain an entry in the ACL elernesich would
show, Add=A1&Replace=Al&Delete=A1&Get=Al.

9.2 Delta Record Data Capture

The Delta Record function allows specified sectiohthe DM Tree to be monitored for changes. Theeszions are listed in
the <x>/DeltaRec/InclusionList parameter of thetBieec MO. The Delta Record function requires attleae entry in the
InclusionList to be specified.

When the Delta Record function is enabled the <eltédRec/InclusionList/<x>/ SubtreeURI parameteitfgjcate the
part(s) of the DM Tree that when modified by a DEh&r using the DM Protocol or through the DM Cliél interface
MUST be recorded in a Delta Record. In addition eimgnges to the specified section of the DM Traéopmed by the End
User, regardless of by what means, MUST also herded as a Delta Record. Changes under ./Ext rtbdmsghout the DM
Tree are excluded from the Delta Record functidesmspecifically listed in the <x>/DeltaRec/Ingtud_ist.

The <x>/DeltaRec/InclusionList allows a DM Tree eaat leaf URI to be identified for inclusion in tBelta Record
function. The entry in the <x>/DeltaRec/Inclusiost/kx>/SubtreeURI and all nodes and leafs at aniguthis entry in the
DM Tree will have Delta Records generated if a gganccurs, with the exception of the ./Ext nodesleketion of a node in
the DM Tree that is named in SubtreeURI will gebeDelete Delta Record. The Delta Record funatémuires at least
one entry in the <x>/DeltaRec/InclusionList to Ipesfied, this may be the root node of the DM Tree.

As an example, a DM Tree with three nodes fronrtioeé node structured as;

—|: . /Root Firmware )

Iystemn O3Version ]

Applications :|

having entries in the SubtreeURI leaves as follows;

<x>/DeltaRec/InclusionList/1/SubtreeURI = ./Rdygiplications
JR@stem

would not record changes to the ./Root/FirmwardRoot/System/Ext subtrees of this example DM Tree

<x>/DeltaRec/InclusionList/2/SubtreeURI
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Recording changes to the Ext (extension) part®fiM Tree is not required although a manufacturay agree to generate
Delta Records for changes to this part of the DeTr

9.3 Starting and Stopping Delta Record Recording

The starting and stopping of Delta Record geneanativa DM Client is controlled by the DM ClientDM Server through
the DeltaRec MO node <x>/DeltaRec/Operations.

The DM Server or DM Client may perform &xec command on the <x>/DeltaRec/Operations/Start noderh on the
generation of Delta Records, and similarly on tke/BeltaRec/Operations/Stop node to turn off D&&cord generation.
Successful execution of tliexec  command will set the value of <x>/DeltaRec/StatusitherRunning or Stopped .
The act of changing the <x>/DeltaRec/Status valillateelf generate a Delta Record including theeahere the Delta
Record function is stopped. Thus the first andledta Records in a set of Delta Records colleotest a period of time
between th&xec command to start recording and teec  command to stop recoding will be the Delta Records
indicating the changes to the <x>/DeltaRec/Status.

The DM Client may at anytime set the <x>/DeltaRé&att$ value t®isabled . This would normally be used if the DM
Client became low on resources or had reached #xémm number of Delta Records it could store basethe values for
<x>/DeltaRec/Thresholds/MaxMemory or <x>/DeltaRéudsholds/MaxRecords and is unable to free staspgee using
the Purge function. The DM Client may resume therafion of the Delta Record function by first segtihe Status value to
Stopped , and then a DM Server may start the generatiddetth Records using tHexec command as described above.

Any change to the <x>/DeltaRec/Status value wiltdgorted to all DM Servers managing the devicea@eneric

Alert . The DM Client will use th&eneric Alert mechanism defined in section 8.7 of [DMPRO)] tores$yonously
send to a DM Server the new value of the <x>/DatdBtatus. Th&eneric Alert message includes the following
data:

* An alert type “urn:oma:at:oma-deltarec:1.0:Status”
* The URI <x>/DeltaRec/Status

The reporting of a change in the <x>/DeltaRec/Statalue to all DM Servers managing the device eded to ensure there
is no conflict between DM Servers over the uséefDelta Record function. If a conflict arises illwe quickly identified
using this reporting mechanism. Resolution of theflict is out of the scope of this specificatiandas left to the
appropriate DM Server administrators to resolve.

The following is an example message:

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <!-- Alert Code for Generic Alert -->
<ltem>
<Source>
<LocURI>./DeltaRec/Status</LocURI>
</Source>
<Meta>
<Type xmIns="syncml:metinf’> urn:oma:at:oma-de ltarec:1.0:Status</Type>
<Format xmIns="syncml:metinf'>text/plain</Form at>
</Meta>
<Data>
<I-- content of ./DeltaRec/Status one of “Stopped ", “Running” or
“Disabled”-->
</Data>
</ltem>
</Alert>
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9.4 DM Server Retrieving Delta Records

The DM Server with appropriate authority may reteiall Delta Records from a client at anytime bingsheExec
command applied to the <x>/DeltaRec/Operations/@unede.

An Exec command on the Query node will trigger the DM 6lito retrieve all Delta Records for the DM Seriveroking
theExec, and use th&eneric Alert mechanism defined in [DMPRO] section 8.7 to asyoshusly send Delta
Records to the DM Server. TkBeneric Alert message includes the following data:

* An alert type “urn:oma:at:oma-deltarec:1.0:Records”

» Exec command operation node URI, <x>/DeltaRec/OperatiQuery

» All Delta Records on the device in the XML formatdescribed in section 7 Delta Records Structure,

* Aninteger status code as defined in section 98uReReporting.

The following is an example message:

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <!-- Alert Code for Generic Alert -->
<Item>
<Source>
<LocURI>./DeltaRec/Operations/Query</LocURI>
</Source>
<Meta>
<Type xmiIns="syncml:metinf’> urn:oma:at:oma- deltarec:1.0:Records</Type>
<Format xmIns=" syncml:metinf’>xml</Forma t>
</Meta>
<Data>
<!-- Delta Records in XML according to Section 7 -->
</Data>
<Data>1200</Data> <!-- Result Code -->
</ltem>
</Alert>

Since multiple DM Servers may manage a single DMrla DM Server will only be able to retrieve ZeRecords where it
is shown as having read access in the record ACL.

9.5 DM Client Sending Delta Records

In order that Delta Records do not accumulate Gfiemt indefinitely the Client may asynchronousind all Delta Records
to a DM Server(s). A set of parameters is definedien <x>/DeltaRec/Thresholds allowing a DM Serveb¥ Client to set
the maximum number of records that may be storea BM Client, and/or the maximum amount of Cliergmory
consumed by Delta Records. If these values areserciethe Client MUST Purge the Delta Records iom@amnce with
section 9.6 Purging Delta Records. The Client misy ase other triggering events to send Delta Risceuch as prior to or
after a software download and installation, orradteeboot of the device.

Upon receiving the Delta Records the DM Server SHD@pply the changes indicated in the Delta Rectwdts copy of
the DM Tree associated with that Client, resulimthe synchronization of the Client and Server Dides. Once the DM
Client has received a response from the DM Sendicating successful receipt of the Delta ReconésDM Client MAY
delete all the Delta Records that have been sent.
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The DM Client will use th&eneric Alert mechanism defined in section 8.7 of [DMPRO] toretyonously send Delta
Records to a DM Server. Ti@eneric Alert message includes the following data:

* An alert type “urn:oma:at:deltarec:1.0:Records”
» All Delta Records on the device in the XML formatdescribed in section 7 Delta Records Structure.

The Delta Records sent to a DM Server are onlyethios Server has authority to receive as indicatéiode ACL of the node
referenced by NodeURI. The DM Client MUST not ser8eneric Alert to a DM Server if there are no Delta Records
present applicable to that DM Server, i.e. a @dheric Alert is not to be used to report that no Delta Recards
stored for the DM Server. The DM Server may find thformation by performing &et on the
<x>/DeltaRec/Records/AccumulatedRecords node.

The following is an example message:

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <!-- Alert Code for Generic Alert -->
<Item>
<Meta>
<Type xmiIns="syncml:metinf’> urn:oma:at:oma- deltarec:1.0:Records</Type>
<Format xmIns=" syncml:metinf’>xml</Forma t>
</Meta>
<Data>
<!-- Delta Records in XML according to Section 7 -->
</Data>
</ltem>
</Alert>

9.6 Purging Delta Records

The DM Client SHOULD Purge Delta Records from titndime to ensure there is not a long running aadation of
records. The Threshold values set in <x>/DeltaR&@3holds will ensure Delta Records do not accuraitasuch an extent
that they may consume resources needed by thet Cliereshold values SHOULD be set such that at mani values the
resources on the device allow for successful trssgson and Purging. In addition the Client or $emnay Purge records at
anytime. The DM Server may choose to store De#teoRls indefinitely and for purposes other than Didle
synchronization but this is out of the scope o gpecification.

To Purge records from a DM Client the DM ServeuéssarExec command on the DM Clients’
<x>/DeltaRec/Operations/Purge node. This will ine@kfunction to remove all Delta Records storetherDM Client at the
time the Exec command is received. The DM Clieny start a Purge using internal means.

When a Purge is invoked, regardless of sourceDMeClient MUST first send all Delta Records to theispective DM
Servers in accordance with section 9.5 DM Clientddey Delta RecordsWhen the DM Client receives@mawledgement
from the DM Server indicating the server has reegithe Delta Records and once all DM Servers hiavitasly
acknowledged receipt of their Delta Records the Olnt MUST delete the successfully transmittedt®&ecords, and
update <x>/DeltaRec/RecordsInfo/RecordsCount viiehdurrent number of Delta Records on the Client

If a DM Server is unable to receive thhansmitted Delta Records, those unsuccessfulhstrétted records SHALL remain
on the Client and the Client SHALL retransmit thelta Records when it is next connected to that W& All records
that have been successfully transmitted to theirgpiate DM Severs SHALL be deletedltimer value in the
<x>/DeltaRec/Thresholds/MaxTime node MAY be definedet a limit on how long Delta Records are logidhe Client.
Once this time has expired the DM Client SHOULDetielall Delta Records created prior to the timeRbege was started.

If during a Purge a Delta Record is found which &asnvalid DM Server entry in the ACL, for exampthe DM Server is
no longer actively managing the DM Client and has Its’ entry in the DM Account Managed Object dede the Delta
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Records associated with the inactive DM Server M8 Teleted. A Delta Record with a valid DM Serard an invalid
DM Server in the record ACL will have the recoraviarded to the valid DM Server before deletion.

9.7 Sequence Number Management

Each Delta Record may be applicable to one or iddMeServers based on the ACL of the changed DM E&tement
tracked by the Delta Record. Multiple DM Serversyrha associated with a single Delta Record, but €sdta Record may
have a different set of DM Servers associated ivigince some Delta Records will apply to some B&tvers and not to
others. Therefore the DM Client SHALL maintain seqta sequence numbers for each DM Server, sohbatgquence
number in the Delta Record sent to the DM Servepiginuously incremented. The sequence numbebeithaintained in
the DM Tree structure element <x>/DeltaRec/Recaorfdgbeqinfo/<x>/SeqNumber. The reliability of tramssion shall be
guaranteed by DM protocol.

When a sequence number reaches its maximum valk® 535 a Purge of Delta Records MUST take plafer Ahe Purge
the sequence number that was at its maximum vaillueoWover to zero when the next Delta Recordjenerated.

Upon receiving a Delta Record, the DM Server stiadick the sequence number of the record and dpplghtanges to its
DM Tree respectively only if the sequence numbehefreceived Delta Record is sequential. A Dekad®d received by a
DM Server with a duplicate sequence number SHALIdisearded. Delta Records received out of sequientiee DM
Server may be held pending arrival of the missiegtdRecord(s).

The <x>/DeltaRec/RecordsInfo/SeqInfo/<x>/SeqNunbaf node may be read by the DM Server to deterithieesequence
number of the last Delta Record available or regzbto the DM Server. For example if the DM Setvas received a Delta
Record with sequence number 1436, and it then seneiguest to the DM Client to retrieve the valtieeaf node
SegNumber, and the value returned is 1440, the BMeB can calculate that four new Delta Recordarde DM Client
related to itself and have not yet been delivelfetthe value of SeqNumber was returned as 1436DteServer would
know there are no new Delta Records on the Cledated to itself.

If a given DM Server’s account information is deltfrom the DM Client then any Delta Records whielve not been
uploaded to the deleted DM Server will be removedhe DM Client. Entries for the deleted DM Sereecurring in
<x>/DeltaRec/Recordsinfo/Seqlnfo/<x> will be remdve

9.8 Threshold Value Settings

The setting of <x>/DeltaRec/Thresholds/MaxRecomi$ ex>/DeltaRec/Thresholds/MaxMemory values aresigeo the
configuration of the Client device hardware. The Bkrver normally would have information about tHie@ device
configuration by using the manufacturer name andehtype to determine values for these paramdBernsdue to variations
of hardware configurations a DM Client may have lthst information regarding available resourcea device and may
also set these parameters.

The purpose of setting these threshold valueslimibthe amount of resources, primarily RAM, cansed by the presence
of Delta Records. The Delta Record function isnidixd to run completely transparent to the userhad no perceivable
impact on the users’ operation of the device. Wtk in mind the threshold values should be setltw for the
accumulation of Delta Records to an amount whiaksdwt slow down the device operation.

The setting of threshold values which are too laWhave the effect of sending Delta Records to Bktvers too frequently
generating unnecessary over the air transmissgetsng the values to zero will cause a Delta R&tobe sent each time it
is created leaving no records stored on the deVicese value settings should be avoided.

The threshold parameters MaxRecords and MaxMenamyork together and also independently. The dizelelta
Record is normally under 100 bytes of data, altiosmme exceptions may exist. Therefore setting Maigry to be the
product of 100 x MaxRecords would have both parameeserving approximately the same amount of mgnio set only
one threshold parameter and not use the other pseathe unused parameter may be set to -1. Asanme MaxMemory
is set to 100 kilobytes (approximately 1000 Delec&ds) the MaxRecords parameter is set to -1efiver when 100
kilobytes is exceeded the DM Client will Purge @eRecords from the device.

It is also possible to leave the setting of thésesholds to the management of the DM Client. Byiplg a -1 in the
threshold value for both MaxMemory and MaxRecotasDM Client will police the resources used by Békecords. In
this case the amount of resources consumed by Reltards is implementation dependant.
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The following table summarizes the above discussion

Threshold| MaxMemory MaxRecords Notes

Value

-1 Do not use this parameter in Do not use this parametern When both parameters are set to -1 the PM
resource calculations in resource calculations | Client determines resource usage levels

0 Delta Record sent to DM Delta Record sent to DM | Not recommended due to high bandwidth
server upon creation Server upon creation usage

N>0 Purge Delta Records when | Purge Delta Records whenN should be a number allowing
amount of memory consumednumber of records exceedsaccumulation of Delta Records on the
exceeds N Kilobytes N Client

9.9 Results Reporting

An Exec command may be invoked by a DM Server on a DMrElgeipporting the Delta Record Enabler to execoteal
the operations; Start, Stop, Purge and Query. Tdtassof theexec command invocation is reported back to the DM 8erv
as a Response Status Code 8tatus message associated with veec command and MUST be sent to the invoking
DM Server.

The Delta Record Enabler uses teneric Alert mechanism defined in [DMPRO] section 8.7 Genetiert&o
asynchronously send Delta Records to the DM SenkachGeneric Alert message MUST contain a Response Status
Code sent as an integer value in the Item/Dataeié of theGeneric Alert message.

The Response Status Codes for the Delta Recordétidb)ST be one of the values defined below sergramteger value.

Status Code Meaning Usage

1200 Successful Successful - The Request has Sietee

1201-1299 Success — Reserved for DelteReserved for reporting Success of a requested Beltard
Record operation.

1400 Operation Failed The request to execute aRdtord operation failed.

1401 Not authorized The server is not authorizezbtaduct this operation.

1402 Not Implemented The device does not suppentahuested operation.

1403-1499 Failure - Reserved for Delta| Reserved for reporting Failure of requested Dettadrd
Record operation.

Table 1 — Delta Record Response Status Codes

9.10 Alert Types

The following alert types are defined for use by Belta Record Enabler:
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e urn:oma:at:oma-deltarec:1.0:Records. This ale igpised to report Delta Records to a DM ServerGeneric
Alert ;

e urn:oma:at.oma-deltarec:1.0:Status. This alert tgpesed in &eneric Alert to report the operational status
of the Delta Record Enabler as it is indicatechie £x>/DeltaRec/Status leaf node, and;

* urn:oma:at.oma-deltarec:1.0:OperationStatus. Tlei$ fype is used in &eneric Alert to report the status of
anExec command invoked by a DM Server on a DM Client.
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10.Release Information

10.1 Supporting File Document Listing

Doc Ref | Permanent Document Reference | Description

Supporting Files

[DMDRXSL] OMA-SUP-XSD_DeltaRec_DeltaRecord- | XML Schema describing the Delta Record XML struetur
V1_0-20110927-C

[DMDRMODDF] | OMA-SUP-MO_DeltaRec-V1_0-201109274 Delta Record Device Description File.

C Working file in DM_MO directory:
http://www.openmobilealliance.org/tech/omna/dm_neilBRecMO-
V1_0.ddf

Table 2: Listing of Supporting Documents in DeltaReMO Release

10.2 OMNA Considerations

The OMNA registry maintains the following in the M@gistry:

MO Identifier Description Owner Version| MO DDF MO Spec
urn:oma:mo:oma- | Delta Record MO DM 1.0 DeltaRec-V1_0.ddf OMA-ER-DeltaRec-V1_0
deltarec:1.0 WG 20110927-C
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Appendix A. Change History

A.1 Approved Version History

(Informative)

Reference Date Description
n/a n/a No prior version
A.2 Draft/Candidate Version 1.0 History
Document Identifier Date Sections Description
Draft versions 12 May 2011 All Baseline document as agreed in “OMA-DM-DeltaRecMI-2-0009-
OMA-ER-DeltaRecMO-V1 0 INP_Enabler_Release”Language set to English UK
- Renumbering of figures
Addition of section 10 according to ER template
7,8,9.7 Applied
OMA-DM-DeltaRecM0O-2011-0010R01-CR_SegNum_Clarifioat
19 May 2011 9.3,9.7 Applied
All OMA-DM-DeltaRecM0O-2011-0011R01-CR_Generic_Alert_é¢3x
Language set to English UK
Restored automatic naming field in header
Updated section cross-reference fields
31 May 2011 7,8.2,9.7 Applied
OMA-DM-DeltaRecM0O-2011-0012-CR_SegNum_Fixes
22 Jun 2011 5.1, AppB Applied
OMA-DM-DeltaRecM0O-2011-0013R01-
CR_High_Level_Requirements
OMA-DM-DeltaRecMO-2011-0014R02-CR_SCR_Entries
29Jun 2011 | 2.1,7,8.2, Applied
9.6,10.1, OMA-DM-DeltaRecMO-2011-0015R01-CR_Purge_Text_andRSC
é‘_)z"z;‘é’l' OMA-DM-DeltaRecMO-2011-0016R02-CR_XML_Structures
B.4, App D OMA-DM-DeltaRecMO-2011-0017R02-CR_Authority_ID
(new) OMA-DM-DeltaRecM0O-2011-0018-CR_SeqNumber_Appendix
OMA-DM-DeltaRecM0O-2011-0019-CR_MaxRecords_65535
OMA-DM-DeltaRecM0O-2011-0020-CR_SCR_Updates
OMA-DM-DeltaRecM0O-2011-0022R01-CR_OMNA_Considerato
08 Jul 2011 8.1,8.2, Applied
OMA-DM-DeltaRecM0O-2011-0024R01-CR_SegNum_Structéir_
26 Jul 2011 21,101 Sorting of references in @ygtical order
Update of dates in the supporting files documestitig
11 Aug 2011 7 Applied
OMA-DM-DeltaRecM0O-2011-0028R01-CR_DeltaRecSchema
23 Aug 2011 | 8.1,8.2,9.2, | Applied
9.3,9.4,9.6, | OMA-DM-DeltaRecMO-2011-0025R05-CR_Inclusion_List
97, App € OMA-DM-DeltaRecM0O-2011-0030R01-CR_Revised_MO_Stwet
31 Aug 2011 | 8.2,9.2, App | Applied
B.2,7,7.1, | OMA-DM-DeltaRecMO-2011-0032R02-
2.1, AppE. | CR_Inclusion_List_Clarifications
;é: g:i: g:g: OMA-DM-DeltaRecMO-2011-0033R01-CR_Section_7_revisio
9.6,9.7, 9.4, | OMA-DM-DeltaRecMO-2011-0034R03-CR_Sec_7_to_10_Ueslat
9.9,9.10 OMA-DM-DeltaRecM0O-2011-0035R03-CR_Query_Clarificati
01 Sep 2011 All Updated online during closure review in DM VancauW2F meeting

and as futher agreed by DM by R&A

List of SUP files updated

Normative references sorted in alphabetical order
Renumbering of figures

Language set to English UK
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Document Identifier

Date

Sections

Description

Candidate version
OMA-ER-DeltaRecMO-V1_0

27 Sep 2011

n/a

Status changed to Candidate by TP

Ref #OMA-TP-2011-0339-
INP_DeltaRecMO_1.0_ERP_for_Candidate_approval
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Appendix B.  Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

B.1 SCR for DeltaRec Tree Structure

(Normative)

Item

Function

Reference

Requirement

DeltaRecMO-T-001-M

Use of appropriate
management object
identifier for the
DeltaRec root node

Section 8

DeltaRecMO-T-002-M

Support for Require
nodes under root
node

dSection 8.2

DeltaRecMO-T-003-O

Support for Optiona
nodes

Al Section 8.2

B.2 SCR for DeltaRec Client

Item

Function

Reference

Requirement

DeltaRecMO-C-001-M

The ability to start and
stop the recording of
Delta Records on the
device.

Section 9.3

DeltaRecMO-C-002-M

The ability to purge
Delta Records on the
device.

Section 9.6

DeltaRecMO-C-003-M

The ability to send Delt
Records asynchronously
to the DM Server.

aSection 9.5

DeltaRecMO-C-004-M

A Delta Record SHALL
include the time the
change was made to the
Client DM Tree.

Section 7

DeltaRecMO-C-005-M

A Delta Record SHALL
include information
identifying the authority
which enacted the
change on the Client DM
Tree.

Section 7

DeltaRecMO-C-006-M

A Delta Record SHALL
include a sequence
number from a sequence
number series associate
with each DM Server
managing the device.

Section 7

d

DeltaRecMO-C-007-M

The ability to specify th
maximum number of
Delta Records stored by

eSections 8.2,
9.8

the device.
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DeltaRecMO-C-008-M

The ability to specify th
maximum amount of
device memory used to
store Delta Records.

eSections 8.2,
9.8

DeltaRecMO-C-009-M

Delta Records SHALL
be purged once the
maximum number of
allowed Delta Records
(as specified in
<x>/DeltaRec/Threshold
s/MaxRecords) stored b
the device is exceeded.

Section 9.6

<

DeltaRecMO-C-010-M

Delta Records SHALL
be purged once the
maximum amount of
device memory used to
store Delta Records (as
specified in
<x>/DeltaRec/Threshold
s/MaxMemory) is
exceeded.

Section 9.6

DeltaRecMO-C-011-M

Each Delta Record is
only sent to those DM
Server(s) which have
ACL permission to read
the modified target DM
Tree element.

Section 9.1

DeltaRecMO-C-012-M

Report a change to the
Delta Records recording
status (as indicated in
<x>/DeltaRec/Recording
/Status) to all DM
Servers, using a Generig
Alert.

Section 9.3

DeltaRecMO-C-011-M

The ability to retransmi
purged Delta Records to
a DM Server if an initial
transmission is
unsuccessful.

Section 9.6

DeltaRecMO-C-012-M

The ability to retransmi
purged Delta Records tg
a DM Server if an initial
transmission is
unsuccessful until the
expiry of timer
<x>/DeltaRec/Threshold
s/MaxTime..

Section 9.6

DeltaRecMO-C-13-M

The ability to generate
Delta Records only for
the parts of the DM Tree
identified in the
<x>/DeltaRec/InclusionL
ist/<x>/ SubtreeURI

Section 9.2

entries.
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B.3 SCR for DeltaRec Server

Iltem Function Reference Requirement
DeltaRecMO-S-001-O Start and stop the Section 9.3
recording of Delta
Records on the device.

DeltaRecMO-S-002-O The ability to purge Section 9.6
Delta Records on the
device.

DeltaRecMO-S-003-O Ability to retrieve Delta] Section 9.4
Records from the device.

DeltaRecMO-S-004-O Use sequence numbersSection 9.7
contained in the DM
Client
<x>/DeltaRec/Records/[
MSRecordsSequence/S
gNumber, to determine
whether all Delta
Records have been

11}

received.
B.4 SCR for DeltaRec System
Iltem Function Reference Requirement
DeltaRecMO-SYS-0014{ Record changes applied Sections 4, 9.2
M to a Client DM Tree.
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Appendix C. Best Practices for Delta Record Functions (Informative)

In order that Delta Records do not accumulate orohile device indefinitely, it is recommended tBM Servers
periodically retrieve Delta Records from a DM Cli@amd use those records to update (synchronize)Div Tree. Once the
update is successful the DM Server should sendranzmnd to the DM Client to purge all records.

The DM Client should send all Delta Records tortappropriate DM Servers before purging Delta Résor

The purpose of the InclusionList is to allow fordes and leafs which are of particular intereshe&o@M Server to be
identified. The InclusionList can also be usedxclede parts of the DM Tree which may have frequr@nges, such as
those used to collect statistics in the Diagnaatid Monitoring MO since it is not the purpose af telta Record MO to
generate Delta Records for parts of the DM Treeclwvbhange frequently such as statistics counters.
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Appendix D.

Delta Record Sequence Numbers

(Informative)

Sequence Numbers are associated with a specifiSBiMer and will increment continuously from 0 tQ9&5 then reset to
0 after 65,535. Sequence Numbers for different Dévw&rs will be maintained, and the Sequence Nunfbeiadividual
DM Servers may not be the same, since some Deltars will apply to some DM Servers and not tecttdue to
different ACL configurations. When the Sequence Wanfor a specific DM Server reaches its maximumeaf 65,535,
the DM Client must perform a Purge of all Delta &s. The Sequence Number for DM Servers that hateeached the
maximum value will not be set to zero until thegiak the maximum value. The following diagram ilfasts the above;

Time Sequence Numbers Number of Delta Records étmrehe Client
DM Server A | DM Server B DM Server C

TO 65532 20000 65533 0 (a Purge had just been authall Delta
Records have been deleted from the Client)

T1 65533 20001 65533 1 (a new Delta Record is aduléuetClient
which applies to DMS A & B)

T2 65534 20002 65533 2 (a new Delta Record is adddtkt€lient for
DMS A & B)

T3 65535 20003 65534 3 (a new Delta Record is adddukt&lient for
DMS A, B &C)

T4 0 (All Delta Records are sent to the appropriate

Purgeall Delta DM Servers, three to A & B and one for C)

Records

T5 0 20004 65534 1 (a new Delta Record is added foSDAW& B)

T6 1 20005 65535 2 (a new Delta Record is added foSDAIB &
C)

T7 0 (All Delta Records sent to the appropriate DM

Purgeall Delta Servers, two for A & B and one for C)

Records

T8 2 20006 0 1 (a new Delta Record added for DMS &, B)

T9 3 20007 1 2 (a new Delta Record added for DMS, A% B

C)
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Appendix E.  Delta Record Data Elements

(Informative)

The following figure is an example data structurewing the relationship of Delta Record data eleismen

—(Recnrd ]——( Timest atnp ]

— DMServerInfo

ServerID |

— AuthoricyID |

— Change Type ]

SegManber

— ModeInfo

H{Value ]

Figure E.1 Example Delta Record Data Structure

NodehCL

The above diagram is a graphical representati@ndafta structure to store Delta Record data oneatCGind is only for
illustrative purposes. Delta Records are not pltti@ DM Tree and are not stored as a managedtobjetta Record data
sent to the DM Server will be sent in the Data p&Generic Alert in CDATA escaped XML format.

Each change made to a Client DM Tree that is tedm as a Delta Record will need to have informmagitored on the Client

which would include;

» the time of the change,

» the identifiers for DM Server(s) that have authoti see the changed data in the DM Tree indichyetthe ACL of

the change node or leaf in the DM Tree,
» aDelta Record sequence number associated to edc®ebver,
» the identity of the entity that made the change,

» the element in the DM Tree that was changed,

» the access rights to that DM Tree node that wasgdth This is used to determine which DM Serverg raeeive

the Delta Record, and

» the new value of the changed element, if applicable
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