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1. Scope

The scope of OMA Download is procedures for making the downloading of media objects from the Web easy and
reliable, and possibleto charge for. Also in the scope of OMA Download is the ability to preview media objects and to
prevent downloaded content from being forwarded (copied) to other users. Preview and copy protection are part of
Digital Rights Management (DRM). A complete DRM technology is, however, not in scope of OMA Download. These
basic DRM features - preview and copy protection - are included because of the urgency to deploy a standardised
solution.

0O 2002, Open Mobile Alliance, Ltd.
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3. Terminology and Conventions

3.1. Conventions

All sectionsin this document are informative.

Defined terms (section 3.2) are written initalic in the following way:
The download server isaWeb server.

Notes are written in the following way:
Note: A note to the reader.

Editorial notes are written in the following way:

| Ed’s note: Thisisanote from the editor and will be removed before publication.

3.2. Definitions

Discovery application
A user agent in the device that discovers media objects on behalf of the user.

Download agent
A user agent in the device responsible for downloading a media object described by a download
descriptor.

Download descriptor
M etadata about a media object and instructions to the download agent for how to download it.

Download server
A Web server hosting media objects available for download. May be the same physical server asthe
presentation server.

DRM Agent
A user agent in the device that enforces DRM rights for media objects on the device.

DRM Packager
A program that packages media objectsinto DRM format.

DRM Message
A message containing an optional rights object and a media object.
M edia obj ect
A resource on aWeb server that can be downloaded.
Note: Background pictures, ring tones, themes, games, music, and audio and video streams are
collectively referred to asmedia objects.
Mediatype

A MIME mediatype [RFC2046].

MIDlet Download
Refers to the Java 2 Micro Edition (J2ME) Mobile Internet Device Profile Over-the-Air User
Initiated Provisioning Recommended Practises. This defines the method of downloading and
managing the lifecycle of J2ME applications, referred to as MIDlets.

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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Presentation server
A Web server presenting adownload service to the user. May be the same physical server asthe

download server.
Note: Thismay be aWeb “portal” or a Web site dedicated to mobile downloading, for example.

Rights
Permissions and constraints defining under which circumstances access is granted a media object.

Rights object
Aninstance of arightslanguage document, with one or many rights expressions.

Statusreport server
A Web server accepting status reports from the download agent.

3.3. Abbreviations

BLOB Binary Large Object

DRM Digital Rights Management

HTML Hyper Text Markup Language

HTTP Hypertext Transfer Protocol

MIDlet Java™ MIDP program

MIDP Mobile Information Device Profile
MIME Multipurpose Internet Mail Extensions
MMS Multi-Media Messaging Service
OMA Open Mobile Alliance

SMS Short Message Service

WAP Wireless Application Protocol

WML Wireless Markup Language

XHTML Extensible Hyper Text Markup Language
XML Extensible Markup Language

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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4. Introduction

OMA Download consists of two broad categories of functionality:
Download - to download media objectsto a device.
Digital Rights Management (DRM) - to control the usage of media objects on the device.

The following sections describe Download and DRM in more detail. The final section provides an overview of the
OMA Download specification suite.

4.1. OMA Download

OMA Download is based on two already existing and successful download services: Basic HTTP Download and
MIDlet Download. These services are described in Appendix A.

The purpose of OMA Download isto provide aservice similar to MIDlet Download. The difference between MIDlet
Download and OMA Download isthat OMA Download is not designed specifically for the downloading of Java™
MIDlets, or any other specific mediatype - OMA Download is ageneral download framework. The similarities
between the two download services permit re-use of server infrastructure and, in the device, to the extent possible, make
the download of general media objects not significantly different from the download of anew MIDIlet. Consistency isa
basis for agood user experience. OMA Download does not, however, imitate MIDlet Download exactly in all technical
details. But to the users downloading media objects to the device and to the content providers publishing media objects,
MIDlet Download and OMA Download are very similar.

OMA Download can download any type of media object. The typical media object targeted by OMA Download is
downloaded and stored persistently in the device, in order to personalise the device or enhance its functionality. Ring-
tones, background images, and Java™ MIDlets are media types used for this purpose.

OMA Download, just like MIDlet Download, extends Basic HTTP Download with two additional steps:

1. Before download, adescription of the media object is downloaded. The description isasmall file, the download
descriptor, containing metadata about the media object and instructions to the download agent in the device, how
to download the media object.

The media object is downloaded using standard Basic HTTP Download.

2. After download, astatusreport is posted to a Web site, indicating the outcome of the download. The user can be
directed to a Web location provided in the download descriptor.

Some media types have specific requirements on the downloading procedure. To download a description of amusic-
stream (that can be used to trigger a streaming session) requires specific functionality not required to download aring-
tone. For thisreason, it is possible to extend the general download framework with media type specific behaviour.

4.1.1. Media Type Specific Extensions

The download descriptor contains general metadata that is useful for all types of media. In some cases- such as
MIDlets and media streams-the general metadata is not sufficient, and media type specific metadata must be added.

Extensions can be made to the download descriptor by defining the extension datain a separate namespace. That way,
extension names will not collide with the standard metadata. The extensions can be used to trigger additional stepsin
the download procedure.

An example of how the download descriptor can be extended is available in [OTA].

4.1.2. Benefits of OMA Download

For the content provider and operator, the main benefits of OMA Download over standard Basic HTTP Download are:

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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The download is confirmed, with the status report posted to the network after the download. It can be used for
monitoring the quality of the service, and as the basis for billing.

A description of the downloadable media objects can be published on the presentation server in a format
independent of the presentation language - XHTML, WML, HTML etc. - supported by the devices downloading
the media objects. The content provider creating the media objects just needs to publish the download descriptors
onitsWeb site, the front-end of the download service can be provided by someone else; for example, a special
download Web site with media objects from many different content providers.

The user can be directed to a Web location provided in the download descriptor.

For the user, the main benefits of OMA Download are (depending on to what extent the device takes advantage of the
OMA Download features):

The probability of downloading a media object that the device cannot support is minimised, capability checks are
made in the device just before the download starts.. The user is prevented from downloading things that do not
work well in the device.

The user is given achance to confirm the download based on information in the download descriptor and the
device' s capabilities; “How much room do | have |eft for other objects after having downloaded this one?’

The download descriptor isthe basis for afamiliar “download user interface” in the device, a sequence of user
interactions that are independent of Web sites and networks.

The media object metadatain the download descriptor can be stored in the device and be made available in the user
interface as“properties’ (name, vendor, type, Info-URL, etc.) of the media object.

And finally, the concept of adescriptor containing metadata about media objects, Web resources, is extensible to other
use cases than downl oad.

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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4.2. OMA Digital Rights Management

Thereisaneed for content providers and operators to control the usage of downloaded media objects. Download isthe
means by which media object is delivered to the device, whereas Digital Rights Management (DRM) is the means to
control the usage of media object once it has been downloaded.

DRM enables content providersto define rights for media objects. It is possible to associate different rightswith a
single media object. Different rights may have different prices. A content provider can grant a user therightsto preview
media objects for free and charge the user only for the full usage rights. DRM makes it possible to sell therightsto use
the media object, rather than selling the media objectsitself. Therights are expressed using arights language that is an
XML application. An instance of the rights language, expressed as an XML document, is called a rights object. When a
media object is distributed in encrypted form, the key is with the rights object. Thustherightsare required in order to
use the media object.

Here are some examples of rights supported by OMA DRM:
Theright to play, display, or execute a media object.

Theright to play, display, or execute a media object alimited number of times. (By setting the number of times an
object can be used to one, a“preview” right is defined.)

OMA DRM usesthe following DRM components, found in most DRM systems:

Rights Expression Language. Used to expressrights and constraints governing the usage of the media object on
the device.

Content format. For usage in the DRM system. This comprises encryption of media objects using keysand a
specified algorithm. Where no protection is deemed necessary, media objects may also be packaged as plaintext. A
tool, the DRM packager, is used on the server to package media objectsinto the DRM format.

M etadata. Data about the media object used to: (a) identify content (a URI [RFC2396]); and (b) help the user
understand what the media object actually is (descriptive metadata). M edia objectsbecome part of the DRM system
by optionally encrypting and packaging the media object into a DRM package.

OMA DRM has alow level of application level security. A secure DRM technology, including strong trust between the
devices and content providers, isnot in the scope of OMA DRM. Transport level security (WTLS and TLS) can be used
to secure the transport of media objects between the user's device and aserver. In DRM, however, sincethe user isa
potential attacker — making illegal copies, etc. —transport security aloneis not sufficient.

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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4.3. The OMA Download Documents

This document, the OMA Download Architecture document, specifies the overall architecture of OMA Download, the
components from which the system is built and the interaction amongst those conponents. Protocols and formats are
not specified in this document. Here is an overview of the OMA Download suite of specifications.

Download

Overall
Architecture

OMA
Download
Architecture
[ARCH]

Download
OTA
[OTA]

DRM
‘— Digital Rights DRM =
Rights Expression Content
Management Language Format
[DRM] [DRMREL] [DRMCF]

Figure 1 Documents Overview.

The other documents of the OMA Download specification suite are:

Download OTA [OTA]

The procedure for downloading content using a download descriptor, and the definition of the
download descriptor.

Digital Rights Management [DRM]
An extension to the downloading procedure, downloading of protected media objects.

Rights Expression Language [DRMREL]
The DRM rights language used by OMA.

DRM Content Format [DRMCF]
Content formats for transporting protected media objects.

0O 2002, Open Mobile Alliance, Ltd.
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5. System Overview

This section defines the architecture of the OMA Download system, including the DRM parts. It defines logical entities
in the network and the device that are part of the system. The interaction between the entities, application level
protocols and data formats, is defined elsewhere in the OMA Download specifications [OTA] [DRM] [DRMREL]
[DRMCH].

5.1. Data Model

This section defines the types of data used by the OMA Download system and the rel ationships between the data.

From the perspective of the OMA Download system, a media object is nothing but an opaque object, aBLOB. There
are, however, some basic requirements on media objects. A downloadable media object islocated on the Web using a
URL (e.g. “http://example.org/image001.gif”) and isidentified using a URI (e.g. “doi:10.1444/example-02-02" or
“http://example.org/image001.gif").

The download descriptor contains the following: M etadata about the media object; exactly one URL of the media
object to be downloaded; and zero or one URL (theinstalINotify URI) to which a status report should be posted. The
download descriptor must know exactly what media object it is associated with, that iswhy it contains the URL of the
media object (it also explains the arrow on the association in the diagram). If the media object is moved to another
URL, the download descriptor must be updated. The media object itself, however, has no knowledge of what download
descriptor it isassociated with.

The DRM content format contains protected media objects. The rights object contain exactly one reference (the
Content-1D URI) to the media object for which the rights apply. The content 1D should be globally unique.

The DRM Message is used to encapsul ate rights object and a DRM content format in one entity.

Download DRM

Download 0.* 1 | Media object | ; DRM Content | ; DRM
descriptor Format Message

URL

1 Content-1D

0.1 | Install-Notify o | Rights object | 1
; URL
Status
Report

In the diagram, multiplicity isindicated with“0”, “1”, and “*” and direction is indicated with an arrow. Inthe
relationship between the download descriptor and the media object, there can be exactly one (*1") media object for
each descriptor, but zero or many (“0..*”) download descriptors for each object. The direction of the relationship
between the download descriptor and the media object indicates that the download descriptor must have a“pointer”
(URL) to the media object.

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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5.2. Network Entities

This section defines the network entities of the OMA Download system. These are logical entities and need not
represent physical network nodes (servers, etc).

The User discovers media objects on the Web by using a Web browser or an application specifically created for one
type of media. A picture editor may discover pictures, a melody composer may discover melodies, and an application
manager may discover applications (e.g. games) on dedicated Web sites. And email and MM S messages may contain
Web addresses to media objects available for downloading. These types of applications are collectively referred to asa
discovery application.

The presentation server may be aWeb “portal” operated by the operator or athird party. The download server is
responsible for the download transaction, moving the actual media object from the server to the download agent. The
download descriptor can be located on either the presentation server or the download server. When the discovery
application downloads the download descriptor it launches the download agent that takes over the remaining part of the
downloading. If the media object is protected it has been wrapped into a DRM Container by the DRM packager. The
status report is posted to the Status Report Server. The DRM packager is also responsible for generating the rights.

Note: The presentation server, download server, and status report server may be one and the same
network node, or separate nodes.

In the device, the DRM Agent handles DRM media object.

Device Network
Discovery Presentation
Application Server
Download Download DRM
Agent Server Packager
DRM Status
Agent Report
g Server

To seethe interaction between the entities, the use cases in section 6 are useful.

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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6. Download and DRM Use Cases

This section describes the key use cases of OMA Download and DRM.
The use cases are summarized in the following two tables. Each use case supports a set of features.

The download use cases are summarised in the following table.

Feature | Present object Devicechecks User confirms Download from  After download, After download,
metadatato user objectsizeand  beforedownload standard HTTP post status redirect user to
beforedownload type before starts server report to specified URL
Usecase starts download specified URL
DL-1: Yes. Yes Yes. Yes No. No.
HTTP Download

ContentinWeb  Based on Depending on

page. XHTML link Web page design.

attributes®.

DL-2: Yes. Yes. No. Yes Yes. Yes.
OMA Download,
combined Dataindownload Basedon Unlessasin
descriptor and descriptor. XHTML link DL-1.
object attributes.
DL-3: Yes. Yes Yes. Yes Yes. Yes.
OMA Download,
separate descriptor | Dataindownload Based download
and object descriptor. descriptor

The DRM use cases are summarised in the following table:

Feature | Specify that an Specify usage Distribute Download an Download an
object may not be rightsfor an object encrypted objects  object with its encrypted object,
copied from one usagerights get usagerights

Usecase device to another and key separ ately
DRM-1: Yes No No No No

Forwar d-lock

DRM-2: Yes Yes No Yes No
Combined delivery

DRM-3: Yes Yes Yes No Yes
Separate delivery

The OMA Download use cases are specified at low level in [OTA] and the DRM use cases in [DRM].

L A relevant XHTML link attribute [WAP280] is “type”, to indicate the media type of the link target. For example:
<a href="anObject.ext” type="imge/gif”>Downl oad i mage</a>

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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6.1. Basic Download Use Case

The Basic Download use case is a standard HT TP transaction, exactly as used on the Web today. It is not defined by
OMA Download, but documented here because it is used by the OMA Download use cases.

6.1.1. Use Case DL-1: HTTP Download

User initiates download of a media object from an HTTP server (on the Web) to an HTTP client (in the device) by using
one HTTP GET request and response.

When this use case starts, the media object to be downloaded must be available on an “http” URL and the URL must
also beavailable in the device to the User (e.g. asalink in aWeb page).

When this case ends, if the main scenario is completed, the media object is available in the device.
Main scenario:

1. Userinitiatesa GET request to the URL - by selecting alink in aWeb page, for example.

2. Client sends GET request to the server and waits for a response.

3. Server serves up the requested resource, the media object, and sends GET response back to Client.
4. Client accepts GET response, with the HTTP headers and the data, from the server.

Extensions:

3a. Server uses UAProf or the request headers (e.g. “ Accept”, “User-agent”, “UAProf”) to select an appropriate
variant of the response.

4a. If the mediatype (in the “ Content-type” header) is not supported, the Client closes the network connection and the
server times-out.

4b. If thesize (in the “Content-length” header) istoo big, the Client closes the network connection and the server
times-out.

More information about usage of standard HTTP for download is available in Appendix A.

0O 2002, Open Mobile Alliance, Ltd.
All rights reserved
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6.2. OMA Download Use Cases

The OMA Download use cases extends the Basic HTTP Download use case by using a download descriptor. For the
sake of brevity, only the extensionsto the Basic HTTP Download use case are indicated in the following OMA
Download use cases.

6.2.1. Use Case DL-2: Combined Descriptor and Media Object

A media object and adownload descriptor is downloaded from an HTTP server by using one GET request and
response. Because the media object and the download descriptor are both delivered together, the user is unable to
confirm the download before the delivery of the media object. Optionally, a status report is posted to a URL specified in
the download descriptor.

When this use case starts, the media object and the corresponding download descriptor is packaged into one multipart
entity available on an “http” URL, the URL must also be available in the device to the User (e.g. asalink in aWeb
page).

When this case ends, if the main scenario is completed, the media object is available inthe device.

Main scenario:

1. Userinitiatesa GET request to the URL - by selecting alink in aWeb page, for example.
2. Client sends GET request to the server and waits for aresponse.

3. Server serves up the requested resource, the multipart with the media object and the download descriptor, and
sends GET response back to Client.

4. Client accepts GET response, with the HTTP headers and the data, from the server.
5. Theinformation in the download descriptor is presented to the User.
6. The media object is made available to the User (e.g. saved on the filesystem).

Extensions:5b. If the download descriptor indicates that a status report shall be posted, a status report is posted to
the specified URL.
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6.2.2. Use Case DL-3: Separate Descriptor and Media Object

A media object and adownload descriptor is downloaded from an HTTP server by using two GET request and
response. The user is ableto confirm the download based on pre-download capability checksin the device, and viaa
device specific download user interface. Optionally, a status report is posted to a URL specified in the download
descriptor.When this use case starts, the media object and download descriptor are available on two separate “ http”
URLSs, the download descriptor URL must also be available in the device to the User (e.g. asalink in aWeb page). The
media object URL is availablein the download descriptor.

When this case ends, if the main scenario is completed, the media object is available in the device.

Main scenario:

1. Userinitiatesa GET request to the URL - by selecting alink in aWeb page, for example.
Client sends GET request to the server and waits for aresponse.

Server serves up the requested resource, the download descriptor, and sends GET response back to Client.

A N

Client accepts GET response, with the HT TP headers and the data, from the server.

5. Theinformation in the download descriptor is analysed by the device (capability checks) and User isgiven a
chance to confirm the download.

6. HTTP Download is used to deliver the media object.
7. The media object is made available to the User (e.g. saved on the filesystem).
Extensions:

6b. If the download descriptor indicates that a status report shall be posted, a status report is posted to
the specified URL.
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6.3. DRM Use Cases

The DRM use cases are an extension to the OMA Download use cases. Theideain OMA Download isto deliver bitsto
the device, regardless whether the bits are DRM protected or not. DRM isindependent of the download; it governsthe
control of the media object once it has been delivered to the device.

The DRM use case adds one step before download: the DRM packaging of the media object, statically or dynamically.
And one step after the media object has been downloaded to the device; enforcement of the DRM usagerights.

6.3.1. Use Case DRM-1: Forward-lock

A media object is marked as “forward-lock” and published on an HTTP server (on the Web), from whichan HTTP
client (in the device) by using one HTTP GET request and response downloads it.

When this case ends, if the main scenario is completed, the media object is available in the device. It can be used, but it
cannot be copied to another device.

Main scenario:

1. TheContent Provider, using aDRM Packager, packages the media object into one DRM Messageand makes the
URL available to the device (e.g. by publishing it on a\Web page).

2. HTTPDownload or OMA Download isused to deliver the DRM Message.

3. TheUser isusing the media object. The DRM agent ensures that the media object is not copied to another device,
vialrDA or Bluetooth, or sent from the devicein anMMS or email.

Extensions:

None.
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6.3.2. Use Case DRM-2: Combined Delivery

A protected media object, together with the corresponding rights object, is downloaded from an HTTP server.

When this case ends, if the main scenario is completed, the media object isavailable in the device. It can be used only
according to the granted usage rights.

Main scenario:

1. The Content Provider, using aDRM Packager, packages the media object and the rights object into one DRM
Message. The DRM Message is made available to the device (e.g. by publishing it on aWeb page).

2. HTTPDownload or OMA Download is used to download the DRM Message (media object + rights object).

3. TheUser isusing the media object. The DRM agent ensures that the media object is used according to the rights.
Extensions:

None.
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6.3.3. Use Case DRM-3: Separate Delivery (Push)

A protected media object is downloaded from an HTTP server. Later, the corresponding rights object is delivered to the
deviceviaWAP Push (e.g. over SMS).

When this case ends, if the main scenario is completed, the media object is available in the device. It can be used only
according to the granted usage rights.

Main scenario:

1. The Content Provider, using aDRM Packager, packages the encrypted media object into aDRM Content format.
The key to decrypt the media object is put into the rights object. The DRM Content format URL is made available
to the device (e.g. by publishing it on aWeb page). The rights object is not available to the device.

2. HTTPDownload or OMA Download is used to deliver the DRM Content format.

3. TheUser waitsfor the rights object to be delivered viaa WAP Push message from the Content Provider.

Note: If OMA Download was used, the status report could be used as a“trigger” in the network to push the rights
object to the device, after a successful download of the encrypted media object.

4. The media object isdecrypted using the key from therights.

5. The User isusing the media object. The DRM agent ensures that the media object is used according to therights.

Extensions:

None.
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Appendix A. HTTP and MIDP Download

OMA Download is based on HTTP and MIDP Download. These technologies are explained in this section.

Basic HTTP Download

Today low-value media objects are downloaded with the standard Web protocol, HTTP [RFC2616], or the binary WAP
variant, W SP [WAP230]. This basic download service transfers media objects from the Web to the device in one single
network transaction, a GET request and response.

Basic Download is, because nothing more than standard HTTP or WSP is used, certain to be supported by all Web
clients, including all WAP phones. It is exactly the same technology that is used to download Web pages. For many
cases of downloading, Basic Download is sufficient.

Using HTTP for Download

Specifically for downloading, the following standard HT TP features are worth pointing out:

The size of the media object is available to the device in the beginning of the GET response. If the sizeislarger
than what the device can handle, the device can abort the GET response by simply closing the network connection
(letting the server time-out).

If the device knows that a URL is amedia object to be downloaded, it can send a HEAD request before it sends the
GET request. The HEAD response returns the HTTP header information for the media object at the URL, including
the size and mediatype. The header information can be used to determine whether the device will be able to handle
the media object, and ask the user for a confirmation before a GET request is sent to the URL. It would be
inefficient if the device always used the HEAD request before every GET request. So thisis useful only under
certain circumstances; for example, an application on the device dedicated to download large images or if the
deviceis able to use some heuristics’ to determine the purpose of a URL before it is requested.

The server can use the Content-Disposition response header (see [RFC2616] section 19.5.1), to suggest a default
filename, if the media object is saved on afilesystem. (See [RFC2616] section 15.5 for security issues.)

In addition to the features directly related to the transfer of media objects, HT TP enables the following commonly used
services:

Discovery using Web pages; authored in the XHTML Mobile profile WAP298], for example.
Authentication using HTTP authentication [RFC2617].

State management using HTTP “cookies” [WAP223][RFC2965]. To maintain state information (e.g. a session
identifier) between the different “steps’ in the downloading procedure. An alternative, more reliable because users
may disable cookies, isto put the state information into the query -part of the URL.

Transport level security using TLS [RFC2246]. To authenticate the client or the server, and to encrypt media
objects during transport.

2 Oneway by which the device can know that a URL is something that the user would like to download and save on the
deviceisby looking at the “type” attribute on the XHTML anchor element [WAP298].

<a href="anObject.ext” type="imge/gif”>Downl oad i mage</a>

Mediatypes such as*“image/gif” and “application/vnd.sun.j2me.app-descriptor” indicates to the device that the target of
thelink is not just another Web page, but a specific media object that the user potentially want to download and store on
the device. The file extension of the URL could also be used to “guess’ the mediatype, however, much lessreliable
than an attribute specifically intended to specify the mediatype.
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Basic HTTP Download is the basis for MIDlet Download and OM A Download. These services extend Basic Download
with more functionality before and after media object transfer. So Basic Download is a significant part of the MIDlet
Download and OMA Download services.

When is HTTP Insufficient?
The functionality provided by Basic HTTP Download is insufficient in the following situations:

When it isimportant that the device makes capability checks (e.g. memory, mediatype) to make sure it supports
the media object and that the user is given an opportunity to confirm the download based on the results of the
capability checks, before the media object is requested from the server;

When it isimportant that the content provider gets an indication of the outcome of the downloading, after the
media object has been requested from the server.

Standard HTTP isimpractical, in some cases even impossible, to use in these situations. Here iswhy.

Before the media object is transferred from the server, the client does not know its size or mediatype, thus cannot
prevent the downloading of media objects that are too large; expect by abruptly closing the connection while the object
isin transfer and letting the server time-out. Before getting the GET response from the server, the device typically
knows nothing more about the media object than the URL. To alimited extent, HTTP content negotiation (see
[RFC2616]) and UAProf [WAP248] can be used to let the server choose an appropriate variant of the media object. But
the server can have only limited knowledge of the device's capabilities. The device may have megabytes of free
memory, but may be incapable of supporting GIF images larger than 3KB. If the media object takes 80-90% of all free
memory, the user may want to download something different (smaller). With HT TP content negotiation, the server
makes most of the decisions— it is server driven. The need for the user and the device to make decisions before the
actual downloading starts, make HTTP content negotiation insufficient. Another limitation is the lack of confirmation
back to the server, after the download. The HTTP server cannot tell for sure the outcome of the download. Did the
device get the complete media object? Did the user abort the download? Without this knowledge, useful as the basis for
billing and quality assurance, the content provider and the operator has no simple way of finding out which media
objects have been successfully downloaded and which have not.

The HEAD method can be used by the device to request from the server metadata (actually HT TP headers) such as
media type and size about the media object; the same kind of information that is available in the download descriptor. It
isnot practical, however, to always send an HEAD before a GET request is sent to the server. The problem isthat the
device cannot know when a URL is a downloadable media object (and it is appropriate to use the HEAD method), and
when it isanormal Web page (and not appropriate to use the HEAD method).

Java™ MIDlet Download

The downloading of Java™ MIDlets has demonstrated the need for extensions of Basic Download. At least for some
mediatypes, more steps than just media object transfer are needed. The introduction of higher-value and larger-sized
media objects underscores the need for an enhanced downloading service. The popularity of ring-tones, games, themes,
and images, puts more requirements on the overall user experience of upgrading the phone with new media objects, and
the ways by which the operator and content provider can monitor and charge for it.

The Java™ MIDP [MIDP] specification defines one way of downloading MIDletsthat is possible to use asthe basis for
the downloading of other content types. It extends Basic Download by adding two additional steps, one before the
media object transfer and one after. The additional steps are:

Before downloading of the MIDlet, a description of the MIDlet is downloaded. The descriptionisasmall file, the
Java™ Application Descriptor (JAD), containing metadata about the MIDlet and instructionsto the client, the
Java™ Application Manager (JAM), for how to download the MIDlet.

The MIDlet is downloaded using standard Basic HTTP Download.

After downloading the MIDlet, astatus report is posted to a Web site, indicating the outcome of the download.
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With these simple extensionsto Basic Download, MIDlet Download can provide a good downloading experience to the
user and control of the downloading procedure to the content provider.

Because MIDlet Download contains M1DP-specific elements such as MIDP-version, it cannot be fully replaced with a
general download framework, such as OMA Download, that does not have those elements. Since already deployed
MIDlet Download clients will require the continuation of MIDlet Download servers, theintention is not to use OMA
Download as the primary mechanism for MIDlet Download.
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Appendix B. Change History

(Informative)

Typeof Change Date Section Description
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