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1. Scope

This document describes in detail available tesesdor CNPS 1.0
The test cases are split in two categories, cordoo® and interoperability test cases.

The conformance test cases are aimed to verifgdherence to normative requirements describeckitetthnical
specifications.

The interoperability test cases are aimed to vehify implementations of the specifications wortisfactory.

If either conformance or interoperability testsrdi exists at the creation of the test specificatios part should be marked
not available.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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2. References

2.1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requiremesxels”, S. Bradner, March 1997,
URL:http://www.ietf.org/rfc/rfc2119.txt

[CPNS-EVP] “Enabler Validation Plan for Converged Personalviek Service”, OMA-EVP-CPNS-V1_0,
URL :http://www.openmobilealliance.org/

[CPNS-RD] “Converged Personal Network Service Requireme@ggn Mobile Alliance™, OMA-RD-CPNS-V1_0,

URL:http://www.openmobilealliance.org/

2.2 Informative References

[OMADICT] “Dictionary for OMA Specifications”, Version 2.8,@n Mobile Alliance™,
OMA-ORG-Dictionary-V2_8URL:http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”", “SHOULD", “SHOULD NOT",
“RECOMMENDED?”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, arenative, unless they are explicitly indicated toitfermative.

The following numbering scheme is used:

XXX-y.z-con-number where:

XXX Name of enabler, e.g. MMS or Browsing
y.z Version of enabler release, e.g. 1.2 or 1.2.1
‘con’ Indicating this test is a conformance testeca
number Leap number for the test case

Or

XXX-y.z-int-number where:

XXX Name of enabler, e.g. MMS or Browsing
y.z Version of enabler release, e.g. 1.2 or 1.2.1
'int’ Indicating this test is a interoperabilitysiecase
number Leap number for the test case

3.2 Definitions

CPNS Device See [CPNS-RD]

CPNS Entity There are three identified logical entities: PNE,BW and CPNS Server. In the CPNS v1.0, the
CPNS server entity resides in the core networkthad®NE and/or PN GW entity resides in the
CPNS device.

Group Key Encryption Key Key used by PN GW to encrypt Group Key when usirapticast based Group Key delivery
(GKEK) from PN GW to PNE.

Group Key Decryption Key Key used by PNE to decrypt Group Key when usingicast based Group Key delivery from
(GKDK) PN GW to PNE.

Group Owner A PNE which requests creation of the Service Graig granted ownership of the Service
Group by CPNS Server or former Group Owner. lutharized to expel member PNE from a
Service Group, delete a Service Group and passwhership to another PNE.

Mode See [CPNS-RD]
PN Inventory See [CPNS-RD]
Secure Storage A storage that stores the key material (e.g., Ehtiter Key (EUKey), Group Key, protected

Password,...) to protect against unauthorized access

SG Inventory A list of Service Group(s) and the information @rice Group which includes information of
group members.

3.3 Abbreviations

OMA Open Mobile Alliance

CPNS Converged Personal Network Service

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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PR Problem Report
PNE Personal Network Element
PN GW Personal Network Gateway

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction

The purpose of this document is to provide testsésr CPNS Enabler Release 1.0.

The implementation of some features is optionattierClients and/or the Servers in the CPNS Enalilae tests associated
with these optional features are marked as "(Iredu@ptional Features)" in the test specification.

Please refer to [CPNS-EVP] for model details onghabler, items required to perform the test, maitoused and any other
information required to setup and understand thieeievironment.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. CPNS Conformance Test Cases

There are no conformance test cases at this time

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-CPNS-V1_0-20120221-C

Page 12 (65)

6. CPNS Interoperability Test Cases

There are ... interoperability test cases

6.1 Authentication

6.1.1 EUKey assignment to PN GW no secure elementu sage
Test Caseld CPNS-1.0-int-1
Test Object PN GW and CPNS Server

Test Case Description

User Registration and EUKey assignment to PN GWawit external
security

Specification Reference

[TS_Core] section 7.3.1; 6.3.3

SCR Reference CPNS-EKA-007-C-O, CPNS-MA-C-003-O, CPNS-EKA-S-004CPNS-
MA-S-002-O

ETR Reference AU-006, AU-001

Tool None

Test code None

Preconditions

» The PN GW does not use any secure element witinptalled keys;
* The PN GW has Ul capable to insert UserID and Passw
o State:

0 User is already register by other mechanism

0 CPNS service is not started

Test Procedure

User initiates the CPNS service at the PN GW

User enters his UserID and Password in PN GW
User requests EUKey assignment;

PN GW sends EUKeyAssginmentRequest message;

CPNS Server create EUKey and store it with the RMIG and User
ID of current user of the PN GW

CPNS Server sends EUKeyAssignmentResponse message
7. PN GW stores the EUKey

8. PN GW sends the ConnectRequest to the CPNS SeitvePN GW
ID and random_PN GW,

9. CPNS Server replies with AuthenticateRequest mesaét
random_server ;

10. PN GW creates Session Key and replies with AutbetédResponse
message with PN GW ID and hash_PN GW;

11. CPNS Server creates the Session Key and repliasivat
ConnectResponse message to the PN GW with the $ersler

oS> @™ E

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Pass-Criteria 1. The CPNS server generates the EUKey, store it ciyrand return it
to the PN GW

2. The PN GW receives the EUKey and stores it

3. The PN GW successfully authenticates the CPNS Sana:vice-
versa

Table 1: Test Information for CPNS-1.0-int-1 | nter oper ability Test

6.1.2 Key Assignment for PNE with Ul Capabilities

Test Caseld CPNS-1.0-int-2
Test Object PNE, PN GW and CPNS Server
Test Case Description Key Assignment for PNE with Ul Capabilities

Specification Reference | [TS_Core] section 6.3.1

SCR Reference CPNS-EKA-C-001-0O, CPNS-EKA-C-004-O, CPNS-MA-C-001-®PNS-
MA-C-002-M, CPNS-EKA-S-001-O, CPNS-MA-S-001-M, CPNED-C-
001-M, CPNS-ED-C-002-M

ETR Reference AU-004, CPNSED-001

Tool None

Test code None

Preconditions e The PNE has an Ul capable of entering the UsemidDRassword
o State:

o User is already registered at the CPNS server
o0 The PN GW and CPNS Server were already mutuallyesticated

Test Procedure 1. PNE enters detection range of PN GW;

One of both, PNE or PN GW, sends Entity Discoveegest to the
other;

3. The requesting entity requests user to insert IBand Password;

4. The second entity, PN GW or PNE respectively, espliith Entity
Discovery Response;

5. PNE request the EUKey to the PN GW via a
EUKeyAssignmentRequest message

6. The PN GW relays the EUKeyAssignmentRequest medsate
CPNS Server

7. The CPNS Server authenticates the user, createst@med the EUKey
and sends a EUKeyAssignmentResponse message tf\PN G

8. The PN GW relays the EUKeyAssignmentResponse medsabe
PNE

9. The PNE stores the EUKey

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
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Pass-Criteria 1. PN GW detects PNE
PNE captures the user credentials and forward toethe PN GW

The CPNS server generates the EUKey, store it etodrrit to the
PNE

4. The PNE receives the EUKey and stores it

Table 2: Test Information for CPNS-1.0-int-2 | nter oper ability Test

6.1.3 Key Assignment for PNE w/o Ul Capabilities se  cure PAN

Test Caseld CPNS-1.0-int-3

Test Object PNE, PN GW and CPNS Server

Test Case Description Key Assignment for PNE without Ul Capabilities wheAN is secure
Specification Reference | [TS_Core] section 6.3.2.1

SCR Reference CPNS-EKA-C-002-O, CPNS-EKA-C-005-O, CPNS-EKA-S-002CPNS-
MA-C-001-M, CPNS-MA-C-002-M, CPNS-IPR-C-001-O, CPMNER-S-
001-O, CPNS-MA-5-001-M, CPNS-ED-C-001-M, CPNS-EB02-M

ETR Reference AU-002, AU-005, CPNSED-001

Tool None

Test code None

Preconditions » The PNE has no Ul capability to enter the User mb Bassword
» The PNE and PN GW are on a secure PAN
 State:

0 CPNS User is already registered into the CPNS $erve
o0 The PN GW and CPNS Server were already mutuallyesticated

0 The PNE is already paired and authenticated wghHPiN GW but
still has no information about Entity

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-CPNS-V1_0-20120221-C

Page 15 (65)

Test Procedure

PNE enters detection range of PN GW

One of both, PNE or PN GW, sends Entity Discoveggrest to the
other;

3. The requesting entity requests user to insert and Password;

4. The second entity, PN GW or PNE respectively, esplvith Entity
Discovery Response;

5. CPNS User initiates at the PN GW the PNE EUKey dssient;

6. The PN GW sends ID_PWDRegistrationRequest messklge w
encrypted User ID and Password

7. The CPNS Server responds with ID_PWDRegistratiopBese
message;

8. The PN GW sends the ID & Password Installation RstjiMessage tq
the PNE

9. The PNE stores the received User ID and hash ofpassword on a
Secure Storage in the PNE and sends an ID & PadsR&sponse to
the PN GW with information about how to handling

10. The PN GW sends a EUKeyAssignmentTrigger messatieetBNE

11. The PNE verifies successfully that the triggerastdy the user of the
PNE and sends back the EUKeyAssignmentRequest getséhe
PN GW;

12. The PN GW relays the EUKeyAssignmentRequest medsahe
CPNS Server,;

13. The CPNS verifies the EUKeyAssignmentRequest mesaad
generates the KEK and the PNE EUKey

14. The CPNS Server sends the EUKeyAssignmentResporise PN
GW with handling information, security informati@amd encrypted
PNE EUKey with KEK;

15. The PN GW relays the EUKeyAssignmentResponse megeahe
PNE;

16. The PNE generates the KEK, decrypts the PNE EUKelystores it
on a Secure Storage.

Pass-Criteria 1. The PN GW discovers the PNE or vice-versa

2. The CPNS server stores the User ID and hash ofpassword

3. The CPNS server successfully generate the PNE E@Ke\KEK

4. The PNE stores at a Secure Storage the user-idasfdof the user
password

5. The PNE stores at a Secure Storage the PNE EUKey

Table 3: Test Information for CPNS-1.0-int-3 I nter oper ability Test

6.1.4 Key Assignment for PNE w/o Ul Capabilities no t secure PAN

Test Caseld

CPNS-1.0-int-4

Test Object

PNE, PN GW and CPNS Server

Test Case Description

Key Assignment for PNE without Ul Capabilities wheAN is not secure
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Specification Reference

[TS_Core] section 6.3.2.2

SCR Reference CPNS-EKA-C-003-0O, CPNS-EKA-C-006-O, CPNS-MA-C-001-BPNS-
MA-C-002-M, CPNS-EKA-S-003-O, CPNS-MA-S-001-M, CPNED-C-
001-M, CPNS-ED-C-002-M

ETR Reference AU-005, CPNSED-001

Tool None

Test code None

Preconditions

» The PNE has no Ul capability to enter the User mD Bassword
» The PAN where the PN GW and PNE are is not secure
o State:
0 CPNS User is already registered into the CPNS $erve
0 The PN GW and CPNS Server were already mutuallyesticated

0 The PNE is already paired but not authenticatet thie PN GW
and still has no information about Entity

Test Procedure

PNE enters detection range of PN GW

One of both, PNE or PN GW, sends Entity Discoveegest to the
other;

3. The requesting entity requests user to insert IBand Password;

4. The second entity, PN GW or PNE respectively, esplvith Entity
Discovery Response;

5. CPNS User initiates at the PN GW the PNE EUKey drasient

6. The PN GW relays the EUKeyAssignmentRequest medsate
CPNS Server with CPNS User ID and PNE EntitylD wittshed user
password;

7. The CPNS Server verifies the EUKeyAssignmentReqguesisage
and generates and stores the PNE EUKey or set BfsFRUKeys;

8. The CPNS Server receives the Temporary Key;

9. The CPNS Server sends the EUKeyAssignmentResportie PN
GW with Temporary Key and PNE EUKey or set of PNEWKeys;

10. The PN GW stores Temporary Key and EUKey or s€tNE’s
EUKeys and sends the EUKeyAssignmentNotificatiorssage to the
PNE with PNE’s keys encrypted by PNE’s Temporary; ke

11. The PNE decrypts the EUKey with the Temporary Keg stores the
EUKey securely.

Pass-Criteria

The PN GW successfully detects the PNE or viceavers

The CPNS server successfully generate the PNE ElHéegives the
Temporary Key and stores the EUKey, User ID andtyeHD on the
secure storage;

3. The PN GW stores securely the PNE Temporarily keyRNE’s
EUKeys;

4. The PNE stores at a Secure Storage the PNE EUKey
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Table 4: Test Information for CPNS-1.0-int-4 I nter oper ability Test

6.2 PN Management

6.2.1 PN Establishment

6.2.1.1 PNE Initiated

Test Caseld CPNS-1.0-int-5

Test Object PNE_W/UI, PNE_N/UI, PN GW and CPNS Server
Test Case Description PN Establishment initiated by the PNE
Specification Reference | [TS_Core] section 7.6.1.1, 7.6.1.2

SCR Reference CPNS-PNM-C-001-M, CPNS-PNM-C-002-M, CPNS-PNM-C-0d11 -
CPNS-MA-C-001-M, CPNS-PMETA-C-001-M, CPNS-PMETA-OB
M,CPNS-MA-C-002-M, CPNS-PNM-S-001-M, CPNS-PNM-S-6012
CPNS-PMETA-S-001-M

ETR Reference PNM-001

Tool None

Test code None

Preconditions » PNE_W/UI has Ul, PNE_N/UI has no Ul

» The PNE_N/UI, PNE_W/UI and PN GW are physicallyrpdi
* PAN between PNE_N/UI, PNE_W/UIl and PN GW is notusec
o State:

o User is already register at the CPNS Server

o PN GW is already authenticated on the CPNS Server

0 The Entity Discovery was already made

o0 All devices have already their own EUKey
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Test Procedure

10.

11.

12.

13.

14.

User starts the PN Establishement at PNE_W/UI;

PNE_W/UI sends a PNSetupRequest to the PN GW \eiitd
capabilities and “All” as type of PN Setup and twerect AuthiniData
for authentication;

PN GW sends the PNSetupRequest message to PNE_N/UI;

PNE_N/UI accepts the request and sends the PNSesppRse
message to PN GW with the correct AuthiniData fahantication
purposes;

PN GW creates the PN Inventory with routing talzled sends
PNSetupRequest to the CPNS Server with both Aultata;

CPNS Server creates and ciphers LocalEUKey PNE_\aiidI
TemporaryEUKey PNE_N/Ul and sends one Authentio®exgjuest
message to the PN GW;

PN GW decrypts the Local and Temporary EUKeys bygig own
EUKey and stores them;

PN GW relays in one AuthenticationRequest messagiNE_W/UI
including LocalEUKey encrypted by PNE_W/UI EUKeyteone
AuthenticationRequest message to PNE_N/UI incluttieg
TemporaryEUKey encrypted by PNE_N/UI EUKey, botbliding a
random_PN_GW,;

PNE_W/UI creates a session key from random_PNE and
random_PN_GW and PNE_W/UI EUKey. It also decrypid stores
the LocalEUKey and replies with AuthenticationRasp®message
including the hash value calculated from the PN@R&aguest,
AuthenticationRequest and PNE_W/UI EUKey;

PNE_N/UI creates a session key from random_PNE and
random_PN_GW and PNE_N/UI EUKey. It also decrypid stores
the TemporaryEUKey and replies with Authenticatiesponse
message including the hash value calculated fr@m th
PNSetupRequest, AuthenticationRequest and PNE_EUKey;

PN GW relays one aggregated AuthenticationResporessage to the

CPNS Server;

CPNS Server confirms session key and hash valuesafdh PNE,
register the PN Inventory and sends PNSetupResportke PN GW
with both hash_serverPNE_N/Ul and hash_serverPNBIW/

PN GW stores the PN Inventory locally and sends &bi8Response
message to PNE_WUI and PNEstablishementNotify ngesta
PNE_NUI, each one with the PN Inventory and theeetve hash
server;

Each PNE authenticates the CPNS Server by verifyiagespective
hash_server and stores then and the PN Inventory

D

Pass-Criteria

The CPNS server, the PN GW, PNE_N/UI and PNE_W1tkes
correctly the PN Inventory within each of them.

Table5: Test Information for CPNS-1.0-int-5 | nter oper ability Test
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6.2.1.2 PN GW Initiated

Test Caseld CPNS-1.0-int-6

Test Object PNE, PN GW and CPNS Server

Test Case Description PN Establishment initiated by the PN GW
Specification Reference | [TS_Core] section, 7.6.1.1, 7.6.1.2

SCR Reference CPNS-PNM-C-002-M, CPNS-PNM-C-012-M, CPNS-PMETA-C1od,
CPNS-PMETA-C-002-M, CPNS-PNM-S-001-M, CPNS-PMETAG1-M

ETR Reference PNM-002

Tool None

Test code None

Preconditions e The PNE and PN GW are physically paired;

* PNE has no Ul and its TemporaryEUKey is available
* PAN between PNE and PN GW is not secure
o State:
0 User is already register at the CPNS Server
o PN GW is already authenticated on the CPNS Server
0 The Entity Discovery was already made
o All devices have already their own EUKey
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Test Procedure

User starts the PN Establishement at PN GW,

PN GW sends a PNSetupRequest to the PNE with desjaabiliti
and “All” as type of PN Setup;

3. PNE accepts the request with PNSetupResponse negssBi GW

with the correct AuthlniData for authentication pases;

4. PN GW creates the PN Inventory with routing talaled sends
PNSetupRequest to the CPNS Server;

5. CPNS Server gets TemporaryEUKey and sends it acgohwith within

an AuthenticationRequest message to the PN GW;

6. PN GW decrypts and stores the TemporaryEUKey alagsehe
AuthenticationRequest message to PNE with TempBtai§ey
ciphered with PNE EUKey;

7. PNE creates a session key from random_PNE and marfdld_GW
and PNE EUKey. It also decrypts and stores the DeatpEUKey
and replies with AuthenticationResponse messadedimg the hash
value calculated from the PNSetupRequest, AuthatiticRequest

and PNE EUKey;

8. PN GW relays the AuthenticationResponse messat@tGPNS
Server,

9. CPNS Server calculates session key and server ftvadte PNE,

register the PN Inventory and sends PNSetupResportke PN GW

with hash_serverPNE;
10. PN GW stores the PN Inventory locally and sends

PNEstablishementNotify message to PNE with the RMrtory and

the respective hash server;

11. The PNE authenticates the CPNS Server by checlkisly_Iserver
stores the PN Inventory

es

and

Pass-Criteria

1. The CPNS server, the PN GW and PNE store corrdwyPN
Inventory within each of themselves.

Table 6: Test Information for CPNS-1.0-int-6 | nter oper ability Test

6.2.2 PNE Management

6.2.2.1 PN GW Inviting

Test Caseld

CPNS-1.0-int-7

Test Object

PNE, PN GW and CPNS Server

Test Case Description

PNE Management PN GW inviting

Specification Reference

[TS_Core] section 7.6.2.1

SCR Reference CPNS-PNM-C-005-M, CPNS-PNM-C-014-M, CPNS-PNM-C-0d16-
CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, , CPNS-PMES-
001-M

ETR Reference PNM-002

Tool None

Test code None
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Preconditions » The PNE and PN GW are physically paired,;
* PAN between PNE and PN GW is not secure
o State:
o User is already register at the CPNS Server
o PN GW is already authenticated on the CPNS Server
0 The Entity Discovery was already made
o All devices have already their own EUKey

Test Procedure 1. User triggers at the PN GW the PNE Invitation;
PN GW sends a PNActionRequest to the PNE with Comain2a

3. PNE accepts the request with PNActionResponse messdPN GW
with the correct AuthlniData for authentication pases;

4. PN GW sends PNActionRequest to the CPNS Servertiéth
AuthlniData;

5. CPNS Server gets TemporaryEUKey or generates Lokd&dy
depending of Ul capabilities and sends it ciphevitin an
AuthenticationRequest message to the PN GW to atitiage invited
PNE;

6. PN GW stores LocalEUKey or TemporaryEUKey and faxva
AuthenticationRequest message to PNE includingaandN_GW;,

7. PNE generates session key and send hash valuiiit i
Authentication Response to the PN GW;

8. PN GW creates session key and verifies PNE haste valter it
forwards the Authentication Response to the CPN8eBe

9. CPNS Server verifies the PNE hash value, updageBhinventory
and generates the session key and hash servendd s
PNUpdateResponse to the PN GW;

10. PN GW updates the PN Inventory and send a PNActspBnse to
the PNE

11. PNE verifies the hash server to authenticate thd&&erver and
update the PN inventory

Pass-Criteria 1. The CPNS server, the PN GW and PNE store corrdatiPN
Inventory within each of themselves.

Table 7: Test Information for CPNS-1.0-int-7 | nter oper ability Test

6.2.2.2 PNE Inviting

Test Caseld CPNS-1.0-int-8

Test Object PNE1, PNE2, PN GW and CPNS Server
Test Case Description PNE Management PNE inviting
Specification Reference | [TS_Core] section 7.6.2.1
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SCR Reference CPNS-PNM-C-004-M, CPNS-PNM-C-015-M, CPNS-PNM-C-Qd6-
CPNS-PMETA-C-001-M, CPNS-PMETA-C-002-M, CPNS-PNM382-M,
CPNS-PMETA-S-001-M

ETR Reference PNM-002

Tool None

Test code None

Preconditions

» The PNE1, PNE2 and PN GW are physically paired;
o State:

0 User is already register at the CPNS Server

0 The Entity Discovery was already made

o0 All devices have already their own EUKey

Test Procedure

PNE1 sends PNActionRequest message with Command 2;
PN GW sends a PNActionRequest to the PNE2;

PNEZ2 replies with PNActionResponse message to PN GW
PN GW sends PNUpdateRequest to the CPNS Server;

CPNS Server sends AuthenticationRequest messdjé @W to
authenticate invited PNE2

PN GW forward AuthenticationRequest message to PNE2

7. If PAN not secure perform the local authenticati@tween PN GW
and PNE2 as described in previous test cases

8. PNE2 generates the authentication data using th&ldnd sends
the AuthenticationResponse to the CPNS ServerNi&®/

9. PN GW forwards the Authentication Response to tR&IE Server;

10. PN GW sends PNUpdateNotification to PNE1 includiigE2
information

PNE1 and PNE2 update their own PN inventory

S ®PN E

11.

Pass-Criteria

1. PNE2 is correctly added to the PN by being visdriehe PN
Inventories existing on the PNE1, PNE2, PN GW aRiNS Server

Table 8: Test Information for CPNS-1.0-int-8 | nter oper ability Test

6.2.2.3 PNE Joining
Test Caseld CPNS-1.0-int-9
Test Object PNE, PN GW and CPNS Server

Test Case Description

PNE Management PNE Joining

Specification Reference

[TS_Core] section 7.6.2.2

SCR Reference CPNS-PNM-C-006-M, CPNS-PNM-C-017-M, CPNS-PMETA-C10d,
CPNS-PMETA-C-002-M, CPNS-PNM-S-003-M, CPNS-PMETAGE-M

ETR Reference PNM-002

Tool None
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Test code None
Preconditions » The PNE and PN GW are physically paired,;
 State:

o User is already register at the CPNS Server

o The Entity Discovery was already made and PNE hadist of 1
or more PNs the PN GW belongs to

o All devices have already their own EUKey

Test Procedure 1. User requests PNE join a specific PN by triggersiaeding of
aPNActionRequest message with Command 1 to PN @Wifgling
the target PN;

2. PN GW sends PNUpdateRequest to the CPNS Server;

3. CPNS Server sends AuthenticationRequest messajeé GW to
authenticate invited PNE;

4. PN GW forward AuthenticationRequest message to PNE;

5. If PAN not secure then perform mutual authenticatetween PNE
and PN GW as described in previous test cases;

6. PNE generates the authentication data using thedyldikid sends the
AuthenticationResponse to the CPNS Server via PN GW

7. PN GW forwards the Authentication Response to tR&IE Server;
. CPNS Server updates the PN inventory;

9. CPNS Server sends PNUpdateResponse message & the/P

10. PN GW updates the PN inventory

11. PN GW sends the PNActionResponse message to the PNE

12. PNE updates the PN inventory.

Pass-Criteria 1. PNE is correctly added to the correct PN into theifzentory at the
CPNS Server, PN GW and PNE.

Table 9: Test Information for CPNS-1.0-int-9 | nter oper ability Test

6.2.2.4 PNE Leaving

Test Caseld CPNS-1.0-int-10

Test Object PNE, PN GW and CPNS Server
Test Case Description PNE Management PNE Leaving
Specification Reference | [TS_Core] section 7.6.2.4

SCR Reference CPNS-PNM-C-009-M, CPNS-PNM-C-019-M, CPNS-PMETA-C1od,
CPNS-PMETA-C-002-M, CPNS-PNM-S-005-M, CPNS-PMETAG:-M

ETR Reference PNM-002

Tool None

Test code None
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Preconditions

» The PNE and PN GW are physically paired,;
 State:
0 User is already register to the CPNS Server
o All devices have already their own EUKey

0 PNE is part of a PN and there is no reason fordangiit from
leaving

Test Procedure

User requests at PNE to leave a specific PN

PNE sends PNActionRequest message with Commané&®R BW;
PN GW sends PNUpdateRequest to the CPNS Server;

CPNS Server updates the PN Inventory;

CPNS Server sends PNUpdateResponse message t9 (B&/P
PN GW updates the PN inventory;

PN GW sends PNActionResponse to the PNE;

PNE updated the PN inventory.

© N o ok whPE

Pass-Criteria

1. PNE is correctly removed from the PN inventorytet CPNS Server,
PN GW and PNE

Table 10: Test Information for CPNS-1.0-int-10 I nter oper ability Test

6.2.2.5 PNE Expulsion

Test Caseld

CPNS-1.0-int-11

Test Object

PNE, PN GW and CPNS Server

Test Case Description

PNE Management PNE Expulsion

Specification Reference

[TS_Core] section 7.6.2.3

SCR Reference CPNS-PNM-C-008-M, CPNS-PNM-C-018-M, CPNS-PMETA-C10d,
CPNS-PMETA-C-002-M, CPNS-PNM-S-004-M, CPNS-PMETAG1-M
ETR Reference PNM-002
Tool None
Test code None
Preconditions » The PNE and PN GW are physically paired;
» State:

o User is already register at the CPNS Server
0 All devices have already their own EUKey
o PNE s part of a PN
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Test Procedure

1. User requests PN GW to send PNActionRequest mesgtge
Command 1 to PNE;

PN GW sends PNUpdateRequest to the CPNS Server;
CPNS Server updates the PN Inventory;

CPNS Server sends PNUpdateResponse message t9 (B&/P
PN GW updates the PN inventory;

ok wDN

Pass-Criteria

1. PNE is correctly removed from the PN inventorytet CPNS Server,
and PN GW

Table 11: Test Information for CPNS-1.0-int-11 I nter oper ability Test

6.2.2.6 PN Release
6.2.2.6.1 PN GW Initiated

Test Caseld

CPNS-1.0-int-12

Test Object

PNE, PN GW and CPNS Server

Test Case Description

PN Release PN GW Initiated

Specification Reference

[TS_Core] section 7.6.3

SCR Reference CPNS-PNM-C-010-M, CPNS-PNM-C-020-M, CPNS-PMETA-C1od,
CPNS-PMETA-C-002-M, CPNS-PNM-S-006-M, CPNS-PMETAG1-M
ETR Reference PNM-002
Tool None
Test code None
Preconditions » The PNE and PN GW are physically paired,;
o State:

0 User is already register at the CPNS Server
o0 All devices have already their own EUKey
o0 PNE is part of a PN

Test Procedure

1. User requests at the PN GW to send PNReleaseReqassage to
CPNS Server;

CPNS Server updates the PN Inventory;

CPNS Server sends PNReleaseResponse messag®io G,
PN GW updates the PN inventory;

PN GW sends PN Release Notification to PNE

PNE updates the PN inventory.

o0k~ wN

Pass-Criteria

1. The PN is effectively released and confirmed it weaoved from the
PN inventory on the PN GW, CPNS Server and PNE.
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6.2.2.6.2 PNE Initiated
Test Caseld CPNS-1.0-int-13
Test Object PNE, PN GW and CPNS Server

Table 12: Test Information for CPNS-1.0-int-12 I nter oper ability Test

Test Case Description

PN Release PNE Initiated

Specification Reference

[TS_Core] section 7.6.3

SCR Reference CPNS-PNM-C-010-M, CPNS-PNM-C-020-M, CPNS-PMETA-C1od,
CPNS-PMETA-C-002-M, CPNS-PNM-S-006-M, CPNS-PMETAG1-M
ETR Reference PNM-002
Tool None
Test code None
Preconditions » The PNE and PN GW are physically paired,;
 State:

0 User is already register
o All devices have already EUKey
o PNE is part of a PN

Test Procedure

User requests at PNE to send PNReleaseRequestgadéssaN GW;
PN GW sends PNReleaseRequest message to CPNS; Server
CPNS Server removes PNE from the PN Inventory;

CPNS Server sends PNReleaseResponse messag®io G,

PN GW updates the PN inventory;

PN GW sends PN Release Notification to PNE

PNE updates the PN inventory

No g s~ wDdhE

Pass-Criteria

1. The PN is effectively released and confirmed it weaaoved from the
PN inventory on the PN GW, CPNS Server and PNE.

Table 13: Test Information for CPNS-1.0-int-13 I nter oper ability Test

6.3 Group Management

6.3.1

Service Group creation
Test Caseld CPNS-1.0-int-14
Test Object PNE1, PNE2, PN GW1, PN GW2 and CPNS Server

Test Case Description

Service Group created by PNE with PNE invited

Specification Reference

[TS_Core] section 7.7.1
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SCR Reference CPNS-SGM-C-001-M, CPNS-SGM-C-006-M, CPNS-SMETA-CLEM,
CPNS-SMETA-C-002-M, CPNS-SGM-C-012-M, CPNS-SGM-S-00,
CPNS-SMETA-S-001-M

ETR Reference SGM-001

Tool None

Test code None

Preconditions

» The PNE1 and PN GW1 are members of one PN and RN&EPN

GW2 are members of another PN
State:
o PNEL1 has a list of services available

Test Procedure

Note: There are specific test cases for the Group Key délivery

9.

10.
11.
12.

13.
14.
15.
16.
17.

User chooses a service and requests the create®efvice Group;

PNEL1 creates SG inventory and sends a SGCreatefagassage to
the PN GW1 with PNEID of PNE2;

PN GW1 forwards the request to the CPNS Server;
CPNS Server assigns SGID;

CPNS Server sends SGlInviteRequest to PN GW 2 titidbyward to
PNE2;

PNE2 replies to the PN GW 2 with SGInviteResponse;
PN GW 2 forwards the SGInviteResponse to the CP&S8e8

CPNS Server creates the SG inventory and the Gfeymand
delivers them to the PNE1 and PNE2 via PN GW1 addw?2
respectively;

CPNS Server requests the service and sends thieatitin to the
service provider that a SG was created;

CPNS Server receives the answer frdfrparty service provider;
CPNS Server send SGChangeNotification to PN GW 2

PN GW 2 stores the SG Inventory and forwards theCa@&nge
Notification to PNE2;

PNEZ2 stores the SG Inventory ;

CPNS Server sends the SGCreateResponse to PN GW1,;
PN GW!1 stores the list of PNEs which joined thevier Group;
PN GW1 forwards the SGCreatedResponse to PNE1;
PNEL1 stores on the SG Inventory;

Pass-Criteria

The CPNS server, the PN GW1, PN GW2, PNE1 and Pt&2
correctly the SG Inventory with the 4 entities;

Table 14: Test Information for CPNS-1.0-int-14 I nter oper ability Test

6.3.2  Service Group Invitation

|TestCase|d

| CPNS-1.0-int-15
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Test Object

PNE1, PNE2, PN GW1, PN GW2(optional) and CPNS Serve

Test Case Description

PNEZ2 invited to join PNE1 owned Service Group

Specification Reference

[TS_Core] section 7.7.2.1, 7.7.2.4

SCR Reference CPNS-SGM-C-002-M, CPNS-SGM-C-003-M, CPNS-SGM-C-006
CPNS-SGM-C-008-M, CPNS-SGM-C-016-M, CPNS-SGM-C-04,7-
CPNS-SMETA-C-001-M, CPNS-SMETA-C-002-M, CPNS-SGM3C3-M,
CPNS-SGM-S-002-M, CPNS-SGM-S-005-M, CPNS-SGM-S-M)6-
CPNS-SMETA-S-001-M

ETR Reference SGM-002, SGM-006

Tool None

Test code None

Preconditions

» The PNE1 and PN GW1 are members of one PN. PNEReafthe
same PN or with an optional PN GW2 be members offrean PN.

» State:
o PNE1 owns an existent Service Group
0 PNE2 can be added to the PNE1 SG

Test Procedure

User chooses at PNEL1 to invite PNE2 to his Se@icrip;

PNEL1 sends a SGInviteRequest message to the PNv3WPNEID
of PNE2;

3. PN GWa1 forwards the request to the CPNS Server;

4. CPNS Server sends SGlnviteRequest to PNE2's PN I@ivntill
forward to PNEZ2;

5. PNE2 replies to its PN GW with SGInviteResponse;
6. PNE2's PN GW forwards the SGInviteResponse to thBIE Server

7. CPNS Server delivers the SG inventory and the GKapto the
PNE1 and PNE2 via PN GW1 and PN GW2 respectively;

8. CPNS Server send SGChangeNotification to PNE2'<GRN

9. PNE2's PN GW stores or updates the SG Inventoryfarveards the
SGChange Notification to PNE2;

10. PNEZ2 stores the SG Inventory ;

11. CPNS Server sends the SGInviteResponse to PN GW1;
12. PN GW1 updates SG Inventory;

13. PN GW1 forwards the SGInviteResponse to PNE 1;

14. PNEL1 stores PNEZ2 its SG Inventory;

Pass-Criteria

1. The CPNS server, the PN GW1, PN GW2 (if used), Pl PNE2
have a correct version of the SG Inventory withtfadl 4 entities;

Table 15: Test Information for CPNS-1.0-int-15 I nter oper ability Test

6.3.3  Service Group Expulsion

|T$tCaseId

| CPNS-1.0-int-16
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Test Object

PNE1, PNE2, PN GW1, PN GW2(optional) and CPNS Serve

Test Case Description

PNE2 expel from PNE1 owned Service Group

Specification Reference

[TS_Core] sections 7.7.2.2,7.7.2.4

SCR Reference CPNS-SGM-C-004-M, CPNS-SGM-C-005-M, CPNS-SGM-C-003
CPNS-SMETA-C-001-M, CPNS-SMETA-C-002-M, CPNS-SGM3C4-M,
CPNS-SGM-C-016-M, CPNS-SGM-C-017-M, CPNS-SGM-S-003-
CPNS-SGM-S-005-M, CPNS-SGM-S-006-M, CPNS-SMETA-3-00

ETR Reference SGM-003, SGM-006

Tool None

Test code None

Preconditions

* The PNE1 and PN GW1 are members of one PN. PNEReafithe
same PN or with an optional PN GW2 be members offrean PN.

 State:
o PNE1 owns an existent Service Group
0 PNE2is part of PNE1 SG
o0 PNEL1 can expel PNE2

Test Procedure

User chooses at PNEL to expel PNE2 from his Sefsicep;

PNE1 sends a SGActionRequest message with actidmuge “1”
(Expel) to the PN GW1 with PNEID of PNE2;

3. PN GWa1 forwards the request to the CPNS Server;

4. CPNS Server sends SGActionNotification to PN GW agimg PNE2
that will forward it to PNE2;

5. PNE2 removes itself from its own SG Inventory;

6. PN GW 2 forwards the SGInviteResponse to the CP&SeS

7. CPNS Server updates its own SG Inventory;

8. CPNS Server sends a SGActionResponse message@"PNwith

the Result attribute;

9. PN GW 1 updates the SG Inventory and forwards the
SGActionResponse to PNEL;

10. PNE1 removes PNE2 from its SG Inventory;

11. CPNS Server sends SGChangeNotification to both B¢$;G
12. Both PN GWs update their SG Inventory;

13. PN GWs send SGChangeNotification to both PNEs;

14. Both PNEs update their SG Inventory.

Pass-Criteria

1. The CPNS server, the PN GW1, PN GW2, PNE1 haveraao
version of the SG Inventory with only the entits#l belonging to the
SG;

2. PNE2 no longer has the SG from PNEL1 on its own8@ritory.

Table 16: Test Information for CPNS-1.0-int-16 I nter oper ability Test
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6.3.4  Service Group Join

Test Caseld CPNS-1.0-int-17

Test Object PNE1, PNE2, PN GW1, PN GW2(optional) and CPNS Serve
Test Case Description PNE2 joins PNE1 owned Service Group

Specification Reference | [TS_Core] section 7.7.2.3, 7.7.2.4

SCR Reference CPNS-SGM-C-006-M, CPNS-SGM-C-008-M, CPNS-SMETA-@LM,
CPNS-SMETA-C-002-M, CPNS-SGM-C-015-M, CPNS-SGM-G5M,
CPNS-SGM-C-017-M, CPNS-SGM-S-004-M, CPNS-SGM-S-005-
CPNS-SGM-5-006-M, CPNS-SMETA-S-001-M

ETR Reference SGM-004
Tool None
Test code None
Preconditions e The PNE1 and PN GW1 are members of one PN. PNEReafhthe
same PN or with an optional PN GW2 be members offrean PN.
 State:

o PNE1 owns an existent Service Group
0 PNE2 is not part of PNE1 SG
o PNE2 can be added to PNE1's SG

Test Procedure 1. User chooses at PNE2 to join PNE1’s Service Group;

PNE2 sends a SGActionRequest message with actidmuge “2”
(Join) to its PN GW;

3. PNE2’'s PN GW forwards the request to the CPNS Sgrve
4. CPNS Server accepts PNE2 and updates the SG Imygento

5. CPNS Server sends a SGActionResponse message@\PN
managing PNE2 that will store the SG Inventory VIRIHE2 and that
will forward the message to PNE2;

PNEZ2 stores the SG Inventory;

7. CPNS Server sends a SGChangeNotify messages tofPNa@d PN
GW?2 (if used) of the SG updates;

8. PN GW1 and PN GW?2 (if used) update their SG Inveéascand relay
the SGChangeNotify message to PNE1 and PNEZ2;

9. PNEL1 and PNE2 update their SG Inventory.

Pass-Criteria 1. The CPNS server, the PN GW1, PN GW2 (if used), Pl PNE2
have a correct version of the SG Inventory with4tentities;

Table 17: Test Information for CPNS-1.0-int-17 I nter oper ability Test

6.3.5  Service Group Leave

Test Caseld CPNS-1.0-int-18
Test Object PNE1, PNE2, PN GW1, PN GW?2 (optional) and CPNS &erv
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6.3.6

Test Case Description

PNE2 leaves PNE1 owned Service Group

Specification Reference

[TS_Core] section 7.7.2.3, 7.7.2.4

SCR Reference CPNS-SGM-C-006-M, CPNS-SGM-C-008-M, CPNS-SMETA-CLEM,
CPNS-SMETA-C-002-M, CPNS-SGM-C-015-M, CPNS-SGM-GM,
CPNS-SGM-C-017-M, CPNS-SGM-S-004-M, CPNS-SGM-S-005-
CPNS-SGM-S-006-M, CPNS-SMETA-S-001-M

ETR Reference SGM-005, SGM-006

Tool None

Test code None

Preconditions

» The PNE1 and PN GW1 are members of one PN. PNEReafithe
same PN or with an optional PN GW2 be members offtean PN.

 State:
o PNE1 owns an existent Service Group
0 PNE2is part of PNE1 SG
0 PNEZ2 can leaves PNE1's SG

Test Procedure

User chooses at PNE2 to leave PNE1's Service Group;

PNE2 sends a SGActionRequest message with actrdruge “3”
(Leave) to its PN GW;

3. PNE2’'s PN GW forwards the request to the CPNS Sgrve
4. CPNS Server accepts PNE2 leave and updates theve@tdry;

5. CPNS Server sends a SGActionResponse messageG"PN
managing PNE2 that will remove PNE2 from its SGelmtory and
that will forward the message to PNE2;

PNE2 removes PNE1’s SG from its SG Inventory;

7. CPNS Server sends a SGChangeNotify messages to/"Na@d PN
GW?2 (if used) of the SG updates;

8. PN GW1 and PN GW?2 (if used) update their SG Invéascand relay
the SGChangeNotify message to PNE1 and PNEZ2;

9. PNEL1 and PNE2 update their SG Inventory.

Pass-Criteria

1. The CPNS server, the PN GW1, PN GW?2 (if used), PN&E a
correct version of the SG Inventory with the es8tstill belonging to
the SG;

2. PNE2 do not have PNE1's SG on the SG Inventory

Table 18: Test Information for CPNS-1.0-int-18 I nter oper ability Test

Service Group Release
Test Caseld CPNS-1.0-int-19
Test Object PNE1, PNE2, PN GW1, PN GW?2 (optional) and CPNS &erv

Test Case Description

PNE1 owned Service Group is released

Specification Reference

[TS_Core] section 7.7.5
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6.3.7

SCR Reference CPNS-SGM-C-010-M, CPNS-SMETA-C-001-M, CPNS-SMETARQ2-
M, CPNS-SGM-C-019-M, CPNS-SGM-S-008-M, CPNS-SMETAEL-M

ETR Reference --

Tool None

Test code None

Preconditions

» The PNE1 and PN GW1 are members of one PN. PNEReafithe
same PN or with an optional PN GW2 be members offtean PN.

o State:
o PNE1 owns an existent Service Group
0 PNE2 is part of PNE1 SG
0 PNEL1 can release its SG

Test Procedure

User chooses at PNEL to release the Service Group;

PNE1 sends a SGReleaseRequest message to its PN GW1
PN GW1 forwards the SGReleaseRequest to the CPN&rSe
CPNS Server accepts the release request;

CPNS Server sends a SGReleaseNotification messd&j¢ GW
managing PNE2 that will deletes the correspondi@drg/entory and
that will forward the message to PNEZ2;

S ®PN E

o

PNE2 deletes the corresponding SG Inventory;

7. CPNS Server deletes the corresponding SG Inveatutysends a
SGReleaseResponse to PN GW1,

8. PN GWa1 deletes the corresponding SG Inventorieselag the
SGReleaseResponse message to PNE1;

9. PNEL1 deletes the corresponding SG Inventory.

Pass-Criteria

1. The CPNS server, the PN GW1, PN GW2 (if used) adePdon’t
have the released SG on their SG Inventory;

Table 19: Test Information for CPNS-1.0-int-19 I nter oper ability Test

Service Group Transfer
Test Caseld CPNS-1.0-int-20
Test Object PNE1, PN GW1, PNE2, PN GW?2 (optional) and CPNS &erv

Test Case Description

Transfer of SG ownership

Specification Reference

[TS_Core] section 7.7.6

SCR Reference CPNS-SGM-C-011-M, CPNS-SGM-C-020-M, CPNS-SGM-S-009-
ETR Reference SGM-007

Tool None

Test code None
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6.3.8

Preconditions

* The PNE1, PN GW2, PNE2 and PN GW2 are members$df.a
 State:

0o PNEL1 owns an existing Service Group

o0 PNE2 is part of PNE1 SG

0 PNEL1 can transfer the ownership

Test Procedure

User chooses at PNEL1 to transfer SG owner to PNE2;

PNE1 sends a SGOwnerTransferRequest messageRMNtEaV1
with PNEID of PNE2;

3. PN GWa1 forwards the request to the CPNS Server;

4. CPNS Server accepts and sends a SGOwnerTransfefequhe PN
GW managing PNE2 that will forward it to PNEZ2;

5. PNE2 accepts to be the SG Owner and updates ite\i&@tory;
6. PNE 2 replies with a SGOwnerTransferResponse ONt&W;

7. PNE2's PN GW updates its SG Inventory and forwaines
SGOwnerTransferResponse to the CPNS Server;

8. CPNS Server updates its own SG Inventory;
9. CPNS Server sends a SGOwnerTransferResponse toNPH; G

10. PN GW 1 updates the SG Inventory and forwards the
SGOwnerTransferResponse to PNEL;

11. PNE1 updates the SG Inventory ;

12. CPNS Server sends a SGChangeNotify messages to/fPNa@d PN
GW?2 (if used) of the SG updates;

13. PN GW1 and PN GW?2 (if used) update their SG Inveascand relay
the SGChangeNotify message to PNE1 and PNEZ2;

14. PNE1 and PNE2 update their SG Inventory.

Pass-Criteria

1. The CPNS server, the PN GW1, PN GW?2 (if used), PN&kE a
correct version of the SG Inventory with PNE2 as 3G owner;

Table 20: Test Information for CPNS-1.0-int-20 I nter oper ability Test

Service Group Query
Test Caseld CPNS-1.0-int-21
Test Object PNE, PN GW and CPNS Server

Test Case Description

SG query

Specification Reference

[TS_Core] section 7.7.6

SCR Reference CPNS-SGM-C-009-M, CPNS-SGM-C-018-M, CPNS-SGM-S-007-
ETR Reference SGM-008

Tool None

Test code None
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Preconditions

* The PNE and PN GW are members of a PN.

 State:
0 There are public Service Groups available at theE&Berver to
query.
Test Procedure 1. User initiates a query at PNE including membets lis
2. PNE sends a SGDiscoveryRequest message with MemdpaeR to
“True” and with parameters matching an existing&@@e CPNS
Server to the PN GW;
3. PN GW forwards the request to the CPNS Server;
4. CPNS Server creates a list of matching SG incluttiegSGID and
theirs members list and returns it to the PN G\Waon
SGDiscoveryResponse message;
5. PN GW forwards the SGDiscoveryResponse to the PNE;
Pass-Criteria 1. User can see the SG list with the corresponding Ineesn

Table 21: Test Information for CPNS-1.0-int-21 I nter oper ability Test

6.4 Group Key Management

6.4.1
6.4.1.1

Group Key creation

Unicast based Group Key delivery
Test Caseld CPNS-1.0-int-22
Test Object PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Group Key creation and Unicast based Group Kewepfi

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-008-
CPNS-GKM-S-001-M, CPNS-GKM-S-005-M,
ETR Reference GKM-001
Tool None
Test code None
Preconditions e The PNE 1, PNE 2 and PN GW are physically paired;
o State:

0 User is already registered
0 The Entity Discovery was already done
o EUKey has been assigned to all the entities.
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Test Procedure

1. User starts Service Group creation at PNE 1 wititimg PNE 2 in the
Service Group;

2. The CPNS Server creates a Group Key and storeéSrithe Key.

3. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the created Group Key

4. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS
Server

5. The PN GW chooses Unicast Group Key delivery asrevery
method of Group Key.

6. The PN GW sends a GroupKeyDeliveryRequest messagaibast
with the Group Key to PNE 1 and PNE 2, respectively

7. The PNE 1 and PNE 2 store Group Key, respectively.

8. The PNE 1 and PNE 2 send a GroupKeyDeliveryResparessage tq
the PN GW, respectively.

Pass-Criteria

1. The CPNS Server, PNE1 and PNE2 correctly store iSkay.

Table 22: Test Information for CPNS-1.0-int-22 I nter oper ability Test

Broadcast based Group Key delivery

Test Caseld

CPNS-1.0-int-23

Test Object

PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Group Key Creation and Broadcast based Group Kiyedg

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-00%-
CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-0d1-
CPNS-GKM-S-005-M,

ETR Reference GKM-001

Tool None

Test code None

Preconditions

» The PNE 1, PNE 2 and PN GW are physically paired;

* The PNE 1, PNE 2 and PN GW support broadcast basaap Key
delivery

» GKDK is assigned to PNE 1 and PNE 2, respectively.
 State:

0 User is already registered

0 The Entity Discovery was already done

0 EUKey has been assigned to all the entities.
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Test Procedure

1. User starts Service Group creation at PNE 1 wititimg PNE 2 in the
Service Group;

2. The CPNS Server creates a Group Key and storeéSritheg Key.

3. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the created Group Key

4. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS
Server

5. The PN GW chooses Broadcast Group Key deliverydsigery
method of Group Key.

The PN GW encrypts the Group Key using GKEK.

7. The PN GW sends a GroupKeyDeliveryRequest messabeoladcast
to PNE 1 and PNE 2 with the encrypted Group Key

8. The PNE 1 and PNE 2 decrypt the Group Key usingapsigned
GKDK and store the Group Key, respectively.

9. The PNE 1 and PNE 2 send a GroupKeyDeliveryResparssage to
the PN GW, respectively.

Pass-Criteria

1. The CPNS Server, PNE1 and PNE2 correctly store fiskay.

Table 23: Test Information for CPNS-1.0-int-23 I nter oper ability Test

Hybrid Group Key delivery

Test Caseld

CPNS-1.0-int-24

Test Object

PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Group Key Creation and Hybrid Group Key delivery

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-005%-
CPNS-GKM-C-006-O, CPNS-GKM-C-009-M, CPNS-GKM-C-000)-
CPNS-GKM-C-011-O, CPNS-GKM-S-001-M , CPNS-GKM-S-005

ETR Reference GKM-001

Tool None

Test code None

Preconditions

 The PNE 1, PNE2 and PN GW are physically paired;
» The PNE 1 and PN GW support broadcast based Greymi&livery
» GKDK is assigned to PNE 1
o State:
0 User is already registered
0 The Entity Discovery was already done
0 EUKey has been assigned to all the entities.
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Test Procedure 1. User starts Service Group creation at PNE 1 wititimg PNE 2 in the
Service Group;

2. The CPNS Server creates a Group Key and storeéSritheg Key.

3. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the created Group Key

4. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS
Server

5. The PN GW chooses hybrid Group Key delivery aslavely method
of Group Key.

The PN GW encrypts Group Key using GKEK.

7. The PN GW sends a GroupKeyDeliveryRequest messabeoladcast
with the encrypted Group Key to PNE 1

8. The PN GW sends a GroupKeyDeliveryRequest messagaibast
with the Group Key to PNE 2

9. The PNE 1 decrypte Group Key using pre-assigned K&bBd store
Group Key.

10. The PNE 2 store Group Key.

11. The PNE 1 and PNE 2 send a GroupKeyDeliveryResporssage to
the PN GW, respectively.

Pass-Criteria 1. The CPNS Server, PNE1 and PNE2 correctly store iSkay.

Table 24: Test Information for CPNS-1.0-int-24 I nter oper ability Test

6.4.2  Group Key Update when member leaves

6.4.2.1 Unicast based Group Key delivery

Test Caseld CPNS-1.0-int-25

Test Object PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description Group Key Update when member leaves and Unicastd@soup Key
delivery

Specification Reference | [TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-008-
CPNS-GKM-S-002-M, CPNS-GKM-S-005-M,

ETR Reference GKM-001

Tool None

Test code None
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Preconditions

» The PNE 1, PNE 2 and PN GW are physically paired;
» The PNE 1 and PNE 2 belong to the same ServicepGrou
o State:

o User is already registered

0 The Entity Discovery was already done

0 EUKey has been assigned to all the entities.

Test Procedure

User starts member leaving from the Service GrauRNE 1;

The CPNS Server updates a Group Key and storeSrthg Key after
receiving a SGActionRequest message withe Actid@i.="

3. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the updated Group Key

4. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS
Server

5. The PN GW chooses Unicast based Group Key delagry delivery
method of Group Key.

6. The PN GW sends a GroupKeyDeliveryRequest messagaibast
with the Group Key to PNE 2

7. The PNE 2 stores Group Key.

The PNE 2 sends a GroupKeyDeliveryResponse messdge PN
GW.

Pass-Criteria

1. The CPNS Server and PNE2 correctly store the ugdateup Key.

Table 25: Test Information for CPNS-1.0-int-25 I nter oper ability Test

Broadcast based Group Key delivery

Test Caseld

CPNS-1.0-int-26

Test Object

PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Group Key Update when member leaves and BroadeasthGroup Key
delivery

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-00%-
CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-0a12-
CPNS-GKM-S-005-M,

ETR Reference GKM-001

Tool None

Test code None
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Preconditions

The PNE 1, PNE 2 and PN GW are physically paired;
The PNE 1 and PNE 2 belong to the same ServicepGrou

GKDK is assigned to PNE 2

o State:

o User is already registered

0 The Entity Discovery was already done

o EUKey has been assigned to all the entities.

The PNE 2 and PN GW support broadcast based Greyml&livery

Test Procedure

User starts member leaving from the Service GrauRNE 1;

The CPNS Server updates a Group Key and storeSrthg Key after

receiving a SGActionRequest message withe Acti@{.="

3. The CPNS Server sends a GroupKeyDeliverRequestagess PN

GW with the updated Group Key

4. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS

Server

5. The PN GW chooses Broadcast based Group Key dglasa
delivery method of Group Key.

The PN GW updates GKEK.
7. The PN GW encrypts the Group Key using GKEK.

The PN GW sends a GroupKeyDeliveryRequest messageohadcast

to PNE 2 with the encrypted Group Key

9. The PNE 2 decrypts the Group Key using pre-assi@teoK and
store the Group Key.

10. The PNE 2 send a GroupKeyDeliveryResponse meseabe PN
GW.

Pass-Criteria

1. The CPNS Server and PNE2 correctly store the ugdateup Key

Table 26: Test Information for CPNS-1.0-int-26 I nter oper ability Test

6.4.2.3 Hybrid Group Key delivery
Test Caseld CPNS-1.0-int-27
Test Object PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Group Key Update when member leaves and Hybridcb@seup Key
delivery

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-0@h-
CPNS-GKM-C-006-O, CPNS-GKM-C-009-O, CPNS-GKM-C-0DQ-
CPNS-GKM-C-011-O, CPNS-GKM-S-002-M, CPNS-GKM-S-005-

ETR Reference GKM-001

Tool None

Test code None
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Preconditions » The PNE 1, PNE 2, PNE 3 and PN GW are physicalireda
» The PNE 1, PNE 2 and PNE3 belong to the same Se@iicup
The PNE 2 and PN GW support broadcast based Greyml&livery
» GKDK is assigned to PNE 2
o State:

o User is already registered

0 The Entity Discovery was already done

o EUKey has been assigned to all the entities.

Test Procedure 1. User starts member leaving from the Service GraugiNE 1;

The CPNS Server updates a Group Key and storeSrthg Key after
receiving a SGActionRequest message withe Acti@{.="

3. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the updated Group Key

4. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS
Server

5. The PN GW chooses hybrid Group Key delivery aslwvely method
of Group Key.

. The PN GW updates GKEK.
7. The PN GW encrypts the Group Key using GKEK.

The PN GW sends a GroupKeyDeliveryRequest messageohadcast
to PNE 2 with the encrypted Group Key

9. The PN GW sends a GroupKeyDeliveryRequest messagaibast
with the Group Key to PNE 3

10. The PNE 2 decrypte Group Key using pre-assigned KiEbBd store
Group Key.

11. The PNE 3 store Group Key.

12. The PNE 2 and PNE 3 send a GroupKeyDeliveryResporssage to
the PN GW, respectively.

Pass-Criteria 1. The CPNS Server, PNE2 and PNE 3 correctly storephated Group
Key

Table 27: Test Information for CPNS-1.0-int-27 I nter oper ability Test

6.4.3  Periodic Group Key Update

6.4.3.1 Unicast based Group Key delivery

Test Caseld CPNS-1.0-int-28

Test Object PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description Periodic Group Key Update and Unicast based Groeypdeélivery
Specification Reference | [TS_Core] section 6.6.1.1
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SCR Reference CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-008-
CPNS-GKM-S-003-0O, CPNS-GKM-S-005-M,

ETR Reference GKM-001

Tool None

Test code None

Preconditions

e The PNE 1, PNE 2 and PN GW are physically paired;
» The PNE 1 and PNE 2 belong to the same ServicepGrou
 State:

o User is already registered

0 The Entity Discovery was already done

0 EUKey has been assigned to all the entities.

Test Procedure

1. The CPNS Server updates a Group Key and storeSrihng Key
when a previous Group Key is expired.

2. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the updated Group Key

3. The PN GW sends a GroupKeyDeliveryResponse mes$sdgieNS
Server

4. The PN GW chooses Unicast based Group Key delagiy delivery
method of Group Key.

5. The PN GW sends a GroupKeyDeliveryRequest messagaibast
with the Group Key to PNE 1 and PNE 2, respectively

The PNE 1 and PNE 2 store Group Key, respectively.

7. The PNE 1 and PNE 2 send a GroupKeyDeliveryRespaorssage to
the PN GW, respectively.

Pass-Criteria

1. The CPNS Server PNE 1 and PNE2 correctly stor@pdated Group
Key.

Table 28: Test Information for CPNS-1.0-int-28 I nter oper ability Test

Broadcast based Group Key delivery

Test Caseld

CPNS-1.0-int-29

Test Object

PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Periodic Group Key Update and Broadcast based Gfeymelivery

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-004-M, CPNS-GKM-C-005-O, CPNS-GKM-C-00%-
CPNS-GKM-C-010-O, CPNS-GKM-C-011-O, CPNS-GKM-S-003-
CPNS-GKM-S-005-M,

ETR Reference GKM-001

Tool None

Test code None
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Preconditions

The PNE 1, PNE 2 and PN GW are physically paired;
The PNE 1 and PNE 2 belong to the same ServicepGrou

The PNE 1 and PNE 2 and PN GW support broadcastifasoup Key
delivery

GKDK is assigned to PNE 1 and PNE 2, respectively.
 State:

o User is already registered

0 The Entity Discovery was already done

0 EUKey has been assigned to all the entities.

Test Procedure

1. The CPNS Server updates a Group Key and stor&Srthe Key
when a previous Group Key is expired.

2. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the updated Group Key

3. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS
Server

4. The PN GW chooses Broadcast based Group Key dglagea
delivery method of Group Key.

5. The PN GW encrypts the Group Key using GKEK.

6. The PN GW sends a GroupKeyDeliveryRequest messapeoldcast
to PNE 1 and PNE 2 with the encrypted Group Key

7. The PNE 1 and PNE 2 decrypt the Group Key usingapsigned
GKDK and store the Group Key, respectively.

8. The PNE 1 and PNE 2 send a GroupKeyDeliveryResparessage tq
the PN GW, respectively.

Pass-Criteria

1. The CPNS Server, PNE 1 and PNE 2 correctly st@eifdated
Group Key

Table 29: Test Information for CPNS-1.0-int-29 I nter oper ability Test

Hybrid Group Key delivery

Test Caseld

CPNS-1.0-int-30

Test Object

PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Group Key Update according to member leaving anbridybased Group
Key delivery

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-003-M, CPNS-GKM-C-004-M, CPNS-GKM-C-0U5h-
CPNS-GKM-C-006-O, CPNS-GKM-C-009-O, CPNS-GKM-C-0D)-
CPNS-GKM-C-011-O, CPNS-GKM-S-003-0O, CPNS-GKM-S-0d5-

ETR Reference GKM-001

Tool None

Test code None
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6.4.4

Preconditions

» The PNE 1, PNE 2 and PN GW are physically paired;
» The PNE 1 and PNE 2 belong to the same ServicepGrou
The PNE 1 and PN GW support broadcast based Greyml&livery
» GKDK is assigned to PNE 1
o State:
o User is already registered
0 The Entity Discovery was already done
o EUKey has been assigned to all the entities.

Test Procedure

1. The CPNS Server updates a Group Key and stor&Srhe Key
when a previous Group Key is expired.

2. The CPNS Server sends a GroupKeyDeliverRequestagess PN
GW with the updated Group Key

3. The PN GW sends a GroupKeyDeliveryResponse mes$sagieNS
Server

4. The PN GW chooses hybrid Group Key delivery aslavely method
of Group Key.

5. The PN GW encrypts Group Key using GKEK.

6. The PN GW sends a GroupKeyDeliveryRequest messapeoldcast
with the encrypted Group Key to PNE 1

7. The PN GW sends a GroupKeyDeliveryRequest messagaibast
with the Group Key to PNE 2

8. The PNE 1 decrypte Group Key using pre-assigned Kkbd store
Group Key.

9. The PNE 2 stores Group Key.

10. The PNE 1 and PNE 2 send a GroupKeyDeliveryResporssage to
the PN GW, respectively.

Pass-Criteria

1. The CPNS Server, PNE 1 and PNE 2 correctly staeiffdated
Group Key

Table 30: Test Information for CPNS-1.0-int-30 I nter oper ability Test

Group Key deletion
Test Caseld CPNS-1.0-int-31
Test Object PNE 1, PNE 2, PN GW and CPNS Server

Test Case Description

Group Key deletion

Specification Reference

[TS_Core] section 6.6.1.1

SCR Reference CPNS-GKM-C-001-M, CPNS-GKM-S-004-M,
ETR Reference GKM-001

Tool None

Test code None
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6.4.5

Preconditions

» The PNE 1, PNE 2 and PN GW are physically paired;
» The PNE 1 and PNE 2 belong to the same ServicepGrou
The PNE 1 is a SG Owner
o State:
0 User is already registered
0 The Entity Discovery was already done
o EUKey has been assigned to all the entities.

Test Procedure

User starts Service Group release at PNE 1;

The CPNS Server deletes Group Key after a receiving
SGReleaseRequest message.

3. The PN GW deletes GKEK after receving a SGReleasdddion
message.

4. The PNE 1 and PNE 2 delete Group Key after receaing
SGReleaseNotification message.

Pass-Criteria

1. The CPNS Server, PNE1 and PNE2 correctly deleteGkay.

Table 31: Test Information for CPNS-1.0-int-31 I nter oper ability Test

GKDK assignment
Test Caseld CPNS-1.0-int-32
Test Object PNE and PN GW

Test Case Description

GKDK assignment

Specification Reference

[TS_Core] section 7.8.4

SCR Reference CPNS-GKM-C-002-O, CPNS-GKM-C-007-O
ETR Reference GKM-001

Tool None

Test code None

Preconditions

» The PNE and PN GW are physically paired,;
» The PNE and PN GW support broadcast based Groupl&lexery
 State:

o User is already registered

0 The Entity Discovery was already done

0 EUKey has been assigned to all the entities.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-CPNS-V1_0-20120221-C

Page 45 (65)

Test Procedure

P wDn PR

User starts the Service Group creation at PNE;
PNE sends a GKDKRequest message to the PN GW WiEhIB
PN GW creates a GKDK for the PNE and store PNE 1D

PN GW sends a GKDKResponse message with the cré#ted to
PNE

5. PNE stores the GKDK

Pass-Criteria

N

The PN GW stores correctly PNE ID
The PNE stores correctly a GKDK

Table 32: Test Information for CPNS-1.0-int-32 I nter oper ability Test

6.5 Service Discovery

6.5.1

Reactive — External Content Provider
Test Caseld CPNS-1.0-int-33
Test Object PNE, PN GW and CPNS Server

Test Case Description

reactive Service Discovery retrieving ServicePeoéif external content
provider

Specification Reference

[TS_Core] section 5.10.2, and section 7.9.2

SCR Reference CPNS-SPD-C-001-M, CPNS-SPD-C-005-M, CPNS-SPD-S4@01-
ETR Reference SPD-002

Tool None

Test code None

Preconditions

» The PNE and PN GW are physically paired,;
 State:

(0]

O O O O

User of PNE is already registered;

PN GW Authentication has been performed;

CPNS Entity Discovery has been performed;

PN Establishment & Registration has been performed;

CPNS Profile of the external content provider ieadly stored in
the CPNS Server
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6.5.2

Test Procedure

User starts the Service Discovery at PNE;

The PNE sends a ServiceDiscoveryRequest to the WNwvith a
CPID as searching condition;

3. The PN GW relays the ServiceDiscoveryRequest t€PNS Server;

4. The CPNS Server accepts the ServiceDiscoveryReguddinds
relevant CPNS Profile based on CPID;

5. The CPNS Server composes searched result refegersdavant
CPNS Profile and sends ServiceDiscoveryResponsetingt
Targetinfo(s) containing ServiceProfile to the PWG

The PN GW relays the ServiceDiscoveryResponsect®NE.
7. PNE accepts the ServiceDiscoveryResponse.

Pass-Criteria

1. The PNE successfully retrieves metadata of diseaveervice which
are relevant to searching condition, CPID.

Table 33: Test Information for CPNS-1.0-int-33 I nter oper ability Test

Reactive — Remote PNE as content provider
Test Caseld CPNS-1.0-int-34
Test Object PNE, PN GW and CPNS Server

Test Case Description

reactive Service Discovery retrieving ServicePefih the case where a
Remote PNE acts as a content provider

Specification Reference

[TS_Core] section 6.7.2, Appendix E, section 5.18r#1 section 7.9.2

SCR Reference CPNS-SPD-C-001-M, CPNS-SPD-C-005-M, CPNS-SPD-S4@01-
ETR Reference SPD-002
Tool None
Test code None
Preconditions e The PNE and PN GW are physically paired;
 State:

o User of PNE is already registered;

PN GW Authentication has been performed;

CPNS Entity Discovery has been performed;

PN Establishment & Registration has been performed;

PN information (including ServiceProfile of the Ret@ PNE) of
the PN that Remote PNE resides in is stored in CB&Ser;

0 The value of Disclosure attributes of the PN isteep’ (i.e.,
open).

O O o O
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6.5.3

Test Procedure

User starts the Service Discovery at PNE;

The PNE sends a ServiceDiscoveryRequest to the WNwvith a
UserID and a Keyword (arbitrary text as searchiogdition);

3. The PN GW relays the ServiceDiscoveryRequest t€PNS Server;

4. The CPNS Server accepts the ServiceDiscoveryReguddinds
relevant PNInfo based on UserID and Keyword;

5. The CPNS Server confirms that the value of Disdlestitribute of
relevant PNInfo(s) is set to ‘2’;

6. The CPNS Server composes searched result refegersdeévant PN
information and sends ServiceDiscoveryResponsetivith
Targetinfo(s) containing ServiceProfile to the PWG

7. The PN GW relays the ServiceDiscoveryResponsect®ME.
8. PNE accepts the ServiceDiscoveryResponse.

Pass-Criteria

1. The PNE successfully retrieves metadata of diseal/eervice which
are relevant to searching condition, UserlD andvikayl.

Table 34: Test Information for CPNS-1.0-int-34 I nter oper ability Test

Reactive method with access control
Test Caseld CPNS-1.0-int-35
Test Object PNE1, PN GW1, PN GW2 (optional) and CPNS Server

Test Case Description

Service discovery by PNE — reactive method witheascontrol

Specification Reference

[TS_Core] sections 7.9.2, 6.7.2

SCR Reference CPNS-SPD-C-001-M, CPNS-CMETA-C-001-M, CPNS-SPD-G-00,
CPNS-SPD-S-001-M, CPNS-CMETA-S-001-M

ETR Reference SPD-002, SPD-003

Tool None

Test code None

Preconditions

« PNE1 and PN GW1 are one PN and PNE2 is membernbftH or is
on another PN with PN GW?2 is used.

» The PN is configured to require confirmation foe tBervice Discovery

» CPNS server has public Service Profiles that mattihe query made
by PNE1 and the service is published by PNE2

 State:
o0 PN is established
o0 The value of the Discloser attribute of the PNsasto “3”
0 OwnershipEntitylD of the PN that PNE2 belong t&NE2
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Test Procedure 1. User requests at the PNEL to discover Servicesseitinch condition
matching service from PNE2;

2. PNEL1 sends ServiceDiscoveryRequest message to PN GW

3. PN GWa1 forwards the ServiceDiscoveryRequest messaiiee CPNS
Server,

4. CPNS Server confirms the search condition is setisind Discloser
is set to “3” and sends the ServiceDiscoveryCordiionRequest to
PN GW of PNE2;

5. PNE2's PN GW forward the ServiceDiscoveryConfirmaRequest td
PNE2;

6. PNE2 replies with ServiceDiscoveryConfirmationRasgmto its PN
GW;

7. PNE2' PN GW forwards the ServiceDiscoveryConfirmaResponse
to the CPNS Server;

8. CPNS sends ServiceDiscoveryResponse to PN GW1;
9. PN GW1 ServiceDiscoveryResponse forward to PNE.

Pass-Criteria 1. PNE1 becomes aware of the service published by PNE2

Table 35: Test Information for CPNS-1.0-int-35 I nter oper ability Test

6.5.4 Proactive — External Content Provider

Test Caseld CPNS-1.0-int-36
Test Object PNE, PN GW and CPNS Server
Test Case Description proactive Service Discovery advertising CPInfo &aalviceProfile, in the

case where an external entity acts as a contewidgro
Specification Reference | [TS_Core] section 6.7.3, section 5.10.2, and secti®.3

SCR Reference CPNS-SPD-C-002-M, CPNS-SPD-C-006-M, CPNS-SPD-S4d02-
ETR Reference SPD-003
Tool None
Test code None
Preconditions » The PNE and PN GW are physically paired,;
» The destination (PNE) of the message is knownaédXANS Server
already.
o State:

o User of PNE is already registered;

PN GW Authentication has been performed,;

CPNS Entity Discovery has been performed;

PN Establishment & Registration has been performed,;
Service Description is published by external CERNS Server;

The Service Description is stored in CPNS Serveéhénform of
CPNS Profile

O O O O o
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Test Procedure 1. The CPNS Server assembles ServiceDescriptionAdeertith
CPInfo and ServiceProfile derived from CPNS Prddifel sends
ServiceDescriptionAdvertise to the PN GW;

2. The PN GW relays the ServiceDescriptionAdvertisthioPNE;
The PNE accepts the ServiceDescriptionAdvertise

Pass-Criteria 1. The PNE successfully accepts the metadata of coptewider in the
form of CPInfo and Service Description in the foofrServiceProfile,
which are advertised by the CPNS Server on beligkternal CP.

Table 36: Test Information for CPNS-1.0-int-36 I nter oper ability Test

6.6 Service Publication

6.6.1 From PNE (PN Establishment originating PNE)

Test Caseld CPNS-1.0-int-37
Test Object PNE, PN GW and CPNS Server

Test Case Description originating PNE Service Publication via PN Estdirirent (ServiceProfile
included in PNSetupRequest)

Specification Reference | [TS_Core] section 6.6.1.1, section 5.8, sectiol®2,1section 7.6.1, and

section 7.9.4
SCR Reference CPNS-PNM-C-001-M, CPNS-PNM-C-011-M, CPNS-PNM-S-0a1-
ETR Reference SPD-001
Tool None
Test code None
Preconditions » The PNE and PN GW are physically paired,;
o State:

o User of PNE is already registered;
o PN GW Authentication has been performed;
0 CPNS Entity Discovery has been performed,;
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Test Procedure 1. The PNE sends PNSetupRequest with its ServicePtofithe PN
GW;

2. The PN GW relays PNSetupRequest to the CPNS Server;
(for the testing purpose skip the Authtienticatipncedure)

3. The CPNS Server accepts the PNSetupRequest ardstor
information (including ServiceProfile) in the forof PNInfo which is
derived from PNSetupReugest;

4. The CPNS Server sends the PNSetupResponse to tE\PN

5. The PN GW accepts the PNSetupResponse and stopdthe
Information in local PN Inventory under PNInfo elent;

The PN GW sends the PNSetupResponse to the PNE;
7. The PNE accepts PNSetupResponse

Pass-Criteria 1. The PN GW and CPNS Server correctly store the Rdtrimation
including ServiceProfile in the form of PNInfo

Table 37: Test Information for CPNS-1.0-int-37 I nter oper ability Test

6.6.2 From PNE (PN Establishment invited PNE)

Test Caseld CPNS-1.0-int-38
Test Object PNE, PN GW and CPNS Server
Test Case Description invited PNE Service Publication (ServiceProfilelimed in

PNSetupResponse) via PN Establishment

Specification Reference | [TS_Core] section 6.6.1.2, section 5.8, sectio®2,1 section 7.6.1, and

section 7.9.4
SCR Reference CPNS-PNM-C-002-M, CPNS-PNM-C-012-M, CPNS-PNM-S-0a1-
ETR Reference SPD-001
Tool None
Test code None
Preconditions » The PNE and PN GW are physically paired,;
o State:

0 User of PNE is already registered;
o PN GW Authentication has been performed;
o CPNS Entity Discovery has been performed,;

Test Procedure 1. The PN GW sends PNSetupRequest to PNE;

The PNE accespts the PNSetupRequest and sendsupR8sponse
with its ServiceProfile to the PN GW;

3. (Therestisthe same procedure as captured in Section 6.1.1 from step
2to7)
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6.6.3

Pass-Criteria

1. The PN GW and CPNS Server correctly store the Pdtrimation
including ServiceProfile in the form of PNInfo

Table 38: Test Information for CPNS-1.0-int-38 I nter oper ability Test

From PNE via standalone Service Publication
Test Caseld CPNS-1.0-int-39
Test Object PNE, PN GW and CPNS Server

Test Case Description

standalone Service Publication initiated by PNE

Specification Reference

[TS_Core] section 6.7.1, section 5.10.2, and sedti6.4

SCR Reference CPNS-SPD-C-004-M , CPNS-SPD-C-008-M, CPNS-SPD-S104
ETR Reference SPD-001
Tool None
Test code None
Preconditions » The PNE and PN GW are physically paired,;
 State:

0 User of PNE is already registered;

o PN GW Authentication has been performed;

0 CPNS Entity Discovery has been performed,;

o PN Establishment & Registration has been performed;

Test Procedure

User starts the Service Publication at PNE;

The PNE sends ServiceDescriptionRegistrationRequéstits
ServiceProfile to PN GW;,

3. The PN GW relays the ServiceDescriptionRegistr&euest to
CPNS Server,;

4. The CPNS Server accepts the ServiceDescriptionRatiismRequest
and replaces the already stored ServiceProfiléNimf® (which is
published via PN Establishment procedure) withSkeviceProfile
contained in ServiceDescriptionRegistrationRequsstg the PNEID
as a key for replacement;

5. The CPNS Server sends ServiceDescriptionRegistiRésponse to
the PN GW;

6. The PN GW relays ServiceDescriptionRegistrationRasp to the
PNE;

7. The PN GW accepts the ServiceDescriptionRegistiRésponse

Pass-Criteria

1. The CPNS Server correctly replaces the ServicdBrofhich is
stored in the form of PN Inventory

Table 39: Test Information for CPNS-1.0-int-39 I nter oper ability Test
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6.6.4

6.6.5

From external content provider — creating Ser  vice Description
Test Caseld CPNS-1.0-int-40
Test Object CPNS Serveand external content provider

Test Case Description

Initial standalone Service Publication initiateddoernal content provider

Specification Reference

[TS_Core] section 6.7.1, section 5.10.2, and secti6.4

SCR Reference CPNS-SPD-S-005-M
ETR Reference SPD-001

Tool None

Test code None

Preconditions

* The address of CPNS Server is known to external CP
» State:

0 No Service Description for this CP indentified bRID is stored in
CPNS Server

Test Procedure

1. The external CP sends ServiceDescriptionRegistiaiguest to the
CPNS Server.

2. The CPNS Server accepts the ServiceDescriptionRatiimRequest
and confirms that there is NO existing Service Biption from this
CP using CPID as a key and stores the Service®iafthe form of
CPNS Profile;

3. The CPNS Server sends ServiceDescriptionRegistiRésponse to
the CP

Pass-Criteria

1. The CPNS Server correctly stores the ServicePriofithe form of
CPNS Profile

Table 40: Test Information for CPNS-1.0-int-40 I nter oper ability Test

From external content provider — replacing Se  rvice Description
Test Caseld CPNS-1.0-int-41
Test Object CPNS Serveand external content provider

Test Case Description

standalone Service Publication initiated by extecoatent provider

Specification Reference

[TS_Core] section 6.7.1, section 5.10.2, and secti6.4

SCR Reference CPNS-SPD-S-005-M
ETR Reference SPD-001

Tool None

Test code None
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Preconditions

* The address of CPNS Server is known to external CP

» State:

o Initial Service Publication from this external CRBstheen

performed,;

o Service Description for this CP, identified by CHtDalready
stored in CPNS Server

0 Service Description being published is differewinfrthe already
stored Service Description

Test Procedure 1. The external CP sends ServiceDescriptionRegistiagguest to the
CPNS Server.

2. The CPNS Server accepts the ServiceDescriptionRatiimRequest
and confirms that there is existing Service Desicripfrom this CP
using CPID as a key and replaces the ServiceProfile

3. The CPNS Server sends ServiceDescriptionRegistiRésponse to
the CP

Pass-Criteria 1. The CPNS Server correctly replaces the ServicdBrathich is

stored in the form of CPNS Profile

Table 41: Test Information for CPNS-1.0-int-41 I nter oper ability Test

6.7 Service Delivery

6.7.1

External content provider
Test Caseld CPNS-1.0-int-42
Test Object PNE, PN GW, and CPNS Server

Test Case Description

Service Control of external content provider pravipservice

Specification Reference

[TS_Core] section 6.10.2, section 7.10

SCR Reference CPNS-SCD-C-001-M, CPNS-SCD-C-002-M, CPNS-SCD-S-bD1-
ETR Reference SCD-005

Tool None

Test code None
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Preconditions

» The PNE and PN GW are physically paired,;
» State:
0 User of PNE is already registered;
PN GW Authentication has been performed,;
CPNS Entity Discovery has been performed;
PN Establishment & Registration has been performed;

Service Description of external content providealigady stored in
CPNS Server,;

o Service Discovery has been performed and metadisihe service
and list of content information is known to the PNE

O O O O

Test Procedure

1. The User selects specific content provided by dreice;

Note: In thistest case example, the user using PNE consumes the content
streaming service from external content provider.

2. The PNE sends InvokeRequest to PN GW with Destétiflying the
final destination of the message i.e., CPID, Sed@dndicating the
service e.g., ‘bbc.co.uk/sport/snooker_1’ and tper@tion attribute
indicating execution command e.g., ‘PLAY’, in whi8ervicelD and
supported Operation by the service is known thrdsigivice
Discovery;

3. The PN GW relays the InvokeRequest to the CPNSegerv

4. The CPNS Server confirms that the request is tokewthe service of
external content provider and relays the InvokeRetjto the external
content provider identified by received CPID;

5. The CPNS Server receives InvokeResponse from tieene content
provider and relays the message to the PN GW;

The PN GW relays the InvokeResponse to the PNE;
7. The PNE accepts the Invokeresponse

Pass-Criteria

1. The PNE successfully accepts the InvokeRespon$eResult
element equals to ‘TRUE’

Note: Above pass-criteria meansin application level, the PNE successfully
receives streaming data from the external content provider.

Table 42: Test Information for CPNS-1.0-int-42 I nter oper ability Test

6.7.2 PNE as a content provider

Test Caseld

CPNS-1.0-int-43

Test Object

PNE1, PN GW1, PNE2, PN GW2 and CPNS Server

Test Case Description

Service control of PNE2 providing service

Specification Reference

[TS_Core] section 6.10.3, Appendix E, section 7.10

SCR Reference

CPNS-SCD-C-001-M, CPNS-SCD-C-002-M, CPNS-SCD-S-BD1-

ETR Reference

SCD-005
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Tool

None

Test code

None

Preconditions

The PNE1 and PN GWL1 are physically paired;

The PNE2 and PN GW?2 are physically paired and &ztat remote
area from PNE1 and PN GW1,

PNEL is the service/content consumer;
PNEZ2 is the content provider
State :
0 User of PNE1 and PNE2 is already registered,;
o PN GW1 and PNGW2 Authentication has been performed,;

0 CPNS Entity Discovery has been performed for PN RN
GW1;

0 CPNS Entity Discovery has been performed for PNii2 RN
GW2;

o PN Establishment & Registration has been perforfoe@NEL
and PN GW1 and builds PN1;

o PN Establishment & Registration has been perforfoe@NE2
and PN GW2 and builds PN2;

Service Description of PNEZ2 is stored in CPNS Serve

Service Discovery has been performed and metad#b® service
(hosted by PNE?2) is known to the PNE1

Test Procedure

1.

The User selects specific service from the listerfvices

Note: In thistest case example, the user using PNEL remotely switches the
lighting application hosted by PNE2 ON in dim mode.

2.

8.
9.

The PNE1 sends InvokeRequest to PN GW1 with Deisligtifying
the final destination of the message i.e., PNEIPNE?2, ServicelD
indicating the service e.g., ‘Light’ and the Op@atattribute
indicating execution command e.g., ‘ON’ and Inpu#PaeterList
containing the argument to the service invocatign, &im’, in which
all schema are derived from the metadata of tlgetaervice
discovered via Service Discovery;

The PN GWL1 relays the InvokeRequest to the CPN&eBer

The CPNS Server query the PNInfo of PNE2 and iflettte
responsible PN GW for the PNE2 and sends Invoke&stda PN
GW2;

The PN GW?2 relays the InvokeRequest to the PNEZ2;

The PNE2 accepts the InvokeRequest and perforrsettvice as it is
requested, e.g., switching the light on;

The PNE2 sends the InvokeResponse with Resulb SERUE to the
PN GW2;

The PN GW2 relays the InvokeResponse to the CPN&Be
The CPNS Server relays the InvokeResponse to the\R;

10. The PN GW1 relays the InvokeResponse to the PNE1;
11. The PNEL1 accepts the Invokeresponse
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Pass-Criteria 1. The PNE2 successfully accepts the InvokeRequesinaihe response,
the PNEL successfully accepts the InvokeResportbeReisult
element equals to ‘TRUE’

Note: Above pass-criteria meansin application level, the PNE2 internally
invokes e.g., switching modul e of lighting application and successfully
switch thelight on in dim mode.

Table 43: Test Information for CPNS-1.0-int-43 I nter oper ability Test

6.8 Device Capabilities

6.8.1  Device Capabilities Query

6.8.1.1 PNE queried

Test Caseld CPNS-1.0-int-44

Test Object PNE, PN GW and CPNS Server
Test Case Description Device Capability Query
Specification Reference | [TS_Core] section 7.12.1

SCR Reference CPNS-DC-C-001-M, CPNS-DC-C-002-M, CPNS-DC-S-001-M
ETR Reference DC-001
Tool None
Test code None
Preconditions e The PNE and PN GW are physically paired;
* The PNE and PN GW are in the same PN
 State:

o User is already registered

Test Procedure 1. CPNS Server sends Device capabilities Query Reqoaddtl GW to
request the Device capabilities of PNE

2. PN GW forwards Device capabilities Query RequeftNi

3. PNE sends Device capabilities Query Response tGRNwith its
device capabilities

4. PN GW forwards Device capabilities Query ResponsgRNS Server

Pass-Criteria 1. CPNS Server receives the device capabilities of PNE

Table 44: Test Information for CPNS-1.0-int-44 I nter oper ability Test

6.8.1.2 PN GW queried
Test Caseld CPNS-1.0-int-45
Test Object PN GW and CPNS Server
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Test Case Description Device Capability Query
Specification Reference | [TS_Core] section 7.12.1

SCR Reference CPNS-DC-C-001-M, CPNS-DC-C-002-M, CPNS-DC-S-001-M
ETR Reference DC-001
Tool None
Test code None
Preconditions * PN GW and CPNS Server are communicating
 State:

o User is already registered

Test Procedure 1. CPNS Server sends Device capabilities Query Reqoédtl GW

PN GW sends Device capabilities Query Responsd’tdSCServer
with its device capabilities

Pass-Criteria 1. CPNS Server receives the device capabilities oERN

Table 45: Test Information for CPNS-1.0-int-45 I nter oper ability Test

6.8.2  Device Capabilities Change Notification

6.8.2.1 PNE initiated

Test Caseld CPNS-1.0-int-46

Test Object PNE, PN GW and CPNS Server

Test Case Description Device Capability Change Notification
Specification Reference | [TS_Core] section 7.12.1

SCR Reference CPNS-DC-C-001-M, CPNS-DC-C-002-M, CPNS-DC-S-001-M
ETR Reference DC-001

Tool None

Test code None

Preconditions e The PNE and PN GW are physically paired;

» The PNE and PN GW are in the same PN
» The device capabilities of PNE are changed
 State:

o User is already registered

Test Procedure 1. PNE sends Device Capabilities Change Notificati@ssage to PN
GW with its updated device capabilities

2. PN GW forwards Device Capabilities Change Notifimatmessage to
CPNS Server
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Pass-Criteria

1. CPNS Server receives the updated device capabitifi©eNE

Table 46: Test Information for CPNS-1.0-int-46 I nter oper ability Test

6.8.2.2 PN GW initiated
Test Caseld CPNS-1.0-int-47
Test Object PN GW and CPNS Server

6.9
6.9.1

Test Case Description

Device Capability Change Notification

Specification Reference

[TS_Core] section 7.12.1

SCR Reference CPNS-DC-C-001-M, CPNS-DC-C-002-M, CPNS-DC-S-001-M
ETR Reference DC-001

Tool None

Test code None

Preconditions

* PN GW and CPNS Server are communicating
» The device capabilities of PN GW are changed
o State:

0 User is already registered

Test Procedure 1. PN GW sends Device Capabilities Change Notificatm@PNS
Server with its updated device capabilities
Pass-Criteria 1. CPNS Server receives the updated device capabitifi®eN GW

Table 47: Test Information for CPNS-1.0-int-47 I nter oper ability Test

Usage Statistics Collection and Reporting

Initiated by Application on the PNE side
Test Caseld CPNS-1.0-int-48
Test Object PNE, PN GW and CPNS Server

Test Case Description

Usage Statistics collection and reporting

Specification Reference

[TS_Core] section 6.14.1

SCR Reference CPNS-US-C-001-M, CPNS-US-C-002-M, CPNS-US-S-001-M
ETR Reference UsS-001, US-002

Tool None

Test code None
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6.9.2

Preconditions

» The communication between PNE and application erPiRE side
established

» The PNE and PN GW are physically paired;
o State:
o User is already registered
0 The Entity Discovery was already made
» Content is delivered to PNE and received by PNE

is

Test Procedure 1. Usage Statistics is collected by Application on R\ite, i.e. any user
behavior e.g. opening of the content, renderindeleting, do nothing
delete without opening etc

2. Application on the PNE side sends the usage statistformation to
PNE

3. PNE records the usage statistics information recefvom the
application to be reused again if required

4. PNE forwards the usage statistics information toGAM

5. PN GW records the usage statistics informationivedefrom PNE to
be reused again if required

6. PN GW forwards the usage statistics informatio€RNS Server

7. CPNS Server records the usage statistics informagiceived from
the PN GW

8. CPNS Server aggregates the usage statistics infiommia a report
document together with statistics collected froimeotsources

Pass-Criteria 1. CPNS server, PN GW and PNE store correctly theaistaistics

information to be used when required.

Table 48: Test Information for CPNS-1.0-int-48 I nter oper ability Test

Initiated by application on the Server side
Test Caseld CPNS-1.0-int-49
Test Object CPNS Server

Test Case Description

Usage statistics collection and reporting

Specification Reference

[TS_Core] section 6.14.2

SCR Reference CPNS-US-S-001-M
ETR Reference Us-001, US-002
Tool None

Test code None
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6.10

Preconditions

» The communication between CPNS Server and appitatn the
Server side is established

o State:

0 User is already registered

0 The Entity Discovery was already made
» Content is delivered to the Server from differexteenal entities
» Usage Statistics is collected by Application on &PBkrver side

Test Procedure 1. Contentis sentto CPNS Server and received by CB&er
2. Application on Server side collects usage statistic
3. Application on the Server side sends the usagistatatinformation
to CPNS Server
4. CPNS Server records the usage statistics informagiceived from
the application to be reused again if required
5. CPNS Server aggregates the usage statistics infionma a report
document together with statistics collected froimeotsources
Pass-Criteria 1. CPNS server stores correctly the usage statistiosmation to be

used when required

Table 49: Test Information for CPNS-1.0-int-49 I nter oper ability Test

Status Management

6.10.1 Status Subscription

6.10.1.1  Status Subscription — Subscribe
Test Caseld CPNS-1.0-int-50
Test Object PNE1, PNE2, PN GW and CPNS Server

Test Case Description

Status Subscription — Subscribe

Specification Reference

[TS_Core] sections 7.13.3, 6.13.3

SCR Reference CPNS-CMETA-C-001-M, CPNS-SM-C-002-M, CPNS-SM-C-06-
CPNS-SM-C-001-M,CPNS-CMETA-S-001-M, CPNS-SM-S-002-M

ETR Reference SM-002

Tool None

Test code None

Preconditions

* PNE1 and PNE2 have the Sharing attribute to “IthamPNInfo of its
PN Inventory.

 State:
0 PN is established having PNE1, PNE2 and PN GW ashess;
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Test Procedure 1. Tester requests at PNE2 to subscribe to notifinataf status change
in PNE1;
2. PNE2 sends a StatusSubscribeRequest to PN GW Wi Rs
TargetiD;
3. PN GW relays the StatusSubscribeRequest messége GPNS
server;

4. CPNS server updates its list of status subscriptadmotifications;

5. CPNS Server replies to PN GW with a StatusSubseRebponse to
PN GW;

6. PN GW relays the StatusSubscribeResponse to PNE2;

Pass-Criteria 1. Atthe CPNS server it can be seen a list of subedrnotifications of
status changes where it is visible that PNE2 hbscibe to be
notified if PNE1 changes status.

Table 50: Test Information for CPNS-1.0-int-50 I nter oper ability Test

6.10.1.2 Status Subscription — Unsubscribe

Test Caseld CPNS-1.0-int-51
Test Object PNE1, PNE2, PN GW and CPNS Server
Test Case Description Status Subscription — Unsubscribe
Specification Reference | [TS_Core] sections 7.13.3, 6.13.3
SCR Reference CPNS-CMETA-C-001-M, CPNS-SM-C-002-M, CPNS-SM-C-0d6-
CPNS-SM-C-001-M,CPNS-CMETA-S-001-M, CPNS-SM-S-002-M
ETR Reference SM-002
Tool None
Test code None
Preconditions * PNE1 and PNE2 have the Sharing attribute to “IthmPNInfo of its
PN Inventory.
 State:
0 PN is established having PNE1, PNE2 and PN GW ashbess;
o PNE2 has subscribed to be notified on PNEL1 stdtasges (can bg
end point of previous test case)
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Test Procedure 1. Tester requests at PNE2 to unsubscribe to nofificsiof status

change in PNE1;

2. PNE2 sends a StatusSubscribeRequest to PN GW Wi Rs
TargetID and subscription duration time equal to O;

3. PN GW relays the StatusSubscribeRequest messége GPNS
server;

4. CPNS server updates its list of status subscriptadmotifications ;

5. CPNS Server replies to PN GW with a StatusSubseRebponse to
PN GW;

6. PN GW relays the StatusSubscribeResponse to PNE2;

At the CPNS server it can be seen a list of subedrnotifications for
the status change where it is no longer visible BINE2 has
subscribed to be notified if PNE1 changes statul@subscription
has expired.

Pass-Criteria 1.

Table51: Test Information for CPNS-1.0-int-51 I nter oper ability Test

6.10.2 Status Publication and Notification

6.10.2.1 Status Publication and Notification - Inac  tive
Test Caseld CPNS-1.0-int-52
Test Object PNE1, PNE2, PN GW and CPNS Server

Test Case Description

Status publication and Notification - Inactive

Specification Reference

[TS_Core] sections 7.13.2, 7.13.4, 6.13.2, 6.13.3

SCR Reference CPNS-CMETA-C-001-M, CPNS-SM-C-001-M, CPNS-SM-C-0012-
CPNS-SM-C-003-M, CPNS-SM-C-005-M, CPNS-SM-C-006<BPNS-
SM-C-007-M, CPNS-SM-C-001-M,CPNS-CMETA-S-001-M, CBI$M-S-
001-M, CPNS-SM-S-002-M, CPNS-SM-S-003-M

ETR Reference SM-001, SM-004

Tool None

Test code None

Preconditions

* PNE1 and PNE2 have the Sharing attribute to “IthaPNInfo of its
PN Inventory.

» State:
0 PN is established having PNE1, PNE2 and PN GW ashess;
0 PNE1 and PNE2 are in Active Status;

o0 PNE2 has subscribed to be notified of status chaimgENE1 (can
be end point of TC Status Subscription — Subscribe)
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Test Procedure 1. Tester disconnect PNE1 from the PN;

PNE1 updates the Active attribute of itself to ‘$&flat its PN
Inventory;

3. PN GW sends a StatusPublicationRequest messalge @RNS server
with the new status of PNE1,;

4. CPNS server updates the Active attribute of PNEF#bse” at its PN

Inventory;

5. CPNS Server replies to PN GW with a StatusPubbo&esponse to
PN GW;

6. PN GW updates the Active attribute of PNE1 to “Balsn its PN
Inventory;

7. PN GW sends a StatusNotify message to PNE2;

8. PNE2 updates the Active attribute of PNE1 to “Fatgdts PN
Inventory.

Pass-Criteria 1. The Active attribute of PNEL1 in its PNInfo in th&lPhventory of
PNE1, PNE2, PN GW and CPNS server is equal to &als

Table 52: Test Information for CPNS-1.0-int-52 I nter oper ability Test

6.10.2.2 Status Publication and Notification - Acti ve

Test Caseld CPNS-1.0-int-53

Test Object PNE1, PNE2, PN GW and CPNS Server

Test Case Description Status publication and Notification - Inactive

Specification Reference | [TS_Core] sections 7.13.2, 7.13.4, 6.13.2

SCR Reference CPNS-CMETA-C-001-M, CPNS-SM-C-001-M, CPNS-SM-C-0@2-

CPNS-SM-C-004-M, CPNS-SM-C-005-M, CPNS-SM-C-006BRNS-
SM-C-008-M, CPNS-SM-C-001-M,CPNS-CMETA-S-001-M, CBH$M-S-
001-M, CPNS-SM-S-002-M, CPNS-SM-S-004-M

ETR Reference SM-001, SM-004
Tool None
Test code None
Preconditions * PNE1 and PNE2 have the Sharing attribute to “IthmPNInfo of its
PN Inventory.
o State:

0 PN is established having PNE1, PNE2 and PN GW ashess;

o PNELl s in Inactive Status (can be the end poiprefious test
case);

PNEZ2 is in Active Status;

PNE2 has subscribed to be notified of status chaimyENEL (can
be end point of TC Status Subscription — Subscribe)
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Test Procedure 1. Tester re-connects PNEL1 to the PN;

PNE1 updates the Active attribute of itself to “@tat its PN
Inventory;

3. PN GW sends a StatusPublicationRequest messalge @PNS server
with the new status of PNE1,;

4. CPNS server updates the Active attribute of PNET tae” at its PN

Inventory;

5. CPNS Server replies to PN GW with a StatusPubbo&esponse to
PN GW;

6. PN GW updates the Active attribute of PNE1 to “Trae its PN
Inventory;

7. PN GW sends a StatusNotify message to PNE2;

8. PNE2 updates the Active attribute of PNE1 to “Traeft PN
Inventory.

Pass-Criteria 1. The Active attribute of PNE1 on its PNInfo in thE fhventory of
PNE1, PNE2, PN GW and CPNS server is equal to “True

Table 53: Test Information for CPNS-1.0-int-53 I nter oper ability Test
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Appendix A. Change History (Informative)
A.1 Approved Version History

Reference Date Description
n/a n/a No prior version —or- No previous version wit@MA

A.2 Draft/Candidate Version 1.0 History

Document I dentifier Date Sections Description
Draft Versions 10 Mar 2011 All Initial draft
OMA-ETS-CPNS-V1_0 19 Jan 2011 Chapter 6 Added all the test caseswegubto date
Candidate Version 21 Feb 2012 All Updated to the 2012 Template
OMA-ETS-CPNS-V1_0 Status changed to candidate by TP
TP ref#t OMA-TP-2012-0046-
INP_CPNS_1.0_ETS_for_Candidate_approval
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