
 2011 Open Mobile Alliance Ltd.  All Rights Reserved. 

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-EnablerTestSpec-20110101-I] 

  

Enabler Test Specification for DRM Enabler 
Candidate Version 2.2 – 06 Dec 2011 

Open Mobile Alliance 
OMA-ETS-DRM-V2_2-20111206-C 

  

 
 
 

 



OMA-ETS-DRM-V2_2-20111206-C Page 2 (21) 

 2011 Open Mobile Alliance Ltd.  All Rights Reserved. 

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-EnablerTestSpec-20110101-I] 

Use of this document is subject to all of the terms and conditions of the Use Agreement located at 

http://www.openmobilealliance.org/UseAgreement.html. 

Unless this document is clearly designated as an approved specification, this document is a work in process, is not an 

approved Open Mobile Alliance™ specification, and is subject to revision or removal without notice. 

You may use this document or any part of the document for internal or educational purposes only, provided you do not 

modify, edit or take out of context the information in this document in any manner.  Information contained in this document 

may be used, at your sole risk, for any purposes.  You may not use this document in any other manner without the prior 

written permission of the Open Mobile Alliance.  The Open Mobile Alliance authorizes you to copy this document, provided 

that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials 

and that you comply strictly with these terms.  This copyright permission does not constitute an endorsement of the products 

or services.  The Open Mobile Alliance assumes no responsibility for errors or omissions in this document. 

Each Open Mobile Alliance member has agreed to use reasonable endeavours to inform the Open Mobile Alliance in a timely 

manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.  

However, the members do not have an obligation to conduct IPR searches.  The declared Essential IPR is publicly available 

to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at 

http://www.openmobilealliance.org/ipr.html.  The Open Mobile Alliance has not conducted an independent IPR review of 

this document and the information contained herein, and makes no representations or warranties regarding third party IPR, 

including without limitation patents, copyrights or trade secret rights.  This document may contain inventions for which you 

must obtain licenses from third parties before making, using or selling the inventions.  Defined terms above are set forth in 

the schedule to the Open Mobile Alliance Application Form. 

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN 

MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF 

THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE 

ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT 

SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL. 

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, 

PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN 

CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS. 

© 2011 Open Mobile Alliance Ltd.  All Rights Reserved. 

Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above. 

http://www.openmobilealliance.org/UseAgreement.html
http://www.openmobilealliance.org/ipr.html
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1. Scope 

This document describes in detail available test cases for OMA DRM v2.2. 

The test cases are split in two categories, conformance and interoperability test cases. 

The conformance test cases are aimed to verify the adherence to normative requirements described in the technical 

specifications.  

The interoperability test cases are aimed to verify that implementations of the specifications work satisfactory. 

If either conformance or interoperability tests do not exists at the creation of the test specification this part should be marked 

not available. 
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2. References 

2.1 Normative References 

[DRM-v2.2] “OMA DRM V2.2”. Open Mobile AllianceTM, OMA-DRM-DRM-V2_2, 

http://www.openmobilealliance.org/ 

[DRMCF-v2.2] “OMA DRM Content Format V2.2”, Open Mobile AllianceTM, OMA-DRM-DCF-V2_2, 

http://www.openmobilealliance.org/ 

[DRMREL-v2.2] “OMA DRM Rights Expression Language V2.2”, Open Mobile AllianceTM, OMA-DRM-REL-V2_2, 

http://www.openmobilealliance.org/ 

[RFC2119] “Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner. March 1997, 

URL:http://www.ietf.org/rfc/rfc2119.txt 

2.2 Informative References 

None  

http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.openmobilealliance.org/
http://www.ietf.org/rfc/rfc2119.txt
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3. Terminology and Conventions 

3.1 Conventions 

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, 

“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119]. 

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative. 

The following numbering scheme is used: 

xxx-y.z-con-number where: 

xxx Name of enabler, e.g. MMS or Browsing 

y.z Version of enabler release, e.g. 1.2 or 1.2.1 

’con’ Indicating this test is a conformance test case 

number Leap number for the test case 

Or 

xxx-y.z-int-number where: 

xxx Name of enabler, e.g. MMS or Browsing 

y.z Version of enabler release, e.g. 1.2 or 1.2.1 

’int’ Indicating this test is a interoperability test case 

number Leap number for the test case 

3.2 Definitions 

Content One or more Media Objects 

Content Issuer The entity that makes Content available to the DRM Agent in a Device. 

Device The entity within a user-equipment that implements a DRM Agent. The Device is also conformant to OMA 

DRM specifications. 

DRM Agent The entity in the Device that manages Permissions for Media Objects on the Device. 

Media Object A digital work e.g. a ringing tone, a screen saver, a Java game or a Composite Object. 

Permission Actual usages or activities allowed (by the Rights Issuer) over Protected Content 

Protected Content Media Objects that are consumed according to a set of Permissions in a Rights Object. 

Rights Issuer An entity that issues Rights Objects to OMA DRM Conformant Devices. 

Rights Object A collection of Permissions and other attributes which are linked to Protected Content. 

ROAP Trigger An XML document including a URL that, then received by the Device, initiates the ROAP. 

3.3 Abbreviations 

CEK Content Encryption Key 

DCF DRM Content Format 

DRM Digital Rights Management 

OMA Open Mobile Alliance 

MPEG2DCF MPEG-2 transport stream profile of DRM Content Format 

REL Rights Expression Language 

RI Rights Issuer 

RO Rights Object 
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ROAP Rights Object Acquisition Protocol 

SCR Static Conformance Requirement 



OMA-ETS-DRM-V2_2-20111206-C Page 8 (21) 

 2011 Open Mobile Alliance Ltd.  All Rights Reserved. 

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-EnablerTestSpec-20110101-I] 

4. Introduction 

The purpose of this document is to provide test cases for DRM Enabler Release 2.2. 

The implementation of some features is optional for the Clients and/or the Servers in the DRM Enabler. The tests associated 

with these optional features are marked as "(Includes Optional Features)" in the test specification. 

The following items on an overall level are needed to adequately test the DRM Enabler: 

o A Content Issuer configured to support: 

 application/vdn.oma.drm.dcf (DRM Content Format) 

 application/spd (Session Description Protocol) 

o A Rights Issuer configured to support: 

 application/vnd.oma.drm.ro+xml (DRM Rights Object) 

 application/vdn.oma.drm.roap-pdu+xml (DRM ROAP PDUs) 

 application/vdn.oma.drm.roap-trigger+xml (DRM ROAP Trigger) 

o An object-packaging tool capable of packaging content to DCF and MPEG2DCF 

 A streaming server and client to support MPEG-2 streaming of MPEG2DCF files 

 A push proxy gateway for delivering ROAP Triggers and Rights Objects to the mobile device 

It is expected that server vendors attending OMA DRM 2.2 Test Fests are capable of acting as both Content Issuers and 

Rights Issuers and their product will contain an appropriate portal to fulfil these tasks. If the pre-requisite for a test case is 

that there is a DCF stored on the terminal, then these DCFs will be packaged and delivered by the server vendors. Content 

Issuers must be able to handle a variety of media formats and should allow client testers to provide their own test content. 

Server vendors supporting MPEG2DCF test cases are expected to provide MPEG-2 streaming server. 

Most test cases involve downloading a DRM Rights Object. Within every Rights Object at least one <permission> is usually 

specified. The test cases do not specify which permission should be used for each test case. The selected permission is 

depended on the Content format selected to execute the test. 
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5. DRM Conformance Test Cases 

No conformance test cases were produced for DRM version 2.2. 
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6. DRM Interoperability Test Cases 

6.1 DRM-2.2-int-001 (Includes Optional Features) 

Test Case ID DRM-2.2-int-1 

Test Object DRM Agent, RI Server 

Test Case Description To test the <playout> requirement for a DCF.  

Specification Reference [DRMREL-v2.2] Section 5.5.4.1 

SCR Reference DRM-REL-GEN-C-043, DRM-REL-GEN-C-044, DRM-REL-GEN-C-045,  

DRM-REL-GEN-C-048 

DRM-REL-GEN-S-019, DRM-REL-GEN-S-024, DRM-REL-GEN-S-025, 

DRM-REL-GEN-S-028 

ETR Reference REL-003, REL-004, REL-007 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a multi-part DCF stored on the terminal. DCF consists of two DRM 

containers: one for the normal content and one for its associated advertisement 

content.  

o The RI has issued an RO containing only a permission to play normal content 

with an associated <playout> requirement (for the advertisment content). 

o There is no same entry as the RO in replay cache on the DRM Agent. 

Test Procedure User requests a RO for the DCF residing on the terminal. 

User tries to use the DCF. 

Pass-Criteria RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent. 

The DRM Agent allows accessing the DCF according to the permission in the RO only 

after showing the advertisement content to the user. 

The advertisement content cannot be skipped or fastforwarded within the enforcement 

duration period specified by <playout> requirement.  

Table 1: Test Information for 001 Interoperability Test 
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6.2 DRM-2.2-int-002 (Includes Optional Features) 

Test Case ID DRM-2.2-int-2 

Test Object DRM Agent, RI Server 

Test Case Description To test the <displayout> requirement for a DCF.  

Specification Reference [DRMREL-v2.2] Section 5.5.4.2 

SCR Reference DRM-REL-GEN-C-043, DRM-REL-GEN-C-044, DRM-REL-GEN-C-046,  

DRM-REL-GEN-C-048 

DRM-REL-GEN-S-019, DRM-REL-GEN-S-024, DRM-REL-GEN-S-026, 

DRM-REL-GEN-S-028 

ETR Reference REL-003, REL-005, REL-007 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a multi-part DCF stored on the terminal. DCF consists of two DRM 

containers: one for the normal content and one for its associated advertisement 

content.  

o The RI has issued an RO containing only a permission to display normal content 

with an associated <displayout> requirement (for the advertisment content). 

o There is no same entry as the RO in replay cache on the DRM Agent. 

Test Procedure User requests a RO for the DCF residing on the terminal. 

User tries to use the DCF. 

Pass-Criteria RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent. 

The DRM Agent allows accessing the DCF according to the permission in the RO only 

after showing the advertisement content to the user. 

The advertisement content cannot be skipped within the enforcement duration period 

specified by <displayout> requirement.  

Table 2: Test Information for 002 Interoperability Test 



OMA-ETS-DRM-V2_2-20111206-C Page 12 (21) 

 2011 Open Mobile Alliance Ltd.  All Rights Reserved. 

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-EnablerTestSpec-20110101-I] 

6.3 DRM-2.2-int-003 (Includes Optional Features) 

Test Case ID DRM-2.2-int-3 

Test Object DRM Agent, RI Server 

Test Case Description To test the <executeout> requirement for a DCF.  

Specification Reference [DRMREL-v2.2] Section 5.5.4.3 

SCR Reference DRM-REL-GEN-C-043, DRM-REL-GEN-C-044, DRM-REL-GEN-C-047 

DRM-REL-GEN-S-019, DRM-REL-GEN-S-024, DRM-REL-GEN-S-027 

ETR Reference REL-003, REL-006 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a multi-part DCF stored on the terminal. DCF consists of two DRM 

containers: one for the normal content and one for its associated advertisement 

content.  

o The RI has issued an RO containing only a permission to execute normal 

content with an associated <executeout> requirement (for the advertisment 

content). 

o There is no same entry as the RO in replay cache on the DRM Agent. 

Test Procedure User requests a RO for the DCF residing on the terminal. 

User tries to use the DCF. 

Pass-Criteria RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent. 

The DRM Agent allows accessing the DCF according to the permission in the RO only 

after executing the advertisement content. 

Table 3: Test Information for 003 Interoperability Test 
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6.4 DRM-2.2-int-004 (Includes Optional Features) 

Test Case ID DRM-2.2-int-4 

Test Object DRM Agent, RI Server 

Test Case Description To test the <playout> requirement with <enforcement-count> parameter for a DCF.  

Specification Reference [DRMREL-v2.2] Section 5.5.4.1, Section 5.5.4.5 

SCR Reference DRM-REL-GEN-C-043, DRM-REL-GEN-C-044, DRM-REL-GEN-C-045,  

DRM-REL-GEN-C-048, DRM-REL-GEN-C-049 

DRM-REL-GEN-S-019, DRM-REL-GEN-S-024, DRM-REL-GEN-S-025, 

DRM-REL-GEN-S-028, DRM-REL-GEN-S-029 

ETR Reference REL-003, REL-004, REL-007, REL-008 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a multi-part DCF stored on the terminal. DCF consists of two DRM 

containers: one for the normal content and one for its associated advertisement 

content.  

o The RI has issued an RO containing only a permission to play normal content 

with an associated <playout> requirement (for the advertisment content). 

o There is no same entry as the RO in replay cache on the DRM Agent. 

 Continuation of: 

o DRM-2.2-int-001 

Test Procedure User requests a RO for the DCF residing on the terminal. 

User tries to use the DCF. 

Pass-Criteria RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent. 

The DRM Agent allows accessing the DCF according to the permission in the RO only 

after showing the advertisement content to the user N times as specified by the 

<enforcement-count> element. 

Table 4: Test Information for 004 Interoperability Test 
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6.5 DRM-2.2-int-005 (Includes Optional Features) 

Test Case ID DRM-2.2-int-5 

Test Object DRM Agent, RI Server 

Test Case Description To test the <discrete> constraint for a DCF.  

Specification Reference [DRMREL-v2.2] Section 5.6.9 

SCR Reference DRM-REL-GEN-C-043, DRM-REL-GEN-C-044, DRM-REL-GEN-C-045,  

DRM-REL-GEN-C-048, DRM-REL-GEN-C-051 

DRM-REL-GEN-S-019, DRM-REL-GEN-S-024, DRM-REL-GEN-S-025, 

DRM-REL-GEN-S-028, DRM-REL-GEN-S-031 

ETR Reference REL-003, REL-004, REL-007, REL-010 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a DCF stored on the terminal containing the normal content (e.g. a 

movie file). 

o There is a multi-part DCF on the terminal containing a set of advertisement 

contents.  

o The RI has issued an RO containing only a permission to play normal content 

with an associated <playout> requirement (linked to the advertisment content) 

and an associated <discrete> constraint. 

o There is no same entry as the RO in replay cache on the DRM Agent. 

 Continuation of: 

o DRM-2.2-int-001 

Test Procedure User requests a RO for the DCF residing on the terminal. 

User tries to use the DCF. 

Pass-Criteria RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent. 

The DRM Agent pauses the consumption of the normal content every N seconds as 

specified by the <disrete> constraint and shows the advertisement to the user as 

specified by the <playout> requirement. After the advertisement has been played 

out, consumption of the normal content is resumed. 

Table 5: Test Information for 005 Interoperability Test 

 



OMA-ETS-DRM-V2_2-20111206-C Page 15 (21) 

 2011 Open Mobile Alliance Ltd.  All Rights Reserved. 

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-EnablerTestSpec-20110101-I] 

6.6 DRM-2.2-int-006 (Includes Optional Features) 

Test Case ID DRM-2.2-int-6 

Test Object DRM Agent, RI Server 

Test Case Description To test the <access> permission with <access-code> requirement for a DCF.  

Specification Reference [DRMREL-v2.2] Section 5.5.3, 5.4.1, 5.4.7 

SCR Reference DRM-REL-GEN-C-041, DRM-REL-GEN-C-042 

DRM-REL-GEN-S-022, DRM-REL-GEN-S-023 

ETR Reference REL-001, REL-002 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a multi-part DCF stored on the terminal. DCF consists of two DRM 

containers: one for the executable content (game) and one for its associated 

content (additional features).  

o The RI has issued an RO containing <execute> permission to execute the game 

without any restrictions. RO also contains <access> permission linked to the 

additional game features. <access> permission contains <access-code> 

requirement. 

o There is no same entry as the RO in replay cache on the DRM Agent. 

Test Procedure User requests a RO for the DCF residing on the terminal. 

User tries to use the DCF. 

Pass-Criteria RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent. 

The DRM Agent allows accessing the DCF according to the <execute> permission. 

The DRM Agent prompts for an access code when game (a user inside the game) tries 

to excersise <access> permission. 

The DRM Agent allows accessing the DCF accoding to the <access> permission when 

associated access-code is entered correctly. 

Table 6: Test Information for 006 Interoperability Test 
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6.7 DRM-2.2-int-007 (Includes Optional Features) 

Test Case ID DRM-2.2-int-7 

Test Object DRM Agent, RI Server 

Test Case Description To test MPEG2DCF format: requesting RO for MPEG2DCF 

Specification Reference [DRMCF-v2.2] Section 8.2 

SCR Reference DRM-CLI-202, DRM-CLI-203, DRM-CLI-206 

ETR Reference MPEG2DCF-001, MPEG2DCF-003 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a MPEG2DCF stored on the terminal. 

o RI has issued an RO containing <play> permission to render MPEG-2 transport 

stream without any restrictions. 

o There is no same entry as the RO in replay cache on the DRM Agent. 

Test Procedure User requests and receives the RO for the MPEG-2 transport stream in MPEG2DCF 

format. 

Pass-Criteria The DRM Agent properly parses the MPEG2DCF (i.e. CA descriptor and associated 

EMMs) and extracts information that is necessary to request the RO. 

RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent.  

Table 7: Test Information for 007 Interoperability Test 
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6.8 DRM-2.2-int-008 (Includes Optional Features) 

Test Case ID DRM-2.2-int-8 

Test Object DRM Agent, MPEG2DCF streaming server 

Test Case Description To test the MPEG2DCF format: descrambling of MPEG2DCF 

Specification Reference [DRMCF-v2.2] Section 8.2 

SCR Reference DRM-CLI-201, DRM-CLI-202, DRM-CLI-203, DRM-CLI-204 

ETR Reference MPEG2DCF-001, MPEG2DCF-002 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server 

 State: 

o There is a MPEG2DCF stored on the terminal. 

o RI has issued an RO containing <play> permission to render MPEG-2 transport 

stream without any restrictions. 

o There is no same entry as the RO in replay cache on the DRM Agent. 

 Continuation of: 

o DRM-2.2-int-007 

Test Procedure User tries to render MPEG-2 transport stream received in MPEG2DCF format. 

Pass-Criteria The DRM Agent correctly parses MPEG2DCF and descrambles MPEG-2 transport 

stream in MPEG2DCF format. 

Table 8: Test Information for 008 Interoperability Test 
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6.9 DRM-2.2-int-009 (Includes Optional Features) 

Test Case ID DRM-2.2-int-9 

Test Object DRM Agent, RI Server 

Test Case Description To test the enforced playout of advertisements with MPEG2DCF format 

(content_control_information access criteria descriptor testing) 

Specification Reference [DRMCF-v2.2] Section 8.2.4.1.1 

SCR Reference DRM-CLI-201, DRM-CLI-202, DRM-CLI-203, DRM-CLI-204, DRM-CLI-205 

ETR Reference MPEG2DCF-001, MPEG2DCF-002, MPEG2DCF-004 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o RI Server 

 State: 

o There is a MPEG2DCF stored on the terminal. 

o Key Stream Message ECMs in MPEG2DCF contain one or more 

content_control_information access criteria descriptors. 

o MPEG-2 stream contains advertisement content inserted immediately after 

content_control_information access criteria descriptor with lock_control_bit set 

to “1”. Advertisement content ends immediately after next 

content_control_information access criteria descriptor with lock_control_bit set 

to “0”. 

o RI has issued an RO containing <play> permission to render MPEG-2 transport 

stream without any restrictions. 

o There is no same entry as the RO in replay cache on the DRM Agent. 

 Continuation of: 

o DRM-2.2-int-008 

Test Procedure 1. User requests a RO for the MPEG2DCF residing on the terminal. 

2. User tries to use the MPEG2DCF 

3. User tries to fast forward the content. 

4. Advertisement content shows up. User tries to fast forward the advertisement. 

5. After advertisement content has been played out, user tries to fast forward again. 

Pass-Criteria The DRM Agent allows fast forwarding of the normal content. 

The DRM Agent prohibits fast forwarding of the advertisement content.  After 

advertisement content has been played out,  the DRM Agent enables fast 

forwarding again. 

Table 9: Test Information for 009 Interoperability Test 
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6.10 DRM-2.2-int-010 (Includes Optional Features) 

Test Case ID DRM-2.2-int-10 

Test Object DRM Agent, RI Server 

Test Case Description To test the enforced playout of advertisements with MPEG2DCF format (Enforced 

Advertising Service ECM testing) 

Specification Reference [DRMCF-v2.2] Section 8.2.4.5 

SCR Reference DRM-CLI-201, DRM-CLI-202, DRM-CLI-203, DRM-CLI-204, DRM-CLI-205 

ETR Reference MPEG2DCF-001, MPEG2DCF-002, MPEG2DCF-005 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a MPEG2DCF stored on the terminal. 

o RI has issued an RO containing <play> permission to render MPEG-2 transport 

stream without any restrictions. 

o There is no same entry as the RO in replay cache on the DRM Agent. 

o MPEG2DCF contains Enforced Advertising Service ECM 

 ECM contains asset ID of the advertisement content stored on the 

Device in another MPEG2DCF or DCF file. 

 policy() indicates that advertisement is to be played for 15 seconds. 

 Continuation of: 

o DRM-2.2-int-008 

Test Procedure User requests a RO for the MPEG2DCF residing on the terminal. 

User tries to use the MPEG2DCF. 

Pass-Criteria RI and DRM Agent successfully complete the 2-pass ROAP and the RO is delivered 

successfully to the DRM Agent. 

The DRM Agent shows 15 seconds advertisement to the user when Enforced 

Advertising Service ECM is received while rendering the MPEG2DCF. 

Table 10: Test Information for 010 Interoperability Test 
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6.11 DRM-2.2-int-011 (Contains Optional Features) 

Test Case ID DRM-2.2-int-11 

Test Object DRM Agent, RI Server 

Test Case Description To test the metering report for enforced advertisements. 

Specification Reference [DRM-v2.2] Section 11 

SCR Reference DRM-CLI-CMN-068, DRM-CLI-CMN-077, DRM-SERVER-036, DRM-SERVER-043 

ETR Reference METR-001, REL-03, REL-016 

Tools None 

Test Code None 

Preconditions  Equipment: 

o One terminal with a DRM Agent. 

o One RI Server. 

 State: 

o There is a multi-part DCF stored on the terminal (DCF contains normal content 

and associated advertisements content). 

o RI has issued an RO containing <AdvertisementsPolicy> requirements and 

<tracked> element. 

o There is no same entry as the RO in replay cache on the DRM Agent. 

Test Procedure User tries to use the DCF for the duration of normal content. 

Pass-Criteria DRM Agent collects metering information while content (normal and advertisement) is 

consumed. 

DRM Agent sends metering report to the RI. 

RI validates the report and stores advertisement metering information that can be 

viewed through the RI portal. 

Table 11: Test Information for 011 Interoperability Test 
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