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THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.


http://www.openmobilealliance.org/UseAgreement.html
http://www.openmobilealliance.org/ipr.html

OMA-ETS-LightweightM2M-V1_0-20150916-D Page 3 (52)

Contents
T O L TP PSPPI 5
2. REFERENGES ...ttt b e e R e e e Rt R e e R e e R e e e R e e R e et R e Re R r e nne e 6
21 NORMATIVE REFERENCES .....c.utitiittitiaitasiiie ittt stesseesse s st ase s b te et e eas b sbe b s b e e hs e e et e b ae e eb e s bt eb e e b e e e nenn e resbeaneenes 6
2.2 INFORMATIVE REFERENCES ......oiittitiitiittitiettetete sttt sttt sssan et he e e s bbbtk b e s e e s b sb e bt ab e ese s e nenn e enesbeene s 6
3. TERMINOLOGY AND CONVENTIONS ... .ottt nn e nne e 7
3.1 CONVENTIONS ...ttt ettt bbbt h £t b1 e bR AR SR e £ e e st e s b b e AR e AR SR e h e e a b e s e st Rt A bt e bt b e e st e e e an e r e nb e r et 7
3.2 [ =1 TN I N KT PSSR PP TR OUPRURRRTPR 7
3.3 AABBREVIATIONS ...ttt ttteittee sttt e sttt e sttt e sstee sttt e ssbeessbeesabeeasbeeasbeeaab e e eabeesa bt e 4ab e e ea bt e eate e e s ke e e a ke e e a ke e e ke e e a kb e e ke e e ab b e e nbbeenbbeenbneenbreens 8
4. INTRODUCTION ...ttt ettt ettt et e bt e bt e she e bt a2 b e ekt e oh e e eb e ekt e s ke esbeehee e Ee e ebe e abeembeembeebeeebeenbeebeenbennnens 9
5. LIGHTWEIGHTM2M CONFORMANCE TEST CASES....... ottt e 10
6. LIGHTWEIGTHM2M INTEROPERABILITY TEST CASES ......io oottt e 11
6.1 LWM2M CORE SPECIFICATION TEST CASES [0-999]
6.1.1 Bootstrap INterface: [0-99].......oiiiiiiiiii bbbt
6.1.2 Registration INterface [100-199].......ciiiiiiiiiiiiit ettt bbbt b et bt b e e
6.1.2.1  LightweightM2M-1.0-int-101 — INitial REGISTIALION........cviieiriiiieieieeiese et et
6.1.2.2  LightweightM2M-1.0-int-102 — Registration Update
6.1.2.3  LightweightM2M-1.0-iNt-103 — DEIEgIStIALION. .......ceviveiireiiriitiieie sttt bbb
6.1.2.4  LightweightM2M-1.0-int-104 — Registration Update TrIggEr........ccoiuiiiieiriinieeneseise st 13
6.1.2.5  LightweightM2M-1.0-int-105 — Initial Registration t0 BOOISIIaP SEIVEN .........ccceciriiiiieiiniiiee s 14
6.1.3 Device management & Service Enablement Interface [200-299] ... i 15
6.1.3.1  LightweightM2M-1.0-int-201 — Querying basic information in Plain Text format..........cccccciviriinncineincicees 15
6.1.3.2  LightweightM2M-1.0-int-202 — Querying basic information in Opaque fOrmat.............cccveiireiiriinneise s 15
6.1.3.3  LightweightM2M-1.0-int-203 — Querying basic information in TLV fOrmat........cc.cccorieriniiiieiensene e 16
6.1.3.4  LightweightM2M-1.0-int-204 — Querying basic information in JSON fOrmat ...........ccccooeririiineienniense e 17
6.1.3.5  LightweightM2M-1.0-int-205 — Setting basic information in Plain Text format............cccconiiiiiiiiiinne e, 18
6.1.3.6  LightweightM2M-1.0-int-210 — Setting basic information in Opaque format............ccccooiviiininiiiiniee e 18
6.1.3.7  LightweightM2M-1.0-int-215 — Setting basic information in TLV fOrmat...........ccccoviiieiiniiiiiiceeseeeee s 18
6.1.3.8  LightweightM2M-1.0-int-220 — Setting basic information in JSON fOrmat ...........ccccceeieiiniiiiinieee s 18
6.1.3.9  LightweightM2M-1.0-int-241 — Executable Resource: Rebooting the deVICE .........coveieiiiiiiiie e 19
6.1.3.10 LightweightM2M-1.0-int-260 — DiSCOVEr COMMANG ......c.civeiiriiiiiaiiisieistee sttt 19
6.1.3.11 LightweightM2M-1.0-int-270 — Create ODJECt INSTANCE .........cciiiiriiiiiiiee et 19
6.1.3.12 LightweightM2M-1.0-int-271 — Create Multiple ReSOUICE INSTANCE..........cceiiiiriirieiiieeie e 19
6.1.3.13 LightweightM2M-1.0-int-290 — Delete OBJECt INSLANCE...........eiiiiriiiiiiire e 19
6.1.4 Information Reporting INterface [300-399]........couiiiiiiiieieie e bbb 20
6.1.4.1  LightweightM2M-1.0-int-301 — Observation and Notification of parameter Values.............ccocoeeriiiiiiinnencicree, 20
6.1.4.2  LightweightM2M-1.0-int-302 — Cancel Observations using Reset OPeration ...........ccccevererereneneisienenese e 21
6.1.4.3  LightweightM2M-1.0-int-303 — Cancel observations using Observe with Cancel parameter (to be updated) ................ 21
6.1.5 SECUNILY [A00-499] ... ettt ettt b bbbt bt b e bt bt e b e ea e et e eb e bt e bt bt e bt eh b e s e et e b bt et e beeneas 22
6.1.5.1  LightweightM2M-1.0-int-401 — UDP Channel Security — Pre-shared Key MOGE...........ccccovireeriinneineneseceeees 22
6.1.6 Core Specific Objects Test cases [500-999] .......ociuiiiiiiiiieie et e esae et e e reesaeene s 22
6.1.6.1  Security Object (ID 0) [500-549] .......cetieiieiiiteinietet ettt b bbbttt b bbbt 22
6.1.6.2  Server ODJECt (ID 1) [550-599] ....c.eoirueiireuiieieriet ettt b et bbbkt b bbbt bbb 22
6.1.6.2.1 LightweightM2M-1.0-int-551 — Querying the readable resources of ODJECL...........cccuvviriiiieiic e 23
6.1.6.2.2 LightweightM2M-1.0-int-555 — Setting the Writahle reSOUICES.........ccviiiiiiiiicirc e 24
6.1.6.2.3 LightweightM2M-1.0-int-560 — Observation and notification of observable reSOUrces...........cocoovverieiinencieieinnns 25
6.1.6.3  Access Control ObJect (ID 2) [B00-649]......c.coireiirerieieiiieie ettt sttt sttt e b et sbe b e e e st e b e bt ebesbesbesee e eseeneanas 25
6.1.6.4  LWM2M Server (ID 3) [B50-699] .......ccuiueueuiiiirieieteieiniresistetetestt sttt b bbb bbbttt 25
6.1.6.4.1 LightweightM2M-1.0-int-651 — Querying the readable resources of ODJECL...........cccoviiiriiiiiii e 26
6.1.6.4.2 LightweightM2M-1.0-int-652 — Querying the firmware version from the client ...........c.cccooveiniiniiiiinieee 27
6.1.6.4.3 LightweightM2M-1.0-int-655 — Setting the Writahle reSOUICES. ........ccviiiiiiiiicc e 27
6.1.6.4.4 LightweightM2M-1.0-int-660 — Observation and notification of observable reSOUrCes ...........ovvveiviiviereieierieienas 28
6.1.6.5 LWM2M Connectivity Monitoring (ID 4) [700-749] ......ccuieiriiiiiiiiiiee ettt 29
6.1.6.5.1 LightweightM2M-1.0-int-701 — Querying the readable resources of ODJECL.............cooiiririiiiii e 29
6.1.6.5.2 LightweightM2M-1.0-int-705 — Setting the Writahle rESOUICES. ........cciiiirire et 29
6.1.6.5.3 LightweightM2M-1.0-int-710 — Observation and notification of observable resSources............ccccceoivrineneieieenneas 30
6.1.6.6  Firmware Update OBJect (ID 5) [750-799] ....ueoiiiieiiieiit ettt ettt ettt et ettt e bt sbesbe e e e e e eneanas 31

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-LightweightM2M-V1_0-20150916-D Page 4 (52)

6.1.6.6.1 LightweightM2M-1.0-int-751 — Querying the readable rESOUICES ..........ccoceieiirieeiiie et 31
6.1.6.6.2 LightweightM2M-1.0-int-755 — Setting the Writahle rESOUICTES. ........cciiiirireieieerce et 32
6.1.6.6.3 LightweightM2M-1.0-int-760 — Observation and notification of observable reSources.............ccooeoerovieieneieneennas 33
6.1.6.6.4 LightweightM2M-1.0-int-770 — Successful Firmware update (Via COAP) .......cccecviiiieiiie et 33
6.1.6.6.5 LightweightM2M-1.0-int-771 — Successful Firmware update (via alternative mechanism)............cc.ccooevevervevienenas 35
6.1.6.6.6 LightweightM2M-1.0-int-772 — Error Case: firmware package not downloaded..............ccocevvevviieiiiieiiseneseieeenas 36
6.1.6.6.7 LightweightM2M-1.0-int-773 — Error Case: N0t eN0UQN SEOTAJE ......ccviviiiiiieriiieeccee e 37
6.1.6.6.8 LightweightM2M-1.0-int-774 — Error Case: OUt OF MEMOIY .........coviiiiiiiiiie e e 38
6.1.6.6.9 LightweightM2M-1.0-int-775 — Error Case: Connection lost during download (package URI) ........ccccoceiiieiinenene 39
6.1.6.6.10 LightweightM2M-1.0-int-776 — Error Case: CRC Check fail ...........ccoiiiiiiiii e 40
6.1.6.6.11 LightweightM2M-1.0-int-777 — Error Case: unsupported package tyPe .......ccoveoeeririneneiieeeeeee e 41
6.1.6.6.12 LightweightM2M-1.0-int-778 — Error Case: invalid URI (package URI) .........ccccoviiiiiiiiiiiiecice e 42
6.1.6.6.13 LightweightM2M-1.0-int-779 — Error Case: Unsuccessful Firmware Update............ccccoeiriirieiiiiiciiieii e 43

6.1.6.7  Location Object (ID 6) [B00-849]........ccciiieiiieieiteie ittt ettt sb ettt e et et e e b e s b e st et e e essete e b e s besbe b e e e s ereereans 45
6.1.6.7.1 LightweightM2M-1.0-int-801 — Querying the readable resources of ObJECt............ccccvviiiiiiiciiiicec e 45
6.1.6.7.2 LightweightM2M-1.0-int-805 — Setting the Writahle rESOUICTES. ........cciiiririerieieerce et 45
6.1.6.7.3 LightweightM2M-1.0-int-810 — Observation and notification of observable reSOUrces ...........ccoovvvvvvieneneieieinnns 45

6.1.6.8  Connectivity Statistics (ID 7) [900-949] ........ciiiiieiieiie ettt 47
6.1.6.8.1 LightweightM2M-1.0-int-901 — Querying the readable resources of ODJECE...........cccvvviriiiiciic e 47
6.1.6.8.2 LightweightM2M-1.0-int-905 — Setting the Writahle reSOUICES.........ccviiiriiiierce e 47
6.1.6.8.3 LightweightM2M-1.0-int-910 — Observation and notification of observable resources...........cccocooereieriienieinneennns 48

6.2 LWM2M ADDITIONAL OBJECTS TEST CASES [1000-1999] .....c.eiviiiiiiiieiesieniee sttt 48
6.2.1 Lock and Wipe Object (ID 8) [1000-1099]......c.cceruriiririeieiterieiestesieeste sttt st sbesr e sr e sbesr e sbesne b e 48
6.2.2 Software Management Object (ID 9) [1100-1199] ......ccueiiiriirieieirieniese et 48
6.2.3 Connectivity Management Objects (ID 10, 11, 12, 13) [1200-1499].......cccrerirererinenieineneese e 49
6.2.3.1  LightweightM2M-CONMGMT-1.0-int-1201 — APN CONfIGUIAtION .....c.oviveiiiiiiieicicieees s 49
6.2.3.2  LightweightM2M-CONMGMT-1.0-int-1202 — BeArer SEIECLION .........cccoeiriririeeicieee et 50
6.2.4 Device Capability Management Object (ID 15) [1500-1599]........ccccuiririiinirinirieininieseiesie e 50
APPENDIX A. CHANGE HISTORY (INFORMATIVE) ...ttt 51
Al APPROVED VERSION HISTORY ..ottt ittt ettt ettt ettt ettt ettt h e she e s bt e e s ab e e s b bt e shs e e sb bt e nab e e sbbeesaneesrbeennreenees 51
A.2  DRAFT/CANDIDATE VERSION 1.0 HISTORY ..ottitiiiiiiiiiiiieite ettt sttt bbbt bttt nn bbb 51
APPENDIX B. ADDITIONAL INFORMATION ...ttt sttt sttt ae e sreesaeesteeneeenseenneesee e 52
B.1  EXAMPLE OF TEST CONFIGURATION AND SETUP .....ccuiittiiteeittenttateairtastesteesteesessesssesseesseesseasseanneassesssesseessesssessnens 52

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-LightweightM2M-V1_0-20150916-D Page 5 (52)

1. Scope

This document describes in detail available test cases for LightweigthM2M as specified in OMA-TS-LightweightM2M-
V1 0.

The test cases are split in two categories, conformance and interoperability test cases.

The conformance test cases are aimed to verify the adherence to normative requirements described in the technical
specifications.

The interoperability test cases are aimed to verify that implementations of the specifications work satisfactory.

If either conformance or interoperability tests do not exists at the creation of the test specification this part should be marked
not available.

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.

The following numbering scheme is used:

XXX-y.z-con-number where:

XXX Name of enabler, e.g. MMS or Browsing
y.z Version of enabler release, e.g. 1.2 or 1.2.1
’con’ Indicating this test is a conformance test case
number Leap number for the test case

Or

XXX-y.z-int-number where:

XXX Name of enabler, e.g. MMS or Browsing
y.Z Version of enabler release, e.g. 1.2 or 1.2.1
’int’ Indicating this test is a interoperability test case
number Leap number for the test case

3.2 Definitions

Application 1) The customer's realisation of a service through M2M - e.g. satnav, smart metering
2) Individual software components that run on top of the device's operating system.Access Point Name
Device The hardware that is realising a function for the customer e.g. a smart meter.

Module A modular component of a device e.g. the radio module housing the SIM

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
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3.3 Abbreviations

API Application Programming Interface

APN Access Point Name

CoAP Constrained Application Protocol

CON Conformance

DM Device Management

GDSP Global Data Service Platform

GUI Graphical User Interface

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

10P Interoperability

LWM2M Lightweight Machine to Machine (refers to this OMA enabler)
M2M Machine to Machine

MSISDN Mobile Station International Subscriber Directory Number
OMA Open Mobile Alliance

OpCo Operating Company

(O} Operating System

SIM Subscriber Interface Module

ul User Interface
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4. Introduction

The purpose of this document is to provide test cases for LightweigthM2M Enabler Release V1.0.

The implementation of some features is optional for the Clients and/or the Servers in the LightweigthM2M Enabler. The
tests associated with these optional features are marked as "(Includes Optional Features)" in the test specification.

The following items on an overall level are needed to adequately test the LWM2M enabler:
e A LWM2M server

e A LWM2M client e.g. embedded in a M2M device or module connected via UDP and SMS with the LWM2M
server

The LWM2M enabler tests are carried out using the LWM2M protocol and objects, and using the underlying protocols such
as [CoAP].

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
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5. LightweightM2M Conformance Test Cases

None.
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6. LightweigthM2M Interoperability Test Cases

6.1 LWM2M Core Specification Test cases [0-999]
6.1.1 Bootstrap Interface: [0-99]

<Test Cases to fill-up>

6.1.2 Registration Interface [100-199]
6.1.2.1 LightweightM2M-1.0-int-101 — Initial Registration

Test Case Id LightweigthM2M-1.0-int-101

Test Object Client and Server

Test Case Description Test that the Client registers with the Server.
Tool n/a

Test code n/a

Preconditions o Device is turned on

o The bootstrap procedure has been completed or the required
bootstrap information is available to the client

o The clientcontains the following mandatory LWM2M 1.0
objects instances.
— LWMZ2M Server Object (ID=1) Instance 0
with mandatory resources and Short Server ID=1
—  LWM2M Security Object (ID = 0) Instance 0
with mandatory resources and Bootstrap Server =False
—  LWM2M Device Object (ID=3) Instance 0
with mandatory resources.

Test Procedure 1. Device is switched on and bootstrap information is available to
the device.

2. The device automatically registers at the server, once this
information is available.

Normal flow:

a. Registration message (COAP POST) is sent from client to
server.

b. Client receives Success message (2.01 Created) from the server.
Pass-Criteria 1. Server has received REGISTER operation
2. Server knows the following

e Endpoint Client Name

e registration lifetime (optional)
e LWM2M version (optional)

e binding mode (optional)

e  SMS number (optional)

e Objects and Object Instances (mandatory and optional
objects / object instances)

3. Client has received “Success” message from server

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
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6.1.2.2 LightweightM2M-1.0-int-102 — Registration Update

a. Re-Registration message (COAP PUT) is sent from client to

Test Case Id LightweigthM2M-1.0-int-102
Test Object Client and Server
Test Case Description Test that the client updates the registration information on the server.
Tool n/a
Test code n/a
Preconditions o Need exists to re-register, e.g. previous registration has expired.
Test Procedure 1. Switch on device and try to Re-Register
Normal flow:

Server.

b. Client receives Success message (2.04 Changed) from the

server.

Pass-Criteria

1. Server has received REGISTER operation
2. Server knows the following

Endpoint Client Name

registration lifetime (optional)
LWM2M version (optional)

binding mode (optional)

SMS number (optional)

Objects and Object Instances (optional)

3. Client has received “Success” message from server
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6.1.2.3 LightweightM2M-1.0-int-103 — Deregistration
Test Case Id LightweigthM2M-1.0-int-103
Test Object Client and Server
Test Case Description Test that the client is able to deregister at the server.
Tool n/a
Test code n/a
Preconditions o Client is registered
Test Procedure 1. Client will no longer be available, thus, it should de-register
Normal flow:
a. Deregistration message (COAP DELETE) is sent from client to
server.

b. Client receives Success message (2.02 Deleted) from the server.

Pass-Criteria

1. Client is removed from the servers registration database

6.1.2.4 LightweightM2M-1.0-int-104 — Registration Update Trigger
Test Case Id LightweigthM2M-1.0-int-104
Test Object Client and Server

Test Case Description

Test that the Client registers with the Server when triggered with the
Registration Update Trigger (see LWM2M server object)

Tool

n/a

Test code

n/a

Preconditions

Device is turned on

(@]

The bootstrap procedure has been completed or the required
bootstrap information is available to the client

The client has a LWM2M Server Object Instance.
The device is registered with the server.

Test Procedure

Binding is set to U (as in TS section 5.2.1.1)

De-registration is performed, or, alternatively registration
expires

3. Server sends Registration Update Trigger via SMS

N RO O

Normal flow:

a. Binding is set by sending COAP PUT 1/7 with string content
“U” from server to device

b. Server receives Success message (2.04 Changed) from the
device

c. Device registration expires on the server (for test purposes a
short registration lifetime could be chosen)

d. Registration Update Trigger message COAP POST 1/8 is sent
from server to client via SMS

e. Re-Registration message (COAP PUT) is sent from client to
server via UDP

f. Client receives Success message (2.04 Changed) from the
server.

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
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Pass-Criteria 1. Server has received REGISTER operation via UDP
2. Server knows the following

e Endpoint Client Name

e registration lifetime (optional)

e LWM2M version (optional)

e binding mode (optional)

e SMS number (optional)

e Objects and Object Instances (optional)

3. Client has received “Success” message from server

6.1.2.5 LightweightM2M-1.0-int-105 - Initial Registration to Bootstrap Server

Test Case Id LightweigthM2M-1.0-int-105

Test Object Client and Server

Test Case Description Test that the Client registers with the Bootstrap Server.
Preconditions o Device is turned on

o The required Bootstrap Server Bootstrap information is
available to the Client

o The client contains the following mandatory LWM2M 1.0
objects instances
—  LWM2M Server Object (ID=1) Instance 0
with mandatory resources and Short Server ID=1
—  LWM2M Security Object (ID = 0) Instance 0
with mandadory resources and Bootstrap Server =True
—  LWM2M Device Object (ID=3) Instance 0
with mandatory resources
Test Procedure 1. Device is switched on and Bootstrap Server Bootstrap
information is available to the device.

2. The device automatically registers at the Bootstrap Server, once
this information is available.

Normal flow:

a. Registration message (COAP POST) is sent from client to
Bootstrap Server.

b. Client receives Success message (2.01 Created) from the
Bootstrap Server.

Pass-Criteria 1. Bootstrap Server has received REGISTER operation
2. Bootstrap Server knows the following

e Endpoint Client Name

e registration lifetime (optional)

e LWM2M version (optional)

¢ binding mode (optional)

e  SMS number (optional)

e Objects and Object Instances (mandatory object Instances
only)
3. Client has received “Success” message from Bootstrap Server
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6.1.3 Device management & Service Enablement Interface [200-299]

6.1.3.1 LightweightM2M-1.0-int-201 — Querying basic information in Plain Text

format
Test Case Id LightweigthM2M-1.0-int-201
Test Object Client and Server

Test Case Description Querying the following data on the client (Device Object: ID 3):
e  Manufacturer

e  Model number

e  Serial number

Tool n/a
Test code n/a
Preconditions o Device is registered at the LWM2M server
Test Procedure 1. A READ operation from server on these resources has been
received by the client.
Normal flow:
a. READ (COAP GET) on device object resources, with the CoAP
Accept option to indicate the requested content format:
Plain Text
b. Server receives success message (2.05 Content) and the
requested values in the requested format.
Pass-Criteria 1. Server has received the requested information and display of the

following data to the user is possible:
e  Manufacturer
e  Model number

e Serial number

6.1.3.2 LightweightM2M-1.0-int-202 — Querying basic information in Opaque format
<Test Cases to fill-up>
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6.1.3.3 LightweightM2M-1.0-int-203 — Querying basic information in TLV format
Test Case Id LightweigthM2M-1.0-int-203

Test Object Client and Server

Test Case Description Querying the following data on the client (Device Object: ID 3):

e Manufacturer
e  Model number
e Serial number

Tool n/a
Test code n/a
Preconditions o Device is registered at the LWM2M server
Test Procedure a. A READ operation from server on these resources has been
received by the client.
Normal flow:
b. READ (COAP GET) on device object resources, with the CoAP
Accept option to indicate the requested content format:
TLV
i. Bits 7-6=00= Object Instance in which case the Value
contains one or more Resource TLVS
ii. Bits 7-6=11= Resource with Value
c. Server receives success message (2.05 Content) and the
requested values in the requested format.
Pass-Criteria 1. Server has received the requested information and display of the

following data to the user is possible:
e  Manufacturer
e  Model number

e  Serial number
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6.1.3.4 LightweightM2M-1.0-int-204 — Querying basic information in JSON format
Test Case Id LightweigthM2M-1.0-int-204

Test Object Client and Server

Test Case Description Querying the following data on the client (Device Object: ID 3):

e Manufacturer
e  Model number
e Serial number

Tool n/a
Test code n/a
Preconditions o Device is registered at the LWM2M server
Test Procedure 1. A READ operation from server on these resources has been
received by the client.
Normal flow:
a. READ (COAP GET) on device object resources, with the CoAP
Accept option to indicate the requested content format:
JSON
b. Server receives success message (2.05 Content) and the
requested values in the corresponding format.
Pass-Criteria 1. Server has received the requested information and display of the

following data to the user is possible:
e  Manufacturer
e  Model number

e Serial number
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6.1.3.5 LightweightM2M-1.0-int-205 — Setting basic information in Plain Text format

Test Case Id

LightweightM2M-1.0-int-205

Test Object

Client and Server

Test Case Description

Setting the writable resources of object 1 (Server Object: ID 1):

Preconditions

o Device is registered with the Server

Test Procedure

A WRITE operation from server on the resource has been received by the
client. This test has to be run for the following resources:

a) Lifetime
b) Default minimum period
¢) Default maximum period
d) Disable timeout
e) Notification storing when disabled or offline
f) Binding
Normal flow:

1. WRITE (CoAP PUT/POST) on the resource with a value
admissible with regards to LWM2M technical specification

2. Server receives success message (2.04 Changed)

3. The server READs the result of the WRITE operation by
querying the resource.

Pass-Criteria

1. The server receives the status code “2.04”

2. The resource value has changed according to WRITE request

6.1.3.6 LightweightM2M-1.0-int-210 — Setting basic information in Opaque format

<Test Cases to fill-up>

6.1.3.7 LightweightM2M-1.0-int-215 — Setting basic information in TLV format

<Test Cases to fill-up>

6.1.3.8 LightweightM2M-1.0-int-220 — Setting basic information in JSON format

<Test Cases to fill-up>
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6.1.3.9 LightweightM2M-1.0-int-241 — Executable Resource: Rebooting the device

Test Case Id LightweigthM2M-1.0-int-241
Test Object Client and Server
Test Case Description Test that rebooting of the device remotely through the server is possible
(Device Object: ID 3).
Tool n/a
Test code n/a
Preconditions o Device is switched on and registered with the server. (Device
might be in a state that requires a reboot)
Test Procedure 1. An EXECUTE operation from server on the resource
object/reboot has been received by the client.
Normal flow:

a. Server performs Execute (COAP POST) on device/reboot
resource

b. Server receives success message (2.04 Changed) from client

Pass-Criteria 1. Device reboots successfully and re-registers at the server again

6.1.3.10 LightweightM2M-1.0-int-260 — Discover Command

<Test Cases to fill-up>

6.1.3.11 LightweightM2M-1.0-int-270 — Create Object Instance

<Test Cases to fill-up>

6.1.3.12 LightweightM2M-1.0-int-271 — Create Multiple Resource Instance

<Test Cases to fill-up>

6.1.3.13 LightweightM2M-1.0-int-290 — Delete Object Instance

<Test Cases to fill-up>
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6.1.4 Information Reporting Interface [300-399]
6.1.4.1 LightweightM2M-1.0-int-301 — Observation and Notification of parameter

values
Test Case Id LightweigthM2M-1.0-int-301
Test Object Client and Server
Test Case Description Sending the observation policy to the device.
Tool n/a
Test code n/a
Preconditions o Device is registered at the LWM2M server

o Device is switched on and operational.

Test Procedure 1. The Server establishes an Observation relationship with the

Client to acquire conditional notifications about:
e Line Voltage
o Signal Strength

Normal flow:

a. Server communicates to the device min/max period, threshold
value and step with a WRITE ATTRIBUTE (COAP PUT)
operation

b. Server sends OBSERVE (COAP Observe Option) message to
activate reporting

c. Client reports requested information with a NOTIFY message
(COAP responses)

Pass-Criteria 1. The server has received the requested information and display of
“Line Voltage” and “Signal Strength” to the user is possible.
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6.1.4.2 LightweightM2M-1.0-int-302 — Cancel Observations using Reset Operation
Test Case Id LightweightM2M-1.0-int-302
Test Object Client and Server

Test Case Description

Cancel the Observation relationship by sending “Cancel Observation”
operation.

Tool n/a
Test code n/a
Preconditions o Device is registered at the LWM2M server
o Device is switched on and operational.
o Server established Observation relationship with the Client.
Test Procedure 1. The Server removes a pre-established Observation relationship
by sending “Cancel Observation”. The Client removes
conditional notifications about:
e Power Source Voltage
¢ Signal Strength
Normal flow:

a. Client reports requested information with a NOTIFY message
(COAP responses)

b. Server sends Cancel Observe (COAP RESET message) to
cancel the Observation relationship.

c. Client stops reporting requested information and removes
associated entries from the list of observers.

Pass-Criteria

1. The server stops receiving information on “Line Voltage” and
“Signal Strength” and associated entries from the list of
observers are removed.

6.1.4.3 LightweightM2M-1.0-int-303 — Cancel observations using Observe with
Cancel parameter (to be updated)
Test Case Id LightweightM2M-1.0-int-303
Test Object Client and Server
Test Case Description
Tool n/a
Test code n/a

Preconditions

o Device is registered at the LWM2M server
o Device is switched on and operational.
o Server established Observation relationship with the Client.

Test Procedure

Pass-Criteria

1. The server stops receiving information on “Line Voltage” and
“Signal Strength” and associated entries from the list of
observers are removed.
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6.1.5 Security [400-499]
6.1.5.1 LightweightM2M-1.0-int-401 — UDP Channel Security — Pre-shared Key Mode

Test Case Id LightweigthM2M-1.0-int-401

Test Object Client and Server

Test Case Description Establishing DTLS session using UDP pre-shared key mode

Tool n/a

Test code n/a

Preconditions o The bootstrap procedure has been completed or the required
bootstrap information is available to the client.

o The bootstrap information includes the Security Mode resource
of the object LWM2M Security set to 0: Pre-Shared Key mode
The client has a LWM2M Server Object Instance.

Test Procedure 1. Device is switched on and bootstrap information is available to
the device.

2. The device automatically registers at the server, once this
information is available and a DTLS session is established
between client and server.

3. Using this DTLS session, GET commands are sent from the
server to the client, and the client sends back the requested
resource values.

Normal flow:

a. Registration message (COAP POST) is sent from client to

server.

b. Client receives Success message (2.01 Created) from the server.
c. READ (COAP GET) on e.g. ACL object resources

d. Server receives success message (2.05 Content) and the
requested values (encrypted)

Pass-Criteria

e Registration and READ commands work successfully over
DTLS session.

6.1.6 Core Specific Objects Test cases [500-999]

6.1.6.1 Security Object (ID 0) [500-549]
6.1.6.2 Server Object (ID 1) [550-599]
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6.1.6.2.1 LightweightM2M-1.0-int-551 — Querying the readable resources of object

Test Case Id

LightweightM2M-1.0-int-551

Test Object

Client and Server

Test Case Description

Querying the readable resources of object 1

Preconditions

o Device is registered with the Server

Test Procedure

A READ operation from server on the resource has been received by the
client. This test has to be run on the following resources:

a) Short server ID
b) Lifetime
¢) Default minimum period
d) Default maximum period
e) Disable timeout
f) Notification storing when disabled or offline
g) Binding
Normal flow:

1. READ (CoAP GET) on the resource, with the CoAP Accept
option value “0” to indicate the “text/plain” content format

2. The server receives success message (2.05 Content) and the
requested value in the corresponding Plain Text format

Pass-Criteria

1. The server receives the status code “2.05” for READ success

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The server receives the requested information and displays the
resource value to the user
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6.1.6.2.2 LightweightM2M-1.0-int-555 — Setting the writable resources
Test Case Id LightweightM2M-1.0-int-555
Test Object Client and Server
Test Case Description Setting the writable resources of object 1

Preconditions

o Device is registered with the Server

client. Thi

Test Procedure A WRITE operation from server on the resource has been received by the

s test has to be run for the following resources:
a) Lifetime

b) Default minimum period

c) Default maximum period

d) Disable timeout

e) Notification storing when disabled or offline
f) Binding

Normal flow:

1. WRITE (CoAP PUT/POST) on the resource with a value
admissible with regards to LWM2M technical specification

2. Server receives success message (2.04 Changed)

3. The server READs the result of the WRITE operation by
querying the resource.

Pass-Criteria

1. The server receives the status code “2.04”
2. The resource value has changed according to WRITE request
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6.1.6.2.3 LightweightM2M-1.0-int-560 — Observation and notification of observable
resources
Test Case Id LightweightM2M-1.0-int-560

Test Object

Client and Server

Test Case Description

Sending the observation policy to the device for resources of object 1

Preconditions

o Device is registered at the LWM2M server
o Device is switched on and operational

Test Procedure

The Server establishes an Observation relationship with the Client to acquire
condition notifications about observable resources. This test has to be run for
the following resources:

a) Short server ID
b) Lifetime
c) Default minimum period
d) Default maximum period
e) Disable timeout
f) Notification storing when disabled or offline
g) Binding
Normal flow:

1. The server communicates to the device min/max period,
threshold value and step with a WRITE ATTRIBUTE (CoAP
PUT) operation

2. The server sends OBSERVE (CoAP Observe Option) message
to activate reporting

3. The client reports requested information with a NOTIFY
message (COAP response)

Pass-Criteria

1. The server has received the requested information and displays
the resource value to the user

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The values returned by the client in each Notify are relevant
with regards to the threshold value, the min/max period and the
step

6.1.6.3 Access Control Object (ID 2) [600-649]
6.1.6.4 LWM2M Server (ID 3) [650-699]
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6.1.6.4.1 LightweightM2M-1.0-int-651 — Querying the readable resources of object

Test Case Id

LightweightM2M-1.0-int-651

Test Object

Client and Server

Test Case Description

Querying the readable resources of object 3

Preconditions

o Device is registered with the Server

Test Procedure

A READ operation from server on the resource has been received by the
client. This test has to be run on the following resources:

a) Manufacturer

b) Device type

c) Model humber

d) Serial number

e) Hardware version

f) Firmware version

g) Software version

h) Awvailable power sources

i) Power source voltage

j) Power source current

k) Battery level

I) Battery status

m) Memory free

n) Memory total

0) Error code

p) Current time

q) UTC offset

r) Timezone

s) Supported binding and modes
Normal flow:

1. READ (CoAP GET) on the resource, with the CoAP Accept
option value “0” to indicate the “text/plain” content format

2. The server receives success message (2.05 Content) and the
requested value in the corresponding Plain Text format

Pass-Criteria

1. The server receives the status code “2.05” for READ success

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The server receives the requested information and displays the
resource value to the user
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6.1.6.4.2 LightweightM2M-1.0-int-652 — Querying the firmware version from the client
Test Case Id LightweigthM2M-1.0-int-652
Test Object Client and Server
Test Case Description Querying the firmware version of the firmware on the managed device
Tool n/a
Test code n/a
Preconditions o Device is registered with the Server
Test Procedure 1. A READ operation from server on the resource has been
received by the client.
Normal flow:

a. READ (COAP GET) on device object resource “firmware
version”, with the CoOAP Accept option value “0” to indicate the
“text/plain” content format;

b. Server receives success message (2.05 Content) and the
requested value in the corresponding Plain Text format.

IPass-Criteria 1. Server has received the requested information and displays to the
user the following information:

e Firmware version

6.1.6.4.3 LightweightM2M-1.0-int-655 — Setting the writable resources
Test Case Id LightweightM2M-1.0-int-655
Test Object Client and Server
Test Case Description Setting the writable resources of object 3
Preconditions o Device is registered with the Server
Test Procedure A WRITE operation from server on the resource has been received by the

client. This test has to be run for the following resources:
a) Current time
b) UTC offset
c) Timezone

Normal flow:

1. WRITE (CoAP PUT/POST) on the resource with a value
admissible with regards to LWM2M technical specification

2. Server receives success message (2.04 Changed)

3. The server READs the result of the WRITE operation by
querying the resource.

Pass-Criteria 1. The server receives the status code “2.04”
2. The resource value has changed according to WRITE request
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6.1.6.4.4 LightweightM2M-1.0-int-660 — Observation and notification of observable
resources
Test Case Id LightweightM2M-1.0-int-660
Test Object Client and Server
Test Case Description Sending the observation policy to the device for resources of object 3
Preconditions o Device is registered at the LWM2M server

o Device is switched on and operational

Test Procedure The Server establishes an Observation relationship with the Client to acquire
condition notifications about observable resources. This test has to be run for
the following resources:

a) Manufacturer

b) Device type

c) Model number

d) Serial number

e) Hardware version

f) Firmware version

g) Software version

h) Awvailable power sources

i) Power source voltage

j) Power source current

k) Battery level

I) Battery status

m) Memory free

n) Memory total

0) Error code

p) Current time

q) UTC offset

r) Timezone

s) Supported binding and modes
Normal flow:

1. The server communicates to the device min/max period,
threshold value and step with a WRITE ATTRIBUTE (CoAP
PUT) operation

2. The server sends OBSERVE (CoAP Observe Option) message to
activate reporting

3. The client reports requested information with a NOTIFY message
(CoAP response)

Pass-Criteria 1. The server has received the requested information and displays
the resource value to the user

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The values returned by the client in each Notify are relevant with
regards to the threshold value, the min/max period and the step
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6.1.6.5 LWM2M Connectivity Monitoring (ID 4) [700-749]

6.1.6.5.1 LightweightM2M-1.0-int-701 — Querying the readable resources of object
Test Case Id LightweightM2M-1.0-int-701
Test Object Client and Server
Test Case Description Querying the readable resources of object 4
Preconditions o Device is registered with the Server
Test Procedure A READ operation from server on the resource has been received by the client.

This test has to be run on the following resources:
a) Network bearer
b) Awvailable network bearer
¢) Radio signal strength
d) Link quality
e) IP addresses
f) Router IP addresses
g) Link utilization
h) APN
i) CellID
j) SMNC
k) SMCC
Normal flow:

1. READ (CoAP GET) on the resource, with the CoAP Accept
option value “0” to indicate the “text/plain” content format

2. The server receives success message (2.05 Content) and the
requested value in the corresponding Plain Text format

Pass-Criteria 1. The server receives the status code “2.05” for READ success

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The server receives the requested information and displays the
resource value to the user

6.1.6.5.2 LightweightM2M-1.0-int-705 — Setting the writable resources

There is no writable resources for this object.
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6.1.6.5.3 LightweightM2M-1.0-int-710 — Observation and notification of observable
resources
Test Case Id LightweightM2M-1.0-int-710
Test Object Client and Server
Test Case Description Sending the observation policy to the device for resources of object 4

o Device is registered at the LWM2M server
Preconditions o Device is switched on and operational

Test Procedure The Server establishes an Observation relationship with the Client to acquire
condition notifications about observable resources. This test has to be run for
the following resources:

a) Network bearer
b) Available network bearer
¢) Radio signal strength
d) Link quality
e) IP addresses
f) Router IP address
g) Link utilization
h) APN
i) CellID
j) SMNC
k) SMCC
Normal flow:

1. The server communicates to the device min/max period,
threshold value and step with a WRITE ATTRIBUTE (CoAP
PUT) operation

2. The server sends OBSERVE (CoAP Observe Option) message to
activate reporting

3. The client reports requested information with a NOTIFY
message (COAP response)

Pass-Criteria 1. The server has received the requested information and displays
the resource value to the user

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The values returned by the client in each Notify are relevant with
regards to the threshold value, the min/max period and the step

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-LightweightM2M-V1_0-20150916-D Page 31 (52)

6.1.6.6 Firmware Update Object (ID 5) [750-799]
6.1.6.6.1 LightweightM2M-1.0-int-751 — Querying the readable resources

Test Case Id

LightweightM2M-1.0-int-751

Test Object

Client and Server

Test Case Description

Querying the readable resources of Firmware Update Object

Preconditions

o Device is registered with the Server

Test Procedure

A READ operation from server on the resource has been received by the
client. This test has to be run on the following resources:

a) State

b) Update supported objects
¢) Update result

d) Pkgname

e) Pkgversion

Normal flow:

1. READ (CoAP GET) on the resource, with the CoAP Accept
option value “0” to indicate the “text/plain” content format

2. The server receives success message (2.05 Content) and the
requested value in the corresponding Plain Text format

Pass-Criteria

1. The server receives the status code “2.05” for READ success

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The server receives the requested information and displays the
resource value to the user
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6.1.6.6.2 LightweightM2M-1.0-int-755 — Setting the writable resources

Test Case Id

LightweightM2M-1.0-int-755

Test Object

Client and Server

Test Case Description

Setting the writable resources of Firmware Update Object

Preconditions

o Device is registered with the Server

Test Procedure

A WRITE operation from server on the resource has been received by the
client. This test has to be run for the following resources:

a) Package
b) Package URI
c) Update supported objects

Normal flow:

1. WRITE (CoAP PUT/POST) on the resource with a value
admissible with regards to LWM2M technical specification

2. Server receives success message (2.04 Changed)

3. The server READs the result of the WRITE operation by
querying the resource.

Pass-Criteria

1. The server receives the status code “2.04”
2. The resource value has changed according to WRITE request
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6.1.6.6.3 LightweightM2M-1.0-int-760 — Observation and notification of observable
resources
Test Case Id LightweightM2M-1.0-int-760
Test Object Client and Server
Test Case Description Sending the observation policy to the device for resources of Firmware Update
Object
Preconditions o Device is registered at the LWM2M server

o Device is switched on and operational

Test Procedure The Server establishes an Observation relationship with the Client to acquire
condition notifications about observable resources. This test has to be run for
the following resources:

a) State

b) Update supported objects
¢) Update result

d) Pkgname

e) Pkgversion

Normal flow:

1. The server communicates to the device min/max period,
threshold value and step with a WRITE ATTRIBUTE (CoAP
PUT) operation

2. The server sends OBSERVE (CoAP Observe Option) message to
activate reporting

3. The client reports requested information with a NOTIFY
message (CoAP response)

Pass-Criteria 1. The server has received the requested information and displays
the resource value to the user

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The values returned by the client in each Notify are relevant with
regards to the threshold value, the min/max period and the step

6.1.6.6.4 LightweightM2M-1.0-int-770 — Successful Firmware update (via COAP)
Test Case Id LightweightM2M-1.0-int-770
Test Object Client and Server
Test Case Description Perform a device firmware update remotely triggered by the LWM2M server

in using Package Resource (CoAP mechanisms)

Preconditions o Device is registered at the LWM2M server
o Device is switched on and operational
o Firmware Update is available on the Server
o State is to “0” (Idle) or “1” (Downloaded)
Test Procedure A WRITE operation from the server on /5/0/0 (Package) is received by the
client
Normal flow:
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1. Step1-Write

a. The server delivers the firmware to the device through a WRITE
(CoAP PUT/POST) operation on /5/0/0 (Package)

b. Update Result is set to “0” (Initial value)
€. When the download starts, State is set to “1” (Downloading)

d. A READ (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The server may send repeated
READs or OBSERVE the resource to determine when the
download is completed.

e. When the download is completed, State is set to “2”
(Downloaded)

2. Step 2 — Execute

a. When the download is completed, the server initiates a firmware
update by EXECUTE (CoAP POST) /5/0/2 (Update)

b. State is set to “3” (Updating)
If firmware is successfully updated
b.1 Update Result is set to “1” (Firmware updated successfully)

b.2 The device is automatically rebooting.

c. The server READs Update Result to know the result of the
firmware update procedure.

Pass-Criteria 1. Step 1- Write
a. The server receives the status code “2.04” for WRITE success

b. State is set to “1” (Downloading) during the step and is “2” at the
end of the step (Downloaded)

c. Update Result is “0” (Initial Value) during the whole step
d. New firmware is present on the device

2. Step 2 — Execute
a. State is “3” (Updating) when EXECUTE has been sent

b. The server receives the status code “2.04” for EXECUTE success
The device is rebooted

New firmware is updated on the device

State is “0” (Idle) at the end of the step

Update Result is “1” at the end of the step (Firmware updated
successfully)

o

-~ o o
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6.1.6.6.5 LightweightM2M-1.0-int-771 — Successful Firmware update (via alternative
mechanism)
Test Case Id LightweightM2M-1.0-int-771
Test Object Client and Server
Test Case Description Perform a device firmware update remotely triggered by the LWM2M server

in using Package URI Resource

Preconditions o Device is registered at the LWM2M server
o Device is switched on and operational
o Firmware Update is available on the Server
o State is to “0” (Idle) or “1” (Downloaded)
Test Procedure A WRITE operation from the server on /5/0/1 (Package URI) is received by
the client
Normal flow:

1. Step 1-Write

a. The server delivers the firmware URI to the device through a
WRITE (CoAP PUT/POST) operation on /5/0/1 (Package URI)

b. Update Result is set to “0” (Initial value)

c. The Device downloads the firmware from the URI via an
alternative mechanism (not CoAP)

=

When the download starts, State is set to “1” (Downloading)

A READ (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The server may send repeated
READs or OBSERVE the resource to determine when the
download is completed.

@

f. When the download is completed, State is set to “2”
(Downloaded)

2. Step 2 — Execute

a. When the download is completed, the server initiates a firmware
update by EXECUTE (CoAP POST) /5/0/2 (Update)

b. State is set to “3” (Updating)
¢. Firmware is successfully updated

c.1 Update Result is set to “1” (Firmware updated successfully)
c.2 The device is automatically rebooting.

d. The server READs Update Result to know the result of the
firmware update procedure.
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Pass-Criteria 1. Step1-Write
a. The server receives the status code “2.04” for WRITE success

b. State is set to “1” (Downloading) during the step and is “2” at the
end of the step (Downloaded)

c. Update Result is “0” (Initial Value) during the whole step
d. New firmware is present on the device
2. Step 2 — Execute
a. State is “3” (Updating) when EXECUTE has been sent
b. The server receives the status code “2.04” for EXECUTE success
The device is rebooted
New firmware is updated on the device
State is “0” (Idle) at the end of the step

Update Result is “1” at the end of the step (Firmware updated
successfully)

134

-~ o o

6.1.6.6.6 LightweightM2M-1.0-int-772 — Error Case: firmware package not downloaded
Test Case Id LightweightM2M-1.0-int-772

Test Object Client and Server

Try to perform a device firmware installation when there is no downloaded

Test Case Description g
firmware package

Device is registered at the LWM2M server
Device is switched on and operational

Preconditions

Firmware Update is available on the Server
State (/5/0/3) is different from “2” (Downloaded)

O O O O

Test Procedure An EXECUTE operation from the server on /5/0/2 (Update) is received by the
client
Normal flow:

1. The client does nothing

Pass-Criteria 1. New firmware is not installed on the device
The device is not rebooted

State (/5/0/3) does not change

Update Result (/5/0/5) is not changed

The server receives the status code “4.05” for method not
allowed

S N
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6.1.6.6.7 LightweightM2M-1.0-int-773 — Error Case: not enough storage
Test Case Id LightweightM2M-1.0-int-773
Test Object Client and Server

Test Case Description Try to perform a device firmware update remotely triggered by the LWM2M
Server with a firmware package exceeding the device storage memory
capacity.

Preconditions Device is registered at the LWM2M server
Device is switched on and operational
Firmware Update is available on the Server

State (/5/0/3) is set to “0” (Idle)

O O O O

Test Procedure A WRITE operation from the server on /5/0/0 (Package) with a firmware
package exceeding the device storage memory capacity, is received by the
client

Normal flow:

1. The server delivers the firmware package to the device through a
WRITE (CoAP PUT/POST) operation on /5/0/0 (Package)

2. Update Result is set to “0” (Initial value)
3. When the download starts, State is set to “1” (Downloading)

4. AREAD (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The server may send repeated
READs or OBSERVE the resource to determine when the
download is completed.

5. Before the end of download, the device runs out of storage and
cannot finish the download (State still keeps the value “1”:
Downloading).

6. The client removes what was downloaded
7. /5/0/3 (State) is set to “0” (Idle)

8. /5/0/5 (Update Result) is set to “2”” (Not enough storage for the
new firmware package)

9. The server READs Update Result to know the result of the
firmware update procedure.

Pass-Criteria New software is not installed on the device

New software is not present on the device

The device is not rebooted

The Server receives the status code "2.04" for WRITE success

/5/0/5 (Update Result) is “0” (Initial) during the step and then
“1” during download and is “2” (Not enough storage for the new
firmware package)

at the end of the step

6. /5/0/3 (State) is “1” (Downloading) during the step and is “0” at
the end of the step

gk~ wbd PR

7. State never reaches the Downloaded value (“3”)
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6.1.6.6.8 LightweightM2M-1.0-int-774 — Error Case: out of memory
Test Case Id LightweightM2M-1.0-int-774
Test Object Client and Server

Test Case Description Try to perform a device firmware update remotely triggered by the LWM2M
Server while the Device runs out of memory during download

Preconditions o Prepare a package with a size big enough to make the Client run
out of memory when downloading it

Device is registered at the LWM2M server
Device is switched on and operational
Firmware Update is available on the Server
State is set to “0” (Idle)

o O O O

Test Procedure A WRITE operation from the server on /5/0/0 (Package) is received by the

Client
Normal flow:

1. The server delivers the firmware to the device through a WRITE
(CoAP PUT/POST) operation on /5/0/0 (Package)

2. Update Result is set to “0” (Initial)

3. When the download starts, State is set to “1” (Downloading)

4. A READ (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The server may send repeated
READs or OBSERVE the resource to determine when the
download is completed.

5. Before the end of download, the device runs out of memory and
cannot finish the download (State still keeps the value “1”
:Downloading)

6. The client removes what was downloaded
7. [5/0/3 (State) is set to “0” (Idle)

8. /5/0/5 (Update Result) is set to “3” (Out of memory during
downloading process)

9. The server READs Update Result to know the result of the
firmware update procedure.

New firmware is not installed on the device
New firmware is not present on the device
The device is not rebooted

Pass-Criteria

The server receives the status code “2.04” for WRITE success

/5/0/5 (Update Result) is “0” (Initial) during the step and is “3”
(Out of memory during downloading process) at the end of the
step.

6. /5/0/3 (State) is “1” (Downloading) during the step and is “0”

(1dle) at the end of the step

7. State never reaches the Downloaded value (“3”)

gk wdPRE
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6.1.6.6.9 LightweightM2M-1.0-int-775 — Error Case: Connection lost during download

(package URI)

Test Case Id

LightweightM2M-1.0-int-775

Test Object

Client and Server

Test Case Description

Try to perform a device firmware update remotely triggered by the LWM2M
server while connection is lost during download

Preconditions

Device is registered at the LWM2M server
Device is switched on and operational
Firmware Update is available on the Server
State is set to “0” (Idle)

O O O O

Test Procedure

A WRITE operation from the server on /5/0/0 (Package) is received by the
client
Normal flow:
1. The server delivers the firmware to the device through a WRITE
(CoAP PUT/POST) operation on /5/0/0 (Package)
2. Update Result is set to “0” (Initial)
3. When the download starts, State is set to “1” (Downloading)
4. A READ (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The server may send repeated
READs or OBSERVE the resource to determine when the
download is completed.
5. Before the end of download, the connection is lost and the client
cannot finish the download (State still keeps the value “1”
:Downloading)
6. The client removes what was downloaded
7. [5/0/3 (State) is set to “0” (Idle)
8. /5/0/5 (Update Result) is set to “4” (Connection lost during
downloading process.)
9. The server READs Update Result to know the result of the
software installation procedure.

Pass-Criteria

New firmware is not installed on the device

New firmware is not present on the device

The device is not rebooted

The server receives the status code “2.04” for WRITE success

/5/0/5 (Update Result) is “0” during the step and is “4”

(Connection lost during downloading process) at the end of the

step.

6. /5/0/3 (State) is “1” (Downloading) during the step and is “0”
(1dle) at the end of the step

7. State never reaches the Downloaded value (“3”)

absrowbdE
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6.1.6.6.10 LightweightM2M-1.0-int-776 — Error Case: CRC check fail
Test Case Id LightweightM2M-1.0-int-776

Test Object Client and Server

Test Case Description Try to perform a device firmware update remotely triggered by the LWM2M
Server while the downloaded package does not pass the integrity check

Preconditions o Device is registered at the LWM2M server
o Device is switched on and operational
o Firmware Update is available on the Server
o State is set to “0” (Idle)
Test Procedure A WRITE operation from the server on /5/0/0 (Package) is received by the
client
Normal flow:

1. The server delivers the firmware to the device through a WRITE
(CoAP PUT/POST) operation on /5/0/0 (Package)

2. Update Result is set to “0” (Initial)
3. When the download starts, State is set to “1” (Downloading)

4. A READ (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The server may send repeated
READs or OBSERVE the resource to determine when the
download is completed.

The package integrity check fails
The client removes what was downloaded
/5/0/3 (State) is set to “0” (Initial)

/5/0/5 (Update Result) is set to “5” (CRC check failure for new
downloaded package)

The server READs Update Result to know the result of the
firmware update procedure.

O

©

Pass-Criteria New firmware is not installed on the device

New firmware is not present on the device

The device is not rebooted

The server receives the status code “2.04” for WRITE success

/5/0/5 (Update Result) is “0” (Initial) during the step and is “5”
(CRC check failure for new downloaded package) at the end of
the step

6. /5/0/3 (State) is set to “1” (Downloading) during the step and is
“0” (Idle) at the end of the step

7. State never reaches the Downloaded value (“3”)

ok~ w P
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6.1.6.6.11 LightweightM2M-1.0-int-777 — Error Case: unsupported package type
Test Case Id LightweightM2M-1.0-int-777

Test Object Client and Server

Test Case Description Try to perform a device firmware update remotely triggered by the LWM2M
server with an unsupported package type

Preconditions Device is registered at the LWM2M server
Device is switched on and operational
Firmware Update is available on the Server

State is set to “0” (Idle)

O O O O

Test Procedure A WRITE operation from the server on /5/0/0 (Package) with a package with
an unsupported type is received by the client
Normal flow:

1. The server delivers the firmware package to the device through a
WRITE (CoAP PUT/POST) operation on /5/0/0 (Package)

2. Update Result is set to “0” (Initial)
3. When the download starts, State is set to “1” (Downloading)

4. A READ (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the Server. The Server may send repeated
READs or OBSERVE the resource to determine when the
download is completed.

The package type is not supported

The client removes what was downloaded

/5/0/3 (State) is set to “0” (Idle)

/5/0/5 (Update Result) is set to “6” (Unsupported package type)

The server READs Update Result to know the result of the
firmware update procedure.

© ® N o v

Pass-Criteria New firmware is not installed on the device

New firmware is not present on the device

The device is not rebooted

The server receives the status code ‘“2.04” for WRITE success

Update Result is “0” during the step and is “6” (Unsupported
package type) at the end of the step

ok~ wDd P

6. State issetto “1” (Downloading) during the step and is “0”
(1dle) at the end of the step
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6.1.6.6.12 LightweightM2M-1.0-int-778 — Error Case: invalid URI (package URI)
Test Case Id LightweightM2M-1.0-int-778

Test Object Client and Server

Test Case Description Try to perform a device firmware update remotely triggered by the LWM2M
server with an invalid URI

Preconditions Device is registered at the LWM2M server
Device is switched on and operational
Firmware Update is available on the Server

State is set to “0” (Idle)

Test Procedure A WRITE operation from the server on /5/0/1 (Package URI) with an invalid
URI is received by the client
Normal flow:
1. The server delivers the invalid firmware URI to the device
through a WRITE (CoAP PUT/POST) operation on /5/0/1
(Package URI)

2. /5/0/5 (Update Result) is set to “0” (Initial)

3. AREAD (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The state should indicate that
the download did not start (State = “0”)

4. /5/0/5 (Update Result) is set to “7” (Invalid URI)

The server READs /5/0/5 (Update Result) to know the result of
the firmware update procedure.

&

Pass-Criteria New firmware is not installed on the device
The device is not rebooted
The server receives the status code “2.04” for WRITE success

/5/0/5 (Update Result) is set to “0” during the step and is “7”
(Invalid URI) at the end of the step

/5/0/3 (State) is “0” (Idle) during the whole step
. State always keeps the Idle (“0”) value.

= @ =

o o
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6.1.6.6.13 LightweightM2M-1.0-int-779 — Error Case: Unsuccessful Firmware Update

Test Case Id

LightweightM2M-1.0-int-779

Test Object

Client and Server

Test Case Description

Perform a device firmware update remotely triggered by the LWM2M server
in using Package Resource (CoAP mechanisms) but with installation failure

Preconditions

Device is registered at the LWM2M server
Device is switched on and operational
Firmware Update is available on the Server
State is to “0” (Idle) or “1” (Downloaded)

O O O O

Test Procedure

A WRITE operation from the server on /5/0/0 (Package) is received by the

client
Normal flow:

1.

Step 1 — Write

a. The server delivers the firmware to the device through a WRITE

(CoAP PUT/POST) operation on /5/0/0 (Package)
b. Update Result is set to “0” (Initial value)

€. When the download starts, State is set to “1” (Downloading)

d. A READ (CoAP GET) on /5/0/3 (State) provides the status of the
firmware download to the server. The server may send repeated

READs or OBSERVE the resource to determine when the
download is completed.

e. When the download is completed, State is set to “2”
(Downloaded)

Step 2 — Execute

a. When the download is completed, the server initiates a firmware

update by EXECUTE (CoAP POST) on /5/0/2 (Update)
Resource

b. State is set to “3” (Updating)
¢. Firmware updates fails

c.1 Update Result is set to “8” (Firmware update failed )
c.2 The device is not rebooted

¢.3 State is set back to “2” (Downloaded)

d. The server READs Update Result to know the result of the
firmware update procedure.
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Pass-Criteria 1. Step1-Write
a. The server receives the status code “2.04” for WRITE success

b. /5/0/3 (State) is “1” (Downloading) during the step and is “2”
(Downloaded) at the end of the step

c. /5/0/5 (Update Result) is “0” (Initial Value) during the whole
step

d. New firmware is present on the device

2. Step 2 — Execute

a. /5/0/3 (State) is “3” (Updating) and /5/0/5 (Update Result) is
“0” (Initial) when EXECUTE on /5/0/2 (Update) Resource has
been sent

b. The server receives the status code “2.04” for EXECUTE success
c. The device is not rebooted

d. New firmware is not updated on the device

e. /5/0/3 (State) is “2” (Downloaded) at the end of the step

f

/5/0/5 (Update Result) is “8” (Firmware update failed) at the end
of the step

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-LightweightM2M-V1_0-20150916-D Page 45 (52)

6.1.6.7 Location Object (ID 6) [800-849]

6.1.6.7.1 LightweightM2M-1.0-int-801 — Querying the readable resources of object
Test Case Id LightweightM2M-1.0-int-801
Test Object Client and Server
Test Case Description Querying the readable resources of object 6
Preconditions o Device is registered with the Server
Test Procedure A READ operation from server on the resource has been received by the
client. This test has to be run on the following resources:
a) Latitude
b) Longitude
c) Altitude
d) Uncertainty
e) Velocity
f) Timestamp
Normal flow:
1. READ (CoAP GET) on the resource, with the CoOAP Accept
option value “0” to indicate the “text/plain” content format
2. The server receives success message (2.05 Content) and the
requested value in the corresponding Plain Text format
Pass-Criteria 1. The server receives the status code “2.05” for READ success
2. The value returned by the client is admissible with regards of
LWM2M technical specification
3. The server receives the requested information and displays the
resource value to the user

6.1.6.7.2 LightweightM2M-1.0-int-805 — Setting the writable resources
There are no writable resources for this object.
6.1.6.7.3 LightweightM2M-1.0-int-810 — Observation and notification of observable
resources
Test Case Id LightweightM2M-1.0-int-810
Test Object Client and Server
Test Case Description Sending the observation policy to the device for resources of object 6
Preconditions o Device is registered at the LWM2M server

o Device is switched on and operational

Test Procedure The Server establishes an Observation relationship with the Client to acquire
condition notifications about observable resources. This test has to be run for
the following resources:

a) Latitude
b) Longitude
c) Altitude
d) Uncertainty
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e) Velocity
f) Timestamp
Normal flow:

1. The server communicates to the device min/max period,
threshold value and step with a WRITE ATTRIBUTE (CoAP
PUT) operation

2. The server sends OBSERVE (CoAP Observe Option) message to
activate reporting

3. The client reports requested information with a NOTIFY
message (CoAP response)

Pass-Criteria

1. The server has received the requested information and displays
the resource value to the user

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The values returned by the client in each Notify are relevant with
regards to the threshold value, the min/max period and the step
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6.1.6.8 Connectivity Statistics (ID 7) [900-949]

6.1.6.8.1 LightweightM2M-1.0-int-901 — Querying the readable resources of object
Test Case Id LightweightM2M-1.0-int-901
Test Object Client and Server
Test Case Description Querying the readable resources of object 7
Preconditions o Device is registered with the Server
Test Procedure A READ operation from server on the resource has been received by the client.

This test has to be run on the following resources:
a) SMS Tx counter
b) SMS Rx counter
c) Txdata
d) Rxdata
e) Max message size
f) Average message size
Normal flow:

1. READ (CoAP GET) on the resource, with the CoOAP Accept
option value “0” to indicate the “text/plain” content format

2. The server receives success message (2.05 Content) and the
requested value in the corresponding Plain Text format

Pass-Criteria 1. The server receives the status code “2.05” for READ success

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The server receives the requested information and displays the
resource value to the user

6.1.6.8.2 LightweightM2M-1.0-int-905 — Setting the writable resources

There are no writable resources for this object.
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6.1.6.8.3 LightweightM2M-1.0-int-910 — Observation and notification of observable
resources
Test Case Id LightweightM2M-1.0-int-910

Test Object

Client and Server

Test Case Description

Sending the observation policy to the device for resources of object 7

Preconditions

o Device is registered at the LWM2M server
o Device is switched on and operational

Test Procedure

The Server establishes an Observation relationship with the Client to acquire
condition notifications about observable resources. This test has to be run for
the following resources:

a) SMS Tx counter

b) SMS Rx counter

¢) Txdata

d) Rxdata

e) Max message size

f) Average message size
Normal flow:

1. The server communicates to the device min/max period,
threshold value and step with a WRITE ATTRIBUTE (CoAP
PUT) operation

2. The server sends OBSERVE (CoAP Observe Option) message to
activate reporting

3. The client reports requested information with a NOTIFY message
(CoAP response)

Pass-Criteria

1. The server has received the requested information and displays
the resource value to the user

2. The value returned by the client is admissible with regards of
LWM2M technical specification

3. The values returned by the client in each Notify are relevant with
regards to the threshold value, the min/max period and the step

6.2 LWM2M Additional Objects Test cases [1000-1999]
6.2.1 Lock and Wipe Object (ID 8) [1000-1099]

<Test Cases to fill-up>

6.2.2 Software Management Object (ID 9) [1100-1199]

<Test Cases to fill-up>
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6.2.3 Connectivity Management Objects (ID 10, 11, 12, 13) [1200-1499]

6.2.3.1 LightweightM2M-CONMGMT-1.0-int-1201 — APN configuration

Test Case Id LightweightM2M-CONMGMT-1.0-int-1201

Test Object Client and Server

Test Case Description Creating and enabling a new APN profile

Tool n/a

Test code n/a

Preconditions o Device is switched on and operational

o Device is registered at the LWM2M server

o Device has a Cellular Network Connectivity object and one
instance of an APN Connection Profile object. Cellular
connectivity is established with the parameters given in the APN
Connection Profile object instance.

Test Procedure Normal flow:

a. CREATE (COAP POST) operation is performed by the server
targeting 11/1 to create a 2™ instance of the APN connection
profile object with a new APN which is not yet active.

b. Server receives success message (2.01 Created)

c. Client is triggered to do a REGISTER operation e.g. by power
off/on

d. REGISTER message (COAP POST) is sent from client to server
including information about the supported Objects and Object
Instances including the new instance of the APN Connection
Profile object

e. Client receives 2.01 Created indicating successful completion of
register message.

f. Server activates the new APN Connection Profile by changing
Enable status to True by WRITE 11/1/3 (COAP PUT)

g. Server receives success message (2.04 Changed)

h. Server reads the list of active APN Connection Profiles by
performing READ 10/4000

i. Server receives success message (2.05 Content) indicating the
active APN Connection Profiles

Pass-Criteria o New APN connection profile is active
NOTE: In case the device only supports one active APN profile this

test is passed when the new APN profile is activated.
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6.2.3.2 LightweightM2M-CONMGMT-1.0-int-1202 — Bearer Selection

Test Case Id LightweightM2M-CONMGMT-1.0-int-1202

Test Object Client and Server

Test Case Description Controlling bearers using Bearer Selection Object
Tool n/a

Test code n/a

Preconditions o Device is switched on and operational

o Device is registered at the LWM2M server

o Device has a Cellular Network Connectivity object and one
instance of an APN Connection Profile object. Cellular
connectivity is established with the parameters given in the APN
Connection Profile object instance. Also, Device has a WLAN
Connectivity object but WLAN radio is not enabled.

Test Procedure Normal flow:

a. CREATE (COAP POST) operation is performed by the server
targeting 13/0 to create the instance of the Bearer selection
object with Preferred Communication Bearer (13/0/0) as WLAN
preferred.

b. Server receives success message (2.01 Created)

c¢. Client shall turn on the WLAN radio and use it for connectivity
with the Server. Client shall send Update to the Server
indicating the update in registration as the Client’s IP address
(and port) has changed.

d. Server checks the status of the WLAN connectivity object by
performing a READ on /12/0. The interface shall be enabled and
running. The Server shall verify the values of Enable and Status
resources for the same.

e. Server performs WRITE operation on Preferred Communication
Bearer (13/0/0) resource and updates its value to 3GPP PS
Preferred.

f. Client shall turn on the Cellular network connectivity (if not
already enabled) and use it for connectivity with the Server.
Client shall send Update to the Server indicating the update in
registration as the Client’s IP address (and port) has changed.

g. Server checks the status of the Cellular Network Connectivity
object by performing a READ on /10. The interface shall be
enabled and running.

Pass-Criteria o Bearer Selection Object is allowing the Server to control Client
interface for communication

6.2.4 Device Capability Management Object (ID 15) [1500-1599]

<Test Cases too fill-up>
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Appendix B.  Additional Information

B.1 Example of Test Configuration and Setup
The following hardware components were part of a test setup.

e  M2M device equipped with LWM2M client

e  Computer that runs the browser interface to the LWM2M server component

e Server that runs the LWM2M server software

e USIM provisioned for use on the network.

o External appliance which is connected directly to M2M device (e.g. light, temperature sensor, motor).
In addition the demonstration setup shall include the following software components:

o Measurement software which enables to see e.g. LWM2M messages and CoOAP messages.

o The software shall enable
= GUI to trigger the chosen test cases

= To see the flow of information between client and server, e.g. on LWM2M protocol level and on CoAP
transport level.
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