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Unless this document is clearly designated as an approved specification, this document is a work in process, is not an
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You may use this document or any part of the document for internal or educational purposes only, provided you do not
modify, edit or take out of context the information in this document in any manner. Information contained in this document
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written permission of the Open Mobile Alliance. The Open Mobile Alliance authorizes you to copy this document, provided
that you retain all copyright and other proprietary notices contained in the original materials on any copies of the materials
and that you comply strictly with these terms. This copyright permission does not constitute an endorsement of the products
or services. The Open Mobile Alliance assumes no responsibility for errors or omissions in this document.

Each Open Mobile Alliance member has agreed to use reasonable endeavors to inform the Open Mobile Alliance in a timely
manner of Essential IPR as it becomes aware that the Essential IPR is related to the prepared or published specification.
However, the members do not have an obligation to conduct IPR searches. The declared Essential IPR is publicly available
to members and non-members of the Open Mobile Alliance and may be found on the “OMA IPR Declarations” list at
http://www.openmobilealliance.org/ipr.html. The Open Mobile Alliance has not conducted an independent IPR review of
this document and the information contained herein, and makes no representations or warranties regarding third party IPR,
including without limitation patents, copyrights or trade secret rights. This document may contain inventions for which you
must obtain licenses from third parties before making, using or selling the inventions. Defined terms above are set forth in
the schedule to the Open Mobile Alliance Application Form.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
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1. Scope

This document describes in detail the Interoperability test cases for Wapl (WSP) and Wap2 (HTTP) OMA Push V2.2.The
document is split into three sub sections covering the various Push 2.2 enablers:

e Push Access Protocol- (PAP)
*  Push Proxy Gateway-(PPQG)

e Over the Air - (OTA)
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URL:http://www.openmobilealliance.org/

"Wireless Session Protocol". Open Mobile Alliance™
WAP-230-WSP. URL: http://www.openmobilealliance.org/

"Extensible Markup Language (XML) 1.0 (Second Edition)", W3C Recommendation 6-October-
2000. T. Bray, et al, 6-October-2000. URL: http://www.w3.org/TR/REC-xml

2.2 Informative References

[ERELDDM]

[PROVARCH]

[PushArch]

[PushMsg]

[RDF]

[RFC2246]

[RFC2396]

[RFC822]

[WAPARCH]

"Enabler Release Definition for Device Management version 1.2". Open Mobile Alliance™,
OMA-ERELD-DM-V1 2-20060208-C.

"Provisioning Architecture Overview 1.1". Open Mobile Alliance™.OMA-W AP-ProvArch-
vl 1. URL:http://www.openmobilealliance.org/

"WAP Push Architectural Overview", Open Mobile Alliance™, WAP-250-PushArchOverview,
URL:http://www.openmobilealliance.org/

"Push Message Specification", Open Mobile Alliance™, WAP-251-PushMessage, URL:
URL:http://www.openmobilealliance.org/

"Resource Description Framework (RDF) Model and Syntax Specification”, W3C
Recommendation, 22-February-1999. URL: http://www.w3.org/TR/REC-rdf-syntax

"The TLS Protocol Version 1.0", T. Dierks, C. Allen. January 1999,
URL:http://www.ietf.org/rfc/rfc2246.txt

"Uniform Resource identifiers (URI)", T. Berners-Lee, et al., August 1998.
URL: http://www.ietf.org/rfc/rfc2396.txt

"Standard for the Format of ARPA Internet Text Messages", D. Crocker, August 1982.
URL: http://www.ietf.org/rfc/rfc0822.txt

"WAP Architecture". Open Mobile Alliance™. WAP-210-WAPArch.
URL: http://www.openmobilealliance.org/
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD?”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope”, are normative, unless they are explicitly indicated to be informative.
The following numbering scheme is used:

XXX-y.z-con-number where:

XXX Name of enabler, e.g. MMS or Browsing
y.z Version of enabler release, e.g. 1.2 or 1.2.1
’con’ Indicating this test is a conformance test case
number Leap number for the test case

Or

XXxx-y.z-int-number where:

XXX Name of enabler, e.g. MMS or Browsing
y.z Version of enabler release, e.g. 1.2 or 1.2.1
’int’ Indicating this test is a interoperability test case
number Leap number for the test case

3.2 Definitions

Application A value-added data service provided to a Client. The application may utilise both push and pull data
transfer to deliver content

Application Addressing The ability to address a particular user agent on a WAP client.

Bearer Network a network used to carry the messages of a transport-layer protocol between physical devices.
Multiple bearer networks may be used over the life of a single push session.

Client In the context of push, a client is a device (or service) that expects to receive push content from a
server. In the context of pull a client, it is a device initiates a request to a server for content or data.
See also "device"

Contact Point Address information that describes how to reach a push proxy gateway, including transport protocol
address and port of the push proxy gateway.

Content Subject matter (data) stored or generated at an origin server. Content is typically displayed or
interpreted by a user agent on a client. Content can both be returned in response to a user request, or
pushed directly to a client.

Content Encoding when used as a verb, content encoding indicates the act of converting a data object from one format
to another. Typically the resulting format requires less physical space than the original, is easier to
process or store, and/or is encrypted. When used as a noun, content encoding specifies a particular
format or encoding standard or process.

Content Format actual representation of content.

Device Is a network entity that is capable of sending and/or receiving packets of information and has a
unique device address. A device can act as either a client or a server within a given context or across
multiple contexts. For example,

a device can service a number of clients (as a server) while being a client to another server.

End-user See "user"

Multicast Message a push message containing a single address which implicitly specifies more than one OTA client
address.

Push Framework The entire Push system. The push framework encompasses the protocols, service interfaces, and

© 2007 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ETS-Push-V2_2-20071106-C

Page 10 (121)

Push Initiator

software entities that provide the means to push data to user agents in the WAP client.

The entity that originates push content and submits it to the push framework for delivery to a user
agent on a client.

Push OTA Protocol A protocol used for conveying content between a Push Proxy Gateway and a certain user agent on a
client.
Push Proxy Gateway A proxy gateway that provides push proxy services.

Push Session

Registration

Registration Context

A WSP session that is capable of conducting push operations.

Refers to a procedure where the PPG becomes aware of the terminal’s current capabilities and
preferences.

A state where the PPG is aware of at least the last capabilities and preferences conveyed from

the terminal.

Server A device (or service) that passively waits for connection requests from one or more clients. A server
may accept or reject a connection request from a client. A server may initiate a connection to a client
as part of a service (push).

Terminal See "client".

Terminal-ID

An identifier that is used by a PPG to uniquely identify a terminal.

User A user is a person who interacts with a user agent to view, hear, or otherwise use a rendered content.
Also referred to as end-user
User agent A user agent (or content interpreter) is any software or device that interprets resources. This may

include

textual browsers, voice browsers, search engines, etc.

3.3 Abbreviations

ABNF Augmented Backus-Naur Form
ABNF Augmented Backus-Naur Form

CPI Capability and Preference Information
CSD Circuit Switched Data

DNS Domain Name Server

DTD Document Type Definition

ETR Enabler Test Requirements

ETS Enabler Test Specification

GPRS General Packet Radio Service

HTTP Hypertext Transfer Protocol

TANA Internet Assigned Numbers Authority
IP Internet Protocol

MAC Authenication code

MS Mobile Station

MSISDN Mobile Station International Subscriber Directory Number
OMA Open Mobile Alliance

OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority

OTA Over The Air

OTA-HTTP (Push) OTA over HTTP
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OTA-HTTP-TLS
OTA-WSP
PAP
PDP

P1
PO-TCP
PPG

QoS
RADIUS
RFC
SEC
SHA-1

SI

SIA

SIR

SL

SMS
TCP
TLS
TO-TCP
UDP
URI
URL
WAP
WBXML
WDP
WINA
WSP
WTLS

OTA-HTTP over TLS

(Push) OTA over WSP

Push Access Protocol

Packet Data Protocol

Push Initiator

PPG Originated TCP connection establishment method
Push Proxy Gateway

Quality of Service

Remote Authentication Dial-In User Service
Request For Comments

Security Control

Secure Hash Algorithm 1

Service Indication

Session Initiation Application

Session Initiation Request

Service Loading

Short Message Service

Transmission Control Protocol

Transport Layer Security

Terminal Originated TCP connection establishment method
User Datagram Protocol

Uniform Resource Identifier

Uniform Resource Locator

Wireless Application Protocol

WAP Binary XML

Wireless Datagram Protocol

WAP Interim Naming Authority

Wireless Session Protocol

Wireless Transport Layer Security
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4. Introduction

The purpose of this document is to provide test cases for all the Push 2.2 Enabler.
Any issues found during Conformance testing SHOULD be reported to OMA using Enabler Test Reports.
The following items are needed to test Push 2.2

* A Push initiator Tool to connect to the PPG for initating the Push messsage. The Push initiator should be able to
represent various types of application ID. Ile MMS, DRM, Device Provisioning etc...

* A Push Proxy Gateway (PPG) supporting WSP/HTTP Push, this facilitates push delivery from the wired to wireless
network.

* A Protocol Analyzer to monitor and diagnose the connections between the systems.

* A Push capable client which can support all or any of the following (Connectionless/Connection Oriented via
WSP/HTTP with secure or unsecure support)

* A provisioning server to pre provision security Push server settings if required.

The following Block Diagram helps to portray the overall system architecture:

Push = ,,; Push mﬂmwml
Over-the-Air Access e
Protocol Protocol L
4 //

Push Proxy Gateway

WAP Client Push Initiator

(origin server)

Figure 1: System architecture

To help understand the various subsections and protocols used Figure 2 below shows the protocol flow.
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Figure 2: System Protocol Flow

Server Protocol Flow Client

OTA

(Push Message) (Push Message)

4.1 Security Considerations

In order to protect against denial of service attacks and push from unauthorized sources a ‘whitelist’ mechanism is defined. If
the whitelist is provisioned on the terminal, then it MUST be used to validate the source address of Push PDUs received over
connectionless bearers. However if the whitelist is not provisioned then the mobile device MUST accept the push PDU and
process it according to its content.

4.2 Processing Session Initiation Requests

In the case of SIR, to protect against denial of service attacks, the terminal SHOULD implement a lockout timer. If the
terminal receives any additional SIRs during the lockout interval, it should defer processing or discard them until the timer
expires. If the requested push session(s) is successfully established (OTA-WSP), or if the active TCP connection(s) is
successfully established (OTA-HTTP), the lockout timer SHOULD be reset. The value of the lockout timer interval is
implementation specific.

To protect against spoofing, the terminal SHOULD validate the SIR by comparing the source address of the PDU that carries
the STA content with a pre-existing list of authorised PPGs. The SIR SHOULD be ignored if the validation fails.

The above measures are applicable if the SIR is received on a non-secure port. If a secure port is used, these measures are
generally not necessary.

4.3 Processing content sources in a connectionless
environment
A secondary mechanism MAY be used to verify the originating source of the content (either Pl or PPG). In order

to establish & authenticate a trust relationship between PPG and client the mechanism detailed in the
Provisioning Bootstrap [ProvBoot] is reused. In Bootstrap the content is trusted due to it being ‘signed’ using a
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shared secret. This shared secret may be user defined or it might be some specific information that is related to
the bearer or network. The shared secret is then used to generate parameters to the provision content type
application/vnd.wap.connectivity-wbxml; namely the parameters SEC and MAC.

SEC indicates the security mechanism that was used (user defined, network specific etc) and the MAC parameter
indicates the authentication code calculated using the pushed data and the shared secret.

In the case where the shared secret is known to the PPG (or PI) the PPG (or Pl) may generate the SEC and MAC
parameters for the content type.

The use of SEC and MAC is as per OMA Provisioning Bootstrap specification [ProvBoot]. The following example
clarifies the usage in the case of Push OTA

User Client PPG PI

_ PI Sends content to PPG
" via PAP

/— PPG Determines client or service
requires content parameters

_PPG Delivers
“encodes its identity
in a content type
parameters and

sends content

Client de-crypts header
and compares to white

list; if match content is
displayed.

A

SEC value

The SEC parameter can have the following values

Value Meaning
1 USERPIN
2 USERNETWPIN
3 USERPINMAC

MAC value
Defined as follows: -
MAC = HMAC-SHA (K, D)

Where K is the Shared Secret and D is the data, in this case the content that is to be pushed to the targeted
terminal and HMAC-SHA is the Keyed-Hashing for Message Authentication algorithm [RFC 2104], which utilizes
the SHA-1 hash function.

If the terminal does not understand the added content-type parameters, it MUST ignore them. However, if the
terminal is capable of processing the parameters to the content type and they do not match the shared SEC
parameter value the push MUST be rejected.
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5. Conformance Test Cases

Not available
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6. OTA Test Cases

There are 40 interoperability test cases for Push 2.2 OTA Push Enabler.

6.1 WSP Server/Client Push OTA

6.1.1 Non-Secure Port for Connectionless Push

Test Case ID Push-OTA-2.2-int-1
Test Object Server/client device
Test Case Test Case Verify that a non-secure connectionless SI/SL Push message is sent by the server

Description and Purpose | and received by the client.

Specification Reference [PushOTA] Section 5
[PushOTA] Section 6.2.1
SCR Reference WSP-CL-C-002 AND
WSP-CL-C-003 AND
WSP-CL-C-020 AND

WDP-RP-S-004
OTA-SEC-C-001 AND
WDP:MCF
Tool PUSH INITIATOR
Test Code/Files NON APPLICABLE
Preconditions The Push inbox and cache content are empty.

Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.

The right PPG IP address is set in the Clients currently active WAP Profile with
security set to “OFF”.

It is highly recommended to have a protocol analyzer to monitor traffic between
the Client and the PPG.

Test procedure Set the right WAP Profile (with PPG IP address) on your Client and select it as the
current one.

Send the push message to the Client. The bearer delivering the push message can
be either SMS or an unsecure WSP Session. When the Client displays reception of
the message, the user will then select to download the push message.

When the Device connects to the PPG the Message that was waiting for the device
is retrieved.

Pass -Criteria The Client can receive the push message via SMS or via a Non Secure WAP
session. Where upon the received PUSH is in the inbox and the end-user can load it
successfully.

Comment This test case should be executed both when the Client is in idle mode and when it
has a Non Secure WAP session using both the Service Indication and Service
Loading.
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6.1.2 Connection-Oriented Unconfirmed Push

Test Case ID Push-OTA-2.2-int-2

Test Object Server/client device

Test Case Description To verify that a connection oriented unconfirmed SL/SI Push message is sent by
and Purpose the server and received by the client.

If the client has not established a bearer then the SIR is sent via OTA until the
device connects via the bearer and the session is active

A SIR will be sent first followed by a Push SI/SL message.

Specification Reference [PushOTA] Section 6.2.2

[PushOTA] Section 5

[PushOTA] Section 8.3

SCR Reference OTA-WSP-C-002 (WSP-CO-C-001 and WSP-CO-C-010), OTA-WSP-C-003
OTA-CO-C-002 (OTA-WSP-C-001 or and OTA-WSP-C-002) and (OTA-WSP-C-
003 or OTA-WSP-C-004: wtls:mcf and wtls:wtls-c007) and OTA-WSP-C-005 and
OTA-CO-001 (OTA-CO-C-002 or OTA-CO-C-003)

OTA-WSP-C-011

OTA-WSP-S-002 (WSP-CO-S-001 and WSP-CO-S-010)

OTA-CO-S-002

OTA-SEC-C-001 AND OTA-HTTP-S-001
Tools PUSH INITIATOR
Test Code/Files NON APPLICABLE
Preconditions Push inbox and cache content are empty.

Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.

The right PPG IP address is set in the Clients currently active WAP Profile.

It is highly recommended to have a protocol analyzer to monitor traffic between
the Client and the PPG.

Recommended to use UDP logs.

Test Procedure The PPG Server will send an SI and SL Push messages to the client via the active
bearer “Wap session”. If the client has not established the bearer the SIR is sent via
OTA until the device connects via the bearer and the session is active, then the
message content is delivered over the session.

Pass-Criteria The Client initiates a WAP session, receives the push message and ends the WAP
session successfully. The received PUSH SL/SI can be presented successfully.

In the UDP logs verify that the last push message flag is set and that process has
been completed successfully

Comments This test case should be executed under all conditions of the Push access user
settings when the Client is both in idle and during an ongoing WAP connection.
Should also be executed using both SI and SL messages and taking into
consideration security issues.
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6.1.3 Connection-Oriented Confirmed Push

Test Case ID

Push-OTA-2.2-int-3

Test Object

Server/client device

Test Case Description
and Purpose

Verify Connection Oriented Confirmed Push by sending a confirmed Push request
from the PI which sub sequentially the PPG will then send a connection oriented
confirmed SI/SL Push message and this is successfully received by the client when
it is on idle mode.

If the client has not established a bearer then the SIR is sent via OTA until the
device connects via the bearer and the session is active

A SIR will be sent first followed by a Push SI/SL message

Specification Reference

[PushOTA] Section 6.2.2
[PushOTA] Section 5

SCR Reference

(OTA-WSP-C-001 OR
OTA-WSP-C-002) AND
(OTA-WSP-C-003 OR
OTA-WSP-C-004) AND
OTA-WSP-C-005 AND

OTA-SEC-C-001 AND OTA-HTTP-S-001
WSP-CO-S-001 AND WSP-CO-§-011

Tools

PUSH INITIATOR

Test Code/Files

NON APPLICABLE

Preconditions

Device Push inbox and cache content are empty.

Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.

The right PPG IP address is set in the Clients currently active WAP Profile.

It is highly recommended to have a protocol analyzer to monitor traffic between
the Client and the PPG.

Recommended to use UDP logs.

Test Procedure

The PI will send a Confirmed Push PAP message to the PPG

The PPG Server will then send an SI and SL Push messages to the client via the
active Wap session. If the client has not established the session the message is then
queued until the device connects via the session again. The PPG server may send
another SIR via OTA to prompt the phone to reconnect.

Pass-Criteria

The Client initiates a WAP session, receives the push message and ends the WAP
session successfully. The received PUSH SL/SI can be presented successfully.

In the UDP logs verify that the last push message flag is set and that process has
been completed successfully

The Server logs can be monitored to confirm that acknowledgment of delivery has
been complete.

Comments

This test case should be executed under all conditions of the Push access user
settings when the Client is both in idle and during an ongoing WAP connection.
Should also be executed using both SI and SL messages
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6.1.4  Support for 4 Concatenated SMS’s

Test Case ID Push-OTA-2.2-int-4
Test Object Server/client device
Test Case Description Verify that the Client can support concatenating 4 segmented SMS messages.

and Purpose

Specification Reference [PushOTA] Section 6.2
[PushOTA] Section 6.2.1.1
SCR Reference WDP-CDMA_C-001 OR
WDP-GSM-C-001
WDP-CDMA-S-001 OR
WDP-GSM-S-001

Tools PUSH INITIATOR
Test Code/Files NON APPLICABLE
Preconditions Client Push inbox and cache content are empty.

Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.

The right PPG IP address is set in the Clients currently active WAP Profile.

It is highly recommended to have a protocol analyzer to monitor traffic between
the Client and the PPG.

Recommended to use UDP logs.

Test Procedure The PI will send an Un Confirmed Push PAP message to the PPG

The PPG Server will then send an SI and SL Push messages to the client via 4
segmented SMS’s to transmit the payload. The Client will then process the Push
message by concatenating the push messages.

Pass-Criteria The client will be concatenating the messages to formulate the completed message
payload. The client will also validate the push message source address against the
Whitelist. If successful the push message will be processed otherwise it will be
ignored. If no whitelist is defined then by default the Push will be accepted. The
full Payload will then be displayed successfully.

Comments

6.1.5  Support for Whitelists

Test Case ID Push-OTA-2.2-int-5

Test Object Server/client device

Test Case Description Verify that the Client configured with a whitelist mechanism must validate the
and Purpose source address of the Push PDU’s received over the connectionless bearer. If no

whitelist is configured then the device will accept any push.

Specification Reference [PushOTA] Section 8.3
[PushOTA] Section 8.3.1
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SCR Reference OTA-SEC-C-001
OTA-SEC-C-003 OR
OTA-SEC-C-004 OR

Tools PUSH INITIATOR
Test Code/Files NON APPLICABLE
Preconditions Client Push inbox and cache content are empty.

Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.

The right PPG IP address is set in the Clients currently active WAP Profile.

It is highly recommended to have a protocol analyzer to monitor traffic between
the Client and the PPG.

Recommended to use UDP logs.

Test Procedure The PI will send an Un Confirmed Push PAP message to the PPG

The PPG Server will then send an SI and SL Push messages to the client via SMS.
The Client will then process the Push messge.

Pass-Criteria The client will validate the push message source address against the Whitelist. If
successful the push message will be processed otherwise it will be ignored. If no
whitelist is defined then by default the Push will be accepted.

Comments

6.1.6  Secondary Source Authenication Connectionless

Test Case ID Push-OTA-2.2-int-6

Test Object Server/client device

Test Case Description Verify that the Client configured with a trust mechanism must validate the

and Purpose originating source of content of the Push PDU’s received over the connectionless

bearer. If no trust is defined then the device will accept any push.

Specification Reference [PushOTA] Section 8.3.3
[PushOTA] Section 8.3.3.2

SCR Reference OTA-SEC-C-002
OTA-SEC-C-007
Tools PUSH INITIATOR
Test Code/Files NON APPLICABLE
Preconditions Client Push inbox and cache content are empty.

Push access user settings are set to allow Push with automatic retrieval

Current date / time are set on the Client.

The right PPG IP address is set in the Clients currently active WAP Profile.

It is highly recommended to have a protocol analyzer to monitor traffic between
the Client and the PPG.

Recommended to use UDP logs.

Test Procedure The PI will send an Un Confirmed Push PAP message to the PPG

The PPG Server will then send an SI and SL Push messages to the client via SMS.
The Client will then process the Push messge.
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Pass-Criteria The client will validate the push message source address against the defined SEC
& MAC. If successful the push message will be processed otherwise it will be
ignored. If no SEC & MAC are defined then by default the Push will be accepted.

Comments

6.1.7  Support for Whitelists via Wap Provisioning

Test Case ID Push-OTA-2.2-int-7

Test Object Server/client device

Test Case Description Verify that the Client can be provisioned with a Whitelist via the OMA

and Purpose Provisioning protocol [Prov Cont] using the VENDORCONFIG parameters
If no Provisioning is applied then no trust is defined so then the device will accept
any push.

Specification Reference [PushOTA] Section 8.3.1

SCR Reference OTA-SEC-C-003
[Prov — Cont]
Tools PUSH INITIATOR
Test Code/Files NON APPLICABLE
Preconditions Client Push inbox and cache content are e