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1. Scope (Informative)

This document lists the requirements for the OMA Bldteway Management Object enabler. It mainly $eswon
requirements to enable a DM Server to manage dethe are not directly accessible to the OMADMv8e(for example,
because the devices are deployed behind a firewhkcause the devices do not support the OMA Ddfiogol). This
document also provides requirements for manageofatdvices in a Machine to Machine (M2M) ecosys{én example,
fanning out DM commands from a DM Server to muétigind Devices and aggregating responses from reulipd
Devices so that a consolidated response is sekttbdbe DM Server).

The following issues are outside the scope ofdbisument:
= Device discovery mechanisms

= Management protocol adaptation rules

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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2. References

2.1 Normative References

[DMDICT] “OMA Device Management Dictionary, Version 1.0". @pMobile Alliancél .
OMA-SUP-DM_Dictionary-vl_0.
URL :http://www.openmobilealliance.org/

[RFC2119] “Key words for use in RFCs to Indicate Requiremezxels”, S. Bradner, March 1997,
URL :http://www.ietf.org/rfc/rfc2119.txt

2.2 Informative References

None.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttébfuction”, are normative, unless they are exghiéhdicated to be
informative.

3.2 Definitions

Kindly consult [DMDICT] for all definitions used ithis document.

3.3 Abbreviations

Kindly consult [DMDICT] for all abbreviations used this document.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction (Informative)

The OMA DM protocol is used for the remote manageinw devices. In many instances, the OMA DM Serard the
OMA DM Client communicate with each other directijowever, direct communication between the DM Searad the
DM Client is not always possible, nor desirablee do inaccessibility of devices behind a firewalldevices supporting a
management protocol other than OMA DM. This docuthmovides the requirements for OMA DM to manageicks
indirectly (that is, through a gateway). This gadgvis managed by an OMA DM Server; in turn, theegaty manages other
devices under it.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Gateway Management Object Release Description (Informative)

The GwMO Enabler SHALL be compatible with DM 113ddater versions of the OMA DM protocol.
5.1 Modes of Operation

The DM Gateway has the following operation modes:

= Transparent Mode: The DM Gateway assists the DM Server in sendibd/aNotification to the End Device(s)
behind the DM Gateway. In this mode, the DM Gatefeayards the DM Notification to the End Device(§he
DM Gateway does not participate in the managenes#ign that gets established between the DM Sangethe
End Device after the delivery of the DM Notificatito the End Device(s).

= Proxy Mode: The DM Gateway manages End Device(s) behind tedateway on behalf of the DM Server over
DM protocol. Two related DM sessions are estabtisioae is between the DM Server and the DM Gatettey;
other is between the DM Gateway and the End Desjice(

= Adaptation Mode: The DM Gateway manages End Device(s) behind tiedateway on behalf of the OMA DM
Server over a hon-OMA DM protocol.

The DM Gateway can operate in different modes fiferdnt devices simultaneously.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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6. Requirements (Normative)

6.1 High-Level Functional Requirements

Label Description Release
GwMO-HLF-001 The GwMO enabler SHALL support a meubkan to allow DM sessions againsta | 1.0
device placed behind a firewall or NAT (“Network dwss Translator”).
GwMO-HLF-002 The GwMO enabler SHALL specify a megtsn to allow continuous management 1.0
of devices, even if the devices are moved acrosgonks.
GwMO-HLF-003 The GwMO enabler SHALL support addangew Device, so that the Device can bel.0
managed through the Gateway.
GwMO-HLF-004 The GwMO enabler SHALL support a meubkan to allow management of one or | 1.0
more End Devices via a shared DM Account.
GwMO-HLF-005 The GwMO enabler SHALL allow a DM Gatay to bootstrap the End Device to the..0
DM Gateway.

GwMO-HLF-006 The GwMO enabler SHALL allow a DM Guatay to bootstrap the End Device to tTd.O

DM Server.

Table 1: High-Level Functional Requirements

6.1.1  Security
6.1.1.1 Authentication

Label Description Release
GwMO- The GwMO enabler SHALL conform to the authenticattequirements of OMA 1.0
SECACATE-001 DM.

GwMO- The GwMO enabler SHALL provide a mechanism to hawingle authentication for 1.0
SECACATE-002 a group of devices under the DM Gateway.

Table 2: High-Level Functional Requirements — Authatication Items

6.1.1.2 Authorization

Label Description Release

GwMO- The GwMO enabler SHALL conform to the authorizatrequirements of OMA DM{| 1.0
SECARIZE-001

Table 3: High-Level Functional Requirements — Autheoization Items

6.1.1.3 Data Integrity

Label Description Release
GwMO-SECDI-001 | The GwMO enabler SHALL conform tettiata integrity requirements of OMA DM. 1.0

Table 4: High-Level Functional Requirements — Datdntegrity Items

6.1.1.4 Confidentiality

Label Description Release

DM-SECCONF- The GwMO enabler SHALL conform to the confidentialiequirements of OMA 1.0
001 DM.

Table 5: High-Level Functional Requirements — Confientiality Items

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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6.1.2 Charging Events
N/A

6.1.3  Administration and Configuration

Label Description Release

GwMO-ADM-001 | The GwMO enabler SHALL support the nagement of the DM Gateway froma | 1.0
DM Server.

Table 6: High-Level Functional Requirements — Admitstration and Configuration ltems

6.1.4  Usability

N/A

6.1.5 Interoperability

Label Description Release
GwMO-I0P-001 The GwMO enabler SHALL allow a deviggh a non-OMA DM Client to be 1.0
managed by an OMA DM Server via a DM Gateway ofirgah the Protocol
Adaptation mode.

Table 7: High-Level Functional Requirements — Inteoperability Items

6.1.6  Privacy

N/A

6.2 Overall System Requirements
N/A

6.3 Modes of Operation

Label Description Release
GwMO-MOO-001 The GwMO enabler SHALL provide a megisan to allow a DM Gateway to choogel.0
which operation modes (Transparent mode, Proxy mmdédaptation mode) should
be used.

Table 8: Operation Modes Requirements

6.3.1  Transparent Mode

Label Description Release

GwMO-TMode-001 | The GwMO enabler SHALL enable a Dbh&r to send a notification to a DM 1.0
Client that is running on a device that does nettapublicly routable address.

Table 9: Transparent Mode Requirements

6.3.2 Proxy Mode

Label Description Release
GwMO-PMode-001| The GwMO enabler SHALL support agyronechanism between the DM Server andl.0
the DM Client that is running on a device thatéhimd the DM Gateway.

GwMO-PMode-002 | The GwMO enabler SHALL allow a DMt®aay, operating in the Proxy Mode, to Deleted
bootstrap a DM Client running on the end Device.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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GwMO-PMode-003| The GwMO enabler SHALL support a hatism to enable remote management 0f1.0
an End Device that is not bootstrapped with angreretl DM Server.

Table 10: Proxy Mode Requirements

6.3.3  Protocol Adaptation Mode

Label Description Release

GwMO-AMode-001 | The GwMO enabler SHALL support thelity to manage devices that support 1.0
management protocols other than OMA DM.

Table 11: Protocol Adaptation Mode Requirements

6.4 Device Inventory

Label Description Release

GwMO-DI-001 The GwMO enabler SHALL support queryioiga DM Gateway to obtain specified| 1.0
information of a device that is deployed behindM Bateway.

GwMO-DI-002 The GwMO enabler SHALL support queryioiga DM Gateway to obtain 1.0
summarized information pertaining to all of the ideg that are deployed behind the
Gateway.

GwMO-DI-003 The GwMO enabler SHALL support the &@pito show the status, attached or 1.0
detached, of the registered device behind a DM@&ate

GwMO-DI-004 The GwMO enabler SHALL support the #iito inform the DM Server about the | 1.0
newly registered devices behind a DM Gateway.

GwMO-DI-005 The GwMO enabler SHALL allow the DM Ser to configure whether it will be 1.0
informed of newly registered devices behind a DMe®ay.

Table 12: Device Inventory Requirements

6.5 Device Group

Label Description Release

GwWMO-Group-001 | The GwMO enabler SHALL allow the DBé&rver to manage device groups on the 1.0
DM Gateway.

Table 13: Device Group Requirements

6.6 Command Fanout and Response Aggregation

Label Description Release
GwWMO-FORA-001 | The GwMO enabler SHALL support thdigbto fanout DM commands from a DM| 1.0
Server to a desired set of End Devices behind titev@y.
GwWMO-FORA-002 | The GwMO enabler SHALL support thdigbto aggregate responses from multip|el.0
End Devices and send a consolidated response back DM Server.

Table 14: Command Fanout and Response Aggregationeguirements

6.7 Device Configuration and Image Storage

Label Description Release
GwMO-DCIS-001 The GwMO enabler SHALL support thdigbto store data from the DM Server or] 1.0

the DM Gateway (for example Delivery Package foOBD), for local retrieval by
devices behind this DM Gateway.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
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GwMO-DCIS-002 The GwMO enabler SHALL provide aniopted and configurable mechanismto | 1.0
store data on a DM Gateway (for example, Deliveagkage for SCOMO), if the
data are the same for multiple devices behind thleGateway.
GwMO-DCIS-003 The GwMO enabler SHALL allow the DMISer to configure whether the data (fgqr1.0
example, Delivery Package for SCOMO) can be stored DM Gateway for local
retrieval by devices behind it.

Table 15: Device Configuration and Image Storage Rplirements

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-RD-GwMO-V1_0-20120306-C

Page 14 (17)

Appendix A.  Change History

A.1 Approved Version History

(Informative)

Reference

Date

Description

n/a

n/a

No prior version.

A.2 Draft/Candidate Version GwMO 1.0 History

Document Identifier Date Sections Description
Draft Versions 30 Apr 2010 | All Baseline document as agreed in “OMA-DM-GwMO-2010@20
OMA-RD-GWMO-V1 0 INP_Baseline_RD":
B Imported the gateway requirements that were defeded OMA-RD-DM-
V2_0-20100124-D
Added some requirements based on OMA-DM-GwMO-20001R01-
INP_Use_Case_Discussion
03 May 2010| All Clerical change from “TS” to “docemt” in section 4
Re-numbering of tables in the whole document.
25 May 2010| 4, 6.1, Incorporated Agreed CR “OMA-DM-GwMO-2010-0005R01-
Appendix B | CR_Additional_Requirements_for_GwMO”
30 Jun 2010 All Incorporated the following AgreeR<C
OMA-DM-GwMO-2010-0006R03-CR_Adding_New_Requirements
OMA-DM-GwMO-2010-0007-CR_RD_Aggregation_Revised
OMA-DM-GwMO-2010-0010R01-CR_Reqs_related_to_M2M
OMA-DM-GwMO-2010-0012R01-CR_Clarification_Changes
OMA-DM-GwMO-2010-0014R01-
CR_Clarification_Changes__GwMO_HLF_007
13 Jul 2010 All Incorporated the following AgreeR€
OMA-DM-GwMO-2010-0020R01-CR_GwMO_RD_Restructuring
OMA-DM-GwMO-2010-0021R01-CR_RD_Appendix_Update
Candidate Version 31 Aug 2010 | N/A Status changed to Candidate by TP
OMA-RD-GWMO-V1_0 TP ref #OMA-TP-2010-0380-
INP_GwMO_V1_0_RD_for_Candidate_approval
Draft Versions 16 Feb 2011 | 5.1, 6.1, App | Incorporated the following Agreed CRs:
OMA-RD-GWMO-V1_0 B6 OMA-DM-GWMO-2010-0079-CR_Operation_Mode_Def for RD
OMA-DM-GwMO-2010-0085R01-CR_ReuseExistingDMAccount
06 Jun 2011 | AppB 8 Incorporated the following Agreed CR:
(new) OMA-DM-GWMO-2011-0015R03-CR_BOOTSTRAPPING_USE_CASE|
13 Oct 2011 | App B9 Incorporated the following Agreed CR:
(new) OMA-DM-GWMO-2011-0076R01-CR_use_case_for_ImageltesMO
10 Nov 2011 | App B, 6.1, Incorporated the following Agreed CRs:
6.3,6.5 OMA-DM-GWMO-2011-0075-CR_Del_Unsupported_Use_Case
OMA-DM-GwMO-2011-0083-CR_Transparent_Mode_Use_Chipelate
OMA-DM-GwWMO-2011-0084R01-CR_Proxy_Mode_Use_Case_aipd
OMA-DM-GwMO-2011-0085-CR_Nomadic_Device_Use_Casedatp
OMA-DM-GwMO-2011-0086R01-
CR_Aggregation_Function_Use_Case_Update
OMA-DM-GwMO-2011-0087R01-CR_Requirements_cleanup
OMA-DM-GwWMO-2011-0101R01-CR_Inventory_Alert_Use_E€as
OMA-DM-GwMO-2011-0113R01-CR_Adaptation_Mode_RD_ s
OMA-DM-GwMO-2011-0114R01-CR_Device_Group_RD
09 Dec 2011 | Al Incorporated the following AgreeR:C
OMA-DM-GwMO-2011-0118-CR_Technical_Writer_Update
14 Dec 2011 | AppB6 Incorporated the following AepleCR:
OMA-DM-GwWMO-2011-0130R01-CR_CONR_comment_usecasdate
15Dec 2011| 6.3.2 Re-application of CR “OMA-DM-GwMO-2011-0087R01-

CR_Requirements_cleanup” as per recommendatioreqf €hairman to
mark the requirement as deleted
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Appendix B. Use Cases (Informative)

As part of the use case analysis, the DM WG piiart the use cases for GwWMO. The high-priority cages for GwWMO are
listed in the following sub-sections. It needd#noted that not all of the requirements in tHsHve accompanying use
cases.

B.1 Server Initiated Session with the End Device Bypassing the
DM Gateway

John Doe has a device that sits behind a residgatiaway that provides the DM Gateway functiowalithe device has a
publicly routable address. A DM Server needs tgpm a management action on John Doe’s devicee OM Server
knows beforehand that John Doe’s device is sittieigind the DM Gateway. To trigger the device itidte a session, the
DM Server initiates a management session with thle@ateway and obtains the publicly routable addfesdohn Doe’s
device. The DM Server then uses this addresssh Package 0 directly to John Doe’s device, usiftp@Push. John
Doe’s device validates the notification messaged¢king that the digest is valid, the Server haslpgeviously
bootstrapped, etc.) and establishes a managenssnbiselirectly with the DM Server.

B.2 Server Initiated Session with DM Gateway Operating in
Transparent Mode

Fred Bloggs has a device that sits behind a resaleyateway that provides the DM Gateway functlitpa The device does
not have a publicly routable address. The DM Gatelw operating in the Transparent Mode. A DM $eneeds to
perform a management action on Fred’s device. DMeServer knows beforehand that Fred’s devicetisgibehind the
DM Gateway. To trigger Fred’s device to initiateession, the DM Server sends a specially form&tdd\otification
message to the DM Gateway. The message contajecél header that indicates Fred's device isatget. The DM
Gateway validates the notification message (chechiat the digest is valid, the Server has beeviquely bootstrapped,
etc.) and forwards the notification message to ‘Bredvice. In turn, Fred’s device performs its owatidation of the
notification message prior to establishing a manmege session with the DM Server.

B.3 Server Initiated Session with DM Gateway Operating in
Proxy Mode

Ronnie Arbuckle has a device that sits behind ideesial gateway, which provides the DM Gatewayctionality. The DM
Gateway is operating in the Proxy Mode. A DM Seiveeds to perform a management action on Rond&/se. The DM
Server knows beforehand that Ronnie’s device timgibehind the DM Gateway. The DM Server seta ggssion with the
DM Gateway; within the context of that session, Bl Server sends the DM commands for execution @yrie’s device
to the DM Gateway. The DM Gateway sets up a sesgith Ronnie’s device and forwards the DM comnsatwRonnie’s
device. The DM Gateway receives the response Rommie’s device, which is stored in the DM Gatevi@yretrieval by
the DM Server. In this case, the DM Gateway ptagsrole of the DM Server for Ronnie’s device ane tole of the DM
Client for the DM Server.

B.4 Continued Management of Nomadic Devices

Hans Mustermann owns a device that he plugs irfterdnt networks at different times (home, offitriend’s house, etc.).
Even after the device has moved to a differenttlonaa previously bootstrapped DM Server can curgimanaging the
device via its local DM Gateway.

B.5 LAN Device Inventory Query

All OMA DM enabled devices in the XYZ Corporatioit Behind a DM Gateway. The DM Server queriesive Gateway
for summarized information pertaining to all of tihevices that are deployed behind the Gateway. DMéateway
provides this information to the DM Server.
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B.6 Adding a New Device

Vincent purchases a new device for his home. Thedés added to his home network, which is belsndsidential
gateway that provides the DM Gateway functionalitg. needs to set up some services in his devids.réfuires, for
example, an external DM Server to perform DM actaueation /management actions to set up the deservices in the
device. But the DM Gateway has no prior knowledfyhe new device. The DM Gateway is provided nemgsmformation
about the new device, including the security crédénto use. After the DM Gateway discovers theicke the DM Server is
able to perform management actions on the devioi¢in the DM Gateway.

B.7 Command Fanout and Response Aggregation Function at
the DM Gateway

The Super Duper electronic security company hasalled many electronic surveillance devices thraugla high-rise
building. The building is serviced by a DM Gatevemyd the surveillance devices are deployed behiedateway. The
company wants to run a diagnostic test on all efdavices in the building. A DM request for thigpose is sent from a
DM Server to the DM Gateway. The DM Gateway fansthe request to all of the surveillance devicéach device
processes the request and sends the result taMh@ddeway. The DM Gateway collects the results mattes the
aggregated response available to the DM Server.Rikéway Needs to be Bootstrapped by the DM Server.

Device ‘A’ is bootstrapped to DM Gateway ‘DMG1’ atidMG1’ has been bootstrapped to DM Server 'DMSMaw
Device ‘A’ is relocated to a new environment whigregan be bootstrapped to 'DMG2’; however, ‘DMG2idinot been
bootstrapped by 'DMS1'. In this scenario, new DMt&eay ‘DMG2’ needs to find a way to be bootstrappgdhe DM
Server ‘DMS1’ so that ‘DMS1’ can continue to mand&gvice ‘A’.

B.8 Image Distribution with the DM Gateway

Chagall has a couple of devices that need to bataddince they have the old version of softwastalled. The DM Server
delivers the updated image required for the softwgndate to the local DM Gateway. After obtainihg URI of the image
stored at the DM Gateway, the DM Server asks the@dteway to initiate a fanout operation, which eomt the obtained
URI to update the software. The fanout operatidiciently updates Chagall’'s devices since eachaedbwnloads the
image from the local DM Gateway.

B.9 Inventory Update Alert

Vincent purchases an office gateway with integrdiredvall functionality for his company’s officedm the operator Pavan.
The office gateway has already been factory bagiped to Pavan’s DM Server. Once Vincent instalts @oes the required
initial configuration on the office gateway, it abtishes a DM session with Pavan’s DM Server. A fexeks later, Vincent
purchases a new device from Pavan for his offic&/ihcent’s office, all devices are deployed behénfirewall and are
assigned a private IP address. The device is addéimhcent’s office network. The device discoveis Dffice gateway and
establishes a DM session with it. The gateway 8eddhis is a new device (that is, not previousipnected). Thereafter,
the office gateway sends an inventory update tddPavan’s DM Server to announce that a new déhasebeen added to
the network and can now be managed via the offiteveny.

B.10 DM Gateway Operating in Adaptation Mode for End Devices
B.10.1 Short Description

Joe purchases a device for his home use. The disvacizled to his home network, which is behindtewgay that provides
the DM Gateway functionality. While all Joe’s eiig devices on the home network support OMA DMe’dmew device
only supports non-OMA DM protocol. Since the hona¢egvay that provides the DM gateway functionallsoasupports
non-OMA DM protocol on Joe’s new device, Joe’s entrservice provider can manage and provision Je®isdevice
along with his existing home devices through the O Server available in the Service Provider' stk without
additional installations or support.
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