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1. Scope

This document defines the technical specification for a Software management Object, to be used in conjunction with the
Lightweight M2M enabler.
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2. References

2.1. Normative References

Table: 2.1.-1 Normative References

[RFC2119] “Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

[RFC4234]
“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005,
URL:http://www.ietf.org/rfc/rfc4234.txt

[SCRRULES]
“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures,
URL:http://www.openmobilealliance.org/

2.2. Informative References

Table: 2.2.-1 Informative References

[OMADICT]
“Dictionary for OMA Specifications”, Open Mobile Alliance™, OMA-ORG-Dictionary-V2_9,
URL:http://www.openmobilealliance.org/

OMA-TS-LWM2M_SwMgmt-V1_0_2-20210119-A Page 7 (20)

© 2021 Open Mobile Alliance.
Used with the permission of the Open Mobile Alliance under the terms as stated in this document.



3. Terminology and Conventions

3.1. Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to
be informative.

3.2. Definitions

3.3. Abbreviations

Table: 3.3.-1 Abbreviations

OMA Open Mobile Alliance
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4. Introduction

The LwM2M software management object enables remote software management in M2M devices.

4.1. Version 1.0

V1.0 of the specification covers:

1. Software download

2. Software installation

3. Software deinstallation

4. Software activation

5. Software deactivation

6. Update state and result reporting

4.2. Version 1.0.2

V1.0.2 adds the optional elements "LWM2MVersion" and "ObjectVersion" to both Software Management Objects: 9 and
14.
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5. Software Management Process

The Software Management process is split in 2 sub-processes: a Package Installation Process and a Software Activation
Process.

The Package Installation Process is in charge of managing all the operations performed on a Package up to the final
software installation in the LwM2M Client. Once the software is installed, the Software Activation Process manages the
operations for authorizing or not this software to be used by the LwM2M Client.

Note: Each sub-process is governed by its own State Machine; however the Software Activation State Machine is alive
only when the Package Installation State Machine is in the INSTALLED state.

5.1. The Package Installation State Machine and operations

5.1.1. The Package Installation State Machine

INITIAL
State

PKG Download Failed

PKG / URI Write

UnInstall
(Delete PKG)

PKG integrity 
verifiedINSTALLED

State
DELIVERED

State

DOWNLOAD
STARTED 

State
DOWNLOADED 

State

PKG Integrity Failed

PKG 
Written

Install

UnInstall
 Default : Delete PKG 

or
Arg : ForUpdate (1)

Figure: 5.1.1.-1 Package Installation State Machine

The Package Installation State Machine can also be represented by the following table of transitions:

Transition Description Applicable State Post Transition State

PKG/URI Write Start of the PKG Download Process INITIAL
DOWNLOAD STARTED
Update Result = Downloading
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Table: 5.1.1.-1 Package Installation State Machine

PKG Download Failed Error during Download process DOWNLOAD STARTED
INITIAL
Update Result = error

PKG Written PKG fully loaded DOWNLOAD STARTED
DOWNLOADED
Update Result = Initial

PKG Integrity OK PKG successfully loaded DOWNLOADED
DELIVERED
Update Result = Initial

PKG Integrity not OK PKG with Integrity failure DOWNLOADED
INITIAL
Update Result = Integrity Failure

Install execution SW successfully Installed DELIVERED
INSTALLED
Update Result = SW successfully installed

Install execution Installation failure DELIVERED
DELIVERED
Update Result = Software Installation failure

Uninstall execution Software is de-installed INSTALLED
INITIAL
Update Result = Initial

Uninstall execution Software is de-installed DELIVERED
INITIAL
Update Result unchanged

5.1.2. The Package Installation States

Five states compose the Package Installation State Machine.

5.1.2.1. INITIAL State

In the INITIAL State there is no package downloaded in the LwM2M Device. In that State, the Package Installation State
Machine is waiting for the event, which will trigger the process of downloading a new package in the device. The Update
Result would be set to 0 at this stage and Update State would be INITIAL.

This event is generated by the Server in uploading some data in the SwMgmt Object Instance. The target of this upload
could be:

either the “Package” resource : so the package itself is uploaded
or the “Package URI” resource: in that case the Client will use the provided URI for downloading the package from
that location

That event will trigger the transition from INITIAL State to DOWNLOAD STARTED State.

5.1.2.2. DOWNLOAD STARTED State

The State Machine enters the DOWNLOAD STARTED state from the INITIAL State when the process of loading a new
package in the device is triggered, and stays in that State as long as the downloading process is on-going, and no error
occurs during that downloading process.

In that state, the “Update Result” resource contains the Downloading value.
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If any error occurs during this phase, the State Machine exits this DOWNLOAD STARTED state and returns back to the
INITIAL State (Faulty package is removed); in that case the “Update Result” resource contains the code identifying
which error has occurred (range from 3 to 9).

5.1.2.3. DOWNLOADED State

The State Machine enters the DOWNLOADED state from the DOWNLOAD STARTED State when the process of loading a
new package in the device is finished (Package is fully written)

In that state, the “Update Result” resource is reset to the Initial value (i.e. 0).

The transition from this DOWNLOADED State to the DELIVERED State will automatically occur when the integrity of the
loaded Package is successfully verified.

If the Package Integrity Check fails, the State Machine exits this state and returns back to the INITIAL State (Faulty
package is removed); in that case the “Update Result” resource contains the code identifying the error (i.e. Integrity
check failure value).

5.1.2.4. DELIVERED State

To enter that state the package MUST have been successfully loaded at the DOWNLOADED State (Integrity of the
downloaded package has been successfully verifyed) The transition from this DELIVERED State to the INSTALLED State
occurs when the Install resource is triggered, and the installation process is successful.

If any error occurs during the installation, the Package Installation State Machine remains in the DELIVERED State and
the “Update Result” resource contains the code identifying which error has occurred (range from 3 to 9).

The transition from this DELIVERED state to the INITIAL State occurs when the Uninstall resource is triggered, the
package is then removed from the LwM2M Device, and the Update Result resource is set to the Initial value (i.e; 0).

5.1.2.5. INSTALLED State

In that the state, the software has been successfully installed from the downloaded package, As long as the State
Machine remains in that state, the “Update Result” resource contains the “Software successfully installed” value, and
the Software Activation sub-process is validated.

When the Uninstall resource is triggered, there is a transition back to the INITIAL State, the package is removed from
the LwM2M Device, the Update Result resource is reset to theIinitial value 0, and the Software Activation sub-process is
devalidated.

5.1.3. The Package Installation Operations

Two executable resources have been defined for implementing the Software Install and Uninstall operations.

5.1.3.1. Install Executable resource

This Executable Install resource aims at triggering the software installation from the downloaded package when the
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State Machine is in DELIVERED State.

When the software installation is successful, the transition from the DELIVERED State to the INSTALLED State is
performed and the “Update Result” resource is set to the “Software successfully installed” value.

When the State Machine is not in DELIVERED state, executing that Install resource has no effect. When this installation
fails, the Package Installation State Machine remains in the DELIVERED State and the “Update Result” resource
contains the code identifying which error has occurred (range from 3 to 9).

Install Executable Resource can be used to install the Software from scratch, or to upgrade a Software already in place
with the content of the last Downloaded Package

5.1.3.2. Uninstall Executable resource

This Executable Uninstall resource aims at preparing the LwM2M Client to receive a new Package for Installation; When
the Uninstall resource is executed, the Package InstallationState Machine performs a transition back to the INITIAL
State and the Update Result is reset to the initial value 0. When this command is used with an argument “ForUpdate”
(argument=1), the LwM2M Client is prepared to receive a new Package which will be used to upgrade the Software
already in place. When this Resource is Executed without Argument (or argument=0), the Package is removed from the
LwM2M Device.Triggering this Uninstall resource whereas the Package InstallationState Machine is neither in
INSTALLED State nor in DELIVERED State, will produce no effect.

5.2. The Software Activation State Machine and operations

Figure: 5.2.-1 Software Activation State Machine

The Sofware Activation State Machine is alive only when the Package Installation State Machine is in the INSTALLED
State.

When the Software Activation State Machine is not alive, no transition inside this State Machine is allowed.

When the Package InstallationState Machine enters the INSTALLED State, the current state of the Software Activation
State is set to INACTIVE State.

The Software Activation State Machine is defined by:

2 states: the ACTIVE State and the INACTIVE State
and 2 operations, implemented with 2 Executable Resources: the Activate Resource and the Deactivate Resource.
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When the current state is set to INACTIVE, the LwM2M Client MUST NOT use the installed software.

When the current state is set to ACTIVE, the installed software can be used by the LwM2M Client.

The transition from the INACTIVE State to the ACTIVE State occurs when the Activate Executable Resource is triggered.

The transition from the ACTIVE State to the INACTIVE State occurs when the Deactivate Executable Resource is
triggered.

The Activation State resource is set accordingly: ENABLED when the Activation State Machine is at ACTIVE, DISABLED
when either the Activation State Machine is at INACTIVE or this State Machine is not alive.

5.3. Software Component

It could be desirable to deliver multiple Software Components in a single download operation depending on various
constraints in the network and devices. The Software Update Package abstraction represents platform specific package
formats used to deliver Software Components to the Device. A single Software Update Package MAY contain one or more
Deployment Components.

The Object for Software Component provides a generic ability to bring in one to many relationships between Software
Management Object tree and Software Component Object tree.

Figure: 5.3.-1 1 to N relationship Package vs Components
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6. LwM2M Object: LwM2M Software Management

Description

This LwM2M objects provides the resources needed to perform software management on the device. Each software
component is managed via a dedicated Software Management Object instance.

Object definition

Table: 6.-1 LwM2M Object: LWM2M Software Management object definition

Name Object ID Object Version LWM2M Version

LWM2M Software Management 9 1.0 1.0

Object URN Instances Mandatory

urn:oma:lwm2m:oma:9 Multiple Optional

Resource definitions

ID Name Operations Instances Mandatory Type
Range or

Enumeration
Units Description

0 PkgName R Single Mandatory String 0..255 bytes Name of the software package

1 PkgVersion R Single Mandatory String 0..255 bytes Version of the software package

2 Package W Single Optional Opaque

Software package The package can be in one single
software component, or any delivery material used
by the Device to determine the software
component(s) and proceed to their installation. Can
be archive file, executable, manifest. This resource
to be used when it is single block of delivery.

3
Package
URI

W Single Optional String 0..255 bytes

URI from where the device can download the
software package by an alternative mechanism. As
soon the device has received the Package URI it
performs the download at the next practical
opportunity. Can be direct link to a single software
component or link to archive file, executable, or
manifest, used by the Device to determine, then
access to the software component(s). This resource
to be used when it is single block of delivery.

4 Install E Single Mandatory

Installs software from the package either stored in
Package resource, or, downloaded from the Package
URI. This Resource is only executable when the
value of the State Resource is DELIVERED.

5 Checkpoint R Single Optional Objlnk

Link to a "Checkpoint" object which allows to
specify conditions/dependencies for a software
update. E.g. power connected, sufficient memory,
target system.
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6 Uninstall E Single Mandatory

Uninstalls the software package. This executable
resource may have one argument. If used with no
argument or argument is 0, the Package is removed
i from the Device. If the argument is 1
("ForUpdate"), the Client MUST prepare itself for
receiving a Package used to upgrade the Software
already in place. Update State is set back to INITIAL
state.

7
Update
State

R Single Mandatory Integer 0..4

Indicates current state with respect to this software
update. This value is set by the LwM2M Client. 0:
INITIAL Before downloading. (see 5.1.2.1) 1:
DOWNLOAD STARTED The downloading process
has started and is on-going. (see 5.1.2.2) 2:
DOWNLOADED The package has been completely
downloaded (see 5.1.2.3) 3: DELIVERED In that state,
the package has been correctly downloaded and is
ready to be installed. (see 5.1.2.4) If executing the
Install Resource failed, the state remains at
DELIVERED. If executing the Install Resource was
successful, the state changes from DELIVERED to
INSTALLED. After executing the UnInstall Resource,
the state changes to INITIAL. 4: INSTALLED In that
state the software is correctly installed and can be
activated or deactivated according to the Activation
State Machine. (see 5.1.2.5)

8
Update
Supported
Objects

RW Single Optional Boolean

If this value is true, the LwM2M Client MUST
inform the registered LwM2M Servers of Objects
and Object Instances parameter by sending an
Update or Registration message after the software
update operation at the next practical opportunity if
supported Objects in the LwM2M Client have
changed, in order for the LwM2M Servers to
promptly manage newly installed Objects. If false,
Objects and Object Instances parameter MUST be
reported at the next periodic Update message. The
default value is false.

9
Update
Result

R Single Mandatory Integer 0..200

Contains the result of downloading or
installing/uninstalling the software 0: Initial value.
Prior to download any new package in the Device,
Update Result MUST be reset to this initial value.
One side effect of executing the Uninstall resource
is to reset Update Result to this initial value "0". 1:
Downloading. The package downloading process is
on-going. 2: Software successfully installed. 3:
Successfully Downloaded and package integrity
verified (( 4-49, for expansion, of other scenarios))
50: Not enough storage for the new software
package. 51: Out of memory during downloading
process. 52: Connection lost during downloading
process. 53: Package integrity check failure. 54:
Unsupported package type. 56: Invalid URI 57:
Device defined update error 58: Software
installation failure 59: Uninstallation Failure during
forUpdate(arg=0) 60-200 : (for expansion, selection
to be in blocks depending on new introduction of
features) This Resource MAY be reported by sending
Observe operation.
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Table: 6.-2 LwM2M Object: LWM2M Software Management Resource definitions

10 Activate E Single Mandatory
This action activates the software previously
successfully installed (the Package Installation
State Machine is currently in the INSTALLED state)

11 Deactivate E Single Mandatory
This action deactivates softwareif the Package
Installation State Machine is currently in the
INSTALLED state.

12
Activation
State

R Single Mandatory Boolean

Indicates the current activation state of this
software: 0: DISABLED Activation State is
DISABLED if the Software Activation State Machine
is in the INACTIVE state or not alive. 1: ENABLED
Activation State is ENABLED only if the Software
Activation State Machine is in the ACTIVE state

13
Package
Settings

RW Single Optional Objlnk

Link to "Package Settings" object which allows to
modify at any time software configuration settings.
This is an application specific object. Note: OMA
might provide a template for a Package Settings
object in a future release of this specification.

14 User Name W Single Optional String 0..255 bytes

User Name for access to SW Update Package in pull
mode. Key based mechanism can alternatively use
for talking to the component server instead of user
name and password combination.

15 Password W Single Optional String 0..255 bytes
Password for access to SW Update Package in pull
mode.

16
Status
Reason

R Single Optional String

Contains the status of the actions done by the client
on the SW Component(s) referred by the present
SW Update Package. The status is defined in
Appendix B.

17
Software
Component
Link

R Multiple Optional Objlnk

Reference to SW Components downloaded and
installed in scope of the present SW Update Package
Note: When resource 17 objlink exist, resources 2, 3
and 12 in this table are ignored.

18
Software
Component
tree length

R Single Optional Integer 0..255
Software Component tree length indicates the
number of instances existing for this software
package in the Software Component Object.

Software Update Consideration

If some Objects are not supported after software update, the LwM2M Client MUST delete all the Object Instances of the
Objects that are not supported.
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7. LwM2M Object: LwM2M Software Component

Description

If some Objects are not supported after software update, the LwM2M Client MUST delete all the Object Instances of the
Objects that are not supported.

Object definition

Table: 7.-1 LwM2M Object: LWM2M Software Component object definition

Name Object ID Object Version LWM2M Version

LWM2M Software Component 14 1.0 1.0

Object URN Instances Mandatory

urn:oma:lwm2m:oma:14 Multiple Optional

Resource definitions

Table: 7.-2 LwM2M Object: LWM2M Software Component Resource definitions

ID Name Operations Instances Mandatory Type
Range or

Enumeration
Units Description

0
Component
Identity

R Single Optional String 0..255 bytes Name or identifier of the software component

1
Component
Pack

R Single Optional Opaque Software components is stored in this resource

2
Component
Version

R Single Optional String 0..255 bytes Version of the software component.

3 Activate E Single Optional

This action activates the software previously
successfully installed (the SW Update Package
Installation State Machine is currently in the
INSTALLED state).

4 Deactivate E Single Optional
This action deactivates software if the SW Update
Package Installation State Machine is currently in
the INSTALLED state.

5
Activation
State

R Single Optional Boolean

Indicates the current activation state of this
software component: 0: DISABLED Activation State
is DISABLED if the Software Component Activation
State Machine is in the INACTIVE state or not alive.
1: ENABLED Activation State is ENABLED only if the
Software Component Activation State Machine is in
the ACTIVE state.
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Appendix A. Change History (Informative)

A.1 Approved Version History

Table: A.1-1 Approved Version History

Reference Date Description

OMA-TS-LWM2M_SwMgmt-
V1_0-20180301-A

01 Mar
2018

Status changed to Approved by BoD Doc Ref # OMA-DM-2018-0014-
INP_LwM2M_Object_Software_Management_V1_0_RRP_Final_Approval

OMA-TS-LWM2M_SwMgmt-
V1_0_1-20200616-A

16 Jun
2020

Editorial updates to rectify validation errors.

OMA-TS-LWM2M_SwMgmt-
V1_0_2-20210119-A

19 Jan
2021

Document agreed by DMSE WG on January 19th and ratified by BoD Meeting on 25th Jan 2021
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Appendix B. Error Codes

Table: B.-1 Error Code

Value State Description

10 Idle/Start There is no data available and download is about to start

20 Download failed Download failed and there is No data received

30 Download Progressing Denotes that a download has started and that 0 or more bytes of data have been downloaded

40 Download Complete Have data after Download has been completed successfully

50 Install Progressing Denotes that an installation has started

60 Install Failed with data Install failed and the downloaded package is still in the Device

70 Install Failed without data Install failed and the downloaded package is deleted
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