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1. Scope

The Wireless Application Protocol (WAP) is a resaflcontinuous work, provided by the WAP Forum oraly and
succeeded by the Open Mobile Alliah&OMA), to define an industry-wide specificatiorr fiteveloping applications that
operate over wireless communication networks. Sdope for the OMA is to define a set of specifimasi to be used by
service applications. The wireless market is gngwiery quickly, and reaching new customers andces. To enable
operators and manufacturers to meet the challdngetvanced services, differentiation and fastifikexservice creation, the
OMA defines a set of protocols in transport, sdgutiansaction, session and application layeis:. déditional information
on the WAP/OMA architecture, please refer Wigifeless Application Protocol Architecture Specifion” [WAPARCH].

Multimedia Messaging Service (MMS) is a system ggagilon by which a client is able to provide a naggsg operation
with a variety of media types. The service is dégd in terms of actions taken by the MMS Cliemd és service partner,
the MMS Proxy-Relay, a device which operates asf®P\W@rigin Server for this specialised service. Riddal service
aspects are supported by the MMS Server as welh&s messaging servers, such as an email serdaviegless messaging
systems (e.g. SMSC). This specification defingdiegtion-level protocol activities that take placerealise the MMS
service within the OMA environment.

This document is part of the OMA MMS version 1.2dafication suite for the client transaction frantelvand complies
with the requirements and service behaviours destrin the technical specifications of tHé@eneration Partnership
Project (3GPP) and th&’Zeneration Partnership Project 2 (3GPP2). Thededr the service aspects of MMS and the
functional description of MMS which are containedTS22140] and [TS23140] from 3GPP, and [SRO064] a
[XS0016200] from 3GPP2.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not irded to provide testable requirements to implememst

3.2 Definitions

Application

Email Server

Multimedia M essaging
Service(MMYS)

MMS Client
MM S Proxy-Relay

MMS Server

MM S Protocol Data Unit
(PDU)

An implementation of a related set of functiong gherform useful work, often enabling one or more
services.

A generic class of servers that nominally hostsikeseavices that operate using the SMTP, POP and/or
IMAP protocols.

A system application by which a WAP client is atl@rovide a messaging operation with a variety of
media types.

The MMS service endpoint located on the WAP clamtice.

A server which provides access to various messayisigms. It may operate as a WAP origin server in
which case it may be able to utilise features ef\WAP system.

A server that provides storage services and opetsupport for the MMS service.
MMS PDUs are the messages defined in the MMS Emndafizn Specification.

3.3 Abbreviations

CDR Charging Data Record

DRM Digital Rights Management

EFI External Functionality Interface, for details s&& (]
Email Electronic mail

ESMTP Extended Simple Mail Transfer Protocol

HTTP HyperText Transfer Protocol, for details see [RFO36
IMAP Internet Message Access Protocol, for details RE€P060]
ISDN Integrated Services Digital Network

MIME Multipurpose Internet Mail Extensions

MM Multimedia Message

MMS Multimedia Messaging Service

M SISDN Mobile Station ISDN Number

OMA Open Mobile Alliancé”

OTA Over The Air

PDU Protocol Data Unit

PEP Performance Enhancing Proxy

PKI Public Key Infrastructure, for details see [PKI]

POP Post Office Protocol, for details see [RFC1939]
SMIL Synchronized Multimedia Integration Language

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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SMIME
SMS
SMTP
TLS
WAP
WIM
WML
WSP

Secure/Multipurpose Internet Mail Extensions
Short Message Service

Simple Mail Transfer Protocol, for details see [R2C]
Transport Layer Security, for details see [WP-TLS]
Wireless Application Protocol

WAP |dentity Module, for details see [WIM]
Wireless Markup Language

Wireless Session Protocol, for details see [WSP]

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
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OMA-AD-MMS-V1_3-20080128-C Page 10 (26)

4. Introduction

The Multimedia Messaging Service (MMS), as its namglies, is intended to provide a rich set of emitto subscribers in
a messaging context. It supports both sendingeecelving of such messages by properly enabledtdlievices. An
example of such a message is shown in Figure Inbelo

"See what | saw in Paris
when | went on holiday."

\ \ Played or Spoken

Sound

Display of
Arc De Triomphe Text and Picture

(. _J

Figure 1. Example M essage with M ultimedia Content

The Multimedia Messaging Service is viewed as amaftime delivery system. This is comparablenzny messaging
systems in use today. Prime examples includetivadl email available on the Internet and wirelesessaging systems
such as paging or SMS. These services providere-ahd-forward usage paradigm and it is expettadthe MMS will be
able to interoperate with such systems.

4.1 Use Cases and Requirements for MMS V1.3

The MMS V1.3 release builds upon the existing MME 2/specifications. The Use Cases and Requirenf@nisMS V1.3
have been documented in [MMSRD]. The requiremeashe categorized into the following:

« Advanced Contents

« Templates and Interactivity
«  Extensibility

< Evolution

The MMS Architecture as defined in this documerdtses all the requirements documented in [MMSRIDE impact on
the MMS Architecture on account of the V1.3 requiests is as follows:

« Support for Advanced Contents includes supporbDi@M. A description of DRM has been included as pathe
“Additional Service Descriptions”.

« MMS Extensibility requires supporting service-sffiedtlients and general-purpose clients of varyiagabilities.
The MMS, interface has been defined to enable such clients.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. MMS Messaging Framework

A key feature of MMS is the ability to support magimg activities with other available messagingesys. This is shown in
Figure 2 below which shows an abstract view of ai®/hetwork diagram. It is expected that specifigl®networks may
have one or more such connections as well as iadpdcific messaging services not directly reptteskfe.g. fax or voice
mail systems).

Application

Legacy Wireless
Messaging systems

. XN

MMSs

MMSa

Email

MMSM Server

MMS Proxy

Relay
. MMSs
Application MMS4
/ —&
Other MMS
/ Systems M ’ 4
MMS MMSy
Client

Figure2: MM S Network Representation

Note that although Figure 2 identifies various ifaees, their mention in this document is only toide an understanding
of the overall system. The OMA Specifications areused on the client transaction framework andatacaver the
definition of other interfaces.

The system elements shown in Figure 2 can be suisedaas follows:

MM S Client — This is the system element that interacts Withuser. It is expected to be implemented as an
application on the user’s wireless device.

Application — This system element may interact with the MM#@lin order to transport application specific
data via MMS.

MM S Proxy-Relay — This is the system element that the MMS Cliatgriacts with. It provides access to the
components that provide message storage serviog, ia responsible for messaging activities vather
available messaging systems. Some implementatiayscombine this component with the MMS Server.
MM S Server — This system element provides storage servigelglid messages. Some implementations may
combine this component with the MMS Proxy-Relay.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document. [OMA-Template-ArchDoc-20050121-]
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Email Server — This system element provides traditional Inteamail services. It supports the SMTP protocol
to send messages as well as POP and/or IMAP pilstticcetrieve messages.

Legacy Wiredess M essaging Systems — This system element represents various systeahstirrently exist in
support of wireless messaging systems. This wingldde paging and SMS systems that provide mesgdgia
large number of subscribers.

The interfaces shown in the diagram are describddlmws:

5.1

MM Sy — the interface defined between the MMS Client #tredMMS Proxy-Relay, see section 6, [MMSCTR]
and [MMSENC].

MM S; - the interface defined between the MMS ServertadMMS Proxy-Relay. A well-defined interface
may not exist when the MMS Server and MMS ProxyaRelre combined into a single component. This
interface is not defined in the OMASpecifications.

MM §; - the interface defined between MMS Proxy-Reldyseparate MMS Systems, see section 8. This
interface is not defined in the OMA Specificatiorj$3523140] defines a reference point called MMhjck may
be used to implement MMS

MM S, - the interface defined between the MMS Client andapplication. This interface is not definedhia
OMA Specifications. See Section 9 for more inforiorat

E - the standard email interface used between theSNPvbxy-Relay and internet-based email systenisiatil
SMTP, POP and IMAP transport protocols, see segtiomhis interface is not defined in the OMA
Specifications.

L - the interfaces used between the MMS Proxy-Ratal/legacy wireless messaging systems. As there ar
various such systems, this is viewed as being afseterfaces. This interface is not defined ia BMA
Specifications.

Example Use Case

The following example information flow for a usesesds provided to further illustrate the functi@ml roles of the various
system elements in the MMS framework. The exargplen here concerns end-to-end MMS messaging betteeminals.

© Lo N o o B~ W DMDPRE

=
N R O

13.

User activates MMS Client (assumed to be availahléerminal).
User selects or enters MM target address(es).

User composes/edits MM to be sent.

User requests that MM is sent.

MMS Client submits the message to its associatedSVMRvbxy-Relay via the MMginterface.
MMS Proxy-Relay resolves the MM target address(es).

MMS Proxy-Relay routes forward the MM to each talgd1S Proxy-Relay via the MMginterface.

The MM is stored by the MMS Server associated withtarget MMS Proxy-Relay.
Target MMS Proxy-Relay sends a notification to éafgMS Client via the MM§ interface.

. Target MMS Client retrieves the MM from the MMS &er.
. Target MMS Client notifies target user of new MMadable.

. Target user requests rendering of received MM.

Target MMS Client renders MM on target user’s terahi
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Note that steps 1-3 and 12-13 concern the Userfdicte on the terminal which is considered impleratah dependent and
therefore outside the scope of this specificatidiso note that steps 10 and 11 could occur inrssverder depending on
MMS Client implementation, that is, an MM retrieyadlicy could cause the MMS Client to retrieve aMMnly when so
allowed by the user.

The above use case, as well as many others, isgagdpy MMS. The MMS features and functions diéect in the
subsequent sections include:

» The MMS,, E, and MM% interfaces. See sections 6, 7 and 8.
* The MMS client-side structure, which is involvedidig MM composition, sending, receiving, presemtatand
rendering. See section 9.

 MMS addressing aspects, which have implicationaficthe MMS defined interfaces and system elemientise
MMS framework. See section 10.

MM presentation, which may be used when rendenmlyli®! on an MMS Client. See section 11.
e Security services that may be available to the Mdglication on a per-link or end-to-end basis. Ssdion 12.

» Content adaptation services that an MMS systemlyeagble to provide before delivering an MM. Segtiea 13.

5.2 Dependencies

The Multimedia Messaging Service is dependent ovices defined in other enablers released by OMé specifications
from various OMA affiliates. These dependenciedude:

* The use of Transfer, Push and Secure TranspoitesfW¥WAPARCH] to exchange PDUs between the MM&1@li
and the MMS Proxy-Relay.

» The use of User Agent Profile [UAPROF] for capakiind preference information related to MMS.

e The use of Client Provisioning [OMA-CP] and/or DezviManagement [OMA-DM] for configuring MMS related
parameters on the device.

* The use of Digital Rights Management [OMADRM] tontwl! the consumption of the media objects tramsfévia
MMS.

* The use of the Standard Transcoding Interface [BTByY the MMS Proxy-Relay for transcoding of MMS
messages.
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6. MMS Client / MMS Proxy-Relay (MMS,,) Interface

As shown in Figure 2, the MMS Client interacts witle MMS Proxy-Relay. This operation is consistgith the WAP
model where the MMS Proxy-Relay operates as ani©8grver (Pull Operations) or as a Push Initifiearsh Operations).

The relationship between the MMS Client and MMSxgfBelay is shown in Figure 3 and Figure 4 belowtfeo different
configurations of the WAP architecture and protastakcks. Figure 3 assumes use of the WAP 1.xtecthre; in this case
the messages that transit between the two commoaemnhormally transferred using a wireless tranispech as WSP
between the MMS Client and the WAP Gateway, and thrensit over HTTP from the WAP Gateway to the MRI®Xxy-
Relay.

Wireless I_i Internet | [ I—/
Network E /Intranet u—\
WAP

M.MS Gateway MMS
Client Proxy-Relay
Payload Payload
DR = CUCTEETEITIIRPERRRRP e T >

Figure 3: Implementation of MMS,, I nterfaceUsing WAP 1.x Gateway

This link representation includes a few items tineed to be described. The MMS Proxy-Relay is #tevork entity that
interacts with the user mailbox and is responditiénitiating the notification process to the MMSient. The WAP
Gateway provides standard WAP services neededgleiment MMS in the original WAP architecture, th@sgdude: WSP
invocation of HTTP methods; WAP PUSH services; GSe&urity; and Capability Negotiations (UAProf).

The above figure also shows a payload that isezhlyy WSP and HTTP. This payload represents theSNlpplication
layer PDUs, which are described in the MMS Mesdagmapsulation document [MMSENC]. It is expecteat this data
will be transported in its entirety between the M®xy-Relay and the User’s Terminal.

In a different architectural configuration HTTPused to carry MMS PDUs directly between the MMS@liand the MMS
Proxy-Relay, and a gateway is only needed for fuisttionality. The following figure outlines suem implementation of
MMS,; note that the gateway needed for push servicemitted from the figure. Also note that a PER(a. WAP 2.0
HTTP Proxy) may be included in tiMS,, link to provide performance enhancements, as destin [WAPARCH].
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Wireless Internet l l—/
Network /Intranet u—\

MMS MMS
Client Proxy-Relay

Payload Payload
- oo RECRECELREELELRLELELRE o >

Figure 4: Implementation of MMS,, I nterface Using HTTP Based Protocol Stack

The MMS application layer is the same in the ddfararchitectural configurations; the differences@ntained in the two
transport stacks, i.e., the WSP based protocok stad the HTTP based protocol stack.

The MMS system is guided by activities betweenMidS Client and MMS Proxy-Relay. These activities described in
the MMS Client Transaction document [MMSCTR] and MMS Encapsulation document [MMSENC].
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7. MMS Internet Email Interworking (E Interface)

One of the important links on the Network Diagranthie connection of the MMS Proxy-Relay to EmaiivBes connected
via the Internet. This connectivity works in batinections.

7.1 Sending Messages to Internet Email Servers

For sent MMs, the MMS Proxy-Relay will submit thessage to the addressed host using the SMTP pkofbiee MM will
be converted to standard Internet MIME format tomgethe various media components to be carriegistently into the
Internet environment. The MMS specific headerdfselvill be converted into appropriate headers lepending anX-Mms-
' to the header name. This will permit MMS awaystems to understand the fields while not beindplermatic for non-
MMS aware systems.

7.2 Receiving Messages Sent from Internet Email Systems

Received messages will be similarly converted. WIRE part of the message will be converted toMdS format.
Similarly, any headers found with a prefix 0f#Mms-’ can be converted back to the associated MMS heade

7.3 Retrieving Messages from Internet Email Servers

It will be important for MMS Clients to be able tetrieve messages that are stored on Internet Emiérs. This is
normally done through the use of the POP or IMAtgrols. Such retrievals are performed by the MRi&y-Relay (this
is one of the proxy roles), which will then conveire data into an appropriate MMS format.
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8. MMS Proxy-Relay to Proxy-Relay (MMS,) Operation

MMS systems provide services and capabilities @ahatdifferent than other messaging systems. Realeysxpected to
provide certain services and capabilities in otdeaallow for MM messaging between clients on difersystems.
Additionally the relays are also required to exad®mformation on supported services and capadslifrhe ability to
provide such services and capabilities and to exgghanformation about the same is likely to beconmee important in the
future.

If the MMS Proxy-Relay to Proxy-Relay operatiorbesed on Internet email approaches, then SMTP/ESMdPbe used
for the interconnect. Alternatively, the intercechmay employ some other suitable communicatiotogol.

8.1 Discovery of Peer MMS Proxy-Relay Elements

Before any efficient activities can be performetideen cooperating MMS Proxy-Relays, an MMS ProxyalRevill need to
know that it is communicating with another MMS PyeRRelay. Depending on the protocols used betwieeset elements,
different methods may be utilised. For example, whging normal SMTP email, the capability reportsapemes of the
ESMTP [RFC1869]* and [RFC1870]* negotiation schenmuld be the expected method.

* Note that ESMTP is specified across a large nunob&FCs and those listed above, together with 8\vBimply define a
framework that may be extended. Other specifieespof ESMTP can be found by reading the releR&@ related to the
feature of interest.

With the awareness that an MMS Proxy-Relay is comipating with a peer component, they may be abfgetform
additional operations that could improve the efficy or extend the communication capabilities betwtaem. The
effective or negotiated capabilities that couldsbpported between peer systems will be communicetgxirt of the
discovery process.

8.2 Message Flows between Cooperating MMS Proxy-Relays

The MMS Proxy-Relays will be responsible for extegathe current data flows that have been docundefioreMMS Client
to MMS Proxy-Relay (home system) to reach the MM&«#p-Relay (target system) at another MMS systdiese
extended message flows could operate over SMTEher communication protocols. The communicatiotwieen these
elements will utilise the MMS header fields avaiéafsom the MMS Clients as well as new ones spealify for the peer
MMS Proxy-Relay link.
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9. MMS Client-Side Structure

The general model of how the MMS Client fits withire general WAP Client architecture is depicte#igure 5.

Application Framework
(WAE User Agent, Push Dispatcher, MMS Client)

Content
Network Renderers Common Functions
Protocols (Images, (Persistence, Sync,
Multimedia, etc. etc.)

Figure5: General WAP Client Architecture

TheMMS Clientis responsible for the composition and renderingualtimedia messages. MM rendering is performgd b
utilising the appropriate content rendering servit@e content formats that are to be supported/diS are documented in
[MMSCONF]. The MMS Client is also responsible fensling and receiving MMs by utilising the messagedfer services
of the appropriate network protocols.

The MMS Client, as described in the MMS specifigas, is not dependent on, but may use, the sergfdbe other
components shown in Figure 5, i.e. the Common komst WIM and EFI [EFI].

Applications may use an MMS Client to submit anckiee application specific data via MMS. In ordefachieve this
applications initially need to register with the M\VClient, i.e. they need to negotiate the amoudtfarmat of information
to be exchanged between these two entities. Thstra@tipn process may be either an inherent pro@egs in the
application’s integration into a mobile phone){loe initial step after the installation of an (edpwnloadable) application.
The details for this are not defined in the OMA 8fieations. Figure 6 gives an abstract examplaroépplication
registration process:

1) Installation of the application on the device.
2) Negotiation of details over the MMSnterface.

3) End of registration process: the application may robhoose to transport application data via MMS.
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MMS Client Application

Figure 6: Application Registration Process

[MMSENC] defines headers that indicate that a MMBURcontains application-specific data. The meansasfsferring this
data between the MMS Client and the applicatiam@ementation-dependent.

If an MMS Client receives an MMS PDU that conta@msapplication identifier (‘X-Mms-Applic-ID’) the MIS Client is
responsible to route the received MMS informatiothie destination application according to the tieted details upon
application registration process. The MMS Cliemas required to understand the auxiliary applaainformation ‘X-
Mms-Aux-Applic-Info’; this information is intendefibr internal use of the destination applicationyonl

Additional information about the general WAP Clianthitecture is available in the current [WAPWAiSlcument.
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10.MMS Addressing

An important aspect of messaging systems is tHe:yatoi address the users in a way that can beiefft for the system as
well as meaningful for the senders of messagess Bdtance is difficult to achieve.

10.1 Internet Addressing

In the Internet world, where bandwidth is not amaty consideration, addresses are normally expatéagbe email address
paradigm. In this scheme, addresses lookddee@system where the system specification may be a domairernama fully
qualified host address. In general, this scheroeiges users the ability to have a complete anquenaddress in an
unbounded text string. This scheme is very comamahsuch addresses are routinely printed on bisgaeds.

10.2 Wireless Network Addressing

In the wireless world, where bandwidth efficiensycritical, short address lengths and ease ofargey on limited keypads
are the hallmarks of the various systems. For @d@nn GSM networks, a user’s address is based thMSISDN
number utilised by the device. Similarly, in mgraging systems, users are assigned PINs that \peuhdit a caller to
deposit a message.

The MMS addressing model, as defined in [MMSENCkes such a more direct or efficient addressingreghavailable to
MMS subscribers and services. This is seen agpkartly important for interoperability with legasystems such as the
above mentioned, and e.g. for mobile-to-mobile afien.

As message traffic has increased to wireless systom the wireline world, most such systems hayglayed servers that
provide external entities the opportunity to addriéir email to the wireless subscribers direcany such systems utilise
anlD@carrier approach to setting these addresses for accesefrail systems.

MMS employs an extensible addressing scheme thati{sea variety of addressing paradigms to be sttpdo More
specific details on addressing can be found ifMMS encapsulation specification [MMSENC].
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11.MMS Presentation

11.1 Multimedia Presentation Concepts

The concept of MMS presentation means the ordel@iygut, sequencing and timing of multimedia olgemt the terminal
screen and other devices such as a speaker. ftlers# the multimedia message can use MMS prets@mta organise the
multimedia content in a meaningful order and tdring how the multimedia objects are rendered ardceiving terminal.

Today, terminals generally have small screens iamited audio capabilities. In the future, howevecan be expected that
the capabilities of terminals will improve makinglfmultimedia presentations possible. The usesésr MMS
presentation include advertisements, news flasttesT® allow content providers to create multinsegiesentations
compatible with as many terminals as possible, itnportant that MMS presentations are handledistergly, and
consideration is given to the current and futuggaddities of terminals and their interoperability.

MM presentation is optional, as some terminals hearg limited presentation capabilities. Howevereiving terminals
may still be able to render the received multimexiatent as long as they support the media typdsimessage, even if the
presentation instructions, such as sequencingutaymd timing information, are not supported. [MM3F] specifies the
MM presentation support expected from terminals.

11.2 Presentation Examples

There are various alternatives for presentatiogudage, most notably [WML] and Synchronised Multimaeldhtegration
Language SMI™ [SMIL].

11.21 WML

The WML presentation for multimedia messaging affifie same sequencing and layout capabilities thsbnowsing.

11.2.2 SMIL

The SMIL™ provides extended capabilities, such as timingoltimedia objects as well as animation.

The SMIL™ is a simple XML-based language that consists staxfmoduleshat define the semantics and syntax for
certain areas of functionality. Examples of thesalates are layout module, timing and synchronisatimdule and
animation module. A SMII™ profile is a collection of modules particular to an apgtiien domain. The SMII basic
profile is a lightweight profile providing limitedumber of modules and thus is particularly relexamhultimedia
messaging.

The MMS presentation language is transferred irsttree message that the multimedia objects arefdrees. Thus, a
multimedia message is a compact package of multar@gects and optional presentation informatidme presentation
language contains pointers (e.g., URLSs) to theimeliia objects in the message.
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12.Security Considerations

The MMS service is primarily an application levehdce. As such, it is able to build upon varisesurity services
available to applications. For example, in thgioal WAP architecture which employs a WAP Gatewsy/communication
between the MMS Client and a WAP Gateway may beypted by use of the services available from thel\&§ervice
layer. Other security services may be accomplishyease of other defined security services thataeglable to the
appropriate components.

Example security services include:

TLS The TLS [WP-TLS] transport layer security protopobvides for secure data transmission between
the MMS Client and the MMS Proxy-Relay in architeed configurations that employ HTTP based
protocol stacks foMMS,, implementation. TLS may also be used betweeWhA® Gateway and
the MMS Proxy-Relay whemMS,, is implemented in the original WAP architecture.

WTLS The WAP WTLS [WTLS] transport layer security protd provides for secure data transmission
between the MMS Client and the WAP Gateway wh@hS,, is implemented in the original WAP
architecture.

WIM The WAP Identity Module [WIM] is used in perforngWTLS and application level security
functions, and especially, to store and processrimftion needed for user identification and
authentication.

PKI Public Key Infrastructure [PKI] refers to the iaftructure and procedures required to enable the
trust relationships needed for the authenticatioseovers and clients.

SMIME Secure MIME [RFC2633] provides a means of hagdiire encryption of MIME components.
S/MIME provides a set of security services thatudes authentication, message integrity, non-
repudiation of origin (using digital signaturesiivacy and data security (using encryption).

The MMS does not provide its own specific secusitpport and while the usage of TLS and WTLS with $1M defined by
[MMSCTRY], it does not mandate these or any othecHiz security solutions. Though it may be poksto encrypt the
contents of a message, the lack of widespread sufgmahese security mechanisms raises the pdisgitiiat complete end-
to-end security for MMS messages (i.e., between MB&nts) as well as per-link security for contaativities between
MMS Client and MMS Proxy-Relay may be not be présen

An aspect of the MMS user interface is that of @ying information related to the security and/athauatication of
messages received or to be sent. As with sommbttbrowsers, iconic representations are availabprovide basic
information to users regarding the security oftleved message. Additional details regarding tlkssage can normally be
viewed as well. Such schemes would be desirablMfdS Clients but are not being mandated at thgeti
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13.Content Adaptation

One of the possible services that an MMS systemlimeagble to provide is content adaptation. Inatffdnere may be the
opportunity to convert, replace or delete certataclements from a multimedia message beforeat@iiy it to the MMS
Client.

13.1 Determining Need for Content Adaptation
Such service may be prompted for a variety of nesiso

e Device Capability — Devices may have limitations that may preveatttirom being able to handle some data
elements in an MMS message. These limitationstmayased upon content type, characteristics orsige
buffer space).

« Bandwidth Considerations — Certain data types may be inappropriate forraquéar type of bearer (e.g.
streaming over SMS). Such considerations may bedapon factors set by a user or a network operato

* Roaming Considerations — There may be issues having various multimedia danveyed over an alternate
carrier's network. There may be service constsaimtpricing considerations that may impact thévdey of
message elements. Such filtering should occureatiiome’ system.

There are various services that may assist the M&m to determine whether content adaptatioresi@d. In particular,
the WAP UAProf [UAPROF] provides a mechanism toimfi the MMS Proxy-Relay with information about tHéS
Client. This information relates to characteristid the device and serving network.

13.2 Content Adaptation Activities

Various forms of content adaptation may be perfarmor example, graphic images may be removetkdoa colour
converted.

Specific content adaptation services are beyonddbpe of the MMS specifications.

[0 2008 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-MMS-V1_3-20080128-C Page 24 (26)

14.Additional Service Descriptions
14.1 Charging and Billing in MMS

The charging criteria possible to use for WAP sgrsiand/or MMS are fundamentally different fromstaeraditionally used
in telecom, such as measuring of connection tingata volume. These can of course still be usethidoge on the bearer
level and thereby indirectly to charge end-userdvivlS. However, it is predicted that a number idfedent charging
methods and their combination will be used to fuifach individual service provider’s requirements.

Since MMS standards are technical specificatioasdkfine an interface protocol, the issue of cimgrgnd/or billing is
outside the scope of the MMS specifications. [TZERY, [TS32235] and [TS32270] are good referenbasprovide the
overall architecture of a charging related systemMMS and CDR generation for MMS.

Instead of addressing a full charging/billing mqdéMS can provide some hooks for charging, wher@grvice provider
may be able to implement a charging system basddraxample [TS23140] (i.e. information presenttie MM may be
used for charging). Reply-Charging is one exampkuch an enabler in MMS. Reply-Charging enablasex of the MMS
to take over the charge for the sending of a réfil§to their submitted MM from the recipient. Thetdiled service
description of this feature can be found in [TSZ§14

14.2 Digital Rights Management

The scope of OMA Digital Rights Management [OMADRM]to enable the controlled consumption of digitedia objects
by allowing content providers to express usagetsighg., the ability to preview DRM content, teyent downloaded DRM
content from being illegally forwarded (copied)dier users, and to enable superdistribution of Ditent.

The following three DRM methods are supported fdd$ Forward Lock, Combined Delivery and Separatévegy.

Specific requirements placed on the MMS Client tredMMS Proxy-Relay with respect to DRM are docutedrin
[MMSCONF].

14.2.1 Forward Lock

By encapsulating the media object inside a forwaolt-message, the content owners can prevent frsenscopying objects
outside the target device. The forward-locked dhigwrapped in a forward-lock envelope to invokeRM agent in the
target device. When the device receives an ohjeaé a forward-lock message, the device disabkability to copy the
protected object outside the device. This meartshieauser cannot redistribute the object to otlesiices and other users.
The object is locked inside the device, until dalielhy the user.

14.2.2 Combined Delivery

When the combined delivery method is used with Ml 8Eghts object and a media object are wrappeddridPRM message
and delivered to the target device as a singleimettia object within an MMS message. Combinedveeji rights and
media objects cannot be redistributed, they araydwreated as if they are forward locked.

14.2.3 Separate Delivery

In the Separate Delivery method, the protected aneldject is converted into encrypted DRM Contentria (DCF) prior to
inclusion within an MMS message. The rights ohjedth the key for decryption, is delivered usingeparate WAP Push.
Media objects in encrypted DRM Content Format mayddlistributed. This process is referred to geslistribution.
Rights objects cannot be redistributed.
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15.0MA MMS Protocol Documents

» MMSArchitecture
This document. This is to be a starting pointefoybody wanting to know more about MMS.

« MMSClient Transactions

The document [MMSCTR] describes the operation efNMiMS messaging system as it operates between thg M
Client and the MMS Proxy-Relay when MMS protocotsien 1.3 is used.

*  MMSEncapsulation Protocol

The document [MMSENC] describes version 1.3 ofgiaocol operating between the MMS Client and tHd$1
Proxy-Relay.

e MMS Conformance Document

The document [MMSCONF] describes version 1.3 ofrtti@mum set of requirements and guidelines for-end
end interoperability.
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