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NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms set forth above.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_FileTransfer-V1_0-20130612-C Page 3 (88)

Contents

L SCOPE ... s 8

2. REFERENQGES ... ..ottt E e a et h e ee e b e st R et E e R e Rt r et et renne s 9

2.1 NORMATIVE REFERENCES ... ..ctttttitiiiiitittiete st iiitsteeeessisisbasesssssassresssesssissssssssssisssrssssesssissresssssisissssesesssistsrssssesssssssenes
2.2 INFORMATIVE REFERENCES ... ..cciiititiiitete ittt e iitieesitteessibseseasbessaissesesassessassesssassssssssssssssssesassessssresssassssssssssessnssessnnes

3. TERMINOLOGY AND CONVENTIONS ...

3.1 (070] NAV7 = N 1 (0] NSRS
3.2 [ 1= TN Tl 10 N ST OO PTRRPPP
3.3 PN =TT Y oAV A ] N O

L | I =3O 15 10 O I 1 ]\ TR
41 AV /= 25T [0 N L O OO OTURRROUPRROPPR
5. FILE TRANSFER API DEFINITION. . ..oii ittt sttt sttt e sttt evat e s st e s s sat e e s st te s s asbe e s s sabaessabeessbbeesssbesssarensens

51 RESOURCES SUMMARY .....oiiitiiitiieiteeeitee ittt e steeasteesaeasteeastessaseesteeasteesassesaaeasseeasesebeeaatsebeeebeeaaseessesasbeeasseesseesseeensesanes
5.2 DATA TYPES ..ottt ettt Rt E e R R R e R e R AR e R AR e AR e AR e AR e AR e AR e AR e AR e e R e AR R e R R R e e e e eeneene s
5.2.1 XIMIL INBITIESPACES. ...ttt sttt sttt sttt ekttt be e bt etk et b e b e e st e e b s e st b e ekt e st e nbe e s b e es b s bt et e e b e e st e nbeenbean b be et
5.2.2 SETUCTUIES ...ttt b et h bbbt ekt e b e e R e e h b e A E e oAbt E e e b e e R e e R e e ae e e b e e b b e e bt e b e e b e e b e e sn e nbe e s b e ebeens
5.2.2.1  Type: FileTransferSessionInformation
5.2.2.2  TYPE: FIlEINFOIMALION ....c.iiiiiiiieieietes ettt e e bt s et e e st e besbenb et e sesbe b eseebesbenbe e eneanens
B.2.2.3  TYPE: FHIESEIECION ...ttt bbb bbbt b et bt r b et n e
5224  Type: FileDate..........ccccooevvrneinicnnne
5.2.25  Type: HashInformation
5.2.2.6  Type: FileTransferSessionlnvitationNotification......
5.2.2.7  Type: RECEIVErSESSIONSLALUS........eoveuieiirieieiisiesie ettt
5.2.2.8  Type: FileTransferEventNOtIfiCation ..........ccocooeiiiiiiiiniiec e
5.2.2.9  Type: FileTransferSubscriptionList ..................
5.2.2.10 Type: FileTransferNotificationSubscription .....
5.2.2.11 Type: FileTransferFileNotification...........cc.cccccvoven.
5.2.2.12 Type: FileTransferAcceptanceNotification .........ccocoveviviriiiniineieiseseese e
5.2.2.13 Type: FileTransferSubscriptionCancellationNotification
5.2.3 ENUIMEIALIONS ...ttt bt e b bbb bbb e bt e bt e et e bt e bt b e bt b et nn ettt e
5.2.3.1  Enumeration: FileDisposition
5.2.3.2  Enumeration: EventType........ccccccvevun.
5.2.3.3  Enumeration: RECEIVEISTAtUS. ..........ciriiveiririeiiiiiet sttt
5.2.4 Values of the Link “Tel” attriDULE..........coooiii e e
525 MIME MUILIPAIT rEPreSENTATION .......coviviiiiiieii sttt et nne e
53 SEQUENCE DIAGRAMS .....utiiiiittet ettt e ettt e s sttt e e s ebb e e e sbee e e satteeabbeeeaabeesaabbeeessbbeeesabbes s bbeseesbbeeesabaeesaabeeesbbeeeasbesessnbeessares
53.1 Subscription to file transfer NOtIFICAIONS ..........oeiviiiie e
5.3.2 File Transfer With SUCCESSTUI FESUI. ..o
533 File transfer SESSION FAIIUIE ..ottt
5.3.3.1  Canceling a file transfer INVITATION ..ottt et b bbb sr et nnen
5.3.3.2  Declining a 1-1 file transfer SESSSION INVITALION.........c...cieiiiiiiieise st e e e s enenrens
5.3.3.3  Filetransfer failed ...
5.3.3.4  File transfer aborted

6. DETAILED SPECIFICATION OF THE RESOURCES.........ccoooiiiieie e s

6.1 RESOURCE: ALL SUBSCRIPTIONS TO FILE TRANSFER NOTIFICATIONS ....uvtiitiriieesiieeieesieesieesseessneesseesnsessssesssessnne 35
6.1.1 REQUEST URL VAIADIES ... ittt ettt e e e st e e sb e s te e beeseesbesbeentesba e besneesteaneaas 35
6.1.2 Response Codes and Error HANAING ........cvieiiiiieiiciciei et ebe et nn e ne e 36
6.1.3 T OSSPSR 36

6.1.3.1  Example: Reading all active file transfer notification subscriptions (INformative)............ccoceveirivreniieniineinsie e 36
B.1.3.1.1  REQUEST ...oviiiiiieteiteeie ettt sttt bt b et bbbt eenas
6.1.3.1.2 Response
6.1.4 O O TP UR TSP
6.1.5 @ ) PSPPSR
6.1.5.1  Example 1: Creating a new subscription to file transfer notifications, response with copy of created resource
(INTOPMALIVE) ...ttt bbb b e s bbb e bt b e b e R ekt s e b e e b e b e b e s e b et b e st eb e e b e e b e b ene et e 37
B.1.5. 1.1 REOUESL ... ocuiiiiiei ittt bbb bbb s 37

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_FileTransfer-V1_0-20130612-C Page 4 (88)

B.1.5. 1.2 RESPONSE. ...t eutiteitee it st etee st s bt e e bt et e ste s b s et e b e e st e eb e e Rt Rt e bt R e bR €A bbb e oAb e R e Aot e ARt R e e Rt SR e e R e nR e e R e et bt Rt e bt e e bt re s 37
6.1.5.2  Example 2: Creating a new subscription to file transfer notifications, response with location of created resource
(Informative)
6.1.5.2.1 Request......
6.1.5.2.2 Response
6.1.6 D I I TSP
6.2 RESOURCE: INDIVIDUAL SUBSCRIPTION TO FILE TRANSFER NOTIFICATIONS .....cccviiieiiniieniiniiesiieeesreesieseesieennenes 38
6.2.1 REQUESE URL VATIADIES ....c.viviieierieie ettt sttt st et e st es e s e seane et e e seste e e et ens e e enseneeneens
6.2.2 Response Codes and Error HANAING ........cvieiiiiieiiciciei et ebe et nn e ne e
6.2.3 (€ TP PP P PRSPV RTRPPT
6.2.3.1  Example: Reading an individual subscription (Informative)
B.2.3. 1.1 REBOUESL ...etiitiieeieeiiett sttt
LT T (- T ] T OSSR
6.2.4 O O TP P PP PP PP PRTPPN
6.2.5 ) USSP
6.2.6 [ I I T T TP TP ORI PPRTPP
6.2.6.1  Example: Cancelling a subscription (Informative) ............
6.2.6.1.1 REQUESL.....ccociiiiiiiiircc
6.2.6.1.2 Response....
6.3 RESOURCE: ALL 1-1 FILE TRANSFER SESSIONS.........cccoveen.
6.3.1
6.3.2
6.3.3
6.3.4
6.3.5
6.3.5.1  Example 1: Creating a new 1-1 file transfer session with file content (Informative)
6.3.5.1.1  REOUESL ...ttt
6.3.5.1.2 Response
6.3.5.2  Example 2: Creating a new 1-1 file transfer session with external file repository URL (Informative)
LT TR T A (=T (1) PSS
6.3.5.2.2 Response
6.3.5.3  Example 3: Creating a new 1-1 file transfer session with external file repository URL without icon, response with
location of created resoUrce (INFOrMALIVE) ......cieieiiiiiieiie ettt sttt e nsenees
LT TR T 20 A (=T (1) OSSR
LT TR A - oo ] LT OSSPSR PRTRORN
6.3.6 DELETE ..o
6.4 RESOURCE: INDIVIDUAL 1-1 FILE TRANSFER SESSION
6.4.1 RequeSt URL VAriabIes .........ccccvivieiiii et
6.4.2 Response Codes and Error HANANNG ........ooiiiieriieriese et
6.4.3 L€ PRSP STTRTRPP
6.4.3.1  Example : Retrieving file transfer session information (Informative)
B.4.3. 1.1 REQUESE ....eitiitiieeieiieit sttt
6.4.3.1.2 Response
6.4.4 PUT o,
6.4.5 O 1 [ PP TP TP ROTPPOPTPROPRPRPN
6.4.6 D I I PRSP
6.4.6.1  Example: Cancel file transfer invitation/ Decline file transfer invitation/ Terminating a file transfer session
(L0 LT LA A=) IO OSSPSR
6.4.6.1.1 Request......
6.4.6.1.2 RESPONSE.....ccorcvrerieranns
6.5 RESOURCE: SESSION STATUS
6.5.1 REQUESE URL VATIADIES ......eiviee ettt sttt sttt st et e st esa et s e seese et e e ae st et e sa e s e st e e enseneene e
6.5.2 Response Codes and Error Handling
6.5.3 L€ PP SUTRTRPP
6.5.4 O O TP UR TSP
6.5.4.1  Example : Accepting a 1-1 file transfer invitation (Informative)
B.5.4. 1.1 REBOUESE ...ttt ettt ettt ettt b ekttt h bt bbb R e E e R e £ e R £ S h b e R e 4R £ R e R e £ e R£ AR £ AR e E oA R e R e R e R e R e R e eh e b et e Rt e Re bt e ereneas
6.5.4.1.2 Response
6.5.5 POST ..o
6.5.6 DELETE ..oooiiiieeeeee e

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_FileTransfer-V1_0-20130612-C Page 5 (88)

B.8  (VOID) 1ttt E R R R R R R R R R R R R bR r et n et n et r s 49
6.7 RESOURCE: CLIENT NOTIFICATION ABOUT SESSION INVITATIONS ....ceitiitiititintentestessestesreseeseessesneseesesesseseseeseeneas 49
6.7.1 REQUESE URL VATIADIES ......eiviee ettt sttt sttt st et e st esa et s e seese et e e ae st et e sa e s e st e e enseneene e 49
6.7.2 Response Codes and Error HANANNG ........coviiiieiieiese et e 49
6.7.3 LC] = OSSO U TP URPOTPTUPURPRRI 49
6.7.4 P T AR R R R R R e R R R R R n e 50
6.7.5 @ 1S LSOO TP RS TTRUTUPO 50
6.7.5.1  Example: Notify a client about file transfer session invitations (INfOrMAatiVe) ............coceevreiiiiiinicic e 50
LT 70 R =T 1) OO STPTSSPTRORTRPRN 50
B.7.5.1.2  RESPONSE. ....ocuiiiiiiiti ittt bbb bbb bbb bR bbb bbb s 51
6.7.6 DELETE ..ottt RS R e R R R AR R R R R R n e 51
6.8 RESOURCE: CLIENT NOTIFICATION ABOUT FILE TRANSFER SESSION EVENTS ....ccviiiaitintiesiesiresieeeeseesieseesieenenes 51
6.8.1 REQUESE URL VAIADIES ......eeviee ettt sttt st et e st es e s e sease et e eseste e e et e s e e enaeneeneens 51
6.8.2 Response Codes and Error HaNAING ........ccoiieiiiieiiiieesesie ettt e e ssaesbe e e steanaeas 52
6.8.3 LC] = TS T TP U TP U PRPTPUPUSTPRON 52
6.8.4 P T ettt bbb bt b b A b e e AR oAt e R eR £ oA £ oA £ eR £ SR e 4R £ SR £ eRe R £ AR £ eRe ARt R e b nhenb e e e s e e e et eneeneene e 52
6.8.5 P O S T ettt b E R R R R R R R R R R e R R £ e R e e R £ SR £ e R e R £ eR e ARt R e R R b e b e r et s e ne e 52
6.8.5.1  Example: Notify a client about file transfer session events (INfOrMALIVE) ..........ccccrviiiriiriiiineee e 52
B.8.5.1.1  REBOUEST ... eteiteiteeetieti ettt ettt ettt b etttk ettt h bt b e e bk e R £ oA e R £ ek R e R £ R £ R R e £ e R £ AR £ AR e R oA R e R e R e R e R e R e eh e b e b et be b e n e ebenean 52
B.8.5.1.2  RESPONSE. ....ctttteerietieti ettt sbesteste st e bt st e st ek e b e e e £ e bt e bt e b e R e ek e R e oA e £ e R £ eh £ e E e AR 4R £ SR e AR e R e R £ e R £ AR e R oA R e R £ R e R e R e R e e Rt b e b e Rt e Re b e e erenean 52
6.8.6 DELETE ...ttt bttt et et e 1 e 4t £ £ e b€ e H £ H £ e b€ e h e e E £ e b e eH e eb e AR e eb e e Ee e b e b b et e b et e e et eneeneene e 52
6.9 RESOURCE: CLIENT NOTIFICATION ABOUT FILE CONTENT LINK ..cuttitieititestieiieesiieeieesieesseessseesseeessessssessssesssessnns 52
6.9.1 REQUEST URL VAIADIES ... ittt ettt e e s b e e s e s te e beeseesbesbeenbesba e benneestesnaaas 53
6.9.2 Response Codes and Error HANAING .......ccvieiiiiieiicicie ettt nn e ne e e 53
6.9.3 ] SRS STSRSRSTRRSRPR 53
6.9.4 P T et b b e R e R R AR R oA £ oA £ oA e e R R e 4R e SR £ eR £ R £ AR £ Rt Re R e R R e b e b e r et s e st e 53
6.9.5 2 1S ) RSSO 53
6.9.5.1  Example: Notify a client about file content link (INfOrMALtIVE) ..........cccivieriiiiiiiei e 53
LG IR TR T80 0 =T 1) SRS 53
B.9.5. 1.2 RESPONSE. ... tteuteteitee sttt ettt e ettt b e s et h st eb e bRt e bt ke bR e oA bbb e oAb Rt Ao e e ARt R e e Rt SR e et eR e R e et e bt Rt e b bt e b et are s 54
6.9.6 DELETE ...ttt bttt h b b2 h £ H b e b e e R £ e R e SR b e AR e SRRt R Rt R b e b r e s e e e 54
6.10 RESOURCE: CLIENT NOTIFICATION ABOUT FILE TRANSFER ACCEPTANCE .....ccciiiriirerrenrenresresresnesnesne s snennenes 54
6.10.1  ReqUESt URL VAIADIES ......cviieieiciee sttt et e et e e be st e st et et e e e nenseneeneens
6.10.2  Response Codes and Error HANGTING .......c.ocoviiiiiiici e e
B.10.3 G T ittt h bbb E b h e R R e SR e SR e SR e R SR eRe R e eRe b e b e R e b e e e e et et e e ent e e beens
G0 0 ] U SRS SRR
B.10.5 PO T .ttt bbbt e b b e bRt £ eR £ SR e e £ e R £ e Re 4R £ SR £ eRe e R £ R £ Re b e bt eR e b e e e e et e e et enteneebeenes
6.10.5.1 Example: Notify a client about file transfer acceptance (Informative)
B.10.5. 1.1  REQUESL .. .ueiuiiiiii et b e E bbb bbb s
B.10.5.1.2 RESPOMNSE. .....uiiiiiiiiieiieii ittt bbb bbb bbb E b b bbb E bbb s
B.10.6  DELETE ... ittt ettt h bbbt bt bbb E £ e b e bR £ R e SR e SR e R R ke b e R e b et e e et nn et e ne e e reens
6.11 RESOURCE: CLIENT NOTIFICATION ABOUT SUBSCRIPTION CANCELLATION ....utiiiiitiaiiinieeieniee st sieeeesieesre s e 56
6.11.1  ReqUESE URL VAADIES .....c.ooiiiiiiiiicc ettt nn e 56
6.11.2  Response Codes and Error HANAIING .........cocvoieiiiiiiii et 56
0 0 T 1 SRRSO 56
T O S ] U SO OTOTUUUP TP TOUPUSTUPOURPR 56
B.10.5 PO ST o iR R e R R R R R n e r e e et nen s 57
6.11.5.1 Example: Notify a client about subscription cancellations (INfOrmative) ............cccocriiiiiiniiniieee e 57
G000 T 00 O (=0 [ PSSR 57
LG0T 0 (=T T T PSSR 57
B.11.6  DELETE ...ttt b bbbt bR R bR R R R R R R R R bR Rt e et reens 57
7. FAULT DEFINITIONS ...ttt bbb bbb s et e h e At e Rt b £ e bt he e b e e b e ebe b e ee e nb e b e e e e essene et e ens 58
7.1 SERVICE EXCEPTIONS .....cutittetiettettstt ettt ettt st se bbbt bt s bbb e e bt e b e eb £ e bt e b e e b £ eb e e b e e b e e b e e b e b e e b e b e bt b e e b e nb e b e nb et e nessene e e enes 58
7.2 POLICY EXCEPTIONS ...utiitiitieittettestt ettt ettt sbt et bt e s bt st bt e bt ek e ekt ess e sh e e bt es bt ek e et e e he e eb e e m b e eb e e nb e e b b e eb e enbeeseenbeebeenbeabe e 58
7.2.1 POL1015: Sending file operation NOt SUPPOITE..........ccveieieieieieeeeee st neenens 58
APPENDIX A, CHANGE HISTORY (INFORMATIVE) ......cotiitiitieitieinie et 59
Al APPROVED VERSION HISTORY .ottt 59
A.2  DRAFT/CANDIDATE VERSION 1.0 HISTORY ...oitiiitiiiiiiieiisteiint ettt st b et sb et be e 59

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_FileTransfer-V1_0-20130612-C Page 6 (88)

APPENDIX B. STATIC CONFORMANCE REQUIREMENTS (NORMATIVE) .....ccocoiiitiireienn e 61
B.1 SCRFORREST.FILETRANSFER SERVER .......ciiittitiittattstestestestessestestessessestessessestesssssessesessessensassessansessessanessssssssenns 61
B.1.1 SCR for REST.FileTransfer.SUDSCHIPLIONS SEIVET ........iiviiiiiiiiieieeie sttt ns 61
B.1.2 SCR for REST.FileTransfer.Individual.SUDSCIHPLION SEIVET ........cccveviirice e 61
B.1.3 SCR for REST.FileTranSfer.SESSIONS SEIVET .......c..ciiiiiieiiiite ittt sttt sa e et b e e eneas 61
B.14 SCR for REST.FileTransfer.Individual.SESSION SEIVET ..........ccceiiieirieiiieiseee e 62
B.1.5 SCR for REST.FileTransfer.Individual.SeSSION.StatUS SEIVET .........ccccoiiiiiiiiiiiiere e 62
B.1.6 SCR for REST.FileTransfer.SeSSION.FIlES SEIVET ..ottt 62
B.1.7 SCR for REST.FileTransfer.SessionInvitation.NOtifications SErVer ...........ccccviiiiiniiie i 62
B.1.8 SCR for REST.FileTransfer.Events.Notifications Server
B.1.9 SCR for REST.FileTransfer.Link.NOtIfiCatiONS SEIVEF ..........cceiiieiieiiiseeee s
B.1.10 SCR for REST.FileTransfer. FileTransfer Acceptance.Notifications SErver..........ccoovvvivenviiesiinie e 63
B.1.11  SCR for REST.FileTransfer.SubscriptionCancellation. Notifications Server..........ccccoccvoevvviereniieseneseiennns 63
APPENDIX C.  APPLICATION/X-WWW-FORM-URLENCODED REQUEST FORMAT FOR POST
OPERATIONS (NORMATIVE) ..ottt sttt sttt st ste st s sttt saeneenaeneeneas 64
C.1 CREATING ANEW SUBSCRIPTION TO FILE TRANSFER NOTIFICATIONS ...ccueiitiiiiiiieiinieeniesiee st anesreesnesieesnessne e e 64
C.l1 EXample  (INFOFMALIVE) ......eiiiiiiie sttt e et e b e b b e s be e s b e s teenbeebe e benneesbeanbaas 65
L0 0 0 R T |11 OSSPSR 65
L0 O O T oo 4= OSSR UPPRURN 65
C.2  CREATING ANEW FILE TRANSFER SESSION .....uttuttittatiautesttastesteeseaseasseesesseessesssesbesssasseesesseessesssesssansesseessessesssesnens 66
c.2l1 Example  (Informative)
L 0 R T U1 OO OSSPSR
C.2.1.2 Response
(O T (Vo] 1) ISR PRSPPI
O S (V01| 5 ) ST ST ST T TP TP PSP TR PETRPTSPRPRPN
APPENDIX D.  JSON EXAMPLES (INFORMATIVE) ..c.ooiiiiiiicieee ettt 71
D.1  READING ALL ACTIVE FILE TRANSFER NOTIFICATION SUBSCRIPTIONS (SECTION 6.1.3.1)....cccceiiiiiiniinciniee, 71
D.2  CREATING A NEW SUBSCRIPTION TO FILE TRANSFER NOTIFICATIONS, RESPONSE WITH COPY OF CREATED
RESOURCE (SECTION B.1.5.1) 1.ttt iiiiiiitiiie ittt sttt et et e et et e a1 be e b e e se et e e st e sbe e be et b e abeentesbaebeene e beanee e 71
D.3  CREATING A NEW SUBSCRIPTION TO FILE TRANSFER NOTIFICATIONS, RESPONSE WITH LOCATION OF CREATED
RESOURCE (SECTION B.1.5.2) 1.ttt itiitieitiiti ittt st e sttt e ste et et teesaestaestessaesbeesbesbe e aesse e beesbesbe e be et e e sbeantesbaebeeseenbeanee e 72
D.4  READING AN INDIVIDUAL SUBSCRIPTION (SECTION 6.2.3.1) ....cuiiiiiiiiiiiieiieriesie et ettt sttt 73
D.5 CANCELLING A SUBSCRIPTION (SECTION 6.2.6.1) ...ccuiiiiiiiiiiiiiisiee ittt e sie s e sieeteste et aestessaessaebe e e stasnaesbeensesnaesse e 73
D.6 CREATING ANEW 1-1 FILE TRANSFER SESSION WITH FILE CONTENT (SECTION 6.3.5.1)....ccviiiiiiiicicicecienen, 73
D.7  CREATING A NEW 1-1 FILE TRANSFER SESSION WITH EXTERNAL FILE REPOSITORY URL (SECTION 6.3.5.2)........ 75
D.8  CREATING A NEW 1-1 FILE TRANSFER SESSION WITH EXTERNAL FILE REPOSITORY URL WITHOUT ICON,
RESPONSE WITH LOCATION OF CREATED RESOURCE (SECTION 6.3.5.3) ....oiviiiiiiinieinicinesesenesre e 77
D.9 RETRIEVING FILE TRANSFER SESSION INFORMATION (SECTION 6.4.3.1) ...ciiiiiiiiiiiisieseeie et ee e 77
D.10 CANCEL FILE TRANSFER INVITATION/ DECLINE FILE TRANSFER INVITATION/ TERMINATING A FILE TRANSFER
SESSION (SECTION 6.4.6.0) ...ttt itttk r et b bbb e bbbt r b bt n bt et nn e sr e 78
D.11 ACCEPTING A 1-1 FILE TRANSFER INVITATION (SECTION 6.5.5.1)....ccciuiiriiiiieinieisieeeeenie e 78
D 2N A V] | o PSPPSRV UPTPROPPPRRTROPTRO 79
D13 WOID ..ttt bR bt R bR R R R R R e e £ eh e Rt e e e R £ e Re R £ R £ R e AR e R R e Rt Rt R e Rt Rt R R nennenne e 79
D.14 NOTIFY A CLIENT ABOUT FILE TRANSFER SESSION INVITATIONS (SECTION 6.7.5.1) .ccooeiiieiiiiniiieciecneiies 79
D.15 NOTIFY A CLIENT ABOUT FILE TRANSFER SESSION EVENTS (SECTION 6.8.5.1) ...cvoiviiiiciiceiesr e 80
D.16 NOTIFY A CLIENT ABOUT FILE CONTENT LINK (SECTION 6.9.5.1) ...coviiiiiiicieieeeieeee s 81
D.17 CLIENT NOTIFICATION ABOUT FILE TRANSFER ACCEPTANCE (SECTION 6.10.5.1) ...ccvoiiiiiiiiie i 81
D.18 CLIENT NOTIFICATION ABOUT SUBSCRIPTION CANCELLATION (SECTION 6.11.5.1) ..cooviiiiiiinice e 82
APPENDIX E. OPERATIONS MAPPING TO A PRE-EXISTING BASELINE SPECIFICATION
(INFORMATIVE) ...ttt et etttk b b bt bt bt e bt bt e bt e b s be s be e e b eneeneebeaneas 83
APPENDIX F. LIGHT-WEIGHT RESOURCES (INFORMATIVE) ...ccociiiiiitiiit ettt 84
APPENDIX G.  AUTHORIZATION ASPECTS (NORMATIVE) ..ottt 85
G.1  USE OF AUTHOAAP ..ot bt bbbt a e b et e ke e bt e b e e bt e h b e bt e bt ek e e bt s aeenbees e e sbe e b 85
0 T ot o T IR 7 RSSO 85
L0 R B 1= 10 3o OO OO OSSOSO 85

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_FileTransfer-V1_0-20130612-C Page 7 (88)

G112 DOWNSCOPING ..vvtveteneereatestesieseasestesseseasessesseseasessessessasessessessasessessessasessessessnsessessessensssessessessessesessessessasessessesensensessensansasens 85
G.1.1.3  Mapping With resources and MELHOUS. ..........ccviiririeiiiieisiese ettt et s et e e be b ebesbesbe e eneabens 86
G.1.2 USE OF “ACTIAULN ... ettt b b et b bbb btk e et 88
Figures
Figure 1 Resource structure defined by this SPeCITICAtION..........c.cociiiiiiiii s 14
Figure 2 Subscribe to and unsubscribe from file transfer Notifications. ..o 29
Figure 3 File Transfer session With SUCCESSTUI FESUIL...........cccuiiiiiiiiii e 30
Figure 4 Cancelling a file transfer INVITALION...........c.ccvoi i e ne e ens 32
Figure 5 Declining a 1-1 file transfer SesSioN INVITALION............ccooiiiiiiiiiiicse et sra e e 32
Figure 6 File Transter TAIHTEA ....... ..ot e e bbb bbb b e bt e b e e e e et e e e ebe e et e enis 33
Figure 7 file Transfer @DOITEA. ...........o ittt bbb b e bt e e e e et e e e eb e e et e ens 34
Tables
Table 1Autho4API scope values for RESTTul File Transfer APL ..o 85
Table 2 Required scope values for: Handling of 1-1 file transfer SESSIONS..........c.ccvviviiiiie i 87
Table 3 Required scope values for: Handling of file transfer SUDSCFIPLIONS...........coovviiiiiiiieic e 87

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAPI_FileTransfer-V1_0-20130612-C Page 8 (88)

1. Scope

This specification defines a RESTful API for File Transfer using HTTP protocol bindings.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

For the purpose of this TS, all definitions from the OMA Dictionary apply [OMADICT].

Originator The party that initiates a file transfer session.

Receiver The party that is invited to a file transfer session to receive files.

Client-side Notification An HTTP URL exposed by a client, on which it is capable of receiving notifications and that can be used
URL by the client when subscribing to notifications.

Notification Channel A channel created on the request of the client and used to deliver notifications from a server to a client.

The channel is represented as a resource and provides means for the server to post notifications and for the
client to receive them via specified delivery mechanisms.

Notification Server A server that is capable of creating and maintaining Notification Channels.

Server-side Notification An HTTP URL exposed by a Notification Server, that identifies a Notification Channel and that can be

URL used by a client when subscribing to notifications.
3.3 Abbreviations

ACR Anonymous Customer Reference

API Application Programming Interface

GIF Graphics Interchange Format

HTTP HyperText Transfer Protocol

JPEG Joint Photographic Expert Group

JSON JavaScript Object Notation

MIME Multipurpose Internet Mail Extensions

OMA Open Mobile Alliance

REST REpresentational State Transfer

SCR Static Conformance Requirements

SDP Session Description Protocol

SIP Session Initiation Protocol

TS Technical Specification

URI Uniform Resource Identifier

URL Uniform Resource Locator

XML eXtensible Markup Language

XSD XML Schema Definition
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4. Introduction

The Technical Specification of the RESTful Network API for File Transfer contains HTTP protocol bindings based on the
requirements for File Transfer defined in [RC_API_RD], using the REST architectural style. The specification provides
resource definitions, the HTTP verbs applicable for each of these resources, and the element data structures, as well as
support material including flow diagrams and examples using the various supported message body formats (i.e. XML, JSON,
and application/x-www-form-urlencoded).

4.1 Version 1.0

Version 1.0 of this specification supports the following operations:

- Managing subscriptions to file transfer-related notifications
- Managing file transfer sessions

- Sending files

- Receiving notifications about file transfer session invitations
- Receiving notifications about file transfer session events

- Receiving notifications about file content link

- Receiving notifications about file transfer acceptance

In addition, this specification provides:

- Support for scope values used with authorization framework defined in [Autho4API_10]
- Support for Anonymous Customer Reference (ACR) as an end user identifier

- Support for “acr:auth” as a reserved keyword in a resource URL variable that identifies an end user
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5. File Transfer API definition

This section is organized to support a comprehensive understanding of the File Transfer API design. It specifies the definition
of all resources, definition of all data structures, and definitions of all operations permitted on the specified resources.

Common data types, naming conventions, fault definitions and namespaces are defined in [REST_NetAPI_Common].
The remainder of this document is structured as follows:

Section 5 starts with a diagram representing the resources hierarchy, followed by a table listing all the resources (and their
URL) used by this API, along with the data structure and the supported HTTP verbs (section 5.1). What follows are the data
structures (section 5.2). A sample of typical use cases is included in section Error! Reference source not found., described
as high level flow diagrams.

Section 6 contains the detailed specification for each of the resources. Each such subsection defines the resource, the request
URL variables that are common for all HTTP commands, the possible HTTP response codes, and the supported HTTP verbs.
For each supported HTTP verb, a description of the functionality is provided, along with an example of a request and an
example of a response. For each unsupported HTTP verb, the returned HTTP error status is specified, as well as what should
be returned in the Allow header.

All examples in section 6 use XML as the format for the message body. Application/x-www-form-urlencoded examples are
provided in Appendix C, while JSON examples are provided in Appendix D. Appendix B provides the Static Conformance
Requirements (SCR).

D.18 provides the operations mapping to a pre-existing baseline specification, where applicable.

Appendix F provides a list of all lightweight resources, where applicable.
Appendix A defines authorization aspects to control access to the resources defined in this specification.

Note: Throughout this document client and application can be used interchangeably.

5.1 Resources Summary

This section summarizes all the resources used by the RESTful Network API for File Transfer.

The "apiVersion" URL variable SHALL have the value "v1" to indicate that the API corresponds to this version of the
specification. See [REST_NetAPI_Common] which specifies the semantics of this variable.

The figure below visualizes the resource structure defined by this specification. Note that those nodes in the resource tree
which have associated HTTP methods defined in this specification are depicted by solid boxes.
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I{serverRoot}/filetransfer/{apiVersion}/{userld}

{ /subscriptions D J

H{subscriptionld} U }

{/sessions D }

!

H{sessionld}

Figure 1 Resource structure defined by this specification

The following tables give a detailed overview of the resources defined in this specification, the data type of their
representation and the allowed HTTP methods.
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Purpose: To allow client to manage file transfer notifications subscriptions

Resource URL Data Structures HTTP verbs
Base URL:
http://{serverRoot}/filetr GET PUT POST DELETE
ansfer/{apiVersion}/{us
erld}
All subscriptions to | /subscriptions FileTransferSubscriptionList | Read all active no Create new no
file transfer (used for GET) file transfer subscription for
notifications . o subscriptions file transfer
FileTransferNotificationSubsc | related to a user notification of an
ription (used for POST) user
common:ResourceReference
(OPTIONAL alternative for
POST response)
Individual /subscriptions/{subscripti | FileTransferNotificationSubsc | Retrieves an no no Cancel
subscription to file onld} ription active file subscription and
transfer transfer stop
notifications subscription corresponding
related to a user notifications
Purpose: To allow client to manage 1-1 file transfer sessions
Resource URL Data Structures HTTP verbs
Base URL:
http://{serverRoot}/filetr GET PUT POST DELETE
ansfer/{apiVersion}/{us
erld}
All 1-1 file transfer /sessions FileTransferSessioninformati | no no Create anew 1- | no

sessions

on (used for POST)

common:ResourceReference
(OPTIONAL alternative for
POST response)

1 file transfer
session
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Resource URL Data Structures HTTP verbs
Base URL:
http://{serverRoot}/filetr GET PUT POST DELETE
ansfer/{apiVersion}/{us
erld}
Individual 1-1 file /sessions/{sessionld} FileTransferSessioninformati | Retrieve file no no Cancel invitation
transfer session on transfer session (Originator)
information S
Decline invitation
(Receiver)
Terminate
session
Session status /sessions/{sessionld}/stat | ReceiverSessionStatus no Accept 1-1 file no no
us transfer
invitation
Purpose: To allow server to notify client about file transfer session status and file links
Resource URL Data Structures HTTP verbs
Base URL:
GET PUT POST DELETE
<Specified by the
client>
Client notification Specified by client when FileTransferSessioninvitation | no no Notify the client | no
about session subscription is created or | Notification about the
invitation provisioned incoming file
transfer
invitation
Client notification Specified by client when FileTransferEventNotification | no no Notify the client | no

about file transfer
events

subscription is created or
provisioned

about file
transfer events
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Resource URL Data Structures HTTP verbs
Base URL:
GET PUT POST DELETE
<Specified by the
client>
Client notification Specified by client when FileTransferFileNotification no no Notify the client | no
about file content subscription is created or about file
link provisioned content link for
subsequent
retrieval
Client notification Specified by client when FileTransferAcceptanceNotifi | no no Notify the client | no
about file transfer subscription is created or | cation about Receiver
acceptance provisioned accepted the
invitation
Client notification Specified by client when FileTransferSubscriptionCan | no no Notify client that | no

about subscription
cancellation

subscription is created or
provisioned

cellationNotification

a subscription
has been
cancelled (e.g.
expired)
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5.2 Data Types
5.2.1 XML Namespaces

The XML namespace for the File Transfer API data types is:

urn:oma:xml:rest:netapi:filetransfer:1

The 'xsd" namespace prefix is used in the present document to refer to the XML Schema data types defined in XML Schema
[XMLSchemal, XMLSchema2]. The ‘common' namespace prefix is used in the present document to refer to the data types
defined in [REST_NetAPI_Common]. The use of namespace prefixes such as 'xsd' is not semantically significant.

The XML schema for the data structures defined in the section below is given in [REST_SUP_FileTransfer].

522 Structures

The subsections of this section define the data structures used in the File Transfer API.
Some of the structures can be instantiated as so-called root elements.

For structures that contain elements which describe a user identifier, the statements in section 6 regarding 'tel’, 'sip’ and ‘acr’
URI schemes apply.

5.2.2.1 Type: FileTransferSessioninformation

This type represents information about a File Transfer Session.

Element Type Optional | Description
originatorAddre | xsd:anyURI No Address of the Originator of this file transfer
SS session (e.g. 'sip’ URI, 'tel' URI, 'acr' URI)

If originatorAddress is also part of the request
URL, the two MUST have the same value.

originatorName | xsd:string Yes Name of the Originator of this file transfer
session
receiverAddress | xsd:anyURI No Address of the Receiver of this file transfer

session( e.g. 'sip' URI, 'tel' URI, ‘acr' URI)

If receiverAddress is also part of the request
URL, the two MUST have the same value.

receiverName xsd:string Yes Name of the Receiver of this file transfer
session
status ReceiverStatus Yes Connection status of the Receiver Set by the

server. SHALL NOT be present in request
bodies during resource creation.

fileInformation FileInformation No A set of file’s attributes.

Note: According to [RC API RD], there is only
one file per session. Later versions of this
specification might support multiple files per
session.

clientCorrelator | xsd:string Yes A correlator that the client can use to tag this
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particular resource representation during a
request to create a resource on the server.

This field SHOULD be present. Note: this
allows the client to recover from
communication failures during resource
creation and therefore avoids duplicate file
transfer session creations in such situations.

In case the field is present, the server SHALL
not alter its value, and SHALL provide it as
part of the representation of this resource. In
case the field is not present, the server SHALL
NOT generate it.

resourceURL

xsd:anyURI

Yes

Self referring URL.

The resourceURL SHALL NOT be included in
POST requests by the client, but MUST be
included in POST requests representing
notifications by the server to the client, when a
complete representation of the resource is
embedded in the notification. The
resourceURL MUST also be included in
responses to any HTTP method that returns an
entity body, and in PUT requests.

A root element named fileTransferSessioninformation of type FileTransferSessionInformation is allowed in request and/or

response bodies.

Note that the clientCorrelator is used for purposes of error recovery as specified in [REST_NetAPI_Common], and internal
client purposes. The server is NOT REQUIRED to use the clientCorrelator value in any form in the creation of the URL of
the resource. The document [REST_NetAPI_Common] provides a recommendation regarding the generation of the value of

this field.

5.2.2.2 Type: FileInformation

This type represents a set of attributes of a file.

Element Type Optional | Description

fileSelector FileSelector No A tuple of file attributes that the SDP offerer
includes in the SDP in order to select a file at
the SDP answerer.
File name, size, type and hash as specified in
[IR.79] & [RFC5547]

fileDisposition FileDisposition Yes It is used by the file sender to indicate a

preferred disposition of the file. To indicate that
a file should be automatically rendered, the
value is “Render”. To indicate that a file should
not be automatically rendered, the value is
“Attachment”.
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See [RFC5547].

Default value is “Attachment”.

fileDescription xsd:string Yes

Human-readable short description of the file
(corresponding to ‘i=" line in SDP) which could
be set by the Originator.

See [IR.79] & [RFC2327].

fileDate FileDate Yes

The dates on which the file was created,
modified, or last read as specified in
[RFC5547].

filelcon xsd:anyURI Yes

It is useful with certain file types such as
images. It allows the file sender to include a
pointer to a body that includes a small preview
icon representing the contents of the file to be
transferred, the file Receiver can use to
determine whether it wants to receive such file.

The file-icon’ contains a Content-ID URL,
[RFC2392] pointing to an additional body that
contains the actual icon in a MIME
multipart/related body.

See [RFC5547] &requirement of RCAPI-
RCFT-001 in [RC API RD].

fileURL xsd:anyURI Yes

The URL link to actual file content.

When this field is used in POST operation
during resource creation of Create a new 1-1
file transfer session, it is the external file
repository URL set by Originator.

If it is present, it indicates that there is no file
content included in the request operation.

If it is not present, it indicates that the actual
file content is included in the HTTP request
body during resource creation of Create a new
1-1 file transfer session or Send file. File
content can be represented as multipart/form-
data entity bodies, where the first entry of the
form are the root fields and the second entry of
the form are the file content.

When this field is used in file content
notification, it is a URL link to actual file
content where the client can download the file.

This field can be used in response of Create
file transfer session, Retrieve file transfer
session information, Send file. It is the file
content URL set by server.
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This field is not used in session invitation

notifications.

5.2.2.3 Type: FileSelector

This type represents the basic information of a file such as name.

Element Type Optional | Description

name xsd:string No The name of the file.
See [IR.79] & [RFC5547].
Note: in a file transfer session, the file name is
unique.

type xsd:string No The MIME type of the file. It is concatenated by
type, “/” and subtype.
See [IR.79] & [RFC5547].

size xsd: unsignedLong Yes The size of the file in octets.
See [IR.79] & [RFC5547].

hash HashInformation Yes The file hash information including hash
algorithm and hash value.
See [IR.79] & [RFC5547].

5224 Type: FileDate

This type represents the dates on which the file was created, modified, or last read, it MAY contain any combination of

“cDate”, “mDate” and “rDate”.

Element Type Optional | Description

cDate xsd:dateTime Yes The date on which the file was last created.
See [RFC5547].

mDate xsd:dateTime Yes The date on which the file was last modified.
See [RFC5547].

rDate xsd:dateTime Yes The date on which the file was last read.
See [RFC5547].

5.2.2.5 Type: Hashinformation

This type represents the file hash information.

Element Type Optional | Description

algorithm xsd:string No The hash algorithm used (only "sha-1"
currently supported).
See [RFC5547].

value xsd:hexBinary No The hash value of the file.

See [RFC5547].
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5.2.2.6 Type: FileTransferSessionlnvitationNotification

This type represents the notification for a file transfer session invitation.

Element Type Optional | Description

callbackData xsd:string Yes The ‘callbackData’ element if it was passed by
the application in the ‘callbackReference’
element when creating a subscription to file
transfer notifications.
See [REST_NetAPI_Common].

link common:Link Yes Links to other resources that are in relationship

[0..unbounded] to the notification (e.g. related file transfer

session).
The server SHOULD include a link to the
related subscription.

originatorAddre | xsd:anyURI No Address of the originating user( e.g. 'sip' URI,

ss ‘tel' URI, 'acr' URI)

originatorName | xsd:string Yes The name of the Originator

receiverAddress | xsd:anyURI No Address of Receiver invited to the session
(e.g. 'sip’ URI, 'tel' URI, 'acr' URI)

receiverName xsd:string Yes Name of Receiver

fileInformation FileInformation No A set of file’s attributes.

Note: According to [RC API RD], there is only
one file per session. Later versions of this
specification might support multiple files per
session.

A root element named FileTransferSessionlInvitationNotification of type fileTransferSessionlnvitationNotification is allowed
in notification request bodies.

The recipient can accept the request by sending a POST request with a “receiverSessionStatus” root element in the body to
the URL passed in the “href” attribute of the “link” element with rel="receiverSessionStatus”.

Typically this URL is: http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions/{sessionld}/status.

The recipient can decline the request by sending a DELETE request to the URL passed in the “href” attribute of the “link”

element with rel="FileTransferSessionIinformation”.

Typically this URL is: http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions/{sessionld}.

If the recipient fails to react within a time interval defined by service policies, the session invitation will time out, and the
session will be terminated.

5.2.2.7 Type: ReceiverSessionStatus

This type represents the status of the Receiver in the file transfer session.

Element Type Optional | Description

status ReceiverStatus No Status of the Receiver.
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To indicate that the Receiver accepts the
session invitation, this element MUST be set to
“Connected”.

A root element named receiverSessionStatus of type ReceiverSessionStatus is allowed in request bodies.

5.2.2.8 Type: FileTransferEventNotification

This type represents a notification about file transfer events that only need to convey the type of event without additional
type-specific parameters.

Element Type Optional | Description

callbackData xsd:string Yes The ‘callbackData’ element if it was passed by
the application in the ‘callbackReference’
element when creating a subscription to file
transfer notifications.

See [REST_NetAPI_Common].

link common:Link Yes Links to other resources that are in relationship
[0..unbounded] to the notification (e.g. related file transfer
session).

The server SHOULD include a link to the
related subscription, and MUST include links
as defined Error! Reference source not
found.for FileTransferEventNotification.

eventType EventType No Type of event
eventDescriptio | xsd:string Yes Textual description of the event
n

A root element named fileTransferEventNotification of type FileTransferEventNotification is allowed in notification request
bodies.

5.2.2.9 Type: FileTransferSubscriptionList

This type represents a list of File Transfer notification subscriptions.

Element Type Optional | Description

fileTransferNotif | FileTransferNotificationSubscri | Yes Array of File Transfer notification subscriptions
icationSubscript | ption

ion [0..unbounded]

resourceURL xsd:anyURI No Self referring URL

A root element named fileTransferSubscriptionList of type FileTransferSubscriptionList is only allowed in response bodies.

5.2.2.10 Type: FileTransferNotificationSubscription

This type represents a subscription to file transfer related notifications, i.e. FileTransferEventNotification,
FileTransferSessioninvitationNotification, FileTransferFileNotification and FileTransferAcceptanceNotification targeted at a
particular user.

Element Type Optional | Description

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document



OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 24 (88)

callbackReferen | common: CallbackReference No Client's Notification URL and OPTIONAL
ce callbackData
duration xsd:int Yes Period of time (in seconds) notifications are

provided for. If set to “0” (zero), a default
duration time, which is specified by the service
policy, will be used. If the parameter is omitted,
the notifications will continue until the
maximum duration time, which is specified by
the service policy, unless the notifications are
stopped by deletion of subscription for
notifications.

This element MAY be given by the client
during resource creation in order to signal the
desired lifetime of the subscription. The server
SHOULD return in this element the period of
time for which the subscription will still be valid.

clientCorrelator | xsd:string Yes A correlator that the client can use to tag this
particular resource representation during a
request to create a resource on the server.

This field MAY be present. Note: this allows
the client to recover from communication
failures during resource creation and therefore
avoids duplicate subscriptions in such
situations.

In case the field is present, the server SHALL
not alter its value, and SHALL provide it as
part of the representation of this resource. In
case the field is not present, the server SHALL
NOT generate it.

resourceURL xsd:anyURI Yes Self referring URL .

The resourceURL SHALL NOT be included in
POST requests by the client, but MUST be
included in POST requests representing
notifications by the server to the client, when a
complete representation of the resource is
embedded in the notification. The
resourceURL MUST also be included in
responses to any HTTP method that returns an
entity body, and in PUT requests.

A root element named fileTransferNotificationSubscription of type FileTransferNotificationSubscription is allowed in request
and/or response bodies.

Note that the clientCorrelator is used for purposes of error recovery as specified in [REST_NetAPI_Common], and internal
client purposes. The server is NOT REQUIRED to use the clientCorrelator value in any form in the creation of the URL of
the resource. The document [REST_NetAPI_Common] provides a recommendation regarding the generation of the value of
this field.

5.2.2.11 Type: FileTransferFileNotification

This type represents a notification delivering a file URL.
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Element Type Optional | Description

callbackData xsd:string Yes The ‘callbackData’ element if it was passed by
the application in the ‘callbackReference’
element when creating a subscription to file
transfer notifications. See
[REST_NetAPI_Common].

link common:Link Yes Links to other resources that are in relationship

[0..unbounded] to the notification (e.g. related file transfer

session).
The server SHOULD include a link to the
related subscription.

fileInformation FileInformation No A set of file’ s attributes.

Note: In deployments according to [RC API
RD], there is only one file per session. Later
versions of this specification might support
multiple files per session.

A root element named fileTransferFileNotification of type FileTransferFileNotification is allowed in notification request

bodies.

5.2.2.12

Type: FileTransferAcceptanceNotification

This type represents the notification about the Receiver’ acceptance of the file transfer invitation.

Element

Type

Optional

Description

callbackData

xsd:string

Yes

The ‘callbackData’ element if it was passed by
the application in the ‘callbackReference’
element when creating a subscription to file
transfer notifications.

See [REST_NetAPI_Common].

link

common:Link
[0..unbounded]

Yes

Links to other resources that are in relationship
to the notification (e.g. related file transfer
session).

The server SHOULD include a link to the
related subscription.

receiverAddress

xsd:anyURI

No

Address (e.g. 'sip' URI, 'tel' URI, 'acr' URI) of
the Receiver of this file transfer session

receiverName

xsd:string

Yes

Name of the Receiver of this file transfer
session

receiverSession
Status

ReceiverSessionStatus

No

Status of a Receiver in the file transfer session

A root element named fileTransferAcceptanceNotification of type FileTransferAcceptanceNotification is allowed in
notification request bodies.
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5.2.2.13 Type: FileTransferSubscriptionCancellationNotification

A type containing the subscription cancellation notification.

Element Type Optional | Description

callbackData xsd:string Yes CallbackData if passed by the application in
the receiptRequest element during the
associated subscription operation.

See [REST_NetAPI_Common] for details.

reason common:ServiceError Yes Reason natification is being discontinued.
SHOULD be present if the reason is different
from a regular expiry of the subscription.

link common;:Link[1..unbounded] No Link to other resources that are in relationship
with the resource.

There MUST be a link to the subscription that
is cancelled.

A root element named fileTransferSubscriptionCancellationNotification of type
FileTransferSubscriptionCancellationNotification is allowed in request and/or response bodies.

5.2.3 Enumerations

The subsections of this section define the enumerations used in the File Transfer API.

5231 Enumeration: FileDisposition

This enumeration models the possible dispositions of a file transmitted in file transfer.

Enumeration Description

Render Indicates that the file should be automatically rendered.

Attachment Indicates that the file should not be automatically rendered.

5.2.3.2 Enumeration: EventType

This enumeration defines the types of events. It is used in notifications.

Enumeration Description

SessionCancelled The Originator has cancelled the file transfer session during the invite
phase.

SessionEnded The file transfer session has ended.

Declined The Receiver has declined the file transfer session invite.

Successful The file was successfully delivered.

Failed The file delivery has failed due to errors.

Aborted The file delivery was aborted by the Originator.
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5.2.3.3 Enumeration: ReceiverStatus

This enumeration defines the possible values for a Receiver in a file transfer session.
Enumeration Description

Invited User was invited to the session.
Connected User is connected to the session.
Disconnected User is disconnected from the session.

5.2.4 Values of the Link “rel” attribute

The “rel” attribute of the Link element is a free string set by the server implementation, to indicate a relationship between the
current resource and an external resource. The following are possible strings (list is non-exhaustive, and can be extended):

o  FileTransferSessioninformation

e ReceiverSessionStatus

e FileTransferSubscriptionList

e FileTransferNotificationSubscription

These values indicate the kind of resource that the link points to.
5.2.5  MIME multipart representation

Actual file icon and file content can be represented as multipart/form-data entity bodies, where the first entry of the form are
the root fields and the second entry of the form are the attachments. Details about the structure of such messages are defined
in [REST_NetAPI_Common].

The creating session operation, sending file operation and session invitation notification use MIME multipart representation
to include multimedia contents of file and icon within the HTTP request. The message can contain only one content item or
more than one content item.

The contents (icon, file, etc.) SHALL be included using one of the following two options:
a. When the message contains only file content item: By including a MIME body with:
Content-Disposition: form-data; name="attachments”, filename="<Name of the file>"

Content-Type: <Corresponding Content-Type>

b. When the message contains only file icon item: By including a MIME body with:

Content-Disposition: form-data; name="attachments”, filename="icon”

Content-Type: <Corresponding Content-Type>

c. When the message contains more than one content item: By including a form-field with a MIME body with:

Content-Disposition: form-data; name="attachments”
Content-Type: multipart/mixed

Then, the possible file content SHALL be included as subparts, with:
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Content-Disposition: attachment; filename="<Name of the file>”
Content-Type: <Corresponding Content-Type>Then, the possible file icon SHALL be included as subparts,
with:

Content-Disposition: attachment; filename="icon”

Content-Type: <Corresponding Content-Type>
5.3 Sequence Diagrams

The following sub-sections describe the resources, methods and steps involved in typical scenarios.

The sequence diagrams depict the special case where all Participants use the service via the API, because this allows
illustrating the complete functionality of the API. Note that other scenarios are assumed to be more common, such as those
where some Participants are connected to the service via the API, while others are using the native underlying enablers.

In a sequence diagram, a step which involves delivering a notification is labeled with “POST or NOTIFY”, where “POST”
refers to delivery via the HTTP POST method, and “NOTIFY” refers to delivery using the Notification Channel
[REST_NetAPI_NotificationChannel].

5.3.1  Subscription to file transfer notifications

The figure below shows a scenario for an application subscribing to file transfer notifications.

The notification URL passed by the client during the subscription step can be a Client-side Notification URL, or a Server-
side Notification URL. Refer to [REST_NetAPI_NotificationChannel] for sequence flows illustrating the creation of a
Notification Channel and obtaining a Server-side Notification URL on the server-side, and the use of that Notification
Channel by the client.

The resources:

- To subscribe to file transfer notifications, create a new resource under
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/subscriptions

- To notify the applications about the subscription cancellation, POST or NOTIFY a
FileTransferSubscriptionCancellationNotification to the applications supplied Notification URL during notification
subscription.

- To cancel subscription to file transfer notifications, delete the resource under
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/subscriptions/{subscriptionid}
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Figure 2 Subscribe to and unsubscribe from file transfer notifications

Outline of the flows:

1. An application subscribes to file transfer notifications using POST containing a
FileTransferNotificationSubscription data structure to the resource containing all subscriptions and receives the
result resource URL containing the subscriptionld.

2. When over the subscription duration, an application receives the subscription cancellation notification.

3. Alternative, the application stops receiving notifications using DELETE with a resource URL containing the
subscriptionld.

5.3.2 File Transfer with successful result

The figure below shows a scenario for a file transfer session with successful result, the initial API call can either include the
actual file content or just external file repository URL, the application can also send actual file content by the send file API
operation(refer to Error! Reference source not found.).The file transfer APIs support to transfer multi-files in one session.

The resources:

- To start a file transfer session, create a new resource with the FileTransferSessionInformation data structure under
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions

- To accept a file transfer session invitation update the Receiver session status resource
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions/{sessionld}/status

- Toend a file transfer session delete the resource
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions/{sessionld}

- To notify the applications about the incoming file transfer session invitation, POST or NOTIFY a
FileTransferSessionInvitationNotification to the applications supplied Notification URL during notification
subscription.

- To notify the applications about the file transfer acceptance, POST or NOTIFY a
FileTransferAcceptanceNotification to the applications supplied Notification URL during notification subscription.
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- To notify the applications about the file URL link to actual file content for subsequent retrieval, POST or NOTIFY
a FileTransferFileNotification to the applications supplied Notification URL during notification subscription.

- To notify the applications about the status of the session and the status of the file transfer, POST or NOTIFY a
FileTransferEventNotification to the applications supplied Notification URL during notification subscription.

Application
(Originator)

Server
(Criginator)

Server
(Receiver)

the request body

Response created session |

FileTransferSessioninformation |

4. POST or NOTIFY

|
|
|
| with sessionld &
|
|

Receiver accepted

FileTransferAcceptanceNotificatior| -

|

status=connected

| Response
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Start a new file FileTransferSessioninformation | Create a new 1-1 file
t if i — - —p> transfer session
ranster session with fileURL or file content in 'i /

FileTransferEventNotification

Application
(Receiver)

2. POST or NOTIFY |
FileTransferSessioninvitationNotification

| ol — :

- - P | File transfer session
| with sessionld | invitation notification
| | received

Response
T
|

3. PUT ReceiverSessionStatus |

File transfer session

I

\ file transfer finished

File transfer successfully|
completed

Response

8. DELETE

eventType=Successful

Terminate file transfer
| session
»

FileTransferSessioninformation

with sessionld

End the file transfer I
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| |~ Status=connected | invitation accepted
| |____Be_Sl29n_S€_____,|
\ file transfer started |
| 5. POST or NOTIFY |
FileTransferFileNotification
with fileURL "1 fileURL received and
R | the file can be
esponse
4______3______I downloaded 4

eventType=Successful

Response

| 9. POST or NOTIFY |
FileTransferEventNotification

|

| 7. POST or NOTIFY

| FileTransferEventNotification
[

File transfer successfully|
completed

File transfer session

Figure 3 File Transfer session with successful result

Outline of the flows:

gt L N
eventType-SessionEnded termination notification

| received

1. An application of the Originator starts a file transfer session using the POST method to submit the
FileTransferSessioninformation data structure to the resource containing all file transfer sessions. Thereby the creation
of a new file transfer session resource is triggered and the application of the Originator receives the resulting resource
URL containing the sessionld. The request can include actual file content within MIME multipart entity bodies or the
external repository file URL. And the application of the Originator can also use send file operation (refer to Error!
Reference source not found.) to transfer file content.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document



OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 31 (88)

2. Anapplication of the Receiver receives a file transfer session invitation notification.

3. The application of the Receiver accepts the file transfer session invitation using the PUT method to submit the
ReceiverSessionStatus data structure to the resource containing the session status. The status MUST be set to
“Connected”.

4. The application of the Originator receives a notification with FileTransferAcceptanceNotification structure indicating
the Receiver has accepted the invitation. The application of the Originator starts to transfer the file.

5. After the file is ready for retrieval, the server of the Receiver notifies the application of the Receiver using
FileTransferFileNotification containing the fileURL which link to actual file content. The application of the Receiver
can start downloading the file using the file URL received.

Note: Depending on the implementations, the notification of the URL can be sent after the first chunk of data is
received or when the complete file has been received (i.e. after step 7).

Note: How the application retrieves the file using the URL is out of scope.

6. After the file transfer is completed, the server of the Originator notifies the application of the Originator about the
successful of the file transfer using FileTransferEventNotification containing the eventType which is set to
“Successful”.

7. The server of the Receiver notifies the application of the Receiver about the successful of the file transfer using
FileTransferEventNotification containging the eventType which is set to “Successful” .

8. The application of the Originator ends the file transfer session using DELETE method on the resource URL of the
session with sessionld

Note: Both the application (Originator client) and application (Receiver client) can initiate ending the file transfer
session.

9. The application of the Receiver receives a FileTransfertNotification data structure indicating the session has been ended.

Note: In case of the application (Receiver client) ends the file transfer session, the application (Originator client) receives a
FileTransferEventNotification data structure indicating the session has been ended.

5.3.3 File transfer session failure

There are different causes which may lead to file transfer session failure, following are some options (not exclusive list):

a. The application of the Originator cancels the file transfer session.

b. The application of the Receiver reject or decline the file transfer session invitation
c. The file transfer failed due to the underlining network problem

d. The application of the Originator aborts the file transfer,

5.3.3.1 Canceling afile transfer invitation

The figure below shows a scenario for an application (Originator client) to cancel a file transfer session invitation.

The resources:

- Tocancel a 1-1 file transfer session invitation, delete the session resource
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions/{sessionld}
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Figure 4 Cancelling a file transfer invitation

Outline of the flows:

Response

ssionCancelled

received

File transfer session
cancelled notification

An application of the Originator has created a file transfer session resource triggering a file transfer invitation sent to of
the application of the Receiver (Refer to step 1 and step 2 in Error! Reference source not found.). Subsequently:

URL of the session with sessionld and receives a response whether the request was successfully initiated.

cancelled, then the session is turned down.

Note that cancelling a session only works before the Receiver has accepted the file transfer invitation.

5.3.3.2

Declining a 1-1 file transfer sesssion invitation

The figure below shows a scenario for an application to decline a 1-1 file transfer session invitation.

The resources:

- Todecline a 1-1 file transfer session invitation, delete the session resource
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions/{sessionld}

Application
(Originator)

Server
(Originator)

The application of the Originator can cancel a file transfer session invitation using the DELETE method on the resource

A FileTransferEventNotification is sent to the application of the Receiver when the file transfer session has been

Se

2.POST or NOTIFY
‘FileTransferEventNotification

File transfer session
declined notification

(Recegiver)

rver

Application
(Receiver)

received eventType=Declined

IJ |
Response

1. DELETE
FileTransferSessioninformation

with sessionld

Response

Figure 5 Declining a 1-1 file transfer session invitation

Outline of the flows:

1.

Decline the
session invitation

An application of the Originator has created a file transfer session resource triggering a file transfer invitation sent to

the application of the Receiver (Refer to step 1 and step 2 in Error! Reference source not found.). Subsequent, the
application of the Receiver declines the file transfer session invitation using the DELETE method on the session

resource including the sessionld.
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2. The application of the Originator receives a FileTransferEventNotification structure indicating the Receiver has
declined the invitation, then the session is torn down.

5.3.3.3

File transfer failed

The figure below shows a scenario for file transfer failed.

The resources:

- To notify the applications about file transfer failure, POST or NOTIFY a FileTransferEventNotification to the
applications supplied Notification URL during notification subscription.

Application
(Originator)

File transfer failed
notification received

(Originator)

1.POST or NOTIFY
‘FileTransferEventNotiﬁcation

Server
(Recegiver)

Application
(Receiver)

-

eventType=Failed

Response

File transfer error occurs >

2. POST or NOTIFY
Fi]eTransferEventNotification‘

eventType=Failed

Response

File transfer failed
notification received

Figure 6 File transfer failed

Outline of the flows:

After an application of the Originator creates a file transfer session resource and the application of the Receiver accepts
the file transfer session invitation (Refer to step 1 to step 4 in Error! Reference source not found.), the file transfer is
started, subsequently:

1. When error occurs during file transfer, the server of the Originator notifies the application of the Originator using
FileTransferEventNotification containing the eventType which is set to “Failed”.

2. The server of the Receiver also notifies the application of the Receiver using FileTransferEventNotification containing
the eventType which is set to “Failed”

Note: When error occurs during the file transfer, the application (Receiver client) may already received the file URL and
started to fetch the file, the server of the Receiver should cancel any HTTP request downloading the file using the file URL
and disable the file URL. How the server implements this is out of scope.

5.3.34

The figure below shows a scenario for file transfer aborted.

File transfer aborted

The resources:

- To notify the application about file transfer abortion , POST or NOTIFY a FileTransferEventNotification to the
applications supplied Notification URL during notification subscription.
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Server
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Application
(Receiver)
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Outline of the flows:

After an application of the Originator creates a file transfer session resource and the application of the Receiver accepts
the file transfer session invitation (Refer to step 1 to step 4 in Error! Reference source not found.), the file transfer is
started, subsequently:

1. The application of the Originator can abort the file transfer using DELETE method on the resource URL of the session

with sessionld.

2. The application of the Receiver receives a FileTransferEventNotification data structure indicating the file transfer has
been aborted and the session is torn down.

Note that aborting the file transfer only works before the file has been completely transferred. After that, the DELETE

Ll
with sessionld

Response

FileTransferEventNotification

2. POST or NOTIFY

Figure 7 file transfer aborted

method leads to a normal ending of the session.

Note: When the file transfer has been aborted, the application (Receiver client) may already received the file URL and started
to fetch the file, the server of the Receiver should cancel any HTTP request downloading the file using the file URL and

disable the file URL. How the server implements this is out of scope.

eventType=Aborted

Response
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6. Detailed specification of the resources

The following applies to all resources defined in this specification regardless of the representation format (i.e. XML, JSON,
application/x-www-form-urlencoded):

e Reserved characters in URL variables (parts of a URL denoted below by a name in curly brackets) MUST be
percent-encoded according to [RFC3986]. Note that this always applies, no matter whether the URL is used as a
Request URL or inside the representation of a resource (such as in “resourceURL” and “link” elements).

e Ifauser identifier (e.g. address, userld, etc) of type anyURI is in the form of an MSISDN, it MUST be defined as a
global number according to [RFC3966] (e.g. tel:+19585550100) The use of characters other than digits and the
leading “+” sign SHOULD be avoided in order to ensure uniqueness of the resource URL. This applies regardless of
whether the user identifier appears in a URL variable or in a parameter in the body of an HTTP message.

o Ifauser identifier (e.g. address, userld, etc) of type anyURI is in the form of a SIP URI, it MUST be defined
according to [RFC3261].If a user identifier (e.g. address, userld, etc) of type anyURI is in the form of an
Anonymous Customer Reference (ACR), it MUST be defined according to [IETF_ACR_draft], i.e. it MUST include
the protocol prefix 'acr:' followed by the ACR.

0 The ACR ‘auth’ is a supported reserved keyword, and MUST NOT be assigned as an ACR to any
particular end user. See 1G.1.2 for details regarding the use of this reserved keyword.

e  For requests and responses that have a body, the following applies: in the requests received, the server SHALL
support JSON and XML encoding of the parameters in the body, and MAY support application/x-www-form-
urlencoded parameters in the body. The Server SHALL return either JSON or XML encoded parameters in the
response body, according to the result of the content type negotiation as specified in [REST_NetAPI_Common]. In
notifications to the Client, the server SHALL use either XML or JSON encoding, depending on which format the
client has specified in the related subscription. The generation and handling of the JSON representations SHALL
follow the rules for JSON encoding in HTTP Requests/Responses as specified in [REST_ NetAPI_Common].

6.1 Resource: All subscriptions to file transfer notifications

The resource used is:
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/subscriptions

This resource is used to manage subscriptions to file transfer event notifications. Note that there is one subscription per client
instance.

This resource can be used in conjunction with a Client-side Notification URL, or in conjunction with a Server-side
Notification URL. In this latter case, the application MUST first create a Notification Channel (see
[REST_NetAPI_NotificationChannel]) before creating a subscription.

6.1.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path
serverRoot Port and base path are OPTIONAL
Example: example.com/exampleAPI

Version of the API clients want to use

apiversion
P The value of this variable is defined in section Error! Reference source not found..

userld Identifier of the user on whose behalf the application acts
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Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.1.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful file transfer API, see section 7.

6.1.3 GET

This operation is used for reading the list of active file transfer notification subscriptions.

6.1.3.1 Example: Reading all active file transfer notification subscriptions
(Informative)

6.1.3.1.1 Request

GET /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions HTTP/1.1
Accept: application/xml
Host: example.com

6.1.3.1.2 Response

HTTP/1.1 200 OK

Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSubscriptionList xmlIns:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<fileTransferNotificationSubscription>
<callbackReference>
<notifyURL>http://application.example.com/filetransfer/notifications/77777</notifyURL>
<callbackData>abcd</callbackData>
</callbackReference>
<duration>7200</duration>
<clientCorrelator>12345</clientCorrelator>
<resourceURL>http://example.com/exampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions/sub001</resourceURL>
<[fileTransferNotificationSubscription>
<resourceURL>http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions</resource URL>
<[ft:fileTransferSubscriptionList>

6.1.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “‘Allow: GET,
POST’ field in the response as per section 14.7 of [RFC 2616].

6.1.5 POST

This operation is used to create a new subscription for file transfer notifications.
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The notifyURL in the callbackReference either contains the Client-side Notification URL (as defined by the client) or the
Server-side Notification URL (as obtained during the creation of the Notification Channel
[REST_NetAPI_NotificationChannel]).

6.1.5.1 Example 1: Creating a new subscription to file transfer notifications,
response with copy of created resource (Informative)
6.1.5.1.1 Request

POST /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/ HTTP/1.1
Content-Type: application/xml

Content-Length: nnnn

Accept: application/xml

Host: example.com

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferNotificationSubscription xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<callbackReference>
<notifyURL>http://application.example.com/filetransfer/notifications/77777</notifyURL>
<callbackData>abcd</callbackData>
</callbackReference>
<duration>7200</duration>
<clientCorrelator>12345</clientCorrelator>
</ft:fileTransferNotificationSubscription>

6.1.5.1.2 Response

HTTP/1.1 201 Created

Content-Type: application/xml

Location: http://example.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferNotificationSubscription xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<callbackReference>
<notifyURL>http://application.example.com/filetransfer/notifications/77777</notifyURL>
<callbackData>abhcd</callbackData>
</callbackReference>
<duration>7200</duration>
<clientCorrelator>12345</clientCorrelator>
<resourceURL>http://example.com/exampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions/sub001</resourceURL>
</ft:fileTransferNotificationSubscription>

Note that alternatively to returning a copy of the created resource, the location of created resource could be returned using the
common:resourceReference root element (see section 6.1.5.2.2).

6.1.5.2 Example 2: Creating a new subscription to file transfer notifications,
response with location of created resource (Informative)
6.1.5.2.1 Request

POST /exampleAPl/ffiletransfer/v1/tel%3A%2B19585550100/subscriptions/ HTTP/1.1
Content-Type: application/xml
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Content-Length: nnnn
Accept: application/xml
Host: example.com

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferNotificationSubscription xmins:ft ="urn:oma:xml:rest:netapi:filetransfer:1">
<callbackReference>
<notifyURL>http://application.example.com/filetransfer/notifications/77777</notifyURL>
<callbackData>abcd</callbackData>
</callbackReference>
<duration>7200</duration>
<clientCorrelator>12345</clientCorrelator>
</ft:fileTransferNotificationSubscription>

6.1.5.2.2 Response

HTTP/1.1 201 Created

Content-Type: application/xml

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<common:resourceReference xmins:common="urn:oma:xml:rest:netapi:common:1">

<resourceURL>http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001</resourceURL>
</common:resourceReference>

6.1.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
POST’ field in the response as per section 14.7 of [RFC 2616].

6.2 Resource: Individual subscription to file transfer
notifications

The resource used is:

http://{serverRoot}/filetransfer/{apiVersion}/{userld}/subscriptions/{subscriptionld}

This resource represents an individual subscription to file transfer notifications.

6.2.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hosthame+port+base path
serverRoot Port and base path are OPTIONAL
Example: example.com/exampleAPI

Version of the API clients want to use

apiVersion . . . . . .
P The value of this variable is defined in section Error! Reference source not found..

userld Identifier of the user on whose behalf the application acts

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document




OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 39 (88)

Examples: tel:+19585550100, acr:pseudonym123

subscriptionld Identifier of the subscription

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.2.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful File transfer API, see section 7.

6.2.3 GET

This operation is used for reading an individual subscription.

6.2.3.1 Example: Reading an individual subscription (Informative)

This example shows also an alternative way to indicate desired content type in response from the server, by using URL query
parameter “?resFormat” which is described in [REST_NetAPI_Common].

6.2.3.1.1 Request

GET /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001?resFormat=XML HTTP/1.1
Accept: application/xml
Host: example.com

6.2.3.1.2 Response

HTTP/1.1 200 OK

Content-Type: application/xml
Content-Length: nnnn

Date: Mon, 28 Jun 2010 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferNotificationSubscription xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<callbackReference>
<notifyURL>http://application.example.com/filetransfer/notifications/77777</notifyURL>
<callbackData>abcd</callbackData>
</callbackReference>
<duration>7200</duration>
<clientCorrelator>12345</clientCorrelator>
<resourceURL>http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001</resourceURL>
</ft:fileTransferNotificationSubscription>

6.24 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “‘Allow: GET,
DELETE’ field in the response as per section 14.7 of [RFC 2616].

6.2.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
DELETE’ field in the response as per section 14.7 of [RFC 2616].
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6.2.6 DELETE

This operation is used to cancel a subscription and to stop corresponding notifications.

6.2.6.1 Example: Cancelling a subscription (Informative)
6.2.6.1.1 Request

DELETE /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001 HTTP/1.1

Accept: application/xml
Host: example.com

6.2.6.1.2 Response

HTTP/1.1 204 No Content
Date: Mon, 28 Jun 2010 17:51:59 GMT

6.3 Resource: All 1-1 file transfer sessions

The resource used is:
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions

This resource represents the active 1-1 file transfer sessions for a particular user.

6.3.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hosthame+port+base path
serverRoot Port and base path are OPTIONAL
Example: example.com/exampleAPI

Version of the API clients want to use

apiVersion . . . . . .
P The value of this variable is defined in section Error! Reference source not found..

Identifier of the user on whose behalf the application acts

userld
Examples: tel:+19585550100, acr:pseudonym123

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.3.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].
For Policy Exception and Service Exception fault codes applicable to the RESTful File transfer API, see section 7.

6.3.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].
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6.3.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.3.5 POST

This operation is used to create a new 1-1 file transfer session. It can either include the actual file content or just external file
repository URL, the application can also send actual file content by the sending file APl operation (refer to Error! Reference
source not found.). This operation supports to transfer multi-files in one session, these files” name shall not be same.

6.3.5.1 Example 1: Creating a new 1-1 file transfer session with file content
(Informative)

6.3.5.1.1 Request

POST /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions HTTP/1.1
Content-Type: multipart/form-data; boundary="=============== 123456=="
Host: example.com

MIME-Version: 1.0

Content-Length: nnnn

Accept: application/xml

--------------- 123456==
Content-Disposition: form-data; name="root-fields”
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSessioninformation xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<originatorAddress>tel:+19585550100</originatorAddress >
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<fileInformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<size>4096</size>
<hash>
<algorithm>sha-1</algorithm>
<value>58231FE8653BBCF371362F86D471913EE4B1DF2F</value>
</hash>
<[fileSelector>
<fileDisposition>Attachment</fileDisposition>
<fileDescription>This is my latest picture</fileDescription>
<fileDate>
<cDate>2011-08-21700:00:00-04:00</cDate>
<[fileDate>
<filelcon>cid:id3@alicepc.example.com</filelcon>
<[filelnformation>
<clientCorrelator>104567</clientCorrelator>
</ft:fileTransferSessioninformation>

--------------- 123456==
Content-Disposition: form-data; name="attachments”
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Content-Type: multipart/mixed; boundary="====aaabbb”
--====aaabbb

Content-Disposition:attachment; filename="icon”
Content-Type: image/gif

Content-ID: cid:id3@alicepc.example.com

[..small preview icon...]

Content-Disposition:attachment;filename="sunset.jpg”
Content-Type: image/jpg

JPEG ...binary image data...

--====aaabbb--
——————————————— 123456==--
6.3.5.1.2 Response

HTTP/1.1 201 Created

Content-Type: application/xml

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001
Content-Length: nnnn

Date: Mon, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSessionInformation xmins:ft="urn:oma:xml:rest:netapifiletransfer;1">
<originatorAddress>tel:+19585550100</originatorAddress>
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<status>Invited</status>
<fileInformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<[fileSelector>
<fileURL>http://example.com/repository/tel%3A%2B19585550100/sessions/sess001/ile001.jpg</fileURL>
<ffilelnformation>
<clientCorrelator>104567</clientCorrelator>
<resourceURL>http:/lexample.com/exampleAPI/ffiletransfer/v1/tel%3A%2B19585550100/sessions/sess001</resource URL>
</ftfileTransferSessioninformation>

Note that alternatively to returning a copy of the created resource, the location of created resource could be returned using the
common:resourceReference root element (see section 6.3.5.3.2).
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6.3.5.2 Example 2: Creating a new 1-1 file transfer session with external file
repository URL (Informative)
6.3.5.2.1 Request

POST /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions HTTP/1.1
Content-Type: multipart/form-data; boundary="=============== 123456==",
Host: example.com

MIME-Version: 1.0

Content-Length: nnnn

Accept: application/xml

--------------- 123456==
Content-Disposition: /form-data; name="root-fields”
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<ftfileTransferSessionInformation xmins:ft="urn:oma:xml:rest:netapi:filetransfer;1">
<originatorAddress>tel:+19585550100</originatorAddress>
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<fileInformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<size>4096</size>
<hash>
<algorithm>sha-1</algorithm>
<value>58231FE8653BBCF371362F86D471913EE4B1DF2F</value>
</hash>
<[fileSelector>
<fileDisposition>Attachment</fileDisposition>
<fileDescription>This is my latest picture</fileDescription>
<fileDate>
<cDate>2011-08-21700:00:00-04:00</cDate>
<[fileDate>
<filelcon>cid:id3@alicepc.example.com</filelcon>
<fileURL>http://alicepc.example.com/sunset.jpg</fileURL>
<[filelnformation>
<clientCorrelator>104567</clientCorrelator>
</ft:fileTransferSessioninformation>

--------------- 123456==
Content-Disposition: form-data; name="attachments”, filename="icon”
Content-Type: image/gif
Content-Transfer-Encoding: binary
Content-ID: <id3@alicepc.example.com>
Content-Length: [length of image]
[..small preview icon...]

--===============]23456==--

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document



OMA-TS-REST_NetAPI_FileTransfer-V1_0-20130612-C Page 44 (88)

6.3.5.2.2 Response

HTTP/1.1 201 Created

Content-Type: application/xml

Location: http://example.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001
Content-Length: nnnn

Date: Mon, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSessionInformation xmins:ft="urn:oma:xml:rest:netapifiletransfer;1">
<originatorAddress>tel:+19585550100</originatorAddress>
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<status>Invited</status>
<fileInformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<[fileSelector>
<fileURL>http://example.com/repository/tel%3A%2B19585550100/sessions/sess001/file001.jpg</fileURL> <[fileInformation>
<clientCorrelator>104567</clientCorrelator>
<resourceURL>http://lexample.com/exampleAPI/ffiletransfer/v1/tel%3A%2B19585550100/sessions/sess001</resource URL>
</ft:fileTransferSessioninformation>

Note that alternatively to returning a copy of the created resource, the location of created resource could be returned using the
common:resourceReference root element (see section 6.3.5.3.2).

6.3.5.3 Example 3: Creating a new 1-1 file transfer session with external file
repository URL without icon, response with location of created resource
(Informative)

6.3.5.3.1 Request

POST /exampleAPIffiletransfer/v1/tel%3A%2B19585550100/sessions HTTP/1.1
Content-Type: application/xml

Content-Length: nnnn

Host: example.com

Accept: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSessioninformation xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<originatorAddress>tel:+19585550100</originatorAddress>
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<fileInformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<size>4096</size>
<hash>
<algorithm>sha-1</algorithm>
<value>58231FE8653BBCF371362F86D471913EE4B1DF2F</value>
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</hash>
<[fileSelector>
<fileDisposition>Attachment</fileDisposition>
<fileDescription>This is my latest picture</fileDescription>
<fileDate>
<cDate>2011-08-21T00:00:00-04:00</cDate>
<ffileDate>
<filtURL>http://alicepc.example.com/sunset.jpg</fileURL>
<ffileInformation>
<clientCorrelator>104567</clientCorrelator>
<[ft:fileTransferSessioninformation>

6.3.5.3.2 Response

HTTP/1.1 201 Created

Content-Type: application/xml

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001
Content-Length: nnnn

Date: Mon, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<common:resourceReference xmins:common="urn:oma:xml:rest:netapi:common:1">

<resourceURL>http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001</resourceURL>
</common:resourceReference>

6.3.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.4 Resource: Individual 1-1 file transfer session

The resource used is:
http://{serverRoot}/filetransfer/{apiVersion}/{userld}/sessions/{sessionld}

This resource represents a file transfer session.

6.4.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hosthname+port+base path
serverRoot Port and base path are OPTIONAL
Example: example.com/exampleAPI

Version of the API clients want to use

apiversion
P The value of this variable is defined in section Error! Reference source not found..

Identifier of the user on whose behalf the application acts

userld
Examples: tel:+19585550100, acr:pseudonym123
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sessionid Identifier of the session

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.4.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful File transfer API, see section 7.

6.43 GET

This operation is used to retrieve file transfer session information.

6.4.3.1 Example : Retrieving file transfer session information (Informative)
6.4.3.1.1 Request

GET /exampleAPI/file transfer/v1/tel%3A%2B19585550100/sessions/sess001 HTTP/1.1
Accept: application/xml
Host: example.com

6.4.3.1.2 Response

HTTP/1.1 200 OK

Content-Type: application/xml
Content-Length: nnnn

Date: Mon, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSessioninformation xmins:ft ="urn:oma:xml:rest:netapi:filetransfer:1">
<originatorAddress>tel:+19585550100</originatorAddress>
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<status>Connected</status>
<filelnformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<size>4096</size>
<hash>
<algorithm>sha-1</algorithm>
<value>58231FE8653BBCF371362F86D471913EE4B1DF2F</value>
</hash>
<[fileSelector>
<fileDisposition>Attachment</fileDisposition>
<fileDescription>This is my latest picture</fileDescription>
<fileDate>
<cDate>2011-08-21700:00:00-04:00</cDate>
<[fileDate>
<filelcon>cid:id3@alicepc.example.com</filelcon>
<fileURL>http://example.com/repository/tel%3A%2B19585550100/sessions/sess001/file001.jpg</fileURL>
<[fileInformation>
<clientCorrelator>104567</clientCorrelator>
<resourceURL>http:/lexample.com/exampleAPI/ffiletransfer/v1/tel%3A%2B19585550100/sessions/sess001</resource URL>
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</ft:fileTransferSessionInformation>

6.4.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
DELETE’ field in the response as per section 14.7 of [RFC 2616].

6.45 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
DELETE’ field in the response as per section 14.7 of [RFC 2616].

6.4.6 DELETE

When the file transfer session status is “Invited”, the application of Originator can use this operation to cancel file transfer
invitation.

When the file transfer session status is “Invited”, the application of Receiver can use this operation to decline file transfer
invitation.

When the file transfer session status is "Connected”, both the application of Originator and the application of Receiver can
use this operation to terminate the file transfer session.

6.4.6.1 Example: Cancel file transfer invitation/ Decline file transfer invitation/
Terminating a file transfer session (Informative)
6.4.6.1.1 Request

DELETE /exampleAPI/file transfer/v1/tel%3A%2B19585550100/sessions/sess001 HTTP/1.1
Accept: application/xml
Host: example.com

6.4.6.1.2 Response
HTTP/1.1 204 No Content
Date: Mon, 28 Jul 2011 17:51:59 GMT

6.5 Resource; session status

The resource used is:
http://{serverRoot}/file transfer/{apiVersion}/{userld}/sessions/{sessionld}/status

This resource represents the status of the session and is used for accepting a 1-1 file transfer invitation, by means of updating
the status.

6.5.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hosthname+port+base path

serverRoot
Port and base path are OPTIONAL
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Example: example.com/exampleAPI
) ) Version of the API clients want to use
apiVersion . . . . . .
The value of this variable is defined in section Error! Reference source not found..
userld Identifier of the user on whose behalf the application acts
Examples: tel:+19585550100, acr:pseudonym123
sessionld Identifier of the session

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.5.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful File Transfer API, see section 7.

6.5.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the *‘Allow: PUT’
field in the response as per section 14.7 of [RFC 2616].

6.54 PUT

This operation is used for accepting a 1-1 file transfer invitation, by means of updating the status.
6.5.4.1 Example : Accepting a 1-1 file transfer invitation (Informative)
6.54.1.1 Request

PUT /exampleAPIffile transfer/v1/tel%3A%2B19585550102/sessions/sess001/status HTTP/1.1
Content-Type: application/xml

Content-Length: nnnn

Accept: application/xml

Host: example.com

<?xml version="1.0" encoding="UTF-8"?>
<ft:receiverSessionStatus xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">

<status>Connected</status>
<[ft:receiverSessionStatus>

6.5.4.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

6.5.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “‘Allow: PUT’
field in the response as per section 14.7 of [RFC 2616].
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6.5.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: PUT’
field in the response as per section 14.7 of [RFC 2616].

6.6 (void)

6.7 Resource: Client notification about session invitations

This resource is a callback URL provided by the client for notification about file transfer session invitations. The RESTful
File Transfer API does not make any assumption about the structure of this URL. If this URL is a Client-side Notification
URL, the server will POST notifications directly to it. If this URL is a Server-side Notification URL, the server uses it to
determine the address of the Notification Server to which the notifications will subsequently be POSTed. The way the server
determines the address of the Notification Server is out of scope of this specification.

Note: In the case when the client has set up a Notification Channel to obtain the notifications, the client needs to use the
mechanisms described in [REST_NetAPI_NotificationChannel], instead of the mechanism described below in section 6.7.5.

The notification behaviour SHALL follow the rule below:

EventTy | Notification Notificati | Respons | Link rel Link href
pe Root Element | on sent eto
Type to Notificati Base URL: //{serverRoot}/
on filetransfer/{apiVersion}/{userld}/ses
sions
n/a FileTransferSes | Receiver | accept FileTransferSessi | /{sessionlid}
sionlnvitationN (6.5.4) oninformation
otification .
decline
(6.4.6.)

The resource URL of the resource representing the underlying file transfer session is passed in the “href” attribute of the
“link” element with rel="FileTransferSessioninformation”.

To accept the session invitation request, the application of the Receiver MUST update the status of the session as defined in
section 6.5.4. The status is represented by the child “/status” of the resource representing the file transfer session.

To decline the session invitation request, the application of the Receiver MUST destroy the resource representing the
underlying file transfer session as defined in section 6.4.6.

6.7.1 Request URL variables

Client provided if any.

6.7.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].
For Policy Exception and Service Exception fault codes applicable to the RESTful File Transfer API, see section 7.

6.7.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].
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6.7.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.7.5 POST

This operation is used to notify the client about file transfer session invitations.

6.7.5.1 Example: Notify a client about file transfer session invitations(Informative)

This example notification is triggered by the request in example 6.3.5. Note that the {userld} resourceURL variable
represents the userld of the user on whose behalf the application acts, not the one of the Originator.

6.7.5.1.1 Request

POST ffiletransfer/notifications/77777 HTTP/1.1

Content-Type: multipart/form-data; boundary="=============== 123456==";
Host: example.com

MIME-Version: 1.0

Content-Length: nnnn

--------------- 123456==
Content-Disposition: multipart/form-data; name="root-fields"
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSessionInvitationNotification xmins:ft="urn:oma:xml:rest:netapi:filetransfer.1">
<callbackData>abcd</callbackData>
<link rel="FileTransferSessionInformation"
href=" http://fexample.com/exampleAPI/file transfer/v1/tel%3A%2B19585550100/sessions/sess001"/>
<originatorAddress>tel:+19585550100</originatorAddress>
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<filelnformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<size>4096</size>
<hash>
<algorithm>sha-1</algorithm>
<value>58231FE8653BBCF371362F86D471913EE4B1DF2F</value>
</hash>
<ffileSelector>
<fileDisposition>Attachment</fileDisposition>
<fileDescription>This is my latest picture</fileDescription>
<fileDate>
<cDate>2011-08-21700:00:00-04:00</cDate>
<[fileDate>
<filelcon>cid:id3@alicepc.example.com</filelcon>
<ffilelnformation>
</tt:fileTransferSessioninvitationNotification>

——————————————— 123456==

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document



OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 51 (88)

Content-Disposition: form-data; name="attachments”, filename="icon
Content-Type: image/gif

Content-ID: <id3@alicepc.example.com>

[..small preview icon...]

——————————————— 123456==--

6.7.5.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

6.7.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the *Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.8 Resource: Client notification about file transfer session
events

This resource is a callback URL provided by the client for notification about various file transfer session events. The
RESTful File Transfer API does not make any assumption about the structure of this URL. If this URL is a Client-side
Notification URL, the server will POST notifications directly to it. If this URL is a Server-side Notification URL, the server
uses it to determine the address of the Notification Server to which the notifications will subsequently be POSTed. The way
the server determines the address of the Notification Server is out of scope of this specification.

Note: In the case when the client has set up a Notification Channel in order to obtain the notifications, the client needs to use
the mechanisms described in [REST_NetAPI_NotificationChannel], instead of the mechanism described below in section
6.8.5.

The notification behaviour SHALL follow the rule below:

EventType Notification Notificati | Response | Link rel Link href
Root Element | on sent to
Type to Notificatio Base URL:

n IserverRoot}/filetransfe
r/{apiVersion}/{userld}/s
essions

n/a FileTransferSe | Originator | n/a FileTransferSessionInf | /{sessionld}
ssionlnvitation | & ormation
Notification Receiver

The resource URL of the resource representing the underlying file transfer session is passed in the “href” attribute of the
“link” element with rel="FileTransferSessionInformation”.

6.8.1 Request URL variables

Client provided if any.
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6.8.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful File Transfer API, see section 7.

6.8.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.8.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.8.5 POST

This operation is used to notify the client about file transfer session events.

6.8.5.1 Example: Notify a client about file transfer session events (Informative)
6.8.5.1.1 Request

POST ffiletransfer/notifications/77777 HTTP/1.1
Accept: application/xml

Content-Type: application/xml

Content-Length: nnnnHost: application.example.com

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferEventNotification xmlns:ft="urn:oma:xml:rest:netapi:filetransfer;1">
<callbackData>abcd</callbackData>
<link rel="FileTransferSessionInformation"
href="http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001"/>
<link rel="FileTransferNotificationSubscription"
href="http://fexample.com/exampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions/sub001"/>
<eventType>SessionEnded</eventType>
<eventDescription>The session has ended.</eventDescription>
</tt:fileTransferEventNotification>

6.8.5.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

6.8.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the *Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.9 Resource: Client notification about file content link

This resource is a callback URL provided by the client for notifications about file content link. The file URL link to actual
file content is inlined in the notifications. After the Receiver has accepted the session invitation, the server will send the
FileTransferFileNotification to the Receiver which includes the link to actual file content on external file content repository
or link to internal file content storage on the server side.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document



OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 53 (88)

The RESTTful File Transfer API does not make any assumption about the structure of this URL. If this URL is a Client-side
Notification URL, the server will POST notifications directly to it. If this URL is a Server-side Notification URL, the server
uses it to determine the address of the Notification Server to which the notifications will subsequently be POSTed. The way
the server determines the address of the Notification Server is out of scope of this specification.

Note: In the case when the client has set up a Notification Channel to obtain the notifications, the client needs to use the
mechanisms described in [REST_NetAPI_NotificationChannel], instead of the mechanism described below in section 6.9.5.

The notification behaviour SHALL follow the rule below:

EventTy | Notification Notificati | Respons | Link rel Link href
pe Root Element | on sent eto
Type to N0t|f|cat| Base URL: //{SerVerROOt}/
on filetransfer/{apiVersion}/{userld}/ses
sions
n/a FileNotification | Receiver n/a FileTransferSessi | /{sessionld}
oninformation

The resource URL of the resource representing the underlying file transfer session is passed in the “href” attribute of the
“link” element with rel="FileTransferSessionInformation”.

6.9.1 Request URL variables

Client provided if any.

6.9.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful File Transfer API, see section 7.

6.9.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the *Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.9.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.9.5 POST

This operation is used to notify the client about file content link.

6.95.1 Example: Notify a client about file content link (Informative)
6.95.1.1 Request

POST ffiletransfer/notifications/77777 HTTP/1.1
Accept: application/xml

Content-Type: application/xml

Content-Length: nnnn

Host: application.example.com
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<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferFileNotification xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<callbackData>abcd</callbackData>
<link rel="FileTransferSessionInformation”
href="http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001"/>
<link rel="FileTransferNotificationSubscription"
href="http://example.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550102/subscriptions/sub001"/>
<filelnformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<[fileSelector>
<fileURL>http://example.com/repository/tel%3A%2B19585550100/sessions/sess001/file001.jpg</fileURL> <[fileInformation>
</ft:fileTransferFileNotification>

6.9.5.1.2 Response
HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

6.9.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.10 Resource: Client notification about file transfer acceptance

This resource is a callback URL provided by the client for notifications about file transfer acceptance.

The RESTful File Transfer APl does not make any assumption about the structure of this URL. If this URL is a Client-side
Notification URL, the server will POST notifications directly to it. If this URL is a Server-side Notification URL, the server
uses it to determine the address of the Notification Server to which the notifications will subsequently be POSTed. The way
the server determines the address of the Notification Server is out of scope of this specification.

Note: In the case when the client has set up a Notification Channel to obtain the notifications, the client needs to use the
mechanisms described in [REST_NetAPI_NotificationChannel], instead of the mechanism described below in section 6.10.5.

The notification behaviour SHALL follow the rule below:

EventTy | Notification Notificati | Respons | Link rel Link href
pe Root Element | on sent eto

Type to N0t|f|cat| Base URL: //{SerVerROOt}/

on filetransfer/{apiVersion}/{userld}/ses
sions

n/a FileTransferAc | Originator | n/a FileTransferSessi | /{sessionid}

ceptanceNotific oninformation

ation

The resource URL of the resource representing the underlying file transfer session is passed in the “href” attribute of the
“link” element with rel="FileTransferSessionInformation”.
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6.10.1 Request URL variables

Client provided if any.

6.10.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful File Transfer API, see section 7.

6.10.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the *Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.10.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.10.5 POST

This operation is used to notify the client about Receiver acceptance.
6.10.5.1 Example: Notify a client about file transfer acceptance (Informative)
6.10.5.1.1 Request

POST ffiletransfer/notifications/77777 HTTP/1.1
Accept: application/xml

Content-Type: application/xml

Content-Length: nnnn

Host: application.example.com

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferAcceptanceNotification xmlns:ft="urn:oma:xml.rest:netapi:filetransfer:1">
<callbackData>abcd</callbackData>
<link rel="FileTransferSessioninformation"
href="http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001"/>
<link rel="FileTransferNotificationSubscription"
href="http://lexample.com/exampleAP|/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001"/>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<receiverSessionStatus>
<status>Connected</status>
</receiverSessionStatus>
</ft:fileTransferAcceptanceNotification>

6.10.5.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT
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6.10.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.11 Resource: Client notification about subscription
cancellation

This resource is a callback URL provided by the client for notification about subscription cancellations, which are usually
due to the subscription expiring. The RESTful File Transfer APl does not make any assumption about the structure of this
URL. If this URL is a Client-side Notification URL, the server will POST natifications directly to it. If this URL is a Server-
side Notification URL, the server uses it to determine the address of the Notification Server to which the notifications will
subsequently be POSTed. The way the server determines the address of the Notification Server is out of scope of this
specification.

Note: In the case when the client has set up a Notification Channel to obtain the notifications, the client needs to use the
mechanisms described in [REST_NetAPI_NotificationChannel], instead of the mechanism described below in section 6.11.5.

The notification is sent by the server to the party to whom the cancelled subscription belongs.

The notification behaviour SHALL follow the rule below:

EventTy | Notification Notificati | Respons | Linkrel Link href
pe Root Element | on sent eto

Type to Notificati Base URL: //{serverRoot}/

on filetransfer/{apiVersion}/{userld}

n/a FileTransferSu | Originator | n/a FileTransferNotific | /subscriptions/{subscriptionid}

bscriptionCanc | & ationSubscription

ellationNotificat | Receiver

ion

The resource URL of the resource representing the underlying file transfer session is passed in the “href” attribute of the
“link” element with rel="FileTransferSessionInformation”.

6.11.1 Request URL variables

Client provided if any.

6.11.2 Response Codes and Error Handling
For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to the RESTful File Transfer API, see section 7.

6.11.3 GET

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the “‘Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].

6.11.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the *Allow:
POST’ field in the response as per section 14.7 of [RFC 2616].
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6.11.5 POST

This operation is used to notify the client about subscription cancellations.

6.11.5.1 Example: Notify a client about subscription cancellations
6.11.5.1.1 Request

POST filetransfer/notifications/77777 HTTP/1.1
Accept: application/xml

Content-Type: application/xml

Host: application.example.com

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSubscriptionCancellationNotification xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<callbackData>abcd</callbackData>
<link rel="FileTransferNotificationSubscription "
href="http://example.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001"/>
</it:fileTransferSubscriptionCancellationNotification>

6.11.5.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

6.11.6 DELETE

(Informative)

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:

POST’ field in the response as per section 14.7 of [RFC 2616].
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7. Fault definitions

7.1 Service Exceptions

For common Service Exceptions refer to [REST_NetAPl_Common].

There are no additional specific Service Exception codes defined for this release of the File Transfer API.

7.2 Policy Exceptions

For common Policy Exceptions refer to [REST_NetAPI_Common]. The following additional Policy Exception codes are
defined for the RESTful File Transfer API.

7.2.1 POL1015: Sending file operation not supported

Name Description

MessagelD POL1015

Text Sending file operation is not supported
Variables none

HTTP response 403 Forbidden
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Appendix B.

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for REST.FileTransfer Server

Static Conformance Requirements

(Normative)

Item Function Reference Requirement
REST-FileTransfer-SUPPORT-S-001-M Support for the RESTful | 5,6
File Transfer API
REST-FileTransfer-SUPPORT-S-002-M Support for the XML 6
request & response
format
REST-FileTransfer-SUPPORT-S-003-M Support for the JSON 6
request & response
format
REST-FileTransfer-SUPPORT-S-004-0O Support for the Appendix C

application/x-www-
form-urlencoded format

B.1.1 SCR for REST.FileTransfer.Subscriptions Server
Item Function Reference Requirement
REST-FileTransfer- SUBSCR-001-M Support for subscriptions | Error!
to file transfer Reference
notifications source not
found.
REST-FileTransfer- SUBSCR-002-O Read all active Error!
subscriptions - GET Reference
source not
found.
REST-FileTransfer- SUBSCR-003-M create a new subscription | Error!
for file transfer Reference
notifications - POST source not
found.

B.1.2 SCR for REST.FileTransfer.Individual.Subscription Server
Item Function Reference Requirement
REST-FileTransfer- IND-SUBSCR-001-M | Support for individual Error!
subscription to file Reference
transfer notifications source not
found.
REST-FileTransfer- IND-SUBSCR-002-O | Read an individual Error!
subscription - GET Reference
source not
found.
REST-FileTransfer- IND-SUBSCR-003-M | Cancel a subscription Error!
and stop corresponding Reference
notifications - DELETE | source not
found.
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B.1.3 SCR for REST.FileTransfer.Sessions Server
Item Function Reference Requirement
REST-FileTransfer-Sess-001-M Support for active 1-1 Error!
file transfer sessions for Reference
a particular user source not
found.
REST-FileTransfer-Sess-002-M Create a new 1-1 file Error!
transfer session — POST Reference
source not
found.

B.1.4 SCR for REST.FileTransfer.Individual.Session Server
Item Function Reference Requirement
REST-FileTransfer-IND-Sess-001-M Support for a file transfer | Error!
session for a particular Reference
user source not
found.
REST-FileTransfer-IND-Sess-002-O Retrieve file transfer Error!
session information — Reference
GET source not
found.
REST-FileTransfer-IND-Sess-003-M Cancel file transfer Error!
invitation/ Decline file Reference
transfer invitation/ source not
Terminating a file found.

transfer session —
DELETE

B.1.5 SCR for REST.FileTransfer.Individual. Session.Status Server
Item Function Reference Requirement
REST-FileTransfer-IND-Sess-Stat-001-M | Support for status of the | Error!
session Reference
source not
found.
REST-FileTransfer-IND-Sess-Stat-002-M | Accept a 1-1 file transfer | 6.5.4

invitation — PUT

B.1.6 SCR for REST.FileTransfer.Session.Files Server
Item Function Reference Requirement
REST-FileTransfer-IND-Sess-Files-001-O | Support for all filesina | Error!
file transfer session Reference
source not
found.
REST-FileTransfer-IND-Sess-Files-002-O | Send a file — POST Error!
Reference
source not
found.
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B.1.7 SCR for REST.FileTransfer.SessionlInvitation.Notifications Server
Item Function Reference Requirement
REST-FileTransfer-INV-NOTIF-001-M Support for notifying 6.7
application about file
transfer session
invitations
REST-FileTransfer-INV-NOTIF-002-M Notify application about | 6.7.5

file transfer session
invitations - POST

B.1.8 SCR for REST.FileTransfer.Events.Notifications Server
Item Function Reference Requirement
REST-FileTransfer-Event-NOTIF-001-M Support for notifying 6.8
application about various
file transfer session
events
REST-FileTransfer-Event-NOTIF-002-M Notify application about | 6.8.5

file transfer session
events - POST

B.1.9 SCR for REST.FileTransfer.Link.Notifications Server
Item Function Reference Requirement
REST-FileTransfer-Link-NOTIF-001-M Support for notifying 6.9
application about file
content link
REST-FileTransfer-Link-NOTIF-002-M Notify application about | 6.9.5

file content link - POST

B.1.10 SCR for REST.FileTransfer. FileTransfer Acceptance.Notifications

Server
Item Function Reference Requirement
REST-FileTransfer-RA-NOTIF-001-M Support for notifying 6.10
application about file
transfer acceptance
REST-FileTransfer-RA-NOTIF-002-M Notify application about | 6.10.5

file transfer acceptance -
POST

B.1.11 SCR for REST.FileTransfer.SubscriptionCancellation. Notifications

Server
Item Function Reference Requirement
REST-FileTransfer-SUBCXL-NOTIF-001- | Support for notifying 6.11

M

application about
Subscription
Cancellation
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Item

Function

Reference

Requirement

REST-FileTransfer-SUBCXL-NOTIF-002-

M

Notify application about
Subscription
Cancellation - POST

6.11.5
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Appendix C.  Application/x-www-form-urlencoded Request Format for
POST Operations (Normative)

This section defines a format for the RESTful File Transfer API requests where the body of the request is encoded using the
application/x-www-form-urlencoded MIME type.

Note: only the request body is encoded as application/x-www-form-urlencoded, the response is still encoded as XML or
JSON depending on the preference of the client and the capabilities of the server. Names and values MUST follow the
application/x-www-form-urlencoded character escaping rules from [W3C_URLENC].

The encoding is defined below for the following File Transfer REST operations which are based on POST requests:

o Creating a new subscription to file transfer notifications
e Creating a new file transfer session
o Accepting a file transfer session invitation

e Sending a file

C.1 Creating a new subscription to file transfer notifications
This operation is used to create a new subscription to file transfer notifications. See section 6.1.5.

The notifyURL either contains the Client-side Notification URL (as defined by the client) or the Server-side Notification
URL (as obtained during the creation of the Notification Channel [REST_NetAPI_NotificationChannel]).

The request parameters are as follows:

Name Type/Values Optional Description
notifyURL xsd:anyURI No Notification endpoint definition
callbackData xsd:string Yes Data the application can register with the

server when subscribing to notifications, and
that are passed back unchanged in each of
the related notifications.

notificationFormat common:NotificationFormat | Yes Application can specify format of the resource
representation in notifications that are related
to this subscription. The choice is between
{XML, JSON}.

Default: XML

duration xsd:int Yes Period of time (in seconds) notifications are
provided for. If set to “0” (zero), a default
duration time, which is specified by the
service policy, will be used. If the parameter
is omitted, the notifications will continue until
the maximum duration time, which is
specified by the service policy, unless the
notifications are stopped by deletion of
subscription for notifications.

This element MAY be given by the client
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during resource creation in order to signal the
desired lifetime of the subscription. The
server SHOULD return in this element the
period of time for which the subscription will
still be valid.

clientCorrelator xsd:string Yes A correlator that the client can use to tag this
particular resource representation during a
request to create a resource on the server.

This field MAY be present. Note: this allows
the client to recover from communication
failures during resource creation and
therefore avoids duplicate subscriptions in
such situations.

In case the field is present, the server SHALL
not alter its value, and SHALL provide it as
part of the representation of this resource. In
case the field is not present, the server
SHALL NOT generate it.

If the operation was successful, it returns an HTTP Status of “201 Created”.

C.1.1 Example (Informative)
Cl11 Request

POST /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions
Content-Type: application/x-www-form-urlencoded

Content-Length: nnnn

Accept: application/xml

Host: example.com

notifyURL=http%3A%2F%2Fapplication.example.com%?2Ffiletransfer%2Fnotifications%2F77777&
callbackData=abcd&

duration=7200&

clientCorrelator=12345

Cl11.2 Response

HTTP/1.1 201 Created

Content-Type: application/xml

Location: http://example.com/exampleAPI/filetransfer/iv1/tel%3A%2B19585550100/subscriptions/sub001
Content-Length: nnnn

Date: Mon, 28 Jun 2010 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferNotificationSubscription xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<callbackReference>
<notifyURL>http://application.example.com/filetransfer/notifications/77777</notifyURL>
<callbackData>abcd</callbackData>
</callbackReference>
<duration>7200</duration>
<clientCorrelator>12345</clientCorrelator>
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<resourceURL>http://lexampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions/sub001</resourceURL>
</ft:fileTransferNotificationSubscription>

C.2 Creating a new file transfer session

This operation is used to create a new file transfer session. See section 6.3.5.

The request parameters are as follows:

Name

Type/Values

Optional

Description

originatorAddress

xsd:anyURI

No

The address (e.g. 'sip' URI, 'tel' URI, 'acr'
URI) of the Originator

If originatorAddress is also part of the request
URL, the two MUST have the same value.

originatorName

xsd:string

Yes

Human readable name of the Originator

receiverAddress

xsd:anyURI

No

Address of the Receiver of this file transfer
session(e.g. 'sip' URI, 'tel' URI, 'acr' URI)

If receiverAddress is also part of the request
URL, the two MUST have the same value.

receiverName

xsd:string

Yes

Name of the Receiver of this file transfer
session

name

xsd:string

No

The name of the file.
See [IR.79] & [RFC5547].

Note: in a file transfer session, the file name
is unique.

type

xsd:string

No

The MIME type of the file. It is concatenated
by type, “/" and subtype.

See [IR.79] & [RFC5547].

size

xsd:unsignedLong

Yes

The size of the file in octets.

See [IR.79] & [RFC5547].

algorithm

xsd:string

Yes

The hash algorithm used (only "sha-1"
currently supported).

See [RFC5547].

value

xsd:hexBinary

Yes

The hash value of the file.

See [RFC5547].

fileDisposition

FileDisposition

Yes

It is used by the file sender to indicate a
preferred disposition of the file. To indicate
that a file should be automatically rendered,
the value is “render”. To indicate that a file
should not be automatically rendered, the
value is “attachment”.

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document




OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 68 (88)

See [RFC5547].

Default value is “attachment”

fileDescription xsd:string Yes Human-readable short description of the file
(corresponding to ‘i=" line in SDP) which
could be set by the Originator.

See [IR.79] & [RFC2327].

cDate xsd:dateTime Yes The date on which the file was last created.

See [RFC5547].

mDate xsd:dateTime Yes The date on which the file was last modified.

See [RFC5547].

rDate xsd:dateTime Yes The date on which the file was last read.

See [RFC5547].

filelcon xsd:anyURI Yes It is useful with certain file types such as
images. It allows the file sender to include a
pointer to a body that includes a small
preview icon representing the contents of the
file to be transferred, the file Receiver can
use to determine whether it wants to receive
such file.

The file-icon’ contains a Content-ID URL,
[RFC2392] pointing to an additional body that
contains the actual icon in a MIME
multipart/related body

See [RFC5547] &requirement of RCAPI-
RCFT-001 in [RC API RD]

fileURL xsd:anyURI Yes The URL link to actual file content.

When this field is used in POST operation
during resource creation of Create a new 1-1
file transfer session, it is the external file
repository URL set by Originator.

If it is present, it indicates that there is no file
content included in the request operation.

If it is not present, it indicates that the actual
file content is included in the HTTP request
body during resource creation of Create a
new 1-1 file transfer session or Send file. File
content can be represented as multipart/form-
data entity bodies, where the first entry of the
form are the root fields and the second entry
of the form are the file content.

When this field is used in file content
notification, it is a URL link to actual file
content where the client can download the
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file.

This field can be used in response of Create
file transfer session, Retrieve file transfer
session information, Send file. It is the file
content URL set by server.

This field is not used in session invitation
notifications.

clientCorrelator xsd:string

Yes

A correlator that the client can use to tag this
particular resource representation during a
request to create a resource on the server.

This field SHOULD be present. Note: this
allows the client to recover from
communication failures during resource
creation and therefore avoids duplicate file
transfer session creations in such situations.

In case the field is present, the server SHALL
not alter its value, and SHALL provide it as
part of the representation of this resource. In
case the field is not present, the server
SHALL NOT generate it.

If the operation was successful, it returns an HTTP Status of “201 Created”.

C.2.1 Example
C21.1 Request

POST /exampleAPIffile transfer/v1/tel%3A%2B19585550100/sessions/

Content-Type: multipart/form-data; boundary="=============== 123456==",

Host: example.com
MIME-Version: 1.0
Content-Length: nnnn
Accept: application/xml

--===============]23456==
Content-Disposition: form-data; name="root-fields”
Content-Type: application/x-www-form-urlencoded
Content-Length: nnnn

originatorAddress=tel%3A%2B19585550100&
originatorName= Max Muster&
receiverAddress=tel%3A%2B19585550102&
receiverName= Peter E. Xample&
name=sunset.jpg&

type=image/jpeg&

Size=4096&

algorithm=sha-1&

(Informative)

value=58231FE8653BBCF371362F86D471913EE4B1DF2F &
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fileDisposition=Attachmenté&
fileDescription=This is my latest picture&
cDate=2011-08-21T00:00:00-04:00&
filelcon=cid:id3@alicepc.example.com&
clientCorrelator=12345

--------------- 123456==
Content-Disposition: form-data; name="attachments”
Content-Type: multipart/mixed; boundary="====aaabbb”

Content-Disposition:attachment; filename="icon”
Content-Type: image/gif
Content-ID: cid:id3@alicepc.example.com

[..small preview icon...]

Content-Disposition:attachment;filename="sunset.jpg"
Content-Type: image/jpg

JPEG ...binary image data...
--====aaabbb--
--------------- 123456==--

C.21.2 Response

HTTP/1.1 201 Created

Content-Type: application/xml

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001
Content-Length: nnnn

Date: Mon, 28 Jul 2011 17:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<ft:fileTransferSessioninformation xmins:ft="urn:oma:xml:rest:netapi:filetransfer:1">
<originatorAddress>tel:+19585550100</originatorAddress>
<originatorName>Max Muster</originatorName>
<receiverAddress>tel:+19585550102</receiverAddress>
<receiverName>Peter E. Xample</receiverName>
<status>Invited</status>
<filelnformation>
<fileSelector>
<name>sunset.jpg</name>
<type>image/jpeg</type>
<[fileSelector>
<fileURL>http://example.com/repository/tel%3A%2B19585550100/sessions/sess001/file001.jpg</fileURL>
<ffilelnformation>
<clientCorrelator>104567</clientCorrelator>

<resourceURL>http://lexample.com/exampleAPI/ffiletransfer/v1/tel%3A%2B19585550100/sessions/sess001</resource URL>

<[ft:fileTransferSessionInformation>
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C.3 (void)
C.4 (void)
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Appendix D.  JSON examples (Informative)

JSON (JavaScript Object Notation) is a lightweight, text-based, language-independent data interchange format. It provides a
simple means to represent basic name-value pairs, arrays and objects. JSON is relatively trivial to parse and evaluate using
standard JavaScript libraries, and hence is suited for REST invocations from browsers or other processors with JavaScript
engines. Further information on JSON can be found at [RFC4627].

The following examples show the request and response for various operations using the JSON data format. The examples
follow the XML to JSON serialization rules in [REST_NetAPI_Common]. A JSON response can be obtained by using the
content type negotiation mechanism specified in [REST_NetAPI_Common].

For full details on the operations themselves please refer to the section number indicated.

D.1 Reading all active file transfer notification subscriptions
(section 6.1.3.1)

Request:

GET /exampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

{"fileTransferSubscriptionList": {
“file TransferNotificationSubscription"; {
“callbackReference": {
"callbackData": "abcd",
"notifyURL": "http://application.example.com/filetransfer/notifications/77777"
1]
"clientCorrelator": "12345",
"duration™:"7200",
"resourceURL": "http://lexample.com/exampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions/sub001"

}v
"resourceURL": "http://example.com/exampleAPI/ffiletransfer/v1/tel%3A%2B19585550100/subscriptions”
i

D.2 Creating a new subscription to file transfer notifications,
response with copy of created resource (section 6.1.5.1)

Request:

POST /exampleAPI/ffiletransfer/v1/tel%3A%2B19585550100/subscriptions/ HTTP/1.1
Content-Type: application/json

Content-Length: nnnn

Accept: application/json

Host: example.com

{"fileTransferNotificationSubscription": {
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“callbackReference": {

"callbackData": "abcd",

"notifyURL": "http://application.example.com/filetransfer/notifications/77777"
}1
"clientCorrelator": "12345",
“duration": "7200"

}

Response:

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

{"fileTransferNotificationSubscription": {
“callbackReference": {
"callbackData": "abcd",
"notifyURL": "http://application.example.com/filetransfer/notifications/77777"
h
"clientCorrelator": "12345",
"duration”: "7200",
"resourceURL": "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001"

i

D.3 Creating a new subscription to file transfer notifications,
response with location of created resource (section 6.1.5.2)

Request:

POST /exampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions/ HTTP/1.1
Content-Type: application/json

Content-Length: nnnn

Accept: application/json

Host: example.com

{"fileTransferNotificationSubscription": {
“callbackReference": {
"callbackData": "abcd",
"notifyURL": "http://application.example.com/filetransfer/notifications/77777"
1
“clientCorrelator": "12345",
"duration”: “7200"

i

Response:

HTTP/1.1 201 Created
Content-Type: application/json
Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001
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Content-Length: nnnn
Date: Thu, 28 Jul 2011 17:51:59 GMT

{"resourceReference": {"resourceURL": "http://example.com/exampleAP|/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001"}}

D.4 Reading an individual subscription (section 6.2.3.1)

Request:

GET /exampleAPIffiletransfer/v1/tel%3A%2B19585550100/subscriptions/sub001?resFormat=XML HTTP/1.1
Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: nnnn

Date: Mon, 28 Jun 2010 17:51:59 GMT

{"fileTransferNotificationSubscription": {
“callbackReference": {
"callbackData": "abcd",
"notifyURL": "http://application.example.com/filetransfer/notifications/77777"

}1
"clientCorrelator"; "12345",

"duration”: "7200",
"resourceURL": "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001"

i

D.5 Cancelling a subscription (section 6.2.6.1)

Request:
DELETE /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001 HTTP/1.1

Accept: application/json
Host: example.com

Response:
HTTP/1.1 204 No Content
Date: Mon, 28 Jun 2010 17:51:59 GMT

D.6 Creating a new 1-1 file transfer session with file content
(section 6.3.5.1)

Request:

POST /exampleAPIffiletransfer/v1/tel%3A%2B19585550100/sessions HTTP/1.1
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Content-Type: multipart/form-data; boundary="=============== 123456==",

Host: example.com
MIME-Version: 1.0
Content-Length: nnnn
Accept: application/json

——————————————— 123456==
Content-Disposition: form-data; name="root-fields”
Content-Type: application/json
Content-Length: nnnn

{"fileTransferSessionInformation": {
“clientCorrelator": "104567",
“filelnformation"; {
"fileDate": {"cDate": "2011-08-21T00:00:00-04:00"},
“fileDescription": "This is my latest picture”,
“fileDisposition"; "Attachment”,
“filelcon": "cid:id3@alicepc.example.com’,
“fileSelector": {
"hash": {
"algorithm"; "sha-1",
"value"; "58231FE8653BBCF371362F86D471913EE4B1DF2F"

}1

"name"; "sunset.jpg",
"size": "4096",
"type": "image/jpeg”

}
}7
"originatorAddress": "tel:+19585550100",
“originatorName": "Max Muster",

"receiverAddress"; "tel:+19585550102",
“receiverName": "Peter E. Xample"

i

--===============]23456==

Content-Disposition: form-data; name="attachments”
Content-Type: multipart/mixed; boundary="====aaabbb”

--====aaabbb
Content-Disposition:attachment; filename="icon”

Content-Type: image/gif
Content-ID: <id3@alicepc.example.com>

[..small preview icon...]

Content-Disposition:attachment;filename="sunset.jpg"
Content-Type: image/jpg

JPEG ...binary image data...

——————————————— 123456==--
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Response:

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

{"*fileTransferSessionInformation": {
“clientCorrelator": "104567",
“filelnformation"; {

“fileSelector": {

"name"; "sunset.jpg",
“type": "imageljpeg”

1]
“fileURL": "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001/files/file001.jpg"
1]
"originatorAddress"; "tel:+19585550100",

“originatorName"; "Max Muster",

"receiverAddress"; "tel:+19585550102",

“receiverName": "Peter E. Xample",

"resourceURL": "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001",

“status": "Invited"

i

D.7 Creating a new 1-1 file transfer session with external file
repository URL (section 6.3.5.2)

Request:

POST /exampleAPIffiletransfer/v1/tel%3A%2B19585550100/sessions HTTP/1.1
Content-Type: multipart/form-data; boundary="=============== 123456==",
Host: example.com

MIME-Version: 1.0

Content-Length: nnnn

Accept: application/json

--------------- 123456==
Content-Disposition: form-data; name="root-fields”
Content-Type: application/json
Content-Length: nnnn

{"fileTransferSessionInformation": {
“clientCorrelator": "104567",
“filelnformation"; {
"fileDate": {"cDate": "2011-08-21T00:00:00-04:00",
“fileDescription": "This is my latest picture”,
“fileDisposition"; "Attachment”,
“filelcon”: "cid:id3@alicepc.example.com”,
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“fileSelector": {
"hash": {
"algorithm"; "sha-1",
"value"; "58231FE8653BBCF371362F86D471913EE4B1DF2F"
1]
“name"; "sunset.jpg",
"size": "4096",
“type": "image/jpeg"
}

ileURL": "http://alicepc.example.com/sunset.jpg”
}v

"originatorAddress"; "tel:+19585550100",
"originatorName"; "Max Muster",
“receiverAddress": "tel:+19585550102",
"receiverName"; "Peter E. Xample"

i

--------------- 123456==
Content-Disposition: form-data; name="attachments”, filename="icon”
Content-Type: image/gif
Content-Transfer-Encoding: binary
Content-ID: <id3@alicepc.example.com>
Content-Length: [length of image]
[..small preview icon...]

——————————————— 123456==--

Response:

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

{"fileTransferSessionInformation": {
“clientCorrelator": "104567",
“filelnformation"; {

“fileSelector": {

“name"; "sunset.jpg",
"type": "image/jpeg"

1]
"fileURL": "http://example.com/repository/tel%3A%2B19585550100/sessions/sess001/file001.jpg"
h
"originatorAddress": "tel:+19585550100",
“originatorName": "Max Muster",
"receiverAddress": "tel:+19585550102",
“receiverName"; "Peter E. Xample",

"resourceURL": "http://example.com/exampleAPI/ffiletransfer/iv1/tel%3A%2B19585550100/sessions/sess001",

"status": "Invited"

i

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document



OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 78 (88)

D.8 Creating a new 1-1 file transfer session with external file
repository URL without icon, response with location of
created resource (section 6.3.5.3)

Request:

POST /exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions HTTP/1.1
Content-Type: application/xml

Content-Length: nnnn

Host: example.com

Accept: application/xml

{"*fileTransferSessionInformation": {
“clientCorrelator": "104567",
“filelnformation"; {

"fileDate"; {"cDate"; "2011-08-21T00:00:00-04:00",

“fileDescription": "This is my latest picture”,

“fileDisposition"; "Attachment”,

"fileSelector": {

"hash": {
"algorithm": "sha-1",
"value": "58231FE8653BBCF371362F86D471913EE4B1DF2F"
1]
"name"; "sunset.jpg",
"size"; "4096",
"type": "image/jpeg”

1]
"fileURL": "http://alicepc.example.com/sunset.jpg"
1]
"originatorAddress": "tel:+19585550100",
"originatorName"; "Max Muster",
"receiverAddress": "tel:+19585550102",
"receiverName": "Peter E. Xample"

i

Response:

HTTP/1.1 201 Created

Content-Type: application/json

Location: http://fexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001
Content-Length: nnnn

Date: Thu, 28 Jul 2011 17:51:59 GMT

{"resourceReference": {"resourceURL": "http://example.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001"}}

D.9 Retrieving file transfer session information (section 6.4.3.1)

Request:

GET /exampleAPIffile transfer/v1/tel%3A%2B19585550100/sessions/sess001 HTTP/1.1
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Accept: application/json
Host: example.com

Response:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: nnnn

Date: Mon, 28 Jun 2010 17:51:59 GMT

{"fileTransferSessionInformation”; {
“clientCorrelator": "104567",
“fileInformation": {
“fileDate": {"cDate"; "2011-08-21700:00:00-04:00"},
“fileDescription™: "This is my latest picture”,
“fileDisposition": "Attachment",
“filelcon™; "cid:id3@alicepc.example.com”,
“fileSelector": {
"hash": {
"algorithm"; "sha-1",
"value": "58231FE8653BBCF371362F86D471913EE4B1DF2F"
h
"name"; "sunset.jpg",
"size": "4096",

“type": "imageljpeg”

"'fiIeURL“: "http://example.com/repository/tel%3A%2B19585550100/sessions/sess001/file001.jpg"

}7
"originatorAddress": "tel:+19585550100",

"originatorName"; "Max Muster",

"receiverAddress": "tel:+19585550102",

“receiverName"; "Peter E. Xample",

"resourceURL": "http://example.com/exampleAPI/ffiletransfer/iv1/tel%3A%2B19585550100/sessions/sess001",
"status": "Connected"

i

D.10 Cancel file transfer invitation/ Decline file transfer invitation/
Terminating a file transfer session (section 6.4.6.1)

Request:
DELETE /exampleAPI/file transfer/v1/tel%3A%2B19585550100/sessions/sess001 HTTP/1.1

Accept: application/json
Host: example.com

Response:

HTTP/1.1 204 No Content
Date: Mon, 28 Jun 2010 17:51:59 GMT

D.11 Accepting a 1-1 file transfer invitation (section 6.5.4.1)

Request:
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PUT /exampleAPI/file transfer/v1/tel%3A%2B19585550102/sessions/sess001/status HTTP/1.1
Content-Type: application/json

Content-Length: nnnn

Accept: application/json

Host: example.com

{"receiverSessionStatus": {"status": "Connected"}}

Response:

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

D.12 void
D.13 void

D.14 Notify a client about file transfer session invitations

(section 6.7.5.1)

Request:

POST ffiletransfer/notifications/77777 HTTP/1.1

Content-Type: multipart/form-data; boundary="=============== 123456==";
Host: example.com

MIME-Version: 1.0

Content-Length: nnnn

--------------- 123456==
Content-Disposition: form-data; name="root-fields”
Content-Type: application/json
Content-Length: nnnn

{"fileTransferSessionInvitationNotification": {
"callbackData": "abcd",
“filelnformation”: {
“fileDate": {"cDate"; "2011-08-21700:00:00-04:00"},
“fileDescription": "This is my latest picture”,
"fileDisposition": "Attachment",
“filelcon”: "cid:id3@alicepc.example.com’,
“fileSelector": {
"hash": {
"algorithm"; "sha-1",
"value"; "58231FE8653BBCF371362F86D471913EE4B1DF2F"

}v
"name"; "sunset.jpg",
"size": "4096",
“type": "imageljpeg”
}
it
"link": {
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"href": " http:/fexample.com/exampleAPI/file transfer/v1/tel%3A%2B19585550100/sessions/sess001",
“rel": "FileTransferSessionInformation"
1
"originatorAddress": "tel:+19585550100",
"originatorName"; "Max Muster",
“receiverAddress”: "tel:+19585550102",
"receiverName"; "Peter E. Xample"

--------------- 123456==
Content-Disposition: form-data; name="attachments”, filename="icon”
Content-Type: image/gif
Content-ID: <id3@alicepc.example.com>

[..small preview icon...]

——————————————— 123456==--

Response:

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

D.15 Notify a client about file transfer session events
(section 6.8.5.1)

Request:

POST ffiletransfer/notifications/77777 HTTP/1.1
Content-Type: application/json

Content-Length: nnnn

Host: application.example.com

{"fileTransferEventNotification": {
"callbackData": "abcd",
"eventDescription”; "The session has ended.”,
"eventType": "SessionEnded",
"link"; [

"href"; "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001",
"rel": "FileTransferSessionInformation”

b
{

"href"; "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001",
“rel"; "FileTransferNotificationSubscription"
}
]
i

Response:

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

© 2013 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document



OMA-TS-REST_NetAPI_FileTransfer-v1_0-20130612-C Page 82 (88)

D.16 Notify a client about file content link (section 6.9.5.1)

Request:

POST ffiletransfer/notifications/77777 HTTP/1.1
Content-Type: application/json

Content-Length: nnnn

Host: application.example.com

{"fileTransferFileNotification": {
"callbackData": "abcd",
“fileInformation”; {

“fileSelector": {
"name"; "sunset.jpg",
“type": "image/jpeg”

1]

"fileURL": "http://fexample.com/repository/tel%3A%2B19585550100/sessions/sess001/file001.jpg"

b
"link": [

"href": "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001",
"rel": "FileTransferSessionInformation”

h
{

“href": "http://example.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550102/subscriptions/sub001",
“rel"; "FileTransferNotificationSubscription"
}
]
1

Response:

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

D.17 Client notification about file transfer acceptance (section
6.10.5.1)

Request:

POST ffiletransfer/notifications/77777 HTTP/1.1
Content-Type: application/json

Content-Length: nnnn

Host: application.example.com

{"fileTransferAcceptanceNotification": {
“callbackData"; "abcd",
"link"; [

"href": "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/sessions/sess001",
"rel": "FileTransferSessionInformation”

h
{

“href": "http://example.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001",
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“rel"; "FileTransferNotificationSubscription"
}
]!
“receiverAddress”: "tel:+19585550102",

"receiverName": "Peter E. Xample",
“receiverSessionStatus"; {"status": "Connected"}}}

Response:

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT

D.18 Client notification about subscription cancellation (section
6.11.5.1)

Request:

POST ffiletransfer/notifications/77777 HTTP/1.1
Content-Type: application/json

Content-Length: nnnn

Host: application.example.com

{"fileTransferSubscriptionCancellationNotification"; {
"callbackData": "abcd",
"link™: {
“href": "http://lexample.com/exampleAPI/filetransfer/v1/tel%3A%2B19585550100/subscriptions/sub001",
“rel"; "FileTransferNotificationSubscription "
}
i

Response:

HTTP/1.1 204 No Content
Date: Thu, 28 Jul 2010 02:51:59 GMT
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Appendix E.  Operations mapping to a pre-existing baseline
specification (Informative)

As this specification does not have a baseline specification, this appendix is empty.
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Appendix F.  Light-weight resources (Informative)

As this version of the specification does not define any light-weight resources, this Appendix is empty.
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Appendix G.  Authorization aspects (Normative)

This appendix specifies how to use the RESTful File Transfer API in combination with some authorization frameworks.

G.1 Use of Autho4API
The RESTful File Transfer API MAY support the Autho4API authorization framework defined in [Autho4API1_10].
A RESTTul File Transfer API supporting Autho4API:

e SHALL conform to section D.1 of [REST_NetAPI_Common];
e SHALL conform to this section G.1.

G.1.1 Scopevalues
G.111 Definitions

An Autho4API Authorization Server serving Autho4API Clients requests for getting authorized access to the resources
exposed by the RESTful File Transfer API:

e SHALL support the scope values defined in Table 1 below;

e MAY support scope values not defined in this specification.

Scope value Description For one-time
access token
oma_rest_filetransfer.all_{apiVersion} Provide access to all defined No

operations on the resources in this
version of the API. The {apiVersion}
part of this identifier SHALL have the
same value as the “apiVersion” URL
variable which is defined in section
5.1. This scope value is the union of
the other scope values listed in next
rows of this table.

oma_rest_filetransfer.sessions Provide access to all defined No
operations on handling of 1-1 file
transfer sessions

oma_rest_filetransfer.subscr Provide access to all defined No
operations on handling of file transfer
subscriptions

Table 1Autho4API scope values for RESTful File Transfer API

G.1.1.2 Downscoping

In the case where the Autho4API client requests authorization for “oma_rest_filetransfer.all_{apiVersion}” scope, the
Autho4API Authorization Server and/or resource owner MAY restrict the granted scope to some of the following scope
values:

e  “oma_rest_filetransfer.sessions”

o “oma_rest_filetransfer.subscr”
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G.1.1.3 Mapping with resources and methods

The tables in this section specify the scope values required for an AuthoAPI Client to request which SHALL represent
authorized access to the REST resources and methods of the RESTful File Transfer API. In these tables, the root
“oma_rest_filetransfer.” of scope values is omitted for readability reasons.
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URL
Resource Base URL: Section HTTP verbs
http://{serverRoot}/filetransfer/{apiVersio | refe-rence
n}{userld} GET PUT POST DELETE
All 1-1 file transfer | /sessions Error! n/a n/a all—éi?'ger' n/a
sessions Reference sessions
source not
found.
. . . . all_{apiVersion all_{apiVersi
{p:r:\g%l#aslels-sligll]e /sessions/{sessionld} 6.4 } or sessions n/a n/a on} or
sessions
Session Status /sessions/{sessionld}/status Error! n/a n/a a”-g?g'gf rsi n/a
Reference in regist
source not €9
found.
Table 2 Required scope values for: Handling of 1-1 file transfer sessions
Resource URL : HTTP verbs
Base URL: Section
. i i i refe-rence
http://{serverRoot}/filetransfer/{apiVersio GET PUT POST DELETE
n}/A{userld}
All subscriptions /subscriptions Error! all_{apiversion n/a all_{apiversi n/a
; } or subscr on} or
to file transfer Reference subscr
notifications source not
found.
Individual /subscriptions/{subscriptionid} 6.2 all_{apiversion n/a n/a all_{apiversi
SO ) } or subscr on} or
subscription to file subscr

transfer
notifications

Table 3 Required scope values for: Handling of file transfer subscriptions
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G.1.2 Use of ‘acr:auth’

This section specifies the use of ‘acr:auth’ in place of an end user identifier in a resource URL path.

An ‘acr’ URI of the form ‘acr:auth’, where ‘auth’ is a reserved keyword MAY be used to avoid exposing a real end user
identifier in the resource URL path.

A client MAY use ‘acr:auth’ in a resource URL in place of the{userld} resource URL variable in the resource URL path,
when the RESTful File Transfer AP is used in combination with [Autho4API1_10].

In the case the RESTful File Transfer API supports [Autho4API1_10], the server:
- SHALL accept “acr:auth’ as a valid value for the resource URL variable {userld}.
- SHALL conform to [REST_Common_TS] section 5.8.1.1 regarding the processing of “acr:auth’.
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