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1. Scope

This specification defines a RESTful API for Anonymous Customer Reference Management using HTTP protocol bindings.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”,
“RECOMMENDED”, “MAY™”, and “OPTIONAL" in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be
informative.

3.2 Definitions

For the purpose of this TS, all definitions from the OMA Dictionary apply [OMADICT].

3.3 Abbreviations

ACR Anonymous Customer Reference
API Application Programming Interface
APP Application

HTTP HyperText Transfer Protocol
JSON JavaScript Object Notation

MCC Mobile Country Code

MIME Multipurpose Internet Mail Extensions
MSISDN Mobile Subscriber ISDN Number
OMA Open Mobile Alliance

REST REpresentational State Transfer
SCR Static Conformance Requirements
SIP Session Initiation Protocol

TS Technical Specification

URI Uniform Resource Identifier

URL Uniform Resource Locator

WP White Paper

XML eXtensible Markup Language

XSD XML Schema Definition
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4. Introduction

The Technical Specification of the RESTful Network API for Anonymous Customer Reference Management contains HTTP
protocol bindings based on the requirements for Anonymous Customer Reference Management defined in [RD-
REST_NetAPI_ACR], using the REST architectural style. The specification provides resource definitions, the HTTP verbs
applicable for each of these resources, and the element data structures, as well as support material including flow diagrams
and examples using the various supported message body formats (i.e. XML, JSON).

Additionally this specification defines the acr: URI scheme. The "acr" URI describes an anonymous reference that can be
mapped to a resource or user.

4.1 Version 1.0

Version 1.0 of this specification supports the following operations:
—  Create an Anonymous Customer Reference (ACR)
—  Query the status of an ACR
— Refreshan ACR
In addition, this specification provides:
—  Support for scope values used with authorization framework defined in [Autho4AP1_10]
—  Support for Anonymous Customer Reference (ACR) as an end user identifier

—  Support for “acr:auth” as a reserved keyword in a resource URL variable that identifies an end user
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5. Anonymous Customer Reference Management API
definition
This section is organized to support a comprehensive understanding of the Anonymous Customer Reference (ACR)

Management API design. It specifies the definition of all resources, definition of all data structures, and definitions of all
operations permitted on the specified resources.

Common data types, naming conventions, fault definitions and namespaces are defined in [REST_NetAPI_Common].
The remainder of this document is structured as follows:

Section 5 starts with a diagram representing the resources hierarchy followed by a table listing all the resources (and their
URL) used by this API, along with the data structure and the supported HTTP verbs (section 5.1). What follows are the data
structures (section 5.2). A sample of typical use cases is included in section 5.3, described as high level flow diagrams.

Section 6 contains detailed specification for each of the resources. Each such subsection defines the resource, the request
URL variables that are common for all HTTP methods, and the supported HTTP verbs. For each supported HTTP verb, a
description of the functionality is provided, along with an example of a request and an example of a response. For each
unsupported HTTP verb, the returned HTTP error status is specified, as well as what should be returned in the Allow header.

All examples in section 6 use XML as the format for the message body. JSON examples are provided in Appendix D.
Section 7 contains fault definition details such as Service Exceptions and Policy Exceptions.

Appendix B provides the Static Conformance Requirements (SCR).

Appendix E provides the operations mapping to a pre-existing baseline specification, where applicable.

Appendix F provides a list of all light-weight resources, where applicable.

Appendix G defines authorization aspects to control access to the resources defined in this specification.

Appendix H defines the acr: URI scheme

Note: Throughout this document client and application can be used interchangeably.

5.1 Resources Summary

This section summarizes all the resources used by the RESTful Network API for Anonymous Customer Reference
Management.

The "apiVersion" URL variable SHALL have the value "v1" to indicate that the API corresponds to this version of the
specification. See [REST_NetAPI_Common] which specifies the semantics of this variable.
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/{serverRoot}/ acrmanag e ment/{apiVersion}/{userld}

|— fapplication Cl]

KACR} Q]

/status O

Figure 1: Resource structure defined by this specification

The following tables give a detailed overview of the resources defined in this specification, the data type of their
representation and the allowed HTTP methods.
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Purpose: Operations on Anonymous Customer Reference

Resource URL Data Structures HTTP verbs
Base URL:
http://{serverRoot}/acr GET PUT POST DELETE
management/{apiVersio
n}/{userld}
End user’'s /application AcrList Retrieves the No Creates an ACR | no
application issued ACR for for the user
(used for GET response) the given end identified by the
Acr user identified {userld}.
by the {userld}
(used for POST) in the context of
a given
application.
Anonymous /application/{ACR} Acr Retrieves the No no Remove an ACR.
customer reference ACR data.
(used for GET response)
ACR status /application/{ACR}/status | Status Retrieves the Refresh an no no
ACR status. “expired” ACR.
(set the ACR
status to
“Valid”)
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5.2 Data Types
5.2.1 XML Namespaces

The XML namespace for the Anonymous Customer Reference Management data types is:

urn:oma:xml:rest:netapi:acrmanagement:1

The 'xsd' hamespace prefix is used in the present document to refer to the XML Schema data types defined in XML Schema
[XMLSchemal, XMLSchema2]. The ‘common' namespace prefix is used in the present document to refer to the data types
defined in [REST_NetAPI_Common]. The use of namespace prefixes such as 'xsd' is not semantically significant.

The XML schema for the data structures defined in the section below is given in [REST_SUP_ACR].

5.2.2  Structures

The subsections of this section define the data structures used in the Anonymous Customer Reference Management API.
Some of the structures can be instantiated as so-called root elements.

5.2.2.1 Type: AcrList

This type represents a list of Anonymous Customer References.

Element Type Optional | Description

acr Acr Yes A list of ACRs.
[0..unbounded]

resourceURL xsd:anyURI No Self referring URL.

A root element named acrList of type AcrList is allowed in response bodies.
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5.2.2.2 Type: Acr

This type represents an individual Anonymous Customer Reference and associated metadata.

Element Type Optional [ Description

value xsd:anyURI Yes The string comprising the ACR, as per Appendix H.
It MUST be included in responses.

“DYNA” and “STAT" are the values of the type field in
the ACR value as per Appendix H.

A static ACR once created would never expire. It stays
valid until it is revoked by either the user or the server.

On the other hand a dynamic ACR is valid only for a
certain period of time (as authorized by the user,
requested by the application or determined by the
server policy), after which it goes into an “expired”
status. An expired ACR would need to be refreshed
before it can be used again.

An “expired” ACR after being dormant for a period of
time MAY be removed by the server. Once a dormant-
expired dynamic ACR is removed by the server, the
application would need to request the creation of a
new ACR (hence the name Dynamic as the ACR
value may change if not used/refreshed in a timely
manner).

The value of expiry parameter as explained below
determines whether the ACR is a dynamic or static
ACR.

acrStatus AcrStatus Yes Status of the ACR. It MUST be included in responses,
if the ACR exists.
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expiry xsd:dateTimeStamp Yes The time at which the ACR will expire.

This parameter MUST be included in responses if
ACR is dynamic. However, this parameter may be
excluded from responses for static (non-temporary)
ACRs which means that the ACR shall not expire. If
expiry parameter for static ACR is included in the
responses, it shall have the value of “0001-01-
01T00:00:00Z".

For Dynamic ACRs expiry date/time may be requested
or determined in the following ways:

e user authorizing a expiry date/time through
OAuth access token which may be present in
the request header (see [Autho4API_10]).

e application indicating a expiry date/time in the
API request via this (“expiry”) parameter.

e server's policy.

In API requests if OAuth access token specifies an
expiry date/time for the ACR then it has precedence
over the application’s requested expiry date/time (i.e.
“expiry” parameter in the request is ignored).

Requested expiry date/time may be overridden by the
server. As a result, the actual ACR expiry date/time is
returned in the responses to the ACR creation
requests.

Expiry date/time value of “0001-01-01T00:00:00Z" in
the requests (either through OAuth access token or
the “expiry” parameter), would mean the request is for
a Static ACR (i.e. the ACR should never expire).

An expired ACR needs to be refreshed before it can
be used again.

How long an expired ACR would be kept around on
the server’s side before it is removed is determined by
server’s policy and out side of the scope of this
document.

resourceURL xsd:anyURI Yes Self referring URL.

The resourceURL SHALL NOT be included in POST
requests by the client, but MUST be included in POST
requests representing notifications by the server to the
client, when a complete representation of the resource
is embedded in the natification. The resourceURL
MUST also be included in responses to any HTTP
method that returns an entity body, and in PUT
requests.

A root element named acr of type Acr is allowed in request and/or response bodies.
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5.2.2.3 Type: Status

This type represents the status of an Anonymous Customer Reference.

Element Type Optional [ Description

acrStatus AcrStatus Yes Status of the ACR.It MUST be included in responses,
if the ACR exists.

resourceURL xsd:anyURI No Self referring URL

A root element named status of type Status is allowed in request and/or response bodies.

5.2.3 Enumerations
The subsections of this section define the enumerations used in the Anonymous Customer Reference Management API.

523.1 Enumeration: AcrStatus

This enumeration defines possible values to describe the status of the validity of an ACR.

Enumeration Description

Valid Indicates that the ACR is recognised by the server and may be used as the
userld part within other requests managed by that server.

Revoked The ACR has been revoked by the server, and may not be used as the
userld part of other requests. A new ACR must be obtained for that
MSISDN/User.

Expired The ACR has expired, and a request can be made to refresh it. An expired
ACR will have to be refreshed (see section 6.3.4) before it can be used as
part of any other API request.

524 Values of the Link “rel” attribute

This specification does not define any elements of type Link.

5.3 Sequence Diagrams
The following subsections describe the resources, methods and steps involved in typical scenarios.

5.3.1 Operations on Anonymous Customer References
This figure below shows a scenario for retrieving, issuing and managing ACRs and ACR data.
The resources:

— To retrieve the issued ACR for the given end user identified by the {userld} in the context of a given application,
read resource under

http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application

— Toissue (create) an ACR for the user identified by the {userld}, create resource under

http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application

— Toretrieve ACR data , read resource under
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http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application/{ACR}

— Toremove an ACR, delete resource under

http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application/{ACR}

— To retrieve the ACR status, read resource under

http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application/{ACR}/status

— Torefresh an “expired” ACR (i.e. set the ACR status to “valid™), update resource under

http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application/{ACR}/status

Application Server

1. GET issued ACR for userld/app

W
Response with AcrList or error message ACR ~

2. POST to create an ACR

Create ACR
Response with Acr data or error message for userld

3. GET ACR data

Retrieve
. Response with Acr data or error message ACR data

4. DELETE an ACR

w
Response or error message anACR

l¢--mmmmnnan--DRERRONSE O CITOT ME32Q0G ]

v

v

5. GET Status of an ACR

W
Response with ACR Status or error message ofanACR

v

6. PUT Status “valid”

Refresh the
.. _Response with actual status or error message “expired” ACR j

Figure 2: Management of ACR
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1. Anapplication requests the ACR for the given user using GET method and receives the already issued application-
specific ACR.

2. Anapplication requests creation of an application-specific ACR for the given user identified by the userld using
POST method and receives the resulting ACR.

3. An application requests the ACR data (value, status, expiry) using GET method and receives the ACR data.

4. An application deletes (removes) an ACR with data by using DELETE method and receives response with the
result of operation.

5. An application requests the status of an ACR using GET method and receives the actual status of the ACR.

6. An application refreshes an “expired” ACR (i.e. sets the ACR status to “valid”) by using PUT method and receives
response with updated ACR status.
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6. Detailed specification of the resources

The ACR Management APl amongst other operations enables an application to create an ACR resource which in fact is an
application-specific user identity of the user on whose behalf the application is acting. To create an ACR, the user’s identity
has to be known to the server through {userld} part of the resource URL. The following values are possible for the {userld}:

1) an identifier such as MSISDN
2) the “acr:auth” keyword.

When the {userld} is set to “acr:auth” keyword, it implies user’s identity is known either through the OAuth access token
(see [Autho4API1_10]) available in the HTTP Authorization header of the API request or if the user’s device is connected to
the mobile network then MSISDN is known by the network and it is not necessary to be passed explicitly by the application
in the API request.

The following applies to all resources defined in this specification regardless of the representation format (i.e. XML and
JSON):

e Reserved characters in URL variables (parts of a URL denoted below by a name in curly brackets) MUST be
percent-encoded according to [RFC3986]. Note that this always applies, no matter whether the URL is used as a
Request URL or inside the representation of a resource (such as in “resourceURL” and “link” elements).

o If auser identifier (e.g. address, userld, etc) of type anyURI is in the form of an MSISDN, it MUST be defined as a
global number according to [RFC3966] (e.g. tel: +19585550100). The use of characters other than digits and the
leading “+” sign SHOULD be avoided in order to ensure uniqueness of the resource URL. This applies regardless of
whether the user identifier appears in a URL variable or in a parameter in the body of an HTTP message.

o Ifauser identifier (e.g. address, userld, etc) of type anyURI is in the form of a SIP URI, it MUST be defined
according to [RFC3261].

o Ifauser identifier (e.g. address, userld, etc) of type anyURI is in the form of an Anonymous Customer Reference
(ACR), it MUST be defined according to Appendix H.

0 The ACR ‘auth’ is a supported reserved keyword, and MUST NOT be assigned as an ACR to any
particular end user. See G.1.2 for details regarding the use of this reserved keyword.

e For requests and responses that have a body, the following applies: in the requests received, the server SHALL
support JSON and XML encoding of the parameters in the body. The Server SHALL return either JSON or XML
encoded parameters in the response body, according to the result of the content type negotiation as specified in
[REST_NetAPI_Common]. In notifications to the Client, the server SHALL use either XML or JSON encoding,
depending on which format the client has specified in the related subscription. The generation and handling of the
JSON representations SHALL follow the rules for JSON encoding in HTTP Requests/Responses as specified in
[REST_NetAPI_Common].

6.1 Resource: End User’s Application

The resource used is:
http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application

This resource is used for retrieving an already issued application-specific ACR and for creating an application-specific ACR.
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6.1.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path. Port and base path are OPTIONAL.
serverRoot ;

Example: example.com/exampleAPI
apiVersion Version of the API client wants to use. The value of this variable is defined in section 5.1
userld User identifier. Examples: tel:+19585550100, acr:auth

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.1.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Anonymous Customer Reference Management, see
section 7.

6.1.3 GET

This operation is used for retrieving an already issued application-specific ACR. List returned may contain more than one
ACR. For instance the list may contain a revoked ACR and an active ACR. It is assumed that the server knows how to
determine which ACRs belong to a given application and appropriately list them in the response, through methods which are
beyond the scope of this document (e.g. using the access token provided in the HTTP request header — see [Autho4API_10]).

As shown in the example below, GET operation enables a 3rd-party application the retrieval of an application-specific ACR
over the RESTful API. Please note that, to support certain use cases, it might also be possible for the service provider to push
an already created and valid ACR to the 3rd-party application, e.g. via HTTP header enrichment techniques (i.e. by injecting
additional HTTP header fields carrying an ACR into the user’s traffic). HTTP header enrichment with ACR is beyond the
scope of this document.

6.1.3.1 Example 1: Retrieve the issued ACR using “auth” keyword (Informative)
6.1.3.1.1 Request

GET /exampleAPI/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Host: example.com

Accept: application/xml

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fo03
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6.1.3.1.2 Response

HTTP/1.1 200 OK

Date: Thu, 04 Oct 2012 02:51:59 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<cr:acrlList xmlns:cr="urn:oma:xml:rest:netapi:acrmanagement:1">
<acr>
<value>acr:abc123;ncc=23415;type=Stat</value>
<acrStatus>Valid</acrStatus>

<resourceURL>http://example.com/exampleAPI/acrmanagement/ivl/acr%3Aauth
lapplication/acr%3Aabc123%3Bncc%3D23415%3Btype%3DStat</resource URL>
<facr>
<resourceURL>http://example.com/exampleAPl/acrmanagement/vl/acr%3Aauth/application</resourceURL>
<[cr:acrList>

6.1.3.2 Example 2: Retrieve the issued ACR using MSISDN (Informative)
6.1.3.2.1 Request

GET /exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application HTTP/1.1
Host; example.com
Accept: application/xml

6.1.3.2.2 Response

HTTP/1.1 200 OK

Date: Thu, 04 Oct 2012 02:51:59 GMT
Content-Type: application/xml
Content-Length: nnnn

<?xml version="1.0" encoding="UTF-8"?>
<cr:acrList xmins;cr="urn:oma:xml:rest:netapi:acrmanagement;1">
<acr>
<value>acr:abc123;ncc=23415;type=Dyna</value>
<acrStatus>Valid</acrStatus>
<expiry>2013-10-26T21:32:52Z</expiry>

<resourceURL>http://example.com/exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application/acr%3Aabc123%3Bncc%3D2
3415%3Btype%3DDyna</resourceURL>

<facr>

<resourceURL>ttp://example.com/exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application</resourceURL>
<[cr:acrList>

6.1.3.3 Example 3: Retrieve a non-existent ACR using MSISDN (Informative)
6.1.3.3.1 Request

GET /exampleAPl/acrmanagement/v1/tel%3A%2B4479901234567/application HTTP/1.1
Host: example.com
Accept: application/xml
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6.1.3.3.2 Response

HTTP/1.1 404 Not Found
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 04 Oct 2012 02:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<common;requestError xmins:common="urn;oma:xml:rest:netapi:common;1">
<serviceException>
<messageld>SVC1006</messageld>
<text>ACR not found</text>
</serviceException>
</common:requestError>

6.1.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
POST’ field in the response as per section 14.7 of [RFC2616].

6.1.5 POST

This operation is used for creating an ACR. The “expiry” value which may be provided by the OAuth access token in the
HTTP header (see [Autho4API1_10]) or the body of the POST, would determine the type of the ACR (Dynamic or Static)
requested.

Please note that, the inclusion of “expiry” value as part of the OAuth access token in order to ensure user’s authorization (as
shown in Example 1 below) would require the usage of “subscoping” technique as defined in [Autho4AP1_10]). Please also
note that, expiry value may also be present in the request body (as shown in example 1 below) as per aforementioned
“subscoping” technique however, as stated in section 5.2.2.2 the value of expiry value in the OAuth access token takes
precedence (if one is available).

6.1.5.1 Example 1: Create an ACR using “auth” keyword with expiry value included
in OAuth access token (Informative)

This example illustrates the case of creating an ACR using “auth” keyword, where expiry value “0001-01-01T00:00:00Z is
included in OAuth access token.

6.1.5.1.1 Request

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host: example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fa03

<?xml version="1.0" encoding="UTF-8"?>

<cr.acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement;1">
<expiry>0001-01-01T00:00:00Z</expiry>

<fcr:acr>
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6.1.5.1.2 Response

HTTP/1.1 201 Created

Location: http://example.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3D Stat
Content-Type: application/xml

Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<cr:acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement:1">
<value>acr:abc123;ncc=23415;type=Stat</value>
<acrStatus>Valid</acrStatus>
<resourceURL>http://example.com/exampleAPl/acrmanagement/vl/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%
3DStat</resourceURL>

<fcr:acr>
6.1.5.2 Example 2: Create an ACR using MSISDN (Informative)
6.1.5.2.1 Request

POST /exampleAPl/acrmanagement/v1/tel%3A%2B447990123456 7/application HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host; example.com

<?xml version="1.0" encoding="UTF-8"?>
<cr:acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement:1">
<expiry>2013-10-26T21:32:52Z</expiry>

<[cr:acr>
6.1.5.2.2 Response
HTTP/1.1 201 Created

Location: http://example.com/exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application/acr%3Aabc123%3B
ncc%3D23415%3Btype%3DDyna

Content-Type: application/xml

Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>

<cr.acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement;1">
<value>acr:abc123;ncc=23415;type=Dyna</value>
<acrStatus>Valid</acrStatus>
<expiry>2013-10-26T21:32:52Z</expiry>

<resourceURL>http://example.com/exampleAPl/acrmanagement/v1/tel%2B%3A4479901234567/application/acr%3Aabc123%3Bncc%3D23415%
3Btype%3DDyna</resourceURL>
<fcr:acr>
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6.1.5.3 Example 3: Create an ACR over mobile network authenticated connection,
response with a location of created resource (Informative)
6.1.5.3.1 Request

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host: example.com

<?xml version="1.0" encoding="UTF-8"?>
<cr.acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement;1">
<expiry>2013-10-26T21:32:52Z</expiry>

<[cr:acr>

6.1.5.3.2 Response
HTTP/1.1 201 Created

Location:

http://lexample.com/exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna
Content-Type: application/xml

Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>

<common;resourceReference xmins:common="urn:oma:xml:rest:netapi:common:1">
<resourceURL>http://example.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%
3DDyna</resourceURL>

</common:resourceReference>

6.1.5.4 Example 4: Create ACR over mobile network authenticated connection,
response with creation failure due to an existing expired ACR (Informative)

6.1.5.4.1 Request

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host: example.com

<?xml version="1.0" encoding="UTF-8"?>

<cr.acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement;1">
<expiry>2013-10-26T21:32:52Z</expiry>

<fcr:acr>
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6.1.5.4.2 Response

HTTP/1.1 403 Forbidden
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 04 Oct 2012 02:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<common;requestError xmins:common="urn;oma:xml:rest:netapi:common;1">
<policyException>
<messageld>POL1025</messageld>
<text>An expired ACR, %1, already exists which needs to be refreshed prior to usage</text>
<variables>ahc123;ncc=23415;type=Dyna</variables>
</policyException>
</common:requestError>

6.1.5.5 Example 5: Create an ACR over mobile network authenticated connection,
response with a copy of created resource (Informative)
6.1.5.5.1 Request

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host; example.com

<?xml version="1.0" encoding="UTF-8"?>
<cr.acr xmins:cr="urn;oma:xml:rest:netapi:acrmanagement;1">
<expiry>2013-10-26T21:32:52Z</expiry>

<[cr:acr>

6.1.5.5.2 Response
HTTP/1.1 201 Created

Location:

http://lexample.com/exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna
Content-Type: application/xml

Content-Length: nnnn

Date; Thu, 26 Oct 2012 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>

<cr.acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement;1">
<value>acr:abc123;ncc=23415;type=Dyna</value>
<acrStatus>Valid</acrStatus>
<expiry>2013-10-26T21:32:52Z</expiry>

<resourceURL>http://example.com/exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%

3DDyna</resourceURL>
<[cr:acr>

6.1.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET,
POST’ field in the response as per section 14.7 of [RFC2616].

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAP|_ACR-V1_0-20151201-C Page 27 (55)

6.2 Resource: Anonymous Customer Reference

The resource used is:
http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application/{ACR}

This resource is used for retrieving ACR data and for removing an ACR.
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6.2.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path. Port and base path are OPTIONAL.
serverRoot ;

Example: example.com/exampleAPI
apiVersion Version of the API client wants to use. The value of this variable is defined in section 5.1
userld User identifier. Examples: tel:+19585550100, acr:auth
ACR The string comprising the ACR, as per Appendix H

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.2.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Anonymous Customer Reference Management, see
section 7.

6.2.3 GET

This operation is used for retrieving ACR data.

6.2.3.1 Example 1: Retrieve ACR data (Informative)
6.2.3.1.1 Request

GET /exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna
HTTP/1.1

Accept: application/xml

Host; example.com

6.2.3.1.2 Response

HTTP/1.1 200 OK

Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<cr.acr xmins:cr="urn:oma:xml:rest:netapi:acrmanagement;1">

<value>acr:abc123;ncc=23415;type=Dyna</value>

<acrStatus>Valid</acrStatus>

<expiry>2013-10-26T21:32:52Z</expiry>
<resourceURL>http://example.com/exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application/acr%3Aabc123%3Bncc%3D2
3415%3Btype%3DDyna</resourceURL>
<[cr:acr>

6.2.4 PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
[GET, DELETE]’ field in the response as per section 14.7 of [RFC2616].
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6.2.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
[GET, DELETE]’ field in the response as per section 14.7 of [RFC2616].

6.2.6 DELETE

This operation is used for removing an ACR.

6.2.6.1 Example 1: Remove an ACR (Informative)
6.2.6.1.1 Request

DELETE /exampleAPl/acrmanagement/vl/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DStat HTTP/1.1

Host; example.com
Accept: application/xml

6.2.6.1.2 Response

HTTP/1.1 204 No Content
Date: Thu, 26 Oct 2012 21:32:52 GMT

6.3 Resource: ACR Status

The resource used is:
http://{serverRoot}/acrmanagement/{apiVersion}/{userld}/application/{ACR}/status

This resource is used for retrieving and refreshing the status of an ACR.

6.3.1 Request URL variables

The following request URL variables are common for all HTTP commands:

Name Description

Server base url: hostname+port+base path. Port and base path are OPTIONAL.
serverRoot ;

Example: example.com/exampleAPI
apiVersion Version of the API client wants to use. The value of this variable is defined in section 5.1
userld User identifier. Examples: tel:+19585550100, acr:auth
ACR The string comprising the ACR, as per Appendix H

See section 6 for a statement on the escaping of reserved characters in URL variables.

6.3.2 Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].

For Policy Exception and Service Exception fault codes applicable to Anonymous Customer Reference Management, see
section 7.

6.3.3 GET

This operation is used for retrieving the status of an ACR.
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6.3.3.1 Example 1: Read the Status of an ACR using “auth” keyword (Informative)
6.3.3.1.1 Request

GET /exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%Btype%3DStat/status HTTP/1.1
Accept: application/xml

Host: example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢f903

6.3.3.1.2 Response

HTTP/1.1 200 OK

Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<cr:status xmins:cr="urn:oma:xml:rest:netapi:acrmanagement:1">

<acrStatus>Valid</acrStatus>
<resourceURL>http://example.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%
3DDynal/status</resourceURL>
</cr:status>

6.3.3.2 Example 2: Read the Status of a non-existent ACR using “auth” keyword
(Informative)

6.3.3.2.1 Request

GET /exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%Btype%3DStat/status HTTP/1.1
Accept: application/xml

Host; example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢f903

6.3.3.2.2 Response

HTTP/1.1 404 Not Found
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 04 Oct 2012 02:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<common;requestError xmins:common="urn;oma:xml:rest:netapi:common;1">
<serviceException>
<messageld>SVC1006</messageld>
<text>ACR not found</text>
</serviceException>
</common:requestError>

6.3.4 PUT

This operation is used for refreshing an expired ACR.
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6.3.4.1 Example 1: Refresh an expired ACR by using “auth” keyword (Informative)
6.34.1.1 Request

PUT /exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna/status HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host; example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fa03

<?xml version="1.0" encoding="UTF-8"?>
<cr:status xmins:cr="urn;oma:xml:rest:netapi:acrmanagement:1">
<acrStatus>Valid</acrStatus>

<resourceURL>http://example.com/exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%
3DDyna/status</resourceURL>
<[cr:status>

6.3.4.1.2 Response

HTTP/1.1 200 OK

Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

<?xml version="1.0" encoding="UTF-8"?>
<cr:status xmins:cr="urn:oma:xml:rest:netapi:acrmanagement:1">

<acrStatus>Valid</acrStatus>

<resourceURL>http://example.com/exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%
3DDyna/status</resourceURL>

<[cr:status>
6.3.4.2 Example 2: Refreshing a revoked ACR is rejected (Informative)
6.3.4.2.1 Request

PUT /exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna/status HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host: example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fa03

<?xml version="1.0" encoding="UTF-8"?>
<cr:status xmins:cr="urn;oma:xml:rest:netapi:acrmanagement:1">
<acrStatus>Valid</acrStatus>

<resourceURL>http://example.com/exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%
3DDynal/status</resourceURL>
<[cr:status>
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6.3.4.2.2 Response

HTTP/1.1 403 Forbidden
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 04 Oct 2012 02:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>
<common;requestError xmins:common="urn;oma:xml:rest:netapi:common;1">
<policyException>
<messageld>POL1027</messageld>
<text>ACR, %1, is revoked. A new ACR is required to be created</text>
<variables>ahc123;ncc=23415;type=Dyna</variables>
</policyException>
</common:requestError>

6.3.5 POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
[GET, PUTY’ field in the response as per section 14.7 of [RFC2616].

6.3.6 DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow:
[GET, PUTY’ field in the response as per section 14.7 of [RFC2616].
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7. Fault definitions

7.1 Service Exceptions

For common Service Exceptions refer to [REST_NetAPI_Common].

The following additional Service Exception codes are defined for the RESTful Anonymous Customer Reference
Management API.

7.1.1 SVC1005: ACR creation failed. Unknown userld

Name Description

MessagelD SVC1005

Text ACR creation operation failed. Unknown userld
Variables None

HTTP status code(s) | 403 Forbidden

7.1.2 SVC1006: ACR not found

Name Description
MessagelD SVC1006
Text ACR not found
Variables None

HTTP status code(s) | 404 Not Found

7.2 Policy Exceptions

For common Policy Exceptions refer to [REST_NetAPI_Common].

The following additional Policy Exception codes are defined for the RESTful Anonymous Customer Reference Management
API.

7.2.1 POL1024:. ACR creation failed. An active ACR already exists

Name Description

MessagelD POL1024

Text An active ACR, %1, already exists
Variables %1 — ACR value

HTTP status code(s) | 403 Forbidden
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7.2.2 POL1025: ACR creation failed. An expired ACR already exists
Name Description

MessagelD POL1025

Text An expired ACR, %1, already exists which needs to be refreshed prior to usage
Variables %1 — ACR value

HTTP status code(s)

403 Forbidden

7.2.3 POL1026: Creation of Static ACR is not supported
Name Description

MessagelD POL1026

Text Creation of Static ACR is not supported

Variables None

HTTP status code(s)

403 Forbidden

7.2.4 POL1027: Revoked ACR can no longer be used or refreshed
Name Description

MessagelD POL1027

Text ACR, %1, is revoked. A new ACR is required to be created.

Variables %1 — ACR value

HTTP status code(s)

403 Forbidden

7.2.5 POL1028: Expired ACR may not be used unless refreshed
Name Description

MessagelD POL1028

Text ACR, %1, is expired. It is required to be refreshed before it is used.
Variables %1 — ACR value

HTTP status code(s)

403 Forbidden
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Appendix B.

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for REST.ACRMgnt Server

Static Conformance Requirements

(Normative)

Item Function Reference Requirement
REST-ACRMGNT-SUPPORT- | Support for the RESTful 56
S-001-M Anonymous Customer Reference
Management API
REST-ACRMGNT-SUPPORT- | Support for the XML request & 6
S-002-M response format
REST-ACRMGNT-SUPPORT- | Support for the JSON request & 6

S-003-M

response format

B.1.1 SCR for REST. ACRMgt.UsersApp Server
Item Function Reference Requirement
REST- ACRMGNT- Support for creation of an ACR and | 6.1
USERSAPP-S-001-M retrieval of an issued ACR
REST- ACRMGNT- Retrieve the issued ACR - GET 6.1.3
USERSAPP-S-002-M
REST- ACRMGNT- Create an ACR - POST (XML or 6.1.5
USERSAPP-S-003-M JSON)
B.1.2 SCR for REST. ACRMgt.ACR Server
Item Function Reference Requirement
REST- ACRMGNT-ACR-S- Support for removal of an ACR and | 6.2
001-M retrieval of ACR data
REST- ACRMGNT-ACR-S- Retrieve ACR data - GET 6.2.3
002-M
REST- ACRMGNT-ACR-S- Remove an ACR - DELETE 6.2.5

003-M

B.1.3 SCR for REST. ACRMgt.ACR.Status Server

Item Function Reference Requirement
REST- ACRMGNT- Support for refreshing expired 6.3
ACRSTATUS-S-001-M ACRs and reading the status of an

ACR

REST- ACRMGNT- Read the status of an ACR — GET 6.3.3
ACRSTATUS-S-002-M
REST- ACRMGNT- Refresh an expired ACR — PUT 6.3.4

ACRSTATUS-S-003-M
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Appendix C.  Application/x-www-form-urlencoded Request Format for
POST Operations (Normative)

This specification does not define any API request based on application/x-www-form-urlencoded MIME type.
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Appendix D.  JSON examples (Informative)

JSON (JavaScript Object Notation) is a light-weight, text-based, language-independent data interchange format. It provides a
simple means to represent basic name-value pairs, arrays and objects. JSON is relatively trivial to parse and evaluate using
standard JavaScript libraries, and hence is suited for REST invocations from browsers or other processors with JavaScript
engines. Further information on JSON can be found at [RFC7159].

The following examples show the request and response for various operations using the JSON data format. The examples
follow the XML to JSON serialization rules in [REST_NetAPI_Common]. A JSON response can be obtained by using the
content type negotiation mechanism specified in [REST_NetAPI_Common].

For full details on the operations themselves please refer to the section number indicated.

D.1 Retrieve theissued ACR using “auth” keyword (section
6.1.3.1)

Request:

GET /exampleAPI/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Host; example.com

Accept: application/json

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fa03

Response:

HTTP/1.1 200 OK

Date: Thu, 04 Oct 2012 02:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"acrList"; {
"acr": {
“acrStatus": "Valid",
“resourceURL": "http://example.com/exampleAPI/acrmanagement/v1/acr%3Aauth
lapplication/acr%3Aabc123%3Bncc%3D23415%3Btype%3DStat",
"value"; "acr:abc123;ncc=23415;type=Stat"
}

b

resourceURL": "http://example.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application”

D.2 Retrieve the issued ACR using MSISDN (section 6.1.3.2)

Request:

GET /exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application HTTP/1.1
Host; example.com
Accept: application/json
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Response:

HTTP/1.1 200 OK

Date: Thu, 04 Oct 2012 02:51:59 GMT
Content-Type: application/json
Content-Length: nnnn

{"acrList": {
"acr"; {
"acrStatus"; "Valid",
"expiry"; "2013-10-26T721:32:52Z",
"resourceURL":

"http://lexample.com/exampleAPl/acrmanagement/v1/tel%3A%2B4479901234567/application/acr%3Aabc123%3Bncc%3D23415%3Btype

%3DDyna",
"value"; "acr:abc123;ncc=23415;type=Dyna"
}

b

resourceURL": "http://example.com/exampleAPl/acrmanagement/v1/tel%3A%2B4479901234567/application"

D.3 Retrieve a non-existent ACR using MSISDN (section 6.1.3.3)

Request:

GET /exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application HTTP/1.1

Host: example.com
Accept: application/xml

Response:

HTTP/1.1 404 Not Found
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 04 Oct 2012 02:51:59 GMT

{"requestError": {"serviceException": {
"messageld"; "SVC1006",
“text": "ACR not found"

H
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D.4 Create an ACR using “auth” keyword with expiry value
included in OAuth access token (section 6.1.5.1)

Request:

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/json

Content-Length: nnnn

Content-Type: application/json

Host; example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fa03

{"acr": {"expiry": "0001-01-01T00:00:00Z"}}
Response:

HTTP/1.1 201 Created

Location; http://example.com/exampleAPl/acrmanagement/vl/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3D Stat
Content-Type: application/json

Content-Length: nnnn

Date; Thu, 26 Oct 2012 21:32:52 GMT

{"acr": {
"acrStatus"; "Valid",
"resourceURL":
"http://lexample.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DStat",
"value"; "acr:abc123;ncc=23415;type=Stat"

b

D.5 Create an ACR using MSISDN (section 6.1.5.2)

Request:

POST /exampleAPl/acrmanagement/v1/tel%3A%2B4479901234567/application HTTP/1.1
Accept: application/json

Content-Length: nnnn

Content-Type: application/json

Host: example.com

{"acr": {"expiry": "2013-10-26T21:32:522"}}
Response:

HTTP/1.1 201 Created

Location:
http://lexample.com/exampleAPI/acrmanagement/v1/tel%2B%3A4479901234567/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyn
a

Content-Type: application/json

Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

{"acr":
"acrStatus"; "Valid",
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"expiry": "2013-10-26T21:32:52Z",

“resourceURL":
“http://lexample.com/exampleAPl/acrmanagement/v1/tel%2B%3A4479901234567/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyn
a’,

"value": "acr:abc123;ncc=23415;type=Dyna"

i

D.6 Create an ACR over mobile network authenticated
connection, response with a location of created resource
(section 6.1.5.3)

Request:

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/json

Content-Length: nnnn

Content-Type: application/json

Host; example.com

{"acr": {"expiry": "2013-10-26721:32:527"}}
Response:

HTTP/1.1 201 Created

Location:
http://lexample.com/exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna
Content-Type: application/json

Content-Length: nnnn

Date; Thu, 26 Oct 2012 21:32:52 GMT

{"resourceReference"; {"resourceURL":
"http://lexample.com/exampleAPl/acrmanagement/v1/acr¥%3Aauth/application/acr¥%3Aabc123%3Bncc%3D23415%3Btype%3DDyna'"}}

D.7 Create ACR over mobile network authenticated connection,
response with creation failure due to an existing expired
ACR (section 6.1.5.4)

Request:

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host; example.com

{"acr": {"expiry": "2013-10-26721:32:527"}}
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Response:

HTTP/1.1 403 Forbidden
Content-Type: application/xml
Content-Length: nnnn

Date; Thu, 04 Oct 2012 02:51:59 GMT

{"requestError": {"policyException": {
"messageld”; "POL1025",
“text"; "An expired ACR, %1, already exists which needs to be refreshed prior to usage”,
“variables": "abc123;ncc=23415;type=Dyna"

H

D.8 Create an ACR over mobile network authenticated
connection, response with a copy of created resource
(section 6.1.5.5)

Request:

POST /exampleAPl/acrmanagement/v1/acr%3Aauth/application HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host: example.com

{"acr": {"expiry": "2013-10-26T21:32:522"}}
Response:

HTTP/1.1 201 Created

Location:
http://lexample.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna
Content-Type: application/xml

Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

{"acr":
“acrStatus": "Valid",
"expiry"; "2013-10-26T721:32:52Z",
“resourceURL":
"http://lexample.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna”,
“value": "acr:abc123;ncc=23415;type=Dyna"

b

D.9 Retrieve ACR data (section 6.2.3.1)

Request:

GET /exampleAPI/acrmanagement/v1/tel%3A%2B4479901234567/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna
HTTP/1.1

Accept: application/json

Host: example.com
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Response:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

{"acr":

"acrStatus": "Valid",

"expiry": "2013-10-26T21:32:52Z",

"resourceURL":
“http://lexample.com/exampleAPl/acrmanagement/v1/tel%3A%2B4479901234567/application/acr%3Aabc123%3Bncc%3D23415%3Btyp
e%3DDyna",

"value"; "acr:abc123;ncc=23415;type=Dyna"

i

D.10 Remove an ACR (section 6.2.6.1)

Request:

DELETE /exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DStat HTTP/1.1
Host; example.com
Accept: application/json

Response:

HTTP/1.1 204 No Content
Date: Thu, 26 Oct 2012 21:32:52 GMT

D.11 Read the Status of an ACR using “auth” keyword (section
6.3.3.1)

Request:

GET /exampleAPI/acrmanagement/vl/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%Btype%3DStat/status HTTP/1.1
Accept: application/json

Host: example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fo03

Response:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

{"status": {

"acrStatus": "Valid",

“resourceURL":
“http://lexample.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna/status”

b
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D.12 Read the Status of a non-existent ACR using “auth”
keyword (section 6.3.3.2)

Request:

GET /exampleAPI/acrmanagement/vl/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%Btype%3DStat/status HTTP/1.1
Accept: application/xml

Host: example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fo03

Response:

HTTP/1.1 404 Not Found
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 04 Oct 2012 02:51:59 GMT

{"requestError": {"serviceException": {
"messageld"; "SVC1006",
“text": "ACR not found"

M

D.13 Refresh an expired ACR by using “auth” keyword (section
6.3.4.1)

Request:

PUT /exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna/status HTTP/1.1
Accept: application/json

Content-Length: nnnn

Content-Type: application/json

Host; example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢f903

{"status": {

"acrStatus"; "Valid",

“resourceURL":
"http://lexample.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDynalstatus”

B
Response:

HTTP/1.1 200 OK

Content-Type: application/json
Content-Length: nnnn

Date: Thu, 26 Oct 2012 21:32:52 GMT

{"status": {

"acrStatus"; "Valid",

"resourceURL":
"http://lexample.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr¥%3Aabc123%3Bncc%3D23415%3Btype%3DDynalstatus

b
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D.14 Refreshing arevoked ACR is rejected (section 6.3.4.2)

Request:

PUT /exampleAPI/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDyna/status HTTP/1.1
Accept: application/xml

Content-Length: nnnn

Content-Type: application/xml

Host: example.com

Authorization: BEARER 08776724-6d0d-4aa6-a404-2bc19b5¢fa03

{"status"; {

"acrStatus": "Valid",

“resourceURL":
“http://lexample.com/exampleAPl/acrmanagement/v1/acr%3Aauth/application/acr%3Aabc123%3Bncc%3D23415%3Btype%3DDynalstatus”

b

Response:

HTTP/1.1 403 Forbidden
Content-Type: application/xml
Content-Length: nnnn

Date; Thu, 04 Oct 2012 02:51:59 GMT

{"requestError"; {"policyException": {
"messageld”; "POL1027",
“text": "ACR, %1, is revoked. A new ACR is required to be created",
“variables": "abc123;ncc=23415;type=Dyna"

H
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Appendix E.  Operations mapping to a pre-existing baseline
specification (Informative)

As this specification does not have a baseline specification, this appendix is empty.
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Appendix F.  Light-weight resources (Informative)

As this version of the specification does not define any light-weight resources, this appendix is empty.
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Appendix G.  Authorization aspects (Normative)

This appendix specifies how to use the RESTful Anonymous Customer Reference Management API in combination with
some authorization frameworks.

G.1 Use with OMA Authorization Framework for Network APIs

The RESTful Anonymous Customer Reference Management APl MAY support the authorization framework defined in
[Autho4API1_10].

A RESTful Anonymous Customer Reference Management API supporting [Autho4API_10]:

e SHALL conform to section D.1 of [REST_NetAPI_Common];
e SHALL conform to this section G.1.

G.1.1 Scopevalues
G.1.1.1 Definitions

In compliance with [Autho4API_10], an authorization server serving clients requests for getting authorized access to the
resources exposed by the RESTful Anonymous Customer Reference Management API:

e SHALL support the scope values defined in the table below;

e MAY support scope values not defined in this specification.

Scope value Description For one-time
access token

oma_rest_acrm.all_{apiVersion} Provide access to all defined No
operations on the resources in this
version of the API. The {apiVersion}
part of this identifier SHALL have the
same value as the “apiVersion” URL
variable which is defined in section
5.1. This scope value is the union of
the other scope values listed in next
rows of this table.

Table 1: Scope values for RESTful Anonymous Customer Reference Management API

G.1.1.2 Downscoping

This version of the specification does not define any scope values to be used for downscoping purposes by the server and/or
the resource owner.

G.1.1.3 Mapping with resources and methods

Tables in this section specify how the scope values defined in section G.1.1.1for the RESTful Anonymous Customer
Reference Management API map to the REST resources and methods of this API. In these tables, the root “oma_rest_acrm.”
of scope values is omitted for readability reasons.
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URL .
Resource Base URL: rse?((:et—lon TP verbs

http://{serverRoot}/acrmanagement/{apiV rence

, all_{apiVersion} all_{apiVersi
End User’s L - -
Application /application 6.1 n/a on} n/a
Anonymous all_{apiVersion} aII_{zp:;/er&
Customer /application/{ACR} 6.2 n/a n/a
Reference
o all_{apiVersion} | all_{apiVersi

ACR Status /application/{ACR}/status 6.3 on} n/a n/a

Table 2: Required scope values for: Management of Anonymous Customer Reference
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G.1.2 Use of ‘acr:auth’
This section specifies the use of ‘acr:auth’ in place of an end user identifier in a resource URL path.

An “acr’ URI of the form ‘acr:auth’, where ‘auth’ is a reserved keyword MAY be used to avoid exposing a real end user
identifier in the resource URL path.

A client MAY use ‘acr:auth’ in a resource URL in place of the{userld} resource URL variable in the resource URL path,
when the RESTful Anonymous Customer Reference Management API is used in combination with [Autho4AP1_10].

In the case the RESTful Anonymous Customer Reference Management API supports [Autho4AP1_10], the server:

— SHALL accept ‘acr:auth’ as a valid value for the resource URL variable {userld}.

— SHALL conform to [REST_NetAPI_Common] section 5.8.1.1 regarding the processing of ‘acr:auth’
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Appendix H.  Definition of the acr: URI scheme (Normative)

This appendix is built on top of [RFC3966] and it specifies the URI (Uniform Resource Identifier) scheme "acr". This URI
scheme is intended to be used in places where URIs following the "tel" or “sip” scheme are normally used, but without
disclosing the true identity of a reference or a user. The "acr" URI describes an anonymous reference that can be mapped to a
resource or a user or a group of resources or users. There are multiple situations where the true identity of a user or a resource
cannot be disclosed. The "acr" URI is an identifier ("name") only; it does not describe the steps necessary to reach the user or
the device. However it can contain a parameter indication what body or organization could resolve it. It is intended for
privacy protection, where a user trusts a translating party that can route or forward the request or message to the actual user or
resource.

Informational note: This appendix is derived from the original proposal of the ACR concept [IETF_ACR_draft] in the IETF.
As it is closely related to the OMA RESTful Network APIs, this work was not pursued to completion in the IETF, but was
transferred to and finalized in the Open Mobile Alliance.

H.1 “acr” URI syntax

An “acr” URI conforms to the general URI syntax as defined in [RFC3986]. An “acr” URI is identified by the scheme “acr”.
The “authority”, “query” and “fragment” components defined by [RFC3986] are empty. The scheme part “acr” is separated
from the rest of the URI by a colon “:” character as defined by [RFC3986]. The “:” character is only significant as a
separating character at the leftmost position. The “path” component according to [RFC3986] consists only of a single
segment; an anonymous-customer-identifier and optional parameters. This means that an “acr” URI is not a hierarchical URI,
i.e. URI parsers SHALL treat the “path” as an opaque string. The parameters are separated from the identifier and from each
other by the reserved character “;”, and a parameter name is separated from its value by the reserved character “=", as
indicated to be common practice for segments by [RFC3986]. These two charactersMUST be percent encoded if they appear
in "acr" URI parameter values. The parts “query” and “fragment” according to [RFC3986] are not used in the “acr” URI
scheme. Still, the two characters “?” and “#” which delimit these parts are reserved according to [RFC3986] and MUST
therefore be percent encoded if they appear in "acr" URI parameter values.

The “acr” URI is defined using ABNF (Augmented Backus-Naur Form) as described in [RFC5234] and uses elements from
the core definitions (appendix B of [RFC5234]).

Note: This specification uses the definition of the ABNF syntax in [RFC5234], whereas [RFC3986] references an earlier
version [RFC2234]. The elements relevant for this specification are however identical in both versions.

The acr URI has the following syntax:

acr-uri = "acr:" anonymous-customer-identifier *par
anonymous-customer-identifier = 1* paramchar

par = parameter / network-code / acr-type / domainname
network-code = ";ncc=" l1*paramchar

acr-type = ";type=" 1*( "DYNA"™ / "STAT" )

domainname = ";domain=" *( domainlabel "."" ) toplabel [ "." ]
domainlabel = ALPHA / ALPHA *( alphanum / "-" ) alphanum
toplabel = ALPHA / ALPHA *( alphanum / - ) alphanum
parameter = ";" pname [ "=" pvalue ]

pname = 1*( alphanum / -/ " "™ / ".")

pvalue = l1*paramchar

paramchar = param-unreserved / unreserved / pct-encoded

param-unreserved B VAR LV AR AR A A A A A RV A R A 4
R YL S
ALPHA / DIGIT

alphanum

The following elements used in the rules above are imported from other specifications as listed below.

ALPHA as defined by [RFC5234] and referenced by [RFC3986]("A"-"Z", "a"-"z"")
DIGIT as defined by [RFC5234] and referenced by [RFC3986]( "'0"-""9"")

HEXDIG as defined by [RFC5234] and referenced by [RFC3986](hexadecimal digits)
pct-encoded as defined by [RFC3986] (%" HEXDIG HEXDIG)

© 2015 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-REST_NetAP|_ACR-V1_0-20151201-C Page 53 (55)

unreserved as defined by [RFC3986] (ALPHA / DIGIT / ="/ "."" / " " [/ "~")

The anonymous-customer-identifier can be created from some suitable user or customer data such as phone number, and
validation date. In order to provide anonymization, this data MUST not be included unchanged within the ACR. Rather it
MUST be encrypted, hashed, represented by a look-up reference or otherwise obfuscated. The issuing provider is responsible
for dereferencing the ACR to the user or resource. It may be necessary to convert the value of the anonymous-customer-
identifier that results from the above-mentioned creation process into a format that is compatible with the allowed character
set defined in the ABNF above, e.g. by using the “base64url” encoding [RFC4648].

If it is necessary to know who issued the anonymous-customer-identifier, the network code (ncc) or domain name MUST be
included, for cross-operator identification and to ensure it is known which entity can deference the ACR. The "network code"
(ncc) for public mobile land networks is a concatenation of "mobile country code™ (MCC) and "mobile network code"
(MNC) as defined in [ITU-T E.212]. An example ncc of “23415” consists of the concatenation of MCC="234" and
MNC="15". The current version of this specification makes no assumption about the structure of the “ncc” parameter for
networks other than public mobile land networks.

The “acr-type” indicates if the ACR is a static type or a dynamic type. An ACR of static type uniquely maps a persistent
customer identifier (such as an MSISDN number) to an anonymous-customer-identifier value without expiry time, whereas
an ACR of dynamic type allows reuse of the anonymous-customer-identifier value after a time period defined by service
provider policies.

Additional parameters can be defined as extensions.

The anonymous-customer-identifier value “auth” MUST NOT be assigned as an ACR to a particular user. It is reserved for
use cases that determine the identity of the user by side information, such as an authorization token or particular network-
based identification mechanisms, as specified in [REST_NetAPI_Common].

H.2 Examples (Informative)

acr:0123456890123456789ABC
This URI points to a user. It is for network internal use only since the network code is not provided.

acr:0123456890123456789ABC;ncc=12345
This URI points to a user belonging to the network with MCC="123" and MNC="45".

acr:0123456890123456789ABC;ncc=23415;type=DYNA

This temporal URI points to a user or group of users and can be resolved by the particular mobile network with
MCC="234" and MNC="15".

acr:0123456890123456789ABC;ncc=123654

This URI points to a group of users belonging to the network with MCC="123" and MNC="654". Note that the
fact that more than one user is represented is not intrinsic to the ACR but only known to the issuing network.

acr:0123456890123456789ABC;domain=example.com
This URI points to a user belonging in domain “example.com"

H.3 Rationale (Informative)

H.3.1  Privacy policies

Existing privacy policies and legislation restrict the sharing of certain user identifiers, such as the MSISDN, since it may be
used to breach a user's privacy (unauthorized location look-up, cold calling, SMS Spam etc.). An ACR prevents such
identifiers from being circulated.
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H.3.2 Cookie support

Cookie support is inconsistent across mobile devices. An ACR can help identify a returning mobile user to a Website, and
hence facilitate the provisioning of a personalized service based on previous preferences and activity.

H.3.3  Sharing identity

Mobile, broadband and other access networks do not typically share a user identifier. The ACR is not bound to a particular
access network and can hence be used to provision user identifiers between networks.

H.3.4 Relation to SIP

The ACR can help the implementation of SIP privacy considerations, as detailed in [RFC3323], ‘A Privacy Mechanism for
the Session Initiation Protocol’. Specifically the ACR can be used as the value for the ‘anonymous from’ header field (see
[RFC3323] section 4.1), and is consistent with the recommendation to remove Subject, Call-info, Organization, User Agent,
Reply-To, In-Reply-To in [RFC3323] section 4.3.

H.4 Security Considerations

Since the ACR is used to protect the identity of a user or a device the forwarding party must not disclose information that
would or can be used to reveal the identity of the user. However the network code or domain name will reveal some
information of the user’s affiliation or service provider.

The security considerations parallel those for the "tel" URI [RFC3966].

Web clients and similar tools MUST NOT use the "acr" URI to place telephone calls or send messages without the explicit
consent of the user of that client. Placing calls or sending messages automatically without appropriate user confirmation may
incur a number of risks, such as those described below:

e  Calls or messages may incur costs.
e The URI may be used to place malicious or annoying calls.
e A call will take the user's phone line off-hook, thus preventing its use.

e A call may reveal the user's possibly unlisted phone number to the remote host in the caller identification data and
may allow the attacker to correlate the user's phone number with other information, such as an e-mail or IP address.

This is particularly important for "acr" URIs embedded in HTML links, as a malicious party may hide the true nature of the
URI in the link text, as in

<a href="acr:123456">Find free information here</a>
<a href="acr:123456">Call Foobar organization for help</a>

"acr" URIs may still reveal private information if the mapping from a user identity to an anonymous-customer-identifier is
designed poorly. It is advised to ensure that the anonymous-customer-identifier is sufficiently random, e.g. by applying a
hashing step.

It needs to be noted that hashing is prone to accelerated brute force attacks e.g. using rainbow tables; in particular if the space
of clear text is small, as this may be the case if phone numbers are hashed directly. Countermeasures such as salting need to
be considered. In addition, the use of a hash function that is strong enough (i.e. produces a sufficient number of bits) is
necessary to prevent such attacks from being successful in practice.
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H.5 1ANA registration template

URI scheme name.
acr

Status.
provisional

URI scheme syntax.
See Appendix H.1 in [1].

URI scheme semantics.

The "acr'™ URI describes an anonymous reference that can be mapped to a resource or a
user or a group of resources or users, and that may include information which hints
to an authority that can perform such mapping.

Encoding considerations.
The syntax definition above contains a complete enumeration of allowed characters,
and contains provisions for percent-encoding of unsafe characters.

Applications/protocols that use this URI scheme name.
This URI scheme has been defined in [1] for use with a number of OMA RESTful Network
APls (of which [2] is an example).

Interoperability considerations.
This URI scheme has been defined for use with the OMA RESTful Network APIs.
Multibyte character sets are not supported.

Security considerations.
See Appendix H.4 in [1].

Contact.
Uwe [dot] Rauschenbach [at] nsn [dot] com

Author/Change controller.
OMNA — Open Mobile Naming Authority of the Open Mobile Alliance
OMA-OMNA [at] mail [dot] openmobilealliance [dot] org
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