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1. Scope

Open Mobile Alliance (OMA) specifications are thesult of continuous work to define industry-widéeioperable
mechanisms for developing applications and sentitatsare deployed over wireless communication aeksv

The scope of OMA Secure Content Exchange (SCHEB) énihance the OMA Digital Rights Management v2.MAODRM
v2.1) specifications to enable the secure exchah@®RM Content among multiple devices. These enbarents include the
following:

* New capabilities that enable flexible sharing ofglased content in ways that were not possiblegu3omains as
defined in OMA DRM v2.1. These new features incl@py and Move of Rights between Devices, Lendimd) a
sharing in an ad hoc manner.

¢ Extension of the OMA DRM v2.1 Domain concept to theer Domain concept, which allows different Riglstsuers
to generate Rights Objects for the same User Damain

¢ The definition of the Import function allows contgmotected by non-OMA DRM mechanisms to be congsuime
SCE Devices. Together with the Export function froMlA DRM v2.1, the Import function allows OMA SCE
Devices to securely exchange content with non-OM&vDdevices.

e Enhancements to the OMA DRM specifications to emabhsumption of DRM Content contained in an MPEG-2
Transport Stream across a wide variety of user d@svi
This document extends the OMA DRM v2.1 Rights Espien Language (REL) [DRM-REL-v2.1] for SCE specifi
purposes. New permissions, such as <move> and saitave>, and new constraints, such as <userDonaaici>
<proximity> are specified in this document. Normattext from the OMA DRM v2.1 REL document SHALL@pto SCE.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_REL-V1_0-20110705-A Page 5 (24)
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Ad Hoc Domain
Ad Hoc Sharing

Composite Object

Constraint
Content

Device

Device Rights Object

Domain
Domain Authority

Domain Enfor cement
Agent

Domain Policy

Domain Rights Object

DRM Agent
DRM Content
DRM Time
Lending

M edia Object
Permission
Rights

Rights I ssuer
Rights Object

A group of Devices that engage in Ad Hoc Sharirgg th governed by a Domain Policy.

Sharing that is intended to allow a source Dewvicghtare specified Rights with a recipient Device in
spontaneous, unplanned situations (e.g. sharing@with a new group of friends at a party or phaya
video on a hotel room TV while travelling).

A Media Object that contains one or more Media ©isjey means of inclusion e.g. DRM messages, zip
files.

A restriction on the Permission over DRM Content.
One or more Media Objects.

A Device is the entity (hardware/software or conalbion thereof) within a user equipment that
implements a DRM Agent. The Device is also confartia the OMA DRM specifications. The Device
may include a smart card module (e.g. a SIM) (DRRIOY.

A Rights Object that is initially targeted to a sifie entity. Subsequently, the Rights Object may b
allowed to be targeted to other entities to be eoresd, serially or in parallel, independently of
membership in a Domain or User Domain.

A set of v2.x and/or SCE DRM Agents that can consiomain Rights Objects.
The entity to specify the Domain Policy for a UBemain or an Ad Hoc Domain.

The entity to enforce the Domain Policy on beh&the Domain Authority. It may reside in the netwo
as a service or in a User’s device.

A collection of attributes which defines the poliggtermining characteristics of the membership d&er
Domain or Ad Hoc Domain, as set by the Domain Atitiighat the Domain Enforcement Agent will
enforce.

A Rights Object that is targeted to a specific VRomain. The Rights Object can be consumed
independently by each v2.x or SCE DRM Agent that isember of the Domain.

The entity in the Device that manages PermissionMedia Objects on the Device.
Media Objects that are consumed according to af§@ermissions in a Rights Object.
A secure, non-user changeable time source. The DM is measured in the UTC time scale.

Sharing such that the Shared Rights cannot bears#te source Device as long as the recipient [esic
able to render the shared Content associated mgtShared Rights

A digital work e.g. a ringing tone, a screen sametava game or a Composite Object.
Actual usage or activities allowed (by the Rigtssuler) over DRM Content.

The collection of permissions and constraints diefjrunder which circumstances access is granted to
DRM Content.

An entity that issues Rights Objects to OMA DRM @wmant Devices.

A collection of Permissions, Constraints, and otitibutes which define under what circumstances
access is granted to, and what usages are definddRM Content. All OMA DRM Conformant Devices
must adhere to the Rights Object associated witMFntent.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Shared Rights Rights that can be consumed on multiple Devicegrevkthe allowed distribution and consumption of the
Rights among the Devices are specified by permissio the Rights themselves or in the Domain Policy
of the Domain for which the Rights were obtained.

Sharing The act of providing Shared Rights from a sourcei€®eto a recipient Device, such that the recipient
Device is able to render the shared content agedcwith the Shared Rights.

User The human user of a Device. The User does not sadlysown the Device (DRM V2.0).

User Domain A set of v2.x and/or SCE DRM Agents that can consluser Domain Rights Objects.

User Domain Rights A Rights Object that is targeted to a specific U3emain. Besides requiring membership in the User

Object Domain, consumption may require being targetecht8@E DRM Agent.

3.3 Abbreviations

AES Advanced Encryption Standard
CEK Content Encryption Key

DCF DRM Content Format

DEA Domain Enforcement Agent

DER Distinguished Encoding Rules
DRM Digital Rights Management

DTD Document Type Definition

IMSI International Mobile Subscriber Identity
LRM Local Rights Manager

MIME Multipurpose Internet Mail Extensions
OMA Open Mobile Alliance

OMNA Open Mobile Naming Authority
ODRL Open Digital Rights Language
REL Rights Expression Language
REK Rights Object Encryption Key

RI Rights Issuer

RO Rights Object

ROAP Rights Object Acquisition Protocol
SCE Secure Content Exchange

SHA-1 Secure Hash Algorithm

SIM Subscriber Identity Module

SMS Short Message Service

uiD Unique Identifier

URI Uniform Resource Identifier

URL Uniform Resource Locator

WAP Wireless Application Protocol
WIM Wireless Identity Module

XML Extensible Markup Language

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

Secure Content Exchange extends the mechanismsb@éesin Digital Rights Management 2.1 to incretiseflexibility of
DRM Content usage. Some of these extensions alieviniport of non-OMA DRM Content, the exchange &ND Content
among Devices and the implementation of a centraladn management function. Rights are used to §piha access a
consuming Device is granted to DRM Content. ThehRidgxpression Language (REL) defined in this dosntnspecifies
the syntax and semantics of rights governing tlage®f DRM Content based on the Open Digital Rightsguage
[ODRL]. The REL defined in this document extends semantics as defined in [DRM-REL-v2.1] with somesv elements,
e.g. permissions and constraints that are neededhfiblementing OMA SCE use cases.

4.1 Goals

The goal of this specification is to extend the REeimantics defined in OMA DRM REL [DRM-REL-v2.1]1n@y additions
and modifications to the OMA DRM REL are descrilirethis document.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5. Structure

5.1 Foundation Model
5.1.1 Element <rights>

<xsd:element name="rights" type="o0-ex:rightsType"/>

<xsd:complexType name="rightsType">

nqn

<xsd:element ref="0-ex:context" minoccurs="1" maxoccurs="1"/>
<xsd:element ref="o0-ex:agreement" minoccurs="1" maxoccurs="1"/>

</xsd:sequence>
<xsd:attributeGroup ref="o0-ex:IDGroup"/>
</xsd:complexType>

<element name="movelndication">
<complexType>
<element name="originallssuer” type="roap:Identifier"/>
<sequence maxOccurs="unbounded">
<element name="rilD" type="roap:ldentifier"/>
<element name="riURL" type="anyURI"/>
</sequence>
</complexType>
</element>

In the case of an RO with a <userDomain> constrtiet <movelndication> element includes a list bf[Bs and Rl URLs
for RIs that the RI or LRM that originally issudtetRO allows to provide Move via RI service for @. If an RO with a
<userDomain> constraint has a <copy> permissiaR® MUST NOT have a <movelndication> element sart&O that
has a <copy> permission SHALL NOT be Moved via én R

In the case of a Device RO, the <movelndicatiorement includes a list of Rl IDs and Rl URLs for Riat the LRM that
originally issued the RO allows to provide Move Rhservice for the RO. The <movelndication> eletf®@HALL NOT be
used in Device ROs that are originally issued byRan

The <originallssuer> element in the <movelndicati@iement contains the ID of the original Issuethat RO. The ID
MUST correspond to a Rights Issuer or LRM if the R&3 a <userDomain> constraint. The ID MUST comasito an
LRM if the RO is a Device RO.

An RO with a <userDomain> constraint MAY be Moved the original Issuer if the original Issuer isRhand if the
original Issuer’s ID and URL are included in th& Ibf Rl IDs and Rl URLs in the <movelndicationemlent.

5.2 Agreement Model

The agreement model expresses the Rights thataméed over DRM Content. It consists of the <agreet» element
connecting a set of Rights with the correspondifivDContent specified with the <asset> element. dgreement model
incorporates the permission model and the secuonityel.

5.2.1 Element <agreement>

<xsd:element name="agreement" type="o0-ex:offerAgreeType"/>
<xsd:complexType name="offerAgreeType">
<xsd:sequence minOccurs="1" maxOccurs="1">
<xsd:element ref="0-ex:permission" minOccurs="1" maxOccurs="unbounded"/>
<xsd:element ref="o0-ex:party" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>

The <agreement> element specifies the rights giamter the corresponding DRM Content. It conta@®or more
<party> elements, one or more <asset> elementgenodor more <permission> elements.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.2  Element <party>

<xsd:element name="party" type="o-ex:partyType"/>
<xsd:complexType name="partyType">

<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

</xsd:sequence>

<xsd:attributeGroup ref="o0-ex:IDGroup"/>
</xsd:complexType>
A <party> element MAY be included in the <agreemegliement to specify to which Device, Domain or tJSemain the
RO is bound. In this case, the <party> elemerntiéntagreement> element contains a <context> elewidnt <uid>
element that matches a Device ID, Domain ID or UB@main ID, respectively specifying to which Devidemain or User
Domain the RO is bound. An SCE Device MUST rejecR® without an <individual> constraint element avithout a
<party> element which identifies that Device ormitiies a non- device-specific collection of Dewdgsuch as a Domain or
User Domain), if the RO was received in other witags through a successful execution of the RO Asitioin Protocol or
as a recipient DRM Agent in an OMA DRM-specifiedrisaction, operation or protocol.

When generating User Domain ROs, the RI/LRM MUSdlude a <party> element to show that the Rl or LRMssociated
with a particular User Domain and authorized tatggor import) ROs for this User Domain. In thése, the <party>
element in the <agreement> element contains a egtnelement with a <userDomainAuthorization> elatrspecifying
that the Rl or LRM was authorized by the DEA todssociated to a specific User Domain and genef@gef& that User
Domain (refer to [SCE-DOM] for more details).

When generating Device RO, the RI/LRM MUST incladeparty> element that includes <issuerURL> elerneuter the
<context> element, if a <contextRequired> constrgipresent or a <move> permission that allows V®weia RI” protocol
is present. This <issuerURL> element is used foMD&Ryent to contact RI/LRM if necessary.

In future versions of SCE, there may be multipl&dz=ielements in the <context> element in the <pagigment. Therefore,
the DRM Agent SHALL be able to process multipleduelements in the <context> element, and SHALIlorgrany <uid>
elements with values that are not specified inbision of SCE.Note: including the party elementyriead to
incompatibility with certain OMA DRM 2.0 and OMA DNR 2.1 implementations.

5.3 Context Model

The context model provides meta information abbatrights. It augments the foundation model, theeagent model and
the constraint model by expressing additional imfation.

The <context> element is used in the <rights> eldie the <party> element, in the <asset> elemarihe <individual>
element, in the <system> element, and in the <itthetement. As the model name already indicates semantics of its
child elements depend on the context in which duss within the Rights Object (RO).

53.1 Element <context>

<xsd:element name="context" type="0-ex:contextType"/>
<xsd:element name="contextElement" abstract="true"/>

<xsd:complexType hame="contextType">

<xsd:sequence minOccurs="1" maxOccurs="1">

<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

</sequence>

<xsd:attributeGroup ref="o0-ex:IDGroup"/>
</xsd:complexType>
The <context> element contains the optional <versjeuid>, <date>, <userDomainAuthorization> anssgierURL>
elements. As the name already indicates, it prevadatext sensitive information for use within ttomtext of its parent
element.

The semantics of its child elements depend on &énenp element in which the <context> element islusbese are different
if the <context> element is a child element of ¢hights>, <party>, <asset>, <individual>, <systermap<inherit> element.
Please see the corresponding descriptions of thediual child elements. The descriptions of theset>, <individual> and
<inherit> elements can be found in [DRM-REL-v2Mhereas the description of the other elementsratteis document.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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A <context> element MUST NOT contain more than gn&> element unless the <context> element is coathin the
<individual> element or the <party> element.

The <cekHash> element contains the hash overahaished CEKs in this RO. It is used for key comdition. See section
5.3.5 for more details.

5.3.2 Element <version>

This element is not changed from the [DRM-REL-v2.1]

5.3.3 Element <uid>

<xsd:element name="uid" type="o0-dd:uriAndOrStrirggibstitutionGroup="0-ex:contextElement"/>If its par <context>
element is included in the <rights> element, thiel<element constitutes the RO identifier.

If its parent <context> element is included in #asset> element, the <uid> element specifies a O@kentID (see
[DRM-DCF-v2.1]), a DCF GroupID (see [DRM-DCF-v2.19r a “virtual” UID for a Parent RO (see [DRM-REA2-1],
section 5.7). The format of the <uid> MUST confam{RFC2396]. If the <uid> is a DCF ContentID thedwe MUST be
according to the “cid:” Uniform Resource LocatoRL) scheme (defined in [RFC2392)). If the <uid=ai®CF GrouplD
the value MUST use the URL format of [RFC2392] etdbat the scheme name MUST be “gid:”. If the <ualement
identifies a Parent RO the value MUST use the Ustinkit of [RFC2392] except that the scheme name Mb&Tpid:”. In
the case of Parent ROs the <uid> SHOULD NOT corttarcontent identifier of an actual DCF, but cam&a“virtual” UID
denoting, for example, a subscription.

If its parent <context> element is included in #iedividual> element, the <uid> element(s) spesifiee individual to
which the content is constrained. A <uid> elememt contain an IMSI related to the end user’s siéon or a WIM
identifier, thus effectively binding the consumptiof content to the individual.

In the case of IMSI binding, the format of its valMUST be “IMSIx” (without the quotes) whereis replaced by the IMSI
to which the content is bound. If the content iafwbto multiple IMSI values, then multiple <uid>esmlents MUST be used.

In the case of WIM binding, the format of its valM& ST be “WIM:X" (without the quotes) whereis replaced by the
PKC_ID of the WIM to which the content is bound.

If its parent <context> element is included in #system> element, the <uid> element specifiesatget system to which
the logically integral unit of DRM Content and tR€(s) are allowed to be exported or/ transienthdezed to. Its value
MUST be the name of the target system(s) as defigegdMNA.

If the <export> permission is granted to more thaa target system, then these are enumerated ty nmiltiple <context>
elementseach containing oneuid> element. In this case, the <count> constigities to the combined export transactions
of all target systems.

The only instances when a <context> element MAYt@&ionmore than one <uid> element is when the <ctntelement is
contained in an <individual> or <party> element.

If its parent <context> element is included in #ieherit> element, the <uid> element specifiesihie of the <asset>
element in the Parent RO from where to inherit P&sions and Constraints (see [DRM-REL-v2.1], sechd/).

If its parent <context> element is included in #party> element, the <uid> element specifies theiéeor the Domain to
which the RO is bound:.

» Ifthe RO is a Device RO, the RI/LRM MAY include<aid> element, in which the value is of the fornetitex”
(without the quotes) whereis replaced by the base64 encoded SHA-1 hashtlweroncatenation of the ROID and
the Device ID (i.e. the SHA-1 hash of the DER-eremxlibjectPublicKeyInforalue in its certificate) of the Device to
which the RO is initially bound.

» Ifthe RO is a Domain RO the RI MAY include a <uidlement, in which the value is of the form "dary:
(without the quotes), whereis replaced by the RI ID and wheyés replaced by the base64 encoded SHA-1 hash
over the concatenation of the RO ID and the Dortaiaf the Domain to which the RO is bound.
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5.34 Element <date>

<xsd:element name="date" type="o0-dd:dateType" substitutionGroup="0-ex:contextElement"/>
<xsd:complexType name="dateType">
<xsd:choice>
<xsd:sequence>
<xsd:element name="start" type="o0-dd:dateAndOrTime" minOccurs="0"/>
<xsd:element name="end" type="0-dd:dateAndOrTime" minOccurs="0"/>
</xsd:sequence>
<xsd:element name="fixed" type="0-dd:dateAndOrTime" minOccurs="0"/>
</xsd:choice>
</xsd:complexType>

If its parent <context> element is included in #party> element, the <date> element MAY be includete <date>
element specifies the Rights Issuer's TimeStamp @RIThe RITS is stored in the <fixed> elementfdtsn MUST conform
to a single lexical representation defined in s#c8.2.7 of [XMLSchema] and section 5.6.4.1 of [DFR¥EL-v2.1].

The elements <start> and <end> SHALL NOT be indilitiethe <date> element.

The RITS in the <fixed> element in the <date> eletMUST be equal to the value in the <timeStamgmant in the <ro>
element. This ensures that the RITS is protectetthédyRI signature, which increases security.

5.35 Element <cekHash>

<xsd:element name="cekHash" type="xsd:base64Binary" substitutionGroup="0-ex:contextElement"/>

The <cekHash> element contains the hash over #teekaf the individual CEKs in the separate Asddts field MUST be
included if the RO contains an <adhoc-share> anddepermission.

It is calculated as follows:

» Suppose this RO containgiphertext CEKs, of form AES-WRAP( REK, CEK ). Nber the associated plaintext
CEKs in order of appearance of their ciphertextde the first plaintext CEK by CEKthe second by CEX...,
then” by CEK,.

e Calculate for each CEKhe hash HCEKas follows:
HCEKi = SHAL( CEK )
» The value CEKhash is calculated by taking the SHAa&h over the concatenation of all HGEK
CEKhash = SHA1( HCEK| HCEK; | ... | HCEK, )
CEKhash is stored in base64 encoded form in thkHash> element.

5.3.6 Element <issuerURL>

<xsd:element name="issuerURL" type="xsd:anyURI" substitutionGroup="0-ex:contextElement"/>

The <issuerURL> element contains the contact address of RI/LRM that generated this <rights> element and it is
expressed as URL.

5.4 Permission Model

5.4.1 Element <permission>

The permission model augments the agreement mibdtilitates the expression of permissions osseds by specifying
the access granted to a Device. The permission Inmagteporates the constraint model allowing fimaiged consumption
control of DRM Content.

<xsd:element name="permission" type="o-ex:permissionType"/>
<xsd:element name="permissionElement" abstract="true"/>

<xsd:complexType name="permissionType">
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<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>
</xsd:sequence>
<xsd:attribute name="exclusive" type="xsd:boolean" use="optional"'/>
<xsd:attributeGroup ref="o0-ex:IDGroup"/>
</xsd:complexType>

In addition to the semantics as defined in [DRM-REL1], SCE adds the following optional elementsh® <permission>
element:

* <move> - allows Moving an RO

* <copy> - allows Copying an RO

e <adhoc-share> - allows Ad Hoc Sharing an RO
» <lend> - allows the Lending of an RO

When <move> or <copy> is present, the parent <psmiom> element MUST NOT have any <asset> elements.

5.4.2 Element <move>

<xsd:element name="move" type="o0-ex:permissionType" substitutionGroup="0-ex:permissionElement">

The <move> element grants the permission to MovR@rbetween Devices. It contains an optional <cairgt element
and an "allowPartial" attribute.

The <move> element can have an optional <constrainitd element. Not all constraints specifiedDRM-REL-v2.1] are
allowed to be present in the <constraint> elem@nty the following constraints are allowed: <courngsystem>,
<datetime>, <interval>, <userDomain> or <proximitythe <datetime> and <interval> constraints haeestime function as
defined in [DRM-REL-v2.1]. The <count> and <systegonstraints have the same function as defineDRM-REL-v2.1]
including some SCE additions described in secttohs? and 5.5.5. For a description of <userDomaing <proximity>,
please refer to section 5.5.3 and 5.5.4.

If the Move of the RO is limited to a User Domadrtop-level <userDomain> constraint MUST be inctlide

If the <constraint> element is specified, the DRigest MUST grant move rights according to the <a@ist> child

element and the top-level <constraint> elementyf & no child <constraint> element is specifidte DRM Agent MUST
grant move rights according to the top-level <craist> element if any. If neither child nor top-td\wconstraint> element is
specified, the DRM Agent MUST grant unlimited maights.

If the "allowPartial" attribute is "false" (the defit value), the Move of the Partial Rights MUST N@e performed.

5.4.3 Element <copy>

<xsd:element name="copy" type="0-ex:permissionType" substitutionGroup="0-ex:permissionElement"/>

The <copy> element grants the permission to Copr@rbetween Devices of the same User Domain. liagos an optional
<constraint> element.

An RO including a <copy> element MUST have a tolecuserDomain> constraint.

Additionally the <copy> element MAY have an optibraonstraint> child element. Not all constraintgsified in
[DRM-REL-v2.1] are allowed to be present in the r&aint> element. Only the following constrainte allowed: <count>,
<system>, <datetime>, <interval>, <userDomain> mroximity>. The <datetime> and <interval> consttaihave the same
function as defined in [DRM-REL-v2.1]. The <courdrd <system> constraints have the same functicefased in
[DRM-REL-v2.1] including some SCE additions desedlin sections 5.5.2 and 5.5.5. For a descriptidheonew
<userDomain> and <proximity> constraints, pleaserr® section 5.5.3 and 5.5.4.

The DRM Agent MUST grant copy rights accordinghe thild <constraint> element and the top-levelnst@int>
element.

544 Element <adhoc-share>

<xsd:element name="adhoc-share" type="o-ex:permissionType" substitutionGroup="0-ex:permissionElement"/>
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The <adhoc-share> element grants the permissiéd tdoc Share an RO and its corresponding DRM-ptetecontent
with other DRM Agents.

The <adhoc-share> element SHOULD contain a <canstrahild element that controls the Ad Hoc Sharirighe Rights
Object. All constraints specified in [DRM-REL-v2.&hd in section 5.5.1 can be present under thesti@nt> element. The
<constraint> element SHOULD contain at least onthef<proximity>, <max-concurrent> or <banning-ived> constraint.

The <adhoc-share> element MUST have at least aniggion> child element that define the set of pesioins which are
granted to the recipient-side DRM Agent. This <psgion> element SHOULD have a <constraint> chihent that limits
for how long the recipient-side DRM Agent is allav® use the shared rights.

545 Element <lend>

<xsd:element name="lend" type="0-ex:permissionType" substitutionGroup="0-ex:permissionElement"/>

The <lend> element grants the permission to LenB@rand its corresponding DRM-protected contentwther DRM
Agents. When an RO is Lent, the source DRM Agenbisallowed to consume the Rights Object whilerdgapient DRM
Agent has the Rights Object.

When an RO is Lent, the recipient DRM Agent respéoe permissions and constraints as defined bygehaission model
in the RO. The RI MUST NOT insert a <lend> permissihat has stateful constraints for consumptiotheyDRM Agent.

The <lend> element MUST NOT contain any additicstald permissions.

The <lend> element contains a <constraint> elerntettcontrols the Lending of the Rights Object,dgample limiting the
number of times a lending is allowed. Note that gtateful constraint like <count> is included ah#d of the <lend>
permission, it applies only to the DRM Requestdrleast, the <lending-interval> constraint elemditST be present under
the <constraint> element. The lending interval hegis soon as the transfer takes place.

On the source-side DRM Agent (the DRM Requester[SEE-A2A]), the <lending-interval> indicates whitye Rights
Object can be used again by the DRM Agent (acting BRM Requester, see [SCE-A2A]). On the recipRM Agent,
the <lending-interval> indicates when the Rightgedbis no longer useable by the DRM Agent. Thépieot DRM Agent
MAY release the Rights Object back to the sourcé/D®Ryent before the <lending-interval> period is p{&ee the Lend
Release operation in [SCE-A2A]).

The processing of a <lend> element in combinatidh & <metering> constraint is out-of-scope of gaabler.

5.5 Constraint Model

The constraint model enhances the permission nimdetoviding fine-grained consumption control ohtent. In addition
to the semantics as defined in [DRM-REL-v2.1], S&tis the optional <userDomain>, <proximity>, <bagrinterval>,
<max-concurrent>, <lending-interval> and <contexjieed> elements to the <constraint> element.

551 Element <constraint>

<xsd:element name="constraint" type="0-ex:constraintType" />
<xsd:element name="constraintElement" abstract="true" />

<xsd:complexType hame="constraintType">

<xsd:any minOccurs="0" maxOccurs="unbounded" processContents="lax"/>

</xsd:sequence>

<xsd:attributeGroup ref="o0-ex:IDGroup" />

<xsd:attribute ref="o0-ex:type" />
</xsd:complexType>
The <constraint> element is the top most elemetitérconstraint model. It contains the optionalurge, <timed-count>,
<datetime>, <interval>, <accumulated>, <individuatsystem>, <userDomain>, <proximity>, <banningmtl>, <max-
concurrent>, <lending-interval> and <contextReqif#relements.

55.2 Element <count>

<xsd:element name="count" substitutionGroup="0-ex:constraintElement">
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<xsd:complexType>
<xsd:simpleContent>
<xsd:extension base="xsd:positivelnteger">
<xsd:attributeGroup ref="o0-ex:IDGroup"/>
<xsd:attribute ref="0-ex:type"/>
</xsd:extension>
</xsd:simpleContent>
</xsd:complexType>
</xsd:element>

In addition to the semantics as defined in [DRM-REL1], the following applies:

If the parent <constraint> element is a child eleht a <move> element, the <count> element spexifie number of
times the <move> permission may be granted oveRtgkts Object itself. When used to constrain the¥e> permission,
the count MUST be decremented upon commencemeniMufve process.

If the parent <constraint> element is a child eletw# a <copy> element, the <count> element spexifie number of times
the <copy> permission may be granted.

553 Element <userDomain>

<xsd:element name="userDomain" type="0-ex:constraintType" substitutionGroup="o0-ex:constraintElement"/>

If a User Domain RO is <userDomain> constraineMUtST be used only by Devices that have been tadjey an RI/LRM
or Devices that are recipients of an A2A operatiotransaction.

The <userDomain> constraint SHALL be in a top-levebnstraint> element.

ROs with a <userDomain> constraint SHALL includeuserDomainAuthorization> element in the <conteatement in the
<party> element to proof that the Rl or LRM washauized by the DEA to generate ROs for that UsemBio and to
specify to which User Domain the RO is bound.

If a permission is restricted with a <userDomaiengtraint, the Device SHALL only grant the pernossif it is a member
of the User Domain indicated by the <userDomaindbement in the corresponding <userDomaininfo> eldrirethe
<udaBody> in the <userDomainAuthorization>. Howetke recipient Device of a Move or Copy operatioes not need
to be in the User Domain when it receives the REr tlve A2A operation.

To Move an RO containing a <userDomain> constr#iet,RO MUST contain a <move> permission. An ROhwait
<userDomain> constraint MUST only be Moved by usither the A2A Move RO or Move via RI protocol.

To Copy an RO containing a <userDomain> constréiet RO MUST contain a <copy> permission and MU8Iy be
Copied by using the A2A Copy RO protocol.

If an RO that was received as part of an Ad-Hocai8gaor Lending operation contains a <userDomaionstraint, the
recipient Device can consume the RO independehitg smembership in the User Domain.The <userDomainstraint
also assures that the related permission is oalytgd to SCE Devices. Since the <userDomain> ainsis not understood
by OMA DRM 2.0 or OMA DRM 2.1 Devices, includingahikuserDomain> constraint disallows the permissiooe
exercised by OMA DRM 2.0 or OMA DRM 2.1 Devices.

5.5.4  Element <proximity>

<xsd:element name="proximity" substitutionGroup="0-ex:constraintElement">
<xsd:complexType>
<xsd:complexContent>
<xsd:extension base="o0-ex:constraintType">
<xsd:attribute name="method" type="xsd:anyURI" use="required"/>
</xsd:extension>
</xsd:complexContent>
</xsd:complexType>
</xsd:element>

The <proximity> element restricts the user of tblated permission based on the determination ofiity. The use of
proximity is not limited to nearness in space, &sb includes nearness in time or relation of teerd of the Devices. The
<proximity> element MUST have a method attributat tthescribes, which proximity method is used fig tonstraint...

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_REL-V1_0-20110705-A Page 16 (24)

If the Device is not able to process the proximitgthod as required by the semantics of this elenoemtoes not understand
a sub-element of the <proximity> element, thenDiegice MUST treat the constraint as not met and MB®T grant the
corresponding permission. The RI/LRM MAY use thevibeDetails extension in the RegistrationRequestsage to find
out the Device manufacturer, model and versiomfwehich it can determine which proximity method ¢enused before
issuing the RO.

The method attribute contains a string value that#ies the URN associated with the required pnityi method to be
evaluated, e.g., method="urn:oma:proximity:pm042:3014”". The <proximity> element MAY contain anymber of child
elements carrying specific parameters dependirth@®proximity method.

The child elements SHOULD be given in the name splaat is named after the name of the proximityhmet For example,
if the OMNA registered name of the Proximity Methisdirn:oma:{OMAresource}:{ResourceSpecificStringhen the
name space for child elements within the <proximigyement should be {ResourceSpecificString}.

5.5.5 Element <system>

<xsd:element name="system" type="0-ex:constraintType" substitutionGroup="o0-ex:constraintElement"/>
In addition to the semantics as defined in [DRM-REL1], the following applies:

The <system> constraint is allowed to also constitaé <move>, <copy>, <adhoc-share> and <lend> jgsioms.

In the case of a <move>, <copy>, <adhoc-share>erdks permission, the <system> constraint spedifieprotocol(s) that
MUST be used to respectively Move, Copy, Ad Hocr8ta Lend the ROs. In this case, the <contextmelds SHALL
contain a <version> element and a <uid> elemerg. J\fersion> element specifies the minimum versioa jprotocol that
MUST be used, whereas the <uid> element contam&/fN to identify the protocol as registered whbk OMNA.

5.5.6  Element <banning-interval>

<xsd:element name="banning-interval" type="xsd:duration" substitutionGroup="o-ex:constraintElement"/>

The <banning-interval> element is only used fork@share> permission. The <banning-interval> eldgrapecifies a
minimum value for the period of time that the seuBRM Agent MUST NOT conduct Ad Hoc Share with tkeipient
DRM Agent after conducting Ad Hoc Share with thensaecipient DRM Agent.

The format used to specify the value of the <bagmiimerval> element is of type duration, which ktizes same format as the
<interval> element from [DRM-REL-V2.1] (e.g. thelva can be “P1D").

557 Element <max-concurrent>

<xsd:element name="max-concurrent" type="xsd:positivelnteger" substitutionGroup="0-ex:constraintElement"/>

The <max-concurrent> element is only used for <addttare> permission. The <max-concurrent> elenpatifes a
maximum number of recipient DRM Agents that canuiemeously do ad hoc share with the source DRMnhAgEhe value
of the <max-concurrent> element MUST be a posititeger.

5.5.8 Element <lending-interval>

<xsd:element name="lending-interval" type="xsd:duration" substitutionGroup="o-ex:constraintElement"/>

The <lending-interval> element is used for the dlepermission. The <lending-interval> element sfiegithe maximum
amount of time that an RO can be Lent. The fornsatluto specify the value of the <lending-intervellement is of type
duration, which has the same format as the <interst@ment from [DRM-REL-V2.1] (e.g. the value ca@ “P1D").

5.5.9 Element <contextRequired>

<xsd:element name="contextRequired" type="0-ex:constraintType" substitutionGroup="o-ex:constraintElement"/>

The <contextRequired> constraint is used to rastdosumption of a Device RO received via an A2AvEltransaction to
Devices that have a current RI/LRM Context corresling to the source RI/LRM [SCE-DRM]. The <conteatfrired>
constraint SHALL be in a top-level <constraint>ratmnt.

If an RO that was received as part of an Ad-Hoai8gar Lending operation contains a <contextRexfl#rconstraint, the
recipient Device is not required to have registevét the source RI/LRM in order to consume.
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If the <contextRequired> element is included, tbertext> element in the <party> element MUST inelad <issuerURL>
element, indicating the URL to which the Device cegister.

5.6 ODRL and Forward Compatibility

This specification defines a mobile profile of ODRL.1 [ODRL]. This specification takes precedentease there is any
divergence from [ODRL].

This specification defines mechanisms that enalileé versions of OMA DRM to extend the REL in sactvay that
correct instances of the future extensions validgtgnst the REL XML Schemas defined in this speaiion, as described
in more detail in Appendix | of [ODRL]

The DRM Agent of a Device encountering any eleméaitg. from [ODRL], future versions or proprietaxytensions) not
defined within this specification MUST proceed aldws:

e Unsupported permissions MUST be ignored. Suppgréenhissions MUST still be granted.
» Permissions containing one or more unsupportedi@nts MUST NOT be granted.

* ROs containing unsupported <requirement> elemetdSMNOT be granted.

* ROs containing <condition> elements MUST NOT bentgé.

e All other unsupported elements SHALL be ignored.
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Appendix A. Change History (Informative)
A.1 Approved Version History
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Appendix B.

Static Conformance Requirements (Normative)

B.1 DRM Agent Conformance Requirements

This section enumerates conformance requirementaddDRM Agent. The following table extends Appen.1 Client

Conformance Requirements in [DRM-REL-v2.1].

Item Function Refere | Requirement
nce
SCE-REL-DRMAGENT-C-001-M <rights> element 51.1
SCE-REL-DRMAGENT-C-002-0O <movelndication> element .1.%
SCE-REL-DRMAGENT-C-003-M <agreement> element 5.2.1
SCE-REL-DRMAGENT-C-004-M <party> element 5.2.2
SCE-REL-DRMAGENT-C-005-M <context> element 53.1
SCE-REL-DRMAGENT-C-006-M <version> element 5.3.2
SCE-REL-DRMAGENT-C-007-M <uid> element 5.3.3
SCE-REL-DRMAGENT-C-008-M <date> element 534
SCE-REL-DRMAGENT-C-009-O <CEKHash> 5.3.5
SCE-REL-DRMAGENT-C-010-M <permission> element 54.1
SCE-REL-DRMAGENT-C-011-O <move> element 54.2
SCE-REL-DRMAGENT-C-012-O <copy> element 54.3
SCE-REL-DRMAGENT-C-013-0O <adhoc-share> element 4.4.| SCE-REL-LRM-S-009-O AND SCE-REL-
DRMAGENT-C-016-O AND SCE-REL-
DRMAGENT-C-017-O
SCE-REL-DRMAGENT-C-014-0O <lend> element 5.4.5| SCE-REL-DRMAGENT-C-009-O AND SCE-
REL-LRM-S-018-0O
SCE-REL-DRMAGENT-C-015-M <constraint> element 5.5.1
SCE-REL-DRMAGENT-C-016-0O <count> element 55.2
SCE-REL-DRMAGENT-C-017-O <userDomain> element 5.5.3
SCE-REL-DRMAGENT-C-018-O <proximity> element 5.5.4
SCE-REL-DRMAGENT-C-019-O <system> element 5.5.5
SCE-REL-DRMAGENT-C-020-O <banning-interval> 5.5.6
element
SCE-REL-DRMAGENT-C-021-O <max-concurrent> element .5.B
SCE-REL-DRMAGENT-C-022-0O <lending-interval> element5.5.8

B.2 Rights Issuer Conformance Requirements

This section enumerates conformance requirementiaddRights Issuer, i.e. an entity with only tireaskp-Rightsissuer key

purpose. The following table extends Appendix BePv8r Conformance Requirements in [DRM-REL-v2.1].

Item Function Referenc | Requirement
e

SCE-REL-RI-S-001-M <rights> element 5.1.1
SCE-REL-RI-S-002-O <movelndication> element 5.1.1
SCE-REL-RI-S-003-M <agreement> element 5.2.1
SCE-REL-RI-S-004-M <party> element 5.2.2
SCE-REL-RI-S-005-M <context> element 53.1
SCE-REL-RI-S-006-M <version> element 5.3.2
SCE-REL-RI-S-007-M <uid> element 5.3.3
SCE-REL-RI-S-008-O <date> element 5.3.4
SCE-REL-RI-S-009-O <CEKHash> 535
SCE-REL-RI-S-010-M <permission> element 54.1
SCE-REL-RI-S-011-O <move> element 5.4.2
SCE-REL-RI-S-012-O <copy> element 5.4.3

SCE-REL-RI-S-013-O

<adhoc-share> element

54.4

SCE-REL-LRM-S-009-O AND SCE-REL-
RI-S-016-O AND SCE-REL-RI-S-017-O

SCE-REL-RI-S-014-O

<lend> element

545

SCE-REL-LRM-S-009-O AND SCE-REL-
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Item Function Referenc | Requirement
e
RI-S-018-O0

SCE-REL-RI-S-015-M <constraint> element 55.1
SCE-REL-RI-S-016-O <count> element 5.5.2
SCE-REL-RI-S-017-O <userDomain> element 5.5.3
SCE-REL-RI-S-018-O <proximity> element 5.5.4
SCE-REL-RI-S-019-O <system> element 555
SCE-REL-RI-S-020-O <banning-interval> element 5.5.6
SCE-REL-RI-S-021-O0 <max-concurrent> element 55.7
SCE-REL-RI-S-022-0O <lending-interval> element 55.8

B.3 Local Rights Manager Conformance Requirements

This section enumerates conformance requirementidd_ocal Rights Manager, i.e. an entity witheatst the oma-kp-
localRightsManagerDevice key purpose.

Item Function Referenc | Requirement
e
SCE-REL-LRMDEV-S-001-M <rights> element 51.1
SCE-REL-LRMDEV-S-002-O <movelndication> element 5.1
SCE-REL-LRMDEV-S-003-M <agreement> element 521
SCE-REL-LRMDEV-S-004-M <party> element 5.2.2
SCE-REL-LRMDEV-S-005-M <context> element 531
SCE-REL-LRMDEV-S-006-M <version> element 5.3.2
SCE-REL-LRMDEV-S-007-M <uid> element 5.3.3
SCE-REL-LRMDEV-S-008-O <date> element 5.3.4
SCE-REL-LRMDEV-S-009-O <CEKHash> 535
SCE-REL-LRMDEV-S-010-M <permission> element 5.4.1
SCE-REL-LRMDEV-S-011-O <move> element 5.4.2
SCE-REL-LRMDEV-S-012-O <copy> element 543
SCE-REL-LRMDEV-S-013-O <adhoc-share> element 5.4.4 | SCE-REL-LRMDEV-S-009-O AND SCE-

REL-LRMDEV-S-016-O AND SCE-REL-
LRMDEV-S-017-O

SCE-REL-LRMDEV-S-014-O <lend> element 5.4.5 | SCE-REL-LRMDEV-S-009-O AND SCE-
REL-LRMDEV-S-018-O

SCE-REL-LRMDEV-S-015-M <constraint> element 5.5.1

SCE-REL-LRMDEV-S-016-O <count> element 55.2

SCE-REL-LRMDEV-S-017-O <userDomain> element 55.3

SCE-REL-LRMDEV-S-018-O <proximity> element 554

SCE-REL-LRMDEV-S-019-O <system> element 555

SCE-REL-LRMDEV-S-020-O <banning-interval> element 56

SCE-REL-LRMDEV-S-021-O <max-concurrent> element b5

SCE-REL-LRMDEV-S-022-O <lending-interval> element 58

B.4 Local Rights Manager Conformance Requirements

This section enumerates conformance requirementidd_ocal Rights Manager, i.e. an entity witheatst the oma-kp-
localRightsManagerDomain key purpose.

Item Function Referenc | Requirement
e
SCE-REL-LRMDOM-S-001-M <rights> element 511
SCE-REL-LRMDOM-S-002-O <movelndication> element 5.1
SCE-REL-LRMDOM-S-003-M <agreement> element 521
SCE-REL-LRMDOM-S-004-M <party> element 5.2.2
SCE-REL-LRMDOM-S-005-M <context> element 53.1
SCE-REL-LRMDOM-S-006-M <version> element 5.3.2
SCE-REL-LRMDOM-S-007-M <uid> element 5.3.3

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SCE_REL-V1_0-20110705-A

Page 21 (24)

Item Function Referenc | Reguirement
e

SCE-REL-LRMDOM-S-008-O <date> element 5.3.4

SCE-REL-LRMDOM-S-009-O <CEKHash> 535

SCE-REL-LRMDOM-S-010-M <permission> element 54.1

SCE-REL-LRMDOM-S-011-O <move> element 5.4.2

SCE-REL-LRMDOM-S-013-O <adhoc-share> element 5.4.4 | SCE-REL-LRMDOM-S-009-O AND SCE-
REL-LRMDOM-S-016-O AND SCE-REL-
LRMDOM-S-017-O

SCE-REL-LRMDOM-S-014-O <lend> element 5.4.5 | SCE-REL-LRMDOM-S-009-O AND SCE-
REL-LRMDOM-S-018-O

SCE-REL-LRMDOM-S-015-M <constraint> element 55.1

SCE-REL-LRMDOM-S-016-O <count> element 5.5.2

SCE-REL-LRMDOM-S-018-O <proximity> element 554

SCE-REL-LRMDOM-S-019-O <system> element 555

SCE-REL-LRMDOM-S-020-O <banning-interval> element 5.6

SCE-REL-LRMDOM-S-021-O <max-concurrent> element .B.5

SCE-REL-LRMDOM-S-022-O <lending-interval> element 58
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Appendix C. Examples (Informative)

This appendix contains a number of examples tetiliie the use of Rights Objects.

C.1 Play under Proximity Constraint Using Fictive Proximity
Method "GPS"

The rights depicted in this example grant permission to play the corresponding DRM Content on another device
under the constraint that proximity of the two devices is verified using the (fictive) Proximity Method “GPS” and the
distance between the two devices is less than 100 meters. The additional parameter to the Proximity Method is
given as additional element in the name space that is named after the registered name of the Proximity Method.

Note that the “play” permission given under the proximity constrained in the example below is applicable in the
case of rendering the content on the other device. It does not affect possible other “play” permissions without
proximity constraints for the device containing the RO.

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om a-dd"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4p">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:permission>
<o-dd:play>
<o-ex:constraint>
<oma-dd:proximity method="urn:oma:proximity:pm 001_gps:1.0"™>
<pm001_gps:distance>100</pm001_gps:distance>
</oma-dd:proximity>
</o-ex:constraint>
</o-dd:play>
</o-ex:permission>
</o-ex:agreement>
</o-ex:rights>

Play Permission under a Proximity Constraint if distance measured with GPSislessthan 100 meters.

C.2 Display under Proximity Constraint Using Fictive Proximity
Method "ServiceProvider"

The rights depicted in this example grant permission to play the corresponding DRM Content on another device
under the constraint that proximity of the two devices is verified using the (fictive) Proximity Method
“ServiceProvider” involving a third party. It is assumed that the third party would remotely verify the proximity
using additionally provided parameters, such as the URI for the web service to be contacted in order to determine
social proximity (e.g., family members) or the position based on the network cell to which the device is attached.
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<o-ex:rights
xmins:0-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="C.4p">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<o-dd:uid>RightsObjectID</o-dd:uid>
</o-ex:context>
<o-ex:agreement>
<o-ex:permission>
<o-dd:display>
<o-ex:constraint>
<oma-dd:proximity method="urn:oma:proximity:pm
<pm002_sp:URI>https://proximity.coolmno.mobi<
<pm002_sp:IMSI>1234567890</pm002_sp:IMSI>
</oma-dd:proximity>
</o-ex:constraint>
</o-dd:display>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>

a-dd"

002_sp:1.0™>
/pm002_sp:URI>

Play Permission under a Proximity Constraint using remote evaluation by a service provider

C.3 Ad Hoc Share Permission

The rights depicted in this example grants permission to Ad Hoc Share.

From the DRM Requester’s view, the rights cannot be shared with more than one DRM Agent (by max-concurrent
constraint), and it cannot be shared with a DRM Agent until one day has been passed after conducting Ad Hoc

Share with same DRM Agent (by banning-interval constraint).

From the DRM Agent’s view, the rights cannot be consumed after 10 minutes 20 seconds from it has been started
to be consumed (by interval constraint). The DRM Agent can play and print, but it cannot play the shared rights

more than 2 times (by count constraint).

<o-ex:rights
xmins:o-ex="http://odrl.net/1.1/ODRL-EX"
xmins:o-dd="http://odrl.net/1.1/ODRL-DD"
xmlns:oma-dd="http://www.openmobilealliance.com/om
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#"
o-ex:id="idforsignature">
<o-ex:context>
<o-dd:version>2.1</o-dd:version>
<o-dd:uid>ROID</o-dd:uid>
</o-ex:context>

<o-ex:agreement>

a-dd"
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<o-ex:permission>
<o-dd:play/>
<oma-dd:adhoc-share>

<l-- constraint for source device -->
<o-ex:constraint>
<oma-dd:max-concurrent>1</oma-dd:max-concurrent>
<oma-dd:banning-interval>P1D</oma-dd:banning-interv al>

</o-ex:constraint>

<l—permissions/constraints for recipient devic e-->
<o-ex:permission>
<o-ex:constraint>
<o-dd:interval>P10M20S</o-dd:interval>
</o-ex:constraint>
<o-dd:play>
<o-ex:constraint>
<o-dd:count>2</o-dd:count>
</o-ex:constraint>
</o-dd:play>
<o-dd:print/>
</o-ex:permission>

</oma-dd:adhoc-share>
</o-ex:permission>
</o-ex:agreement>

</o-ex:rights>
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