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1. Scope

This specification describes Management Object eyaal in a Software Component management procesketiegages
OMA DM protocol [DMPRQ]. It provides a standard DManagement Object and associated client and seister-
behaviour necessary to manage Device’s SoftwarepOpents.

Software Component Management Object enables dglared management of Software Components withindaev

Dependency management between Software Compof@misit and structure of Delivery Package are ouhefscope of
this specification.

This specification is expected to meet all the neguents defined in [SCOMO-RD] and to comply wiSCJOMO-AD].

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be
informative.

3.2 Definitions

See the DM Tree and Description [DMTND] documenmtdefinitions of terms related to the managemez#.tr

Delivery Package An abstract collection of Deployment Components #ne delivered as a single unit. Installing a ey
Package can result in deployment of multiple Depieyit Components.

Deployment Component  Deployment Component consists of a Software Compicthat is associated with metadata. A
Deployment Component is dedicated to managemepbpes.

Device Management A background system capable to interact with agfeDevice(s) for the purpose of Device Management

System

Management Object A MO is the data model for information which isagical part of the interfaces exposed by DM
components

Primitive Operation that transfers Deployment Componentdifferent state.

Software Component A Software Component is a resource utilized byDbgice software platform

3.3 Abbreviations

DM Device Management

DMS Device Management System

MO Management Object

OMA Open Mobile Alliance

SCOMO Software Component Management Object

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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4. Introduction

The Software Component Management Object defingdisrspecification enables remote Software Compbne
management within a Device. This can be used famgke to update antivirus software or browser plugtc.

Management operations defined by this specificdiorthe purpose of Software Component managemettieDevice
support delivery, download, installation, updagmoval, activation & de-activation. In additiontrreval of inventory of
Software Components on the Device is also suppofteel inventory includes software components dedigderia SCOMO
and can also include those that are installed deitsi SCOMO e.qg. at the factory or by the end user.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
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5. Software Component Management Framework

5.1 Deployment Component

Deployment Component is a Software Component thdédicated for management purposes. DeploymenpQoent is
execution environment neutral so that it MAY bedusedescribe the Software Components of diffeptatforms.

Deployment Component MAY include any type of softevasset as Software Components, such as exe@jtable
applications, libraries, Ul-elements, certificatésgnses etc.

Deployment Component consists of the Software Caorepband metadata. The metadata consists of naudttpibutes (e.g.
component id, name, version, etc.) associated S8dttware Components. The metadata MUST be prowigetie Device
Management System and the same values MUST bedplacerresponding nodes under Deployed sub-trabépCOMO
Client after installation. The metadata MUST bewiekd within a Delivery Package.

5.1.1 Deployment Component State Machine and Primitives

Deployment Component management Primitives triggarsition from one state to another. The Deviteriral operations
and state transitions MUST appear to be atomiz stfate transition fails the SCOMO Client MUST mecthe operation and
make sure Deployment Components remain in the gue\state.

Each Deployment Component MUST have one of theethtates as follows:

a) Inactive state (reflected in the State node inDbployed branch)
b) Active state (reflected in the State node in thelBged branch)

¢) Removed state (which is a logical state reflectedddeting the <x> sub-tree representing the corapbfrom the
Deployed branch).

The following figure depicts the state transitioggered by Deployment Component Primitives exetdute

Activate

[ Deactivate

Removed
Legend
MUST
7777777777 SHOULD
Figure 1: Deployment Component State Machine
5.1.1.1 Inactive state

In Inactive state the Deployment Component has bestalled into the execution environment but sewior resources it
embodies are not accessible to other entitiessmurees (including end-user).

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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The main goal of Inactive state is to minimise dlogntime of Deployment Component management operatinterference
with external events (e.g. some end-user actiamgddisturb or even block some management taskstilve state is a
powerful concept when implementing fault toleraygtems since it enables controlled management tipesae.g. safe
removals of Deployment Components from runtime-emment.

The SCOMO Client SHOULD support this state.
5.1.1.2 Active State

In Active state the Deployment Component has bestalled into the execution environment and sesviareresources it
embodies are accessible to other entities or ressmcluding end-user).

A service that consists of multiple Deployment Comgnts is ready for launch after all the relevaeplbyment
Components have reached the Active state.

The SCOMO Client MUST support this state.
5.1.1.3 Removed State

In Removed state the Deployment Component has ieeeoved from the Device and services or resoutcaasnlbodies are
no longer accessible to other entities or resouiioekiding end-user). The SCOMO Client MUST remdive Software
Component from the Device and remove corresponalintgs of the Deployment Component from Deployeel. tre

The SCOMO Client MUST support this state.
5.1.1.4 Deployment Component Primitives

The Exec command semantics related to Primitiveslascribed in Chapter 7.1.

Deployment Component Primitives are used to perfmranagement process and triggers state transitiarbeployment
Component.

Primitive Description Applicable states Post-Primitve state Primitive support
Remove This Primitive is used to Active Removed MUST be
remove a Deployment supported

Component from the Device.| Inactive

Activate This Primitive is used to movelnactive Active SHOULD be
a Deployment Component supported
from the Inactive state to the
Active state.

Deactivate This Primitive is used to moyé\ctive Inactive SHOULD be
a Deployment Component supported
from the Active state to the
Inactive state.

Table 1 — Deployment Component Primitives
5.1.2 Deployment Component Delivery
» Deployment Components MUST be delivered to the Eein a Delivery Package described in section 5.2.

5.2 Delivery Package

It could be desirable to deliver multiple Softw&emponents in a single download operation. ThevegliPackage
abstraction represents platform specific packagadits used to deliver Software Components to thedeeA single

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Delivery Package MAY contain one or more Deploym@amponents. The format and structure of Delivaagkdge are out
of scope of this specification.

The Client MUST support at least one of the follogvimethods for delivery of Delivery Packages:
» Direct delivery: Using OMA DM Replace command. TBBIA DM Large Object mechanism MAY also be used.
* Indirect delivery: Using alternate download mecbanisuch as [DLOTA].

The Delivery Package MAY be installed into the evoutside of the SCOMO, e.g. at the factory othigyend user. In this
case, the Client SHOULD include the information Bmployment Components installed outside of SCOM@Ventory
sub-tree.

5.2.1 Delivery Package State Machine and Primitives

Delivery Package management Primitives triggersiteon from one state to another. The Device irdkaperations and
state transitions MUST appear to be atomic. lfgestransition fails SCOMO Client MUST reverse tiperation and make
sure Delivery Package remains in the previous .state

Two kinds of Primitives are defined as below:

» Atomic Primitives: Download, Install, Installinacé

» Composed Primitives: DownloadInstall, Downloadltistactive

When a Composed Primitive is executed, two stafesttions happen in the Device. For example if Doadlnstall is
executed, a Deployment Component transits fromDontvnloaded State to Delivered State after succkdsfunlioad
procedure. It transits to Active State after susfitésnstallation procedure. If the latter processiails it remains in previous
state and the second state transition does noehapp

Each Delivery Package MUST have one of the fouestas follows:

a) Not Downloaded state (which is a logical statdeéd by not having any sub-tree for the packagbaving it in
the Download branch)

b) Delivered state (reflected in the State node inDbkvered branch)
c) Installed state (reflected in the State node inDbkvered branch)

d) Removed state (which is a logical state reflecteddieting the <x> sub-tree representing the DegjiVRackage
from the Delivered branch)

The following figure depicts the state transitiogdgered by Delivery Package Primitives executed:

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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Downloadlnstall / DownloadInstalllnactive
Failed with data (package data remains)

Download

\ A
=
&
e
=
Z
@
c
o
[=¥

,,,,,,,,,,,,,,,,,,,,,,,

Installlnactive | Install

Downloadinstall

DownloadInstalllnactive

Not
Downloaded

Installed Remove

Remove
Downloadlnstall / DownloadInstalllnactive :
|_____Failed without data (package datalost) | pomoved
Legend
MUST
— — — SHOULD
— —-—— Error flow

Figure 2: Delivery Package State Machine

5.2.1.1 Not Downloaded State

In Not Downloaded State a Delivery Package hadaeh downloaded to the Device.
The SCOMO Client MUST support this state.
5.2.1.2 Delivered State

In Delivered State a Delivery Package containing onmore Deployment Components has been delitertee Device.
The Deployment Component within the Delivery Pagkhgs not been installed and no corresponding rerdesdded in the
Deployed tree.

Delivered State also enables “deliver-first-instater’-like use cases e.g. updates of mobile effiolutions requiring all the
components to be activated immediately after barktgpdate. In this case the Delivery and Deployraeatdiscrete.

The SCOMO Client SHOULD be support this state.
5.2.1.3 Installed state

In Installed state the Delivery Package has bestalled which means that Deployment Component(#)imvit have been
installed into the execution environment. The SCO®I@nt MUST create corresponding nodes of eachdyepent
Component in the Deployed tree. The state of Deptyt Components depends on the Delivery Packagetivg that has
been executed. If the Primitive is ‘Install’ or ‘yaloadInstall’ then all Deployment Components hbeen installed and
placed in Active state. If the Primitive is ‘Indtabctive’ or ‘DownloadInstalllnactive’ then all pdoyment Components
have been installed and placed in Inactive state.

The SCOMO Client MUST support this state.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
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5.2.1.4 Removed State

In Removed state the Delivery Package has beenveirfoom the Device. The ‘Remove’ Primitive of Dedry Package
MUST NOT affect the state of installed Deploymewingoonents. The SCOMO Client MUST delete the Dejivaickage
from the Device and delete corresponding nodeshwtdpresented it from Delivered tree.

The SCOMO Client MUST support this state.
5.2.1.5 Delivery Package Primitives

Delivery Package Primitives are used to trigger age@ment process and state transition of a Delirackage.

NOTE 1: A Client that supports alternate downloagthanism MUST support at least one of the opemtibownload,
DownloadInstall, DownloadInstalllnactive.

Primitive Description Applicable Post Primitive Primitive support
states state dependency
Download This Primitive is used to Not Downloaded | Delivered SHOULD be
download a Delivery Package supported
The Delivery Package is placed
in the Delivered state. See Note 1 above
DownloadlInstall This Primitive is used to Not Downloaded | Installed SHOULD be
download and install a Delivery supported
Package. The Deployment
Component(s) contained in the See Note 1 above

Delivery Package will be
installed to Active State.

DownloadlInstalllnactive| This Primitive is used to Not Downloaded | Installed SHOULD be
download and install a Delivery supported
Package.The Deployment
Component(s) contained in the See Note 1 above

Delivery Package will be
installed to Inactive State.

Install This Primitive is used to install Delivered Installed MUST be
a Delivery Package. The supported
Deployment Component(s)
contained in the Delivery
Package will be installed to
Active State.

Installinactive This Primitive is used to install Delivered Installed SHOULD be
a Delivery Package. The supported
Deployment Component(s)
contained in the Delivery
Package will be installed to
Inactive State.

Remove This Primitive is used to Delivered Removed MUST be
remove Delivery Package from supported
the Device. Installed

Table 2 — Delivery Package Primitives
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Note that installation of a Delivery Package mdastalling of the Deployment Components contairrethe package, and
these MAY be either Deployment Components that wetegpreviously installed on the Device (instadirfr scratch) or
update to previously installed Deployment Compogséimstall an update).

6. Standardized Management Objects

5.1 Introduction to Management Objects (Informative)

Management objects are the entities that can bépulated by management actions carried over the @WAprotocol. A
Management Object can be as small as an intedarger and complex like a background picture, scezser, or security
certificate. The OMA DM protocol is neutral abohetcontents, or values, of the Management Objectdraats the node
values as opaque data.

6.1.1  Definition and description of Management Objects

OMA DM Management Objects are defined using the OMA Device Description Framework [DMTND], or DDFh€&
use of this description framework produces detditiéormation about the device in question. Howedese to the high level
of detail in these descriptions, they are sometinegd for humans to digest and it can be a timswming task to get an
overview of a particular object’s structure.

In order to make it easier to quickly get an ovewiof how a Management Object is organized anidtiénded use, a
simplified graphical notation in the shape of ackldiagram is used in this document. Even thougmtitation is graphical,
it still uses some printable characters, e.g. toteethe number of occurrences of a node. Thesmairdy borrowed from
the syntax of DTDs for XML. The characters and itieganing are defined in the following table.

Character | Meaning

+ one or many occurrences
* Zero or more occurrences
? Z€ero or one occurrences

If none of these characters is used the defauliroecce is exactly once.

There is one more feature of the DDF that needlsite a corresponding graphical notation, the unethlohock. These are
blocks that act as placeholders in the descrigimhare instantiated with information when the mog® used at run-time.
Un-named blocks in the description are represeyealower case character in italics, e.g.

Each block in the graphical notation corresponds described node, and the text is the name ofdble. If a block contains
anx, it means that the name is not known in the desorignd that it will be assigned at run-time. Tlagnes of all ancestral
nodes are used to construct the URI for each notteei Management Object. It is not possible totkeectual parameters,
or data, stored in the nodes by looking at the lyjcah notation of a Management Object.

For a further introduction to this graphical natati please refer to [DMStdObyj].

6.2 DDF compliance

The Management Object descriptions in this docuras:mnhormative. However, the descriptions alsoaarda humber of
informative aspects that could be included to enbaradability or serve as examples. Other infameatspects are, for
instance, the ZeroOrMore and OneOrMore elementsrevimplementations may introduce restrictions.tiddise exceptions
are listed here:

e All XML comments, e.g. “<!--some text ‘-->"", arenformative.
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* The descriptions do not contain an RTPropertiemef#, or any of its child elements, but a desaiptf an actual
implementation of this object MAY include these.

« If adefault value for a leaf node is specifieagidescription, by the DefaultValue element, an an@ntation
MUST supply its own appropriate value for this etgrn If the DefaultValue element is present indlscription of
a node, it MUST be present in the implementatiat, \WAY have a different value.

* The value of all Man, Mod, Description and DFTiélements are informative and included only as exasap
» Below the interior nodes Ext and BearerParamsmgabeimentation may add further nodes at will.
* The contents of the AccessType element MAY be addrby an implementation.

» If any of the following AccessType values are sfiedj they MUST NOT be removed in an implementatiGopy,
Delete, Exec, Get, and Replace.

» If the AccessType value Add is specified it MAY t@noved in an implementation if the implementatoty
supports a fixed number of child nodes.

* Animplementation MAY replace the ZeroOrMore or @milore elements with ZeroOrN or OneOrN respectively
An appropriate value fdd must also be given with the QrN elements.

6.2.1 Conformance Definitions

The status definition in the node definitions irades if the client supports that node or not. éf $hatus is “Required” then
the client MUST support that node in the case tiemicsupports the parent node.
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7. Software Component Management Object

The Management Objects associated with Softwarepg@aent management are assembled under an unnarmedrinode
X, dynamically or statically created.

Protocol Compatibility: This object is compatible with OMA Device Managernprotocol specifications, version 1.2
[DMPRQ].

7.1 Tree Structure

SCOMO tree has a well-defined structure, with desigd Ext nodes to allow non-standard extensioesiothe general
structure of the tree is as follows

1. Download — a sub-tree containing pre-delivery infation and actions that are used for triggeringditlevery and
installation of Delivery Packages using indirediiviery mechanism, specified in sectidn2.

2. Inventory — a sub-tree containing post-deliverpinfation and actions

2.1.Inventory/Delivered — a sub-tree containing posiveey (but pre-installation) information of Deling
Packages. This sub-tree is created either by the®after using indirect delivery mechanism orthy server
before using direct delivery mechanism specifieddntion5.2 This sub-tree contains actions for installation
and removal

2.2.Inventory/Deployed — a sub-tree containing postailfegtion information of Deployment Componentswas|
as actions for activation, deactivation and removal

7.2 State Information in the Tree

SCOMO specifies two state machines — one for DefifRackage (see 5.2.1) and one for Deployment Coemdsee
5.1.1).

The state of a given Delivery Package can be knoywexamining the location of its <X> branch (withive Download or
Delivery sub-tree) and querying the value of Dalg#<X>/State node.

The state of a given Deployment Component can be/krby the presence (or absence) of its <X> bramchby querying
the value of Deployed/<X>/State node (note thatNbeDownloaded state and Removed states are logditierent but the
differentiation between them is mostly abstract).

7.3 Figure of the Management Object (Informative)
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<xr b Download? )——( CHFE )——| PkgID | (Interior MNode )
= MName? | | Leaf MNode |
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H InstallParams? | [ Required Node |
H Description? i
H status |
H EnvType? |
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Figure 3: Software Component Management Object
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7.4 Software Component Management Object Parameters

Software Component Management Object consistslioffimg parameters:

<X>
Status Occurrence Format Min. Access Types
Required One node Get
This interior node groups together the parametieasSoftware Component Management Object. The &mrces
elements of this node define the position in thendggement Tree of this Management Object. But thetsire of
the DM tree and hence positions in the tree of Mangnt Objects are out of scope of this specificati
The type of this node MUST be the SCOMO Managerfdajéct ID “urn:oma:mo:oma-scomo:1.0".
Download
Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This node is a parent node of the downloadablevBsliPackages that are ready for download or atlesiprocess
of downloading. This node MUST be used with theralate download mechanism described in sectio fas.
opposed to usage of OMA DM delivery, as descrilmeseiction 9.1.1).

Download/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This node groups pre-delivery information and atithat are used for triggering the delivery arsfiahation of
Delivery Packages using indirect delivery mecharspexcified in sectiob.1.2.Nodes in this sub-tree are used
with Exec commands to start the Download operatiaiownload the Delivery Package; to optionallytatishe
Delivery Package; and to optionally move the Deplept Components into either the Active or the livacstate.

Download/<X>/PkgID

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the identifier for a Deliy Package. The PkglD MUST be provided by the Bevi
Management System and uniquely identify the Dejiaickage within the SCOMO tree.

Download/<X>/Name

Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the Name for the Deliveagkage. The Package Name MUST be provided by ¢he®
Management System.
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Download/<X>/PkgURL
Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the downloadable URL efBtelivery Package or its download descriptor. THRL is
used for alternative download mechanisms (suchTagPHzet [RFC2616] or Descriptor Based Download

[DLOTA]).

Download/<X>/InstallParams

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

chr

Get

This leaf node is used with DownloadInstall or DéeadInstalllnactive Primitives to specify the in&ition
parameters when installing the Delivery Packagbéadevice. The format of the installation paramsi platform

specific.

Download/<X>/Description

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

chr

Get

This leaf node provides a description of the Delpeackage.

Download/<X>/Status

Status

Occurrence

Format

Min. Access Types

Required

One

int

Get
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This leaf node specifies the Status of the Downlmadfor Install operation. This value is set by #&OMO Client
and the possible values are:

Integer Value Status Description
10 There is no data available and download is about to
Idle / Start
start
20 Download Failed Download failed and there is No data received
30 Denotes that a download has started and that O or

Download Progressing more bytes of data have been downloaded

40 Have data after Download has been completed
Download Complete
successfully

50 Install Progressing Denotes that an installation has started
60 Install Failed with data Install fa_uled and the downloaded package is istill
the Device
70 (Ijr;?;all Failed without Install failed and the downloaded package is délete
Download/<X>/EnvType
Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the Environment type Diedivery Package. If a value is available for the/Eype then it
MUST be provided by the Device Management Systeme.V&lue of this leaf node is an URI [RFC3986] vishic

unambiguously identifies the target environmenttfier package. Standardized values for the URI VdIUST be

registered with OMNA.

As SCOMO applies to Software Components and umikaplete programs and applications, these compsnent
might not be functional without an environment tisaihstalled in the device to allow Software Coments to be
used on the device (in general this environmentooasist of the OS, frameworks, libraries or otbaftware
elements). In such a case the EnvType can be asmititess the environment that component is ajiydica.

In cases that the component is targeted for a devigch does not support the environment, the dglipackage
MUST be rejected; meaning that it cannot be dowdddainstalled or activated in any form.

Download/<X>/PkgType
Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This leaf node specifies the Content Type of a\&e)i Package. The value MUST be a MIME Content T
PkgType MUST be provided by the Device Managemegatesn.
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Download/<X>/Operations

Status Occurrence Format Min. Access Types
Required One node Get

This node is a parent node for Primitives thatloamxecuted to start a download of a Delivery Pgelato the
Device and possibly its subsequent installation.

Each of the direct child nodes of this parent aseked Optional, but a Client that supports alterrigiwnload
mechanism MUST support at least one of these dlittes.

Download/<X>/Operations/Download

Status Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with Exec command to start theridaad operation; to download the Delivery Packiage the
Device and into the Delivered state.

Download/<X>/Operations/DownloadInstall

Status Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with Exec command to start tlventtmad operation to download the Delivery Packade the
Device and to install the Deployment Componenggjracted from the Delivery Package) into the Aetitate.

Download/<X>/Operations/DownloadInstalllnactive

Status Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with Exec command to start tlventtmad operation to download the Delivery Packade the
Device and to install the Deployment Componenggjracted from the Delivery Package) into the Iivacstate.
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Download/<X>/Operations/Ext

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This optional interior node designates a brandhefdownload operations sub-tree into which platfor vendor
extensions MAY be added, permanently or dynamic&kt sub trees, such as this one, are includgdraius
places in the Software Component Management Otggutovide flexible points of extension for platfioor
implementation-specific parameters. However, vermdensions MUST NOT be defined outside of onédneté
Ext sub-trees.

Download/<X>/Ext

Status Occurrence Format Min. Access Types

Optional ZeroOrOne node Get

This optional interior node designates a brandhefDownload Delivery Package sub-tree into whittfprm or
vendor extensions MAY be added, permanently or ahyoally. Ext sub trees, such as this one, are dediuat
various places in the Software Component Managef@bjgct to provide flexible points of extension fdatform
or implementation-specific parameters. Howevergdegrextensions MUST NOT be defined outside of dndese
Ext sub-trees.

Download/Ext

Status

Occurrence

Format

Min. Access Types

Optional

ZeroOrOne

node

Get

This optional interior node designates a brancmefdownload sub-tree into which platform or venelgtensions
MAY be added, permanently or dynamically. Ext suges$, such as this one, are included at varioueplia the
Software Component Management Object to providetfle points of extension for platform or implematibn-
specific parameters. However, vendor extensions MNST be defined outside of one of these Ext sebdr

Inventory

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This node is a parent node for all the Deliverykages and Deployment Components in the Device.

Inventory/Ext
Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brandhefinventory sub-tree into which platform or vendgtensions
MAY be added, permanently or dynamically. Ext suges$, such as this one, are included at varioueplia the
Software Component Management Object to provideldle points of extension for platform or implematibn-
specific parameters. However, vendor extensions MNST be defined outside of one of these Ext sebdr
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Inventory/Delivered

Status

Occurrence

Format

Min. Access Types

ZeroOrOne

node

Get
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Optional

This node is a parent node of the delivered Dejivgackages in the Device.

Inventory/Delivered/<X>

Status Occurrence Format Min. Access Types

Required ZeroOrMore node Get

This node acts as a placeholder for a Delivery 8gekn the Device.

The DM System provides the values for supportettlciodes of this parent in either of two ways:

. When using OMA DM Replace as the delivery mechanidimese values are set by the DM
Server using DM commands.

. When using alternate download mechanism — the QlIST copy these values from the
corresponding branch of the Download sub-tree.

Inventory/Delivered/<X>/PkglD
Status Occurrence Format
Required One chr Get

Min. Access Types

This leaf node specifies the identifier of a Detiv@ackage in the Device.

The PkglID is provided by the Device Management&ysand uniquely identifies the Delivery Packagénimithe
SCOMO tree. A Delivery Package MUST preserve tmeesaentifier after a state transition. For examtie
same value of Download/<X>/PkgID that was usedtierDelivery Package while it was in the Downloat-tree
— MUST also be used as the value for InventoryAlgedd/<X>/PkgID in the Delivered sub-tree.

Inventory/Delivered/<X>/Data
Status Occurrence Format Min. Access Types
ZeroOrOne bin No Get

Optional

This leaf node specifies the actual binary Data Bfelivery Package. When using OMA DM for delivetyis node
is targeted with a Replace command containing #te df the Delivery Package to be delivered.

Inventory/Delivered/<X>/InstallParams
Status Occurrence Format Min. Access Types
Optional ZeroOrOne Chr Get

This leaf node is used with Install or InstalllrngetPrimitives to specify the installation paramstehen installing
the Delivery Package to the device. The formahefihstallation parameters is platform specific.
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Inventory/Delivered/<X>/Name

Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the Name of a Deliveryikidge in the Device. The Package Name is providettidy
Device Management System. A Delivery Package MU&Eqrve the same name after a state transition. For
example, the same value of Download/<X>/Name thet used for the Delivery Package while it was & th
Download sub-tree MUST also be used as the valum¥entory/Delivered/<X>/Name node.

Inventory/Delivered/<X>/Description

Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node provides a description of the DelpMeackage. A Delivery Package MUST preserve theesa
description after a state transition. For examble,same value of Download/<X>/Description that wasd for the
Delivery Package while it was in the Download stdetMUST also be used as the value for
Inventory/Delivered/<X>/Description node.

Inventory/Delivered/<X>/EnvType

Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node specifies the Environment type Dfedivery Package in the Device. The value of Env@ig
provided by the Device Management System. The vialaea URI [RFC3986] which unambiguously identiftas
target environment for the package. Standardizédgesdor the URI value MUST be registered with OMNA

A Delivery Package MUST preserve the same EnvT¥ige a state transition. For example, the sameevafu
Download/<X>/EnvType that was used for the Delivegckage while it was in the Download sub-tree MWA&D
be used as the value for Inventory/Delivered/<X>Bype in the Delivered sub-tree.

As SCOMO applies to Software Components and urmikaplete programs and applications, these compsnent
might not be functional without an environment tisainstalled in the device to allow Software Comeunts to be
used on the device (in general this environmentooasist of the OS, frameworks, libraries or othwftware
elements). In such a case the EnvType can be asattitess the environment that component is ajipdida.

In cases that the component is targeted for a devigch does not support the environment, the dgfipackage
MUST be rejected; meaning that it cannot be instidir activated in any form.

Inventory/Delivered/<X>/PkgType

Status Occurrence Format Min. Access Types
Required ZeroOrOne chr Get

This leaf node specifies the Content Type of a\@eji Package in the Device. The value MUST be a HIIM
content type. The PkgType MUST be provided by tlegife Management System. A Delivery Package MUST
preserve the same PkgType after a state transimmexample, the same value of Download/<X>/PkgTyat
was used for the Delivery Package while it wasisnDownload sub-tree MUST also be used as the Yatue
Inventory/Delivered/<X>/PkgType in the Deliveredstuee.
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Inventory/Delivered/<X>/Status

Status

Occurrence

Format

Min. Access Types

Required

One

int

Get

This leaf node specifies the status of Remove stalhPrimitive. This value is set by the SCOMOd@li and the
possible values are:

Integer Value Status Description
10 Idle / Start The Device hasn’t started the Rezmmvinstall Primitive
20 Remove Eailed Remove failed and the Deployment Component isigtithe
Device
30 Remove. Denotes that Remove has started
Progressing
40 Install Progressing Denotes that an installaticnstarted
50 (Ijr;;all Failed with Install failed and the downloaded package is istithe Device
60 Install Failed . .
without data Install failed and the downloaded package is ddlete

Inventory/Delivered/<X>/State

Status

Occurrence

Format

Min. Access Types

Required

One

int

Get

This leaf node specifies the state of a Delivergkge in the Device. The value of this node is afrtbe

following:

Integer Value State

Description

10

Delivered

The Delivery Package is in the DeleBtate

20

Installed

The Delivery Package is in the Insthibtate

Inventory/Delivered/<X>/Operations

Status

Occurrence

Format

Min. Access Types

Required

One

node

Get

This node is a parent node for Primitives thatlmamxecuted for Delivery Package in the Device.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM-SCOMO-V1_0-20111206-A Page 26 (47)

Inventory/Delivered/<X>/Operations/Install

Status Occurrence Format Min. Access Types
Required ZeroOrOne null Get, Exec

This node is used with Exec command to start tealhoperation; Deployment Component(s) from glsin
Delivery Package are installed into the Activeestat

Inventory/Delivered/<X>/Operations/Installlnactive

Status Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with Exec command to start thallinactive operation; Deployment Component(gjrra
single Delivery Package are installed into the fivacstate.

Inventory/Delivered/<X>/Operations/Removt

Status Occurrence Format Min. Access Types
Required ZeroOrOne null Get, Exec

This node is used with Exec command to start thredRe operation; to remove the Delivery Package ftioen
Device.

Inventory/Delivered/<X>/Operations/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brandhefDelivered operations sub-tree into which platfer vendor
extensions MAY be added, permanently or dynamic&kt sub trees, such as this one, are includedraius
places in the Software Component Management Otygutovide flexible points of extension for platfioor

implementation-specific parameters. However, vemdensions MUST NOT be defined outside of onénegé
Ext sub-trees.

Inventory/Delivered/<X>/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brancthefDelivery Package parameters sub-tree into whliatiorm or
vendor extensions MAY be added, permanently or ahyoally. Ext sub trees, such as this one, are deduat
various places in the Software Component Manage@bjgct to provide flexible points of extension fdatform

or implementation-specific parameters. Howevergdegrextensions MUST NOT be defined outside of dndese
Ext sub-trees.
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Inventory/Delivered/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brandhefdelivered sub-tree into which platform or venetensions
MAY be added, permanently or dynamically. Ext stges$, such as this one, are included at varioueplia the

Software Component Management Object to provideldle points of extension for platform or implematibn-

specific parameters. However, vendor extensions MNST be defined outside of one of these Ext sebdr

Inventory/Deployed
Status Occurrence Format Min. Access Types
Required One node Get

This node is a parent node of the Deployment Comapisnin the Device. The Client MUST include theoinfiation
of Deployment Components delivered and deployed@®MO in the Inventory/Deployed sub-tree. The lie
SHOULD include information of Deployment Componeintstalled outside of SCOMO e.g. at the factorppthe
end user, in the Inventory/Deployed sub-tree.

Inventory/Deployed/<X>

Status Occurrence Format Min. Access Types
Required ZeroOrMore node Get

This node acts as a placeholder for a Deploymentg@ment in the Device. The node name is assignedeby
SCOMO Client.

Inventory/Deployed/<X>/ID

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the identifier of a deplbyeployment Component in the Device. The ID MUW&T
provided by the Device Management System and uhjigdentify the Deployment Component within the S@O
tree. The implementation MAY generate executionr@mment specific ID for the Deployment Componeating

installation in the Device and maintain the mappiith Component ID provided by the Device Managetnen
System.

Inventory/Deployed/<X>/PkgIDRef

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node provides the reference to the Dgfitackage ID as specified in Download and/or Rebd tree in
the Device. The value of this node is the saméeasalue of PkgID for corresponding Delivery Paaki#ghe
Software Component is deployed via SCOMO mechanistine Software Component is deployed using other
mechanism (such as the user install an applicatiba)value of PkgIDRef MUST be *-1'.

Inventory/Deployed/<X>/Name

Status Occurrence Format Min. Access Types
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Optional ZeroOrOne chr | Get

This leaf node specifies the Name of a Deploymenh@onent in the Device.

Inventory/Deployed/<X>/Description

Status Occurrence Format Min. Access Types
Optional ZeroOrOne chr Get

This leaf node provides a description of the Deplesit Component in the Device.

Inventory/Deployed/<X>/Version

Status Occurrence Format Min. Access Types
Required One chr Get

This leaf node specifies the Version of a Deployn@mmponent in the Device.

The format of the version string is implementatspecific and MAY depend on the characteristichef t
Deployment Component, however this opaque strin@8ED encapsulate information that can differentiate
between different versions (e.g. different editjooisthe same Deployment Component.

A common and widely accepted version string costaisequence of two or more positive integers,raggghby *.’
Character, for example: “2.1.1".

A Deployment Component that does not have any eeiisiformation at the time of installation MAY uaa empty
string, to denote that it is version-less.
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Inventory/Deployed/<X>/State

Status Occurrence Format Min. Access Types
Required One int Get
This leaf node specifies the State of a Deployn@@rhponent in the Device. The value of this nodanis of the
following:
Integer Value| State Description
10 Inactive The Deployment Component is in the tivacState
20 Active The Deployment Component is in the ActBtate

Inventory/Deployed/<X>/Status

Status

Occurrence

Format

Min. Access Types

Required

One

int Get

This leaf node specifies the Status of Remove vAtdi and Deactivate Primitives. This value is sethie SCOMO
Client and the possible values are:

Integer Value | Status Description

10 Idle / Start The Device hasn't started the Resraperation

20 Remove Failed Remove failed and the componestiilign the Device

30 Remove Progressing Denotes that Remove hasdstar

40 Activate Failed Activate failed and the compdrisrstill in the Inactive state
50 Activate Progressing Denotes that the Activateration has started

60 Deactivate Failed Deactivate failed and the comept is still in the Active state
70 Deactivate Progressing  Denotes that the Deaetogeration has started

Inventory/Deployed/<X>/EnvType

Status

Occurrence

Format

Min. Access Types

Optiona

ZeroOrOni

chr

Gel

This leaf node specifies the Environment type Beployment Component in the Device. The value i3f ldaf
node is an URI [RFC3986] which unambiguously idéggithe target environment that was used for fiatan of
the Deployment Component. Standardized valuehfiJRI value MUST be registered with OMNA

Inventory/Deployed/<X>/Operations

Status

Occurrence

Format

Min. Access Types

Required

One

node Get

This node is a parent node for Primitives thatltamxecuted for a Deployment Component in the @evic
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Inventory/Deployed/<X>/Operations/Activate

Status Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with Exec command to start thitvAle operation; to transfer the Deployment Congmarirom
the Inactive state to the Active state.

Inventory/Deployed/<X>/Operations/Deactivate

Status Occurrence Format Min. Access Types
Optional ZeroOrOne null Get, Exec

This node is used with Exec command to start thecbeate operation; to transfer the Deployment Conemt
from the Active state to the Inactive state.

Inventory/Deployed/<X>/Operations/Remove

Status Occurrence Format Min. Access Types
Required ZeroOrOne null Get, Exec

This node is used with Exec command to start thed¥e operation; to Remove the Deployment Compofient
the Device. The presence of this node means thirapnt Component supports the Remove operation.

Inventory/Deployed/<X>/Operations/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brancdhefDeployment Component operations sub-tree itictw
platform or vendor extensions MAY be added, perm#g®r dynamically. Ext sub trees, such as this,@re
included at various places in the Software CompbiEmagement Object to provide flexible points xfemsion
for platform or implementation-specific parametétswever, vendor extensions MUST NOT be definedidet of
one of these Ext sub-trees.

Inventory/Deployed/<X>/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brancthefDeployment Component parameters sub-tree ihtohw
platform or vendor extensions MAY be added, perm#g®r dynamically. Ext sub trees, such as this,@re
included at various places in the Software CompbiiEmagement Object to provide flexible points xfemsion
for platform or implementation-specific parametétswever, vendor extensions MUST NOT be definedidet of
one of these Ext sub-trees.
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Inventory/Deployed/Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a brandhefdeployed sub-tree into which platform or venextensions
MAY be added, permanently or dynamically. Ext suges$, such as this one, are included at varioueplia the

Software Component Management Object to provideldle points of extension for platform or implematibn-

specific parameters. However, vendor extensions MNST be defined outside of one of these Ext sebdr

Ext

Status Occurrence Format Min. Access Types
Optional ZeroOrOne node Get

This optional interior node designates a branch@fSCOMO root into which platform or vendor exiens MAY be
added, permanently or dynamically. Ext sub tregsh s this one, are included at various placésersoftware
Component Management Object to provide flexiblentsof extension for platform or implementation-cfie
parameters. However, vendor extensions MUST NOddfimed outside of one of these Ext sub-trees.
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8. Behavior associated with the Management Object

In the SCOMO tree the Exec command is only alloteetdrget Primitives under Operations nodes. AdteExec command
to one of the Primitives under Operations node IBO®MO Client MUST send response to the SCOMO $énveither of
the following ways:

1. Asynchronously if the Exec command is acceptabteveiti be executed asynchronously.

* The SCOMO Client MUST return status code 202 (‘@ated for processing”) for the Exec command asdefin
[DMREPPRO]

» Upon completion of the asynchronous operation8OMO Client MUST send an alert back to the SCOMO
Server by using the Generic Alert defined in [DMARO

2. Synchronously: If the Exec command is acceptabieexecuted synchronously.

* If the Exec command is performed successfully S6B©MO Client MUST return SCOMO Result Code 1200
(“Command completed successfully”) for the Exec owand.

In SCOMO Client’s response message for reportinggae, the SCOMO Client MUST include the Deliveackage or
Deployment Component information in addition to shatus code described above:

* URI(s) of newly created dynamic node(s) <x> foriely Package or Deployment Component as a rebthieo
Primitives executed in <ltem>/<Target> element

* URI of the Primitive node on which the Exec commaras invoked in <ltem>/<Source> element

» For asynchronous reporting, Delivery Package PlagjiDeployment Component ID in <ltem>/<Data> eletnen
which format is ‘xml’

» For asynchronous reporting, SCOMO Result Codé@ftrimitive executed in <ltem>/<Data> element \uhic
format is ‘xml’

After an Exec command to one of the Primitives ur@erations node it is the SCOMO Client’s resphitigy to reflect the
changes in the Inventory sub-tree as follows:

»  After successful installation of Deployment Compuatsethe SCOMO Client MUST create their nodes iplbged
sub-tree.

 The SCOMO Client MUST create nodes for Deliverykae in the Delivered sub-tree, in the case a Doadhl
Primitive was executed successfully.

* The SCOMO Client MUST remove nodes for Delivery lRage in the Delivered sub-tree, in the case a Remov
Primitive was executed successfully

* The SCOMO Client MUST remove nodes for Deploymeot@onent in the Deployed sub-tree, in the case a
Remove Primitive was executed successfully

* The SCOMO Client MAY create nodes for Delivery Pagk in the Delivered sub-tree, in the case a
DownloadInstall or DownloadInstallinactive Primigiwas executed successfully. In this case it MAsbG aémove
these nodes after Deployment Components were liedtsliccessfully.

The detailed Exec command semantics and SCOMO tGhsponsibility are described below.

8.1 Structure Elements of <ltem>/<Data> for Reporting

As described above, the Delivery Package PkglDepl@yment Component ID will be included in XML stture in
<ltem>/<Data> element. The XML structure is defiredow:
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8.1.1 ResultCode

Usage: Specify the SCOMO Result Code of the Prmmi¢ixecuted
Parent Elements: none
Restrictions: The Format of this element MUST ke in

Content Model(#PCDATA)

8.1.2 Identifier

Usage: Specify the Delivery Package ID or Deployh@mponent ID
Parent Elements: none
Restrictions: The Format of this element MUST be ch

Content Model(#PCDATA)

8.2 Exec command semantics on Download sub-tree

Before receiving the Exec command, the following-pondition needs to be satisfied:

*  Download/<X> dynamic node creation
» At least the following nodes need to be set witlappropriate value:
o Download/<X>/PkgID
o Download/<X>/PkgURL
o Download/<X>/Operations... (at least one Operatidnisade for the Primitive to be executed)

* In case that Download/EnvType is specified andé®@mpatible with the environment on the device, SREOMO
Client MUST respond with a status code indicatirfgilure (in case of a synchronous response) dr EOMO
Result Code 1413 (Operation rejected — unsupperedonment) in case of an asynchronous operation.

The Exec command targeting a child node of an Qipaisanode starts the execution of a chosen Prienifror example:

<Exec>
<CmdID>3</CmdID>
<Item>
<Target>
<LocURI>./SCM/Download/Packagel23/Operations/Dow nloadInstall</LocURI>
</Target>
</ltem>
</Exec>

If the Exec command is targeting any Primitivesemitie Download sub-tree, the SCOMO Client MUSTtstee download
of the Delivery Package. If the Exec command igeting the DownloadInstall or the DownloadInstalittive Primitive,
after successful download the SCOMO Client MUSTtdtee installation of the Deployment Components.

The SCOMO Client responsibilities are describethanfollowing table. Grey cells describe the case white cells show
the resulting responsibilities:
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Primitive Download DownloadInstall or DownloadlInstall or
DownloadInstalllnactivg DownloadInstalllnactive

download procedure | succeeds Succeeds Succeeds
installation N/A Fails Succeeds
procedure

create nodes in MUST MAY MAY

Delivered sub-tree
and send Delivery
Package information
to the SCOMO

Server

Create nodes in the | N/A (no N/A (installation failed) | MUST
Deployed sub-tree installation)

and send Deployment

Component

information to the
SCOMO Server

Remove nodes from | SHOULD MAY SHOULD
the Download sub-
tree

Table 3 — Responsibilities associated with Exec @ownload sub-tree

After the nodes are created in the Delivered oeployed sub-tree as described above, the SCONBEMAUUST assign
ACL permissions to the new <x> node and its subesdd ensure the originally authorized DM Servergehthe same
permission to the Delivery Package or Deploymenh@anent as before download or installation.

In addition to applying ACL inheritance rules agided in [DMTND], the SCOMO Client copies permissginto the ACL
property value of new dynamic node <x> and its satles as described below:

 The ACL permissions of parent node <x> of the Ptiirainode on which the Exec command was invoked are
copied to the new <x> node in Delivered or Deployab-tree. These copied permissions are addedse th
inherited as per [DMTND]

» The ACL permissions of Primitive node on which Eheec command was invoked are copied to new Primitiv
nodes under new <x>/Operations node in Deliveredaployed sub-tree. These copied permissions atecait
those inherited as per [DMTND].

* The ACL permissions of other sub nodes under newrode inherit the ACL permissions from its paneotie
according to ACL inheritance rules as defined iiM[IND].

* The ACL permissions of Ext nodes are implementasipecific.
When trying to process an installation requestthefDeployment Component ID already exists, th®BO Client MUST
either replace the value of existing nodes in teelDyed sub-tree to avoid ID clashes within SCOM&2 {which implies an

update of an existing Deployment Component) oraedwith an appropriate SCOMO Result code to irtdiea error
(which implies that an update is not possible).

8.3 Exec command semantics on Delivered

Before receiving the Exec command, the following-pondition needs to be satisfied:
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. Delivered/<X> dynamic node creation
» At least the following nodes need to be set wittappropriate value:
o Delivered /<X>/PkgID
o Delivered/<X>/Data
o Delivered/<X>/Operations... (at least one Operatioin-sode for the Primitive to be executed)

» In case that Delivered/EnvType is specified andégempatible with the environment on the device S EOMO
Client MUST respond with a SCOMO Result Code 14@ilgd package validation).

The Exec command targeting a child node of an Qjpeisanode starts the execution of a chosen Prienifror example:
<Exec>
<CmdID>3</CmdID>
<Item>
<Target>

<LocURI>./SCM/Inventory/Delivered/Package456/Opera tions/Install</LocURI>
</Target>
</ltem>
</Exec>

If the Exec command is targeting Install Primitivikee SCOMO Client MUST start the installation lo¢ tDeployment
Components.

The SCOMO Client responsibilities in that cased@scribed in the following table. Grey cells daserihe case and white
cells show the resulting responsibilities:

Installation procedure succeeds | failed with data (Delivery | failed without data (Delivery,
Package data remains in | Package data lost)
the Device)

Create nodes in the Deployed subt MUST MUST NOT MUST NOT

tree and send Deployment
Component information to the
SCOMO Server

Remove nodes from the Delivered| MAY MUST NOT MUST
sub-tree

Table 4 — Responsibilities associated with Exec @elivered sub-tree

If the Exec command is targeting Remove Primitiveder the Delivered sub-tree, the SCOMO Client MW&Tove the
Delivery Package from the Device. In this caseSE®MO Client MUST remove nodes of the Delivery Ragekfrom
Delivered sub-tree.

After the nodes are created in the Deployed subdsedescribed above, the SCOMO Client MUST ags{gin permissions
to new <x> node and its sub-nodes to ensure tiginaily authorized DM Servers have the same perongs the Delivery
Package or Deployment Component as before instailat

In addition to applying ACL inheritance rules agided in [DMTND], the SCOMO Client copies permissginto the ACL
property value of the new dynamic node <x> andgiits-nodes as described below:

 The ACL permissions of the parent node <x> of thiemRive node on which the Exec command was invoes
copied to the new <x> node in the Deployed sub-tree
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 The ACL permissions of the Primitive node on whilth Exec command was invoked are copied to the new
Primitive sub nodes under new <x>/Operations nadbe Deployed sub-tree.

» The ACL permissions of other sub nodes of the ngwrode inherit the ACL property value from its @atr node
according to ACL inheritance rules as defined ilM[IND].

* The ACL permissions of Ext nodes are implementasipecific.

When trying to process an installation requesttheéfDeployment Component ID already exists, th®BIO Client MUST
either replace the value of existing nodes in teelbyed sub-tree to avoid ID clashes within SCOMg2 {which implies an
update of an existing Deployment Component) oraedpith an appropriate SCOMO Result code to irtdiea error
(which implies that an update is not possible).

8.4 Exec command semantics on Deployed

Before receiving the Exec command, the following-ponditions need to be satisfied:

»  Deployed/<X> dynamic node creation
» At least the following nodes need to be set wittappropriate value:
0o Deployed /<X>/PkgIDRef

o Deployed/<X>/Operations... (at least one Operatidntsode for the Primitive to be executed)

The Exec command targeting a child node of an Qjpeisanode starts the execution of a chosen Prieniffor example:
<Exec>
<CmdID>3</CmdID>
<Item>
<Target>

<LocURI>./SCM/Inventory/Deployed/Component789/Oper ations/Activate</LocURI>
</Target>

</ltem>
</Exec>

If the Exec command is targeting Remove Primitineer the Deployed sub-tree, the SCOMO Client MU&Tave the
Deployment Component from the Device and removéhalhodes of the Deployment Component from thel@epl sub-
tree.

8.5 Use of Synchronous Reporting
If the Exec command is executed synchronously andeeds, the SCOMO Client MUST send Delivery Paglag
Deployment Component information in a <Status> camdnfor Exec command as described below:

* The <Data> element MUST contain a valid SCOMO ReSabe (Sec 8.7)

* The URI of the Primitive node on which the Exec coamd was invoked — Used to identify the source -SWilbe
included in the <Source>/<LocURI> of <Status>/<Iteglement.

* The URI(s) of the newly created dynamic node(s) grder the Delivered or Deployed tree for the Dexlyv
Package or Deployment Component — used to idethtéfyesult — MUST be included in the <Target>/<L&3t of
<Status>/<Item> element.
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In case nodes are created for multiple Deploymem@nents after package installation, they MUSThiesidually
represented in multiple ltem elements in a <Statuseach Item element, the Target/LocURI elementains the URI of
the newly created dynamic node(s) <x> under thd®@ep sub-tree, and the Source/LocURI containdXRéof the
executable Primitive node on which the Exec commaas invoked.

The following is the example message:

<Status>
<MsgRef>1</MsgRef>
<CmdRef>2</CmdRef>
<Cmd>Exec</Cmd>
<Data>1200</Data> <l-- SCOMO Result Code -->
<ltem>
<Source>
<LocURI>./SCOMO/Download/Packagel/Operations/Downlo adInstall</LocURI>
</Source>
<Target>
<LocURI>./SCOMO/Inventory/Deployed/Componentl</LocU RI>
</Target>
</ltem>
<ltem>
<Source>
<LocURI>./SCOMO/Download/Packagel/Operations/Downlo adlnstall</LocURI>
</Source>
<Target>
<LocURI>./SCOMO/Inventory/Deployed/Component2</LocU RI>
</Target>
</lItem>
</Status>

8.6 Use of the Generic Alert

If the Exec command is executed asynchronouslyS®®MO Client MUST send a notification to the SCOMErver about
the outcome of the operation via a Generic AleMPERO] message. The SCOMO Client MAY send the aier$sage
during the same or subsequent DM session. Therakssage includes the following data:

» Delivery Package PkgID or Deployment ComponentriElitem>/<Data> element which format is ‘xml’ (see
section 8.1).

* Aninteger Result Code — Used to report statub®biperation. The appropriate SCOMO Result Codaeltin
section 8.7 MUST be included in an Item/Data elemérich format is ‘xml’ (see section 8.1).

* The URI of the Primitive node on which the Exec coamd was invoked — Used to identify the source -SWilbe
included in the Source/LocURI element within then&c Alert.

» The URI(s) of the newly created dynamic node(s) grder the Delivered or Deployed tree for the Datw
Package or Deployment Component — used to idetfitifyesult — MUST be included in the Target/LocWithin
the Generic Alert.

* An alert type — Used to identify the operation MUIST included.

Alerts that are reporting an error or failure caiosi SHOULD report an importance level defineddMPRO] higher than
Informational in the Mark field of the Meta infortian. If the SCOMO Server needs to retrieve addaldnformation, such
as download or install status described in Downlodd/Status node, then the SCOMO Server MAY quegyDevice for
those specific nodes.

In case nodes are created for multiple Deploymeam@nents after package installation, they MUSThidesidually
represented in multiple ltem elements in a singte&ic Alert message. In each ltem element, thgefdrocURI element
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contains the URI of the newly created dynamic nedek> under the Deployed sub-tree, and the Sduwce/RI contains
the URI of the executable Primitive node on whith Exec command was invoked.

The following is the example message:

<Alert>
<CmdID>2</CmdID>
<Data>1226</Data> <l-- Generic Alert -->
<Correlator>correlatorl</Correlator>

<Item>
<Source><LocURI>./SCM/Inventory/Delivered/Package45 6/Operations/Install</LocUR
I></Source>
<Target><LocURI>./SCM/Inventory/Deployed/Comp onentl</LocURI></Target>
<Meta>
<Type xmins="syncml:metinf’>
urn:oma:at:scomo:1.0:OperationComplet e
</Type>

<Format xmiIns="syncml:metinf">xml</Format>
<Mark xmiIns="syncml:metinf’>warning</Mark>
</Meta>
<Data>
<![CDATA[
<ResultCode>1200</ResultCode> <l-- SCOMO R esult Code -->
<ldentifier>ComponentlID</Identifier>
11>
</Data>
</ltem>

<ltem>

<Source><LocURI>./SCM/Inventory/Delivered/Package45 6/Operations/Install</LocUR
I></Source>
<Target><LocURI>./SCM/Inventory/Deployed/Comp onent2</LocURI></Target>
<Meta>
<Type xmins="syncml:metinf’>
urn:oma:at:scomo:1.0:OperationComp lete
</Type>
<Format xmIns="syncml:metinf">xml</Format>
<Mark xmiIns="syncml:metinf’>warning</Mark>

</Meta>
<Data>
<!/[CDATA][
<ResultCode>1200</ResultCode> <l--SCOMO R esult Code -->
<ldentifier>Component2ID</Identifier>
11>
</Data>
</ltem>
</Alert>

8.7 SCOMO Result Code

The Result Code of the operation MUST be sent astager value in Item/Data element of the Genal&t [DMPRO)]
message or in response to an Exec command in €ageahronous execution. The Result Code MUST heddrthe values
defined below:
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Result Code| Result Message Informative Descriptioof Status Code Usage

1200 Successful Successful- - The Request has&ded

1250-1299 Successful — Vendor Specified Succe&yferation with vendor specified Result

1400 Client Error Client error — based on User evibe behaviour

1401 User cancelled User chose not to accept theatipn when prompted

1402 Download Failed The Software Component dowhfaded

1403 Alternate Download Authentication was Required but Authentication talwas
Authentication Failure encountered when downloading Software Component

1404 Download failed due to Device |sThe download failed due to insufficient memory e t
out of memory Device to save the Delivery Package.

1405 Install Failed Software Component instalkafiailed in the Device

1406 Install failed due to Device out 0fThe install failed because there was not sufficieamory to
memory install the Software Component in the Device.

1407 Failed package validation Failure to positiwallidate digital signature of the Delivery

Package

1408 Remove failed The Software Component Remoeeatipn failed

1409 Activate failed The Software Component Actvaperation failed

1410 Deactivate failed The Software Component Destet operation failed

1411 Not Implemented The Device does not suppertelquested operation.

1412 Undefined Error Indicates failure not defitigdany other error code

1413 Operation rejected — unsupportedhe Operation has been rejected because the dinésenot
environment support the target environment type.

1450-1499 Client Error — Vendor Specified  ClientdE encountered for Operation with vendor spedifie

Result Code

1500 Alternate Download Server Error  Alternate Dmad Server Error Encountered

1501 Alternate Download Server The Alternate Download Server is unavailable orsdoet
Unavailable respond

1550-1599 Alternate Download Server ErrpAlternate Download Server Error encountered for i@pen
— Vendor Specified with vendor specified Result Code

Table 5 — SCOMO Result Codes

8.7.1 Alert Types for the Software Component Management Object

The following alert type MUST be used in a Gendtiert [DMPRO] message originating from a Softwarentponent
Management Object. The alert type is used to ifletite operation that was performed on the Device.

e urn:oma:at:scomo:1.0:OperationComplete

8.8 User Interaction Commands

This section deals with the SCOMO Client behaviagsociated with user interactions commands sahetbevice.
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8.8.1 Requesting User Confirmation

The SCOMO Server MAY request user confirmation befeerforming SCOMO operations within the Devicewdver it is
important to ensure that the SCOMO Client suppitvtsability to handle the user confirmation request

In particular the SCOMO Client:
e SHOULD support DISPLAY Aleras described ifDMPRO].

e SHOULD support CONFIRM OR REJECT Alert as describefDMPROQO].
e SHOULD support USER INPUT Alert as described in [PRO].

e SHOULD support USER CHOICE Alert as described iMERO].

The SCOMO Server SHOULD support all these Alerts.

[0 2011 Open Mobile Alliance Ltd. All Rights Reserved.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-DM-SCOMO-V1_0-20111206-A Page 41 (47)

9. SCOMO Usage (Informative)

This section describes some common flows for thhpqme of Software Component management.

9.1 Delivery of Deployment Components

SCOMO allows a Deployment Component to be deliveitter via OMA DM delivery mechanism or using dteate
download mechanism such as [DLOTA]

9.1.1 OMA DM Delivery

OMA DM delivery is achieved by the DMS sending goRee command containing the actual Deployment Gorept data
to the /Inventory/Delivered/<X>/Data node. The DMrge Object mechanism MAY be used.

9.1.2 Alternate Download

Step 1: DMS sets the appropriate values in Dowrto@e/ sub-tree as specified in section 8.2
Step 2: DMS performs an Exec on one of the noddsniDownload/<X>/Operations

Step 3: The Device returns an appropriate Gendad Mdicating status of the requested operatoepecified in section
8.6 Use of the Generic Alert.

9.2 Installation of Deployment Components

Step 1: The DMS performs an Exec on one of the aipg installation nodes such as
Inventory/Delivered/<X>/Operations/Install or Intery/Delivered/<X>/Operations/Installinactive

Step 2: The Deployment Component installation pgede initiated on the Device and upon completio@@propriate status
is returned to the DMS using a Generic Alert axsigel in section 8.6 Use of the Generic Alert.

9.3 Activation/De-activation of Deployment Components

Step 1: The DMS performs an Exec on Inventory/Dggilid/<X>/Operations/Activate or Inventory/Deployed
/<X>/Operations/Deactivate depending on whethewvaiibn or deactivation is desired.

Step 2: The Deployment Component activation or tilgtton process is initiated on the Device andrupompletion an
appropriate status is returned to the DMS using@ae@c Alert as specified in section 8.6 Use of@emeric Alert.

Alternatively, the activation/deactivation proc&sAY be performed synchronously and upon completiorStatus>
command for Exec command indicating the resulhefdperation.

9.4 Removal of Software Components

Step 1: The DMS performs an Exec on Inventory/Dggilid/ <X>/Operations/Remove or Inventory/Delivered
/<X>/Operations/Remove

Step 2: The Deployment Component removal procesdtiated on the Device and upon completion arrappate status is
returned to the DMS using a Generic Alert as sjetih section 8.6 Use of the Generic Alert.

9.5 Retrieving Inventory of Deployment Components

Step 1: The DMS performs a GET on the Inventorgen(r the Inventory/Delivered or Inventory/Depldy@odes directly)
to find out what components are delivered or degdiogn the Device.

Step 2: The Device returns the inventory to the DMS
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10.Security Considerations (Informative)

Security for delivery and management of Softwarem@onents is of paramount importance. It is envisibrihat
authentication mechanisms supported by OMA DM proitgDMPRO] will be used to ensure that authengdagntities can
deliver/perform management operations on Softwaym@bnents on the Device. Similarly, authorization fhanagement
operations on Software Components under the puroiethis enabler will be based on the ACL mechasistafined by
OMA DM TND [DMTND].

The SCOMO enabler does not mandate nor restrictaghanism to guarantee authenticity, confidemyialnd integrity of
Software Components delivered to the Device. krigisioned that existing security mechanisms f@ gurpose such as
Digital Signatures, SSL [SSL3.0], TLS [TLS1.0], etan easily work in conjunction with SCOMO.
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Appendix B.

Static Conformance Requirements

The notation used in this appendix is specifiefB@RRULES].

B.1

(Normative)

B.2

<Xx>/
Inventory/Delivered/<X
>/Data

SCR for SCOMO Tree Structure
Item Function Reference Requirement
SCOMO-T-001-M Use of appropriate Section 7.4
Management Object
identifier for the
SCOMO node
SCOMO-T-002-M Support for Required | Section 7.4
nodes under root node
SCOMO-T-003-0O Support for Optional Section 7.4
nodes
SCOMO-T-004-M Support for Required | Section 7.4
nodes under an Optiona|
node if the Optional
node is supported
SCR for SCOMO Client
Item Function Reference Requirement
SCOMO-C-001-M Support for Download Section 5.2 | SCOMO-C-002-O OR
SCOMO-C-005-0
SCOMO-C-002-0O Support for Alternate | Section 5.1.2 | SCOMO-C-026-O AND
Download SCOMO-C-027-0
SCOMO-C-003-0 Support for Add of Section 7.4
<x>/Download/<x>/Pkg
URL
SCOMO-C-004-0O Support for Replace of| Section 7.4
<x>/Download/<x>/Pkg
URL
SCOMO-C-005-0 Support for OMA DM | Section 5.1.2 SCOMO-C-028-O AND
Download based on SCOMO-C-029-0
Replace mechanism
SCOMO-C-006-0O Support for Add of <x>/ Section 7.4
Inventory/Delivered/<X
>/Data
SCOMO-C-007-0O Support for Replace of| Section 7.4

SCOMO-C-008-O

Support Inactive State
for Deployment
Component

Section 5.1.1.1

SCOMO-C-009-M

Support Active State fo
Deployment Component

I Section 5.1.1.2

SCOMO-C-010-M

Support Removed Stat
for Deployment

p Section 5.1.1.3

Component
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SCOMO-C-011-O

Support Activate
Primitive for
Deployment Component

Section 5.1.1.4

SCOMO-C-012-O

Support Deactivate
Primitive for
Deployment Component

Section 5.1.1.4

SCOMO-C-013-M

Support Remove
Primitive for
Deployment Component

Section 5.1.1.4

SCOMO-C-014-M

Support Not
Downloaded State for
Delivery Package

Section 5.2.1.1

SCOMO-C-015-O

Support Delivered Stat
for Delivery Package

eSection 5.2.1.2

SCOMO-C-016-M

Support Installed State
for Delivery Package

Section 5.2.1.3

SCOMO-C-017-M

Support Removed Stat
for Delivery Package

e Section 5.2.1.4

SCOMO-C-018-O

Support Download
Primitive for Delivery
Package

Section 5.2.1.5

SCOMO-C-019-0

Support DownloadInstd
Primitive for Delivery
Package

llSection 5.2.1.5

SCOMO-C-020-O

Support
DownloadInstalllnactive
Primitive for Delivery
Package

Section 5.2.1.5

SCOMO-C-021-0

Support Install Primitivg
for Delivery Package
which is in the Delivered
sub-tree

2 Section 5.2.1.5

SCOMO-C-022-0O

Support Installlnactive
Primitive for Delivery
Package

Section 5.2.1.5

SCOMO-C-023-M

Support Remove
Primitive for Delivery
Package

Section 5.2.1.5

Download using Data

node

SCOMO-C-024-0O Support synchronous | Section 8.5
result reporting

SCOMO-C-025-0 Support asynchronous| Section 8.6
result reporting

SCOMO-C-026-M Support for OMA-DM | Section 8.6 SCOMO-C-003-O OR
Download using SCOMO-C-004-O
PkgURL node

SCOMO-C-027-0O Support for Primitives | Section 7.4 SCOMO-C-018-M OR
on Download sub-tree SCOMO-C-019-O OR

SCOMO-C-020-O0
SCOMO-C-028-0 Support for OMA-DM | Section 9.1.1 | SCOMO-C-006-O OR

SCOMO-C-007-O
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the Deployment
Component metadata
(provided by the DM
System) in
corresponding nodes

under the Deployed subt

tree

SCOMO-C-029-0 Support installation Section 5.1.2 | SCOMO-C-021-O OR
Primitives on Delivered SCOMO-C-022-O0
sub-tree

SCOMO-C-030-0 After installation reflect | Section 5.1

SCOMO-C-031-M

Support state transition
that appear to be atomig
(for Deployment
component). If a state
transition fails the -
reverse the operation ar
make sure the
Deployment
Components remain in
the previous state

sSection 5.1.1

SCOMO-C-032-M

Support state transition
that appear to be atomig
(for Delivery Package).
If a state transition fails
the - reverse the
operation and make surg
the Delivery Package
remains in the previous
state

sSection 5.2.1

U

SCOMO-C-033-M

Create corresponding
nodes of each
Deployment Component
in the Deployed tree

Section 5.2.1.3

SCOMO-C-034-M

When executing Remo
Primitive of Delivery
Package - delete the
delivery Package from
the Device and delete
corresponding nodes
which represented it in
the Delivered tree

&ection 5.2.1.4

download mechanism —
copy the values of leaf
nodes from the
Download sub-tree to th
corresponding leaf node
in the Delivered tree

n ©®

SCOMO-C-035-0 Support EnvType node| Section 7.4 SCOABA036
SCOMO-C-036-O Reject a component if itsSection 7.4

indicated EnvType is not

supported
SCOMO-C-037-M When using alternate | Section 7.4
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SCOMO-C-038-M Support result reporting Section 8 OBM-C-024 OR
SCOMO-C-025
SCOMO-C-039-M After successful Section 8
installation of
Deployment
Components, create thejr
nodes in the Deployed
sub-tree
B.3 SCR for SCOMO Server
Item Function Reference Requirement
SCOMO-S-001-M Support for the SoftwarneSection 7.4
Component Management
Object
SCOMO-S-002-0 Support triggering of | Section 8.8.1
DISPLAY Alert
SCOMO-S-003-0 Support triggering of | Section 8.8.1
CONFIRM OR REJECT
Alert
SCOMO-S-004-0 Support triggering of | Section 8.8.1
USER INPUT Alert
SCOMO-S-005-0 Support triggering of | Section 8.8.1
USER CHOICE Alert
B.4 SCR for DM System
Item Function Reference Requirement
SCOMO-DMS-001-M| Provide metadata with the Section 5.1
Deployment Component
SCOMO-DMS-002-M| Provide value for PkgID to Section 7.4
uniquely identify the Delivery
Package within the SCOMO tree
SCOMO-DMS-003-M| Provide Package Name Section 7/4
SCOMO-DMS-004-O| Provide value for EnvType Sectioh 7
SCOMO-DMS-005-O| Provide value for PkgType Sectioh 7
SCOMO-DMS-005-M| Provide value for ID to uniquely Section 7.4
identify the Deployment
Component within the SCOMO
tree
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