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1. Scope (Informative)

The scope of OMA Secure Removable Media" is to enable the use of Secure Removable Med&lbwing users the
ability, for example, to transfer Rights to andnfra trusted SRM and to consume Rights from the SRN& enabler
extends the OMA DRM specifications to provide meatbias for the secure transfer of Rights betweeRMRAgent and an
SRM Agent including their mutual authentication.
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3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not irded to provide testable requirements to implememsit

3.2 Definitions

Device A Device is the entity (hardware/software or conalion thereof) within a user equipment that impletae
a DRM Agent. The Device is also conformant to thHdAODRM specifications. The Device may include a
smartcard module (e.g. a SIM) or not depending upqiementation

DRM Agent The entity in the device that manages Permissionsiédia Objects on the device. (From [OMADRMv2])

DRM Content Media Objects that are consumed according to afge¢rmissions in a Rights Object

Interface See [OMA-DICT].

Rights Rights are the collection of permissions and cairsts defining under which circumstances access is
granted to DRM Content. Rights may include the eissed state information.

Rights Issuer An entity that issues Rights Objects to OMA DRM fmymant devices

Rights Object A collection of Permissions and other attributesohtare linked to Protected Content. (From
[OMADRMv2])

Secure Removable Media A removable media that implements means to pretgainst unauthorized access to its internal data an
includes an SRM Agent. (e.g. secure memory cardrtseard)

SRM Agent A trusted entity embodied in Secure Removable Méltigs entity is responsible for storing and remayi
Rights Objects in Secure Removable Media, for @eiing Rights Objects from/to a DRM Agent in a secur
manner, and for enforcing permissions and conggaimcluding securely maintaining state informatfor
stateful rights. The SRM Agent is a part of SedvReenovable Media.

3.3 Abbreviations

CA Certificate Authority

CEK Content Encryption Key

CRL Certificate Revocation List

DRM Digital Rights Management
OCSP Online Certificate Status Protocol
OMA Open Mobile Alliance

PKI Public Key Infrastructure

ROAP Rights Object Acquisition Protocol
R-UIM Removable User Identity Module
SD Secure Digital

S-MMC Secure MultiMediaCard

SIM Subscriber Identity Module

SRM Secure Removable Media

UsIM Universal Subscriber Identity Module

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4. Introduction (Informative)

Secure Removable Media is a removable media thaements means to protect against unauthorizedsadoéts internal
data and includes an SRM Agent. Example of Secerad®able Media (referred to as SRM hereinafter) bwthe secure
memory card and the smart card.

The secure memory card has an embedded micropov@ess is capable of storing Rights or DRM Coniard secure
manner (e.g. S-MMC, SD). The smart card also haanamedded microprocessor and is capable of stadogss codes, user
subscription information, secret keys, DRM Cont&ights etc (e.g. SIM, USIM, R-UIM). If a user usiesvices with a
physical interface to connect an SRM, the usernsanthe SRM as a means of increasing storage &pado®&M Content

and portability of Rights. Differently from the sge memory card, the smart card enables userske etelephone call by
using the devices and is issued by a mobile netwpekator.

OMA DRM with SRM can provide a mechanism to writead, delete and update Rights in SRM in a secareer to
realize the use cases defined in the OMA SRM Requents Document [SRM-RD]. While OMA DRM version p@vides
a general framework for downloading Rights and isigaRights in the domain, the OMA SRM enabler ege®MA DRM
version 2.0 to allow users to transfer Rights betwthe device and the SRM and to consume Rightsdsin the SRM
without generating and managing complex groupsesfaks in a domain.
4.1 Use Cases
The OMA SRM Requirements Document [SRM-RD] defittes following new use cases;

0 Use Case 1: Upgrade from old Devices to new Dewigassing the Secure Removable Media

0 Use Case 2: Provisioning of Rights Object in theaBr@ard

0 Use Case 3: Using Contents in Multiple Devices sing the Secure Removable Media

0 Use Case 4: Transfer Contents and Rights Objeasm@®MA Conformant Devices by using the Secure
Removable Media

0 Use Case 5: Direct Rendering of DRM Contents bggitiie Secure Removable Media
0 Use Case 6: Backup of Rights Object in the Smarti Ca
0 Use Case 7: Pre-Loading of Rights Objects by udiegsmart Card

Details of these new use cases are specified iIM[BR)].

4.2 Requirements

Requirements that satisfy the use cases listeldpter 4.1 are defined in the OMA SRM Requirem@uasument [SRM-
RD].

4.3 Security Considerations

Based on security considerations of the OMA DRMy#his section defines security issues neede@kA SRM enabler.
Detailed security solutions for the OMA SRM enaldez specified by the OMA SRM technical specificati

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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43.1 Overview

Mutual Authentication: The DRM Agent and the SRM Agent can authenticathether (i.e. mutual authentication) based
on credentials that are securely provisioned it e@hke result of this mutual authentication alldivs DRM Agent and SRM
Agent to establish a secure channel for the exahand sharing of secret elements.

Message TransactionBased on the mutual authentication, a Rights Qlajed its state information (i.e. Rights) or any
necessary messages can be securely delivered bettveeBRM Agent and SRM Agent regardless of lovagel
communication (e.g. SD, S-MMC, Smart Card). Theeteglements are used to guarantee the confidigyntald integrity of
the Rights. A symmetric encryption or keyed hasicfion may be used.

Replay of message transactions will not resulnipaction being taken by the receiver that wastenied by the original
transmitter of those messages.

Rights Protection: A Rights Object stored in a device is cryptography bound to the DRM Agent in the device. While
moving the Rights Object and its state informatibe, result of the mutual authentication can be& userotect the
confidentiality of sensitive parts (e.g. CEK) aidegrity of the Rights Object itself and stateoimhation. After the move
operation, the Rights Object is still securely bdbtm a trusted entity: DRM Agent or SRM Agent.

Protection of Rights Consumption:To consume the Rights, the SRM Agent sends CEKed®RM Agent. The device
decrypts a DRM Content with the CEK. The resulthef mutual authentication can be used to protecttimfidentiality of
the CEK. If the mutual authentication becomes iitvahe transferred CEK has to be invalidated so@BRM Agent.

4.3.2 Trust Model

The trust model required by this enabler is basethe Public Key Infrastructure (PKI) and is anemdion of the trust model
described in [DRMARCH-v2.0]. The primary entitiesthe trust model in this enabler are the CesdtficAuthorities (CA),
SRMs, Devices and Rights Issuers. There couldldépie CAs in this system. This enabler does nahdate a specific
trust model. The exact nature of any trust modkdftsup to marketplace decisions.

The SRM Agent has to be trusted by the DRM Agenteims of authorization, data protection, and ofdtust. Only an
authorized DRM Agent can access data stored iSRM and the SRM Agent has to guarantee the integnitl the
confidentiality of the data. The SRM Agent is alagsted enough to hide security elements (e.gafgikey) from other
entities. What constitutes a trusted DRM Agent BVBAgent depends on the business policies of tlieiying trust
model.

Each SRM Agent is provisioned with a unique key paid an associated certificate signed by an apiptepCA. The
certificate identifies the SRM Agent and certiftbe binding between the SRM Agent and the key {Féiis allows DRM
Agents to securely authenticate the SRM Agent. DR& Agent is also provisioned with a unique keyraid an
associated certificate as defined in [OMADRMv2]idhllows SRM Agents to securely authenticate tRivDAgent.

The information in the certificate of the SRM Agemtables the DRM Agent to trust the SRM Agent aartighe sensitive
data of the Rights Object and its state informatmthe SRM Agent. The information in the certiteaf the DRM Agent
also enables the SRM Agent to trust the DRM Agewlt send the sensitive data of the Rights Objecttarsiate information
to the DRM Agent. Both the SRM and the Device carptovisioned with more than one certificate. Basedhe certificate
preferences expressed by the SRM Agent, the DRMhAlgas to provide an appropriate certificate.

The SRM enabler also assumes that the CA who signBevice and SRM certificates issues CRLs indigaheir
revocation status. The CA may also run an OCSporeter for use during the execution of the protocol

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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4.3.3 Other Considerations

4.3.3.1 Rights Replay Protection

If Rights in the device is backed up to a remoseeland the Rights is moved to the SRM, restoliedgRights causes
unexpected Rights duplication. If the Rights in 8f&M is backed up, it is possible to assume thessseourity problem.
Another example of Rights replay attack would keriception of Rights by an intermediary while defing it from a Rights
Issuer to the DRM Agent. If the Rights is movedhie SRM and the originally intercepted Rights st@tied in the device
again, it also causes unexpected Rights duplica®dMA SRM enabler prevents this and similar attafckmn occurring.

43.3.2 DRM Time for SRM

The SRM (e.g. SD, S-MMC, Smart Card) cannot haeleek inside, therefore will not support DRM Tinghe OMA SRM
enabler allows proper DRM time related operatimrausing Rights stored in the SRM even in casewvére hardware
restrictions of the SRM.

4.3.3.3 Aborted Transaction Recovery

If transaction fails during Rights consumption,rthes possibility for Rights not to be updated mdp. If transaction
between the device and the SRM is failed durindhRid/love operation, there is also possibility feexs to lose their Rights.
There are two examples of abnormal Move failure:

In case of Rights Move from Device to SRM

Rights is removed from the device immediately affter Rights has been moved to the SRM. If the &retien is
failed before the moved Rights is reached to th¥ Sisers lose the Rights.

In case of Rights Move from SRM to Device

Rights is removed from the SRM immediately after Rights has been moved to the device. If the actims is
failed before the moved Rights is reached to thécde users lose the Rights.

If the Rights is removed from an originated enéifter the Rights have reached the other side ssitdlgs the transaction
failure may cause another security problem - unebgukduplication of the Rights.

The transaction failure may occur by unstable cominaiion between the device and the SRM which hagpparely or by
unexpected physical disconnection of the SRM frbendevice. To prevent the above problems, OMA SRibker has to
provide with ways to recover the transaction falur

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5. Architectural Model

5.1 Dependencies

The OMA SRM enabler defines the format and thegmtidn mechanism of the Rights in the SRM and duaisty model

for managing encryption keys in the SRM. It als@irdes the protection mechanism for transferringi&gand DRM Content
between devices and SRM(s) and consuming RightseiSRM(s). To achieve these functions, the OMA S&idbler uses
OMA DRM version 2.0 [OMADRMvV2] as its foundationh& architecture defined in this document takesqatecce over
those specified by the foundation documents, theating the OMA SRM enabler.

The relationship between the enablers is illustkateigure 1.

OMA DRM version 2.0 OMA SRM Enabler
Enabler
A > B Indicates that the enabler A uses functions efahabler B.

Figure 1: OMA SRM Enabler Dependencies

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.2  Architectural Diagram

Figure 2 shows the architectural diagram of OMA SRM

SRM
Requestor

SRM-1

— \Interface

Functional Component

A\ 4

SRM Agent

Figure 2: Architectural Model
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Figure 3 shows the functional architecture of OMRNG

€3 g
Content User
Provider
Move Rights

S —

Read Rights

(@@3 S —

\é__ Update Rights State Information S

S —

DRM SRM
Agent Agent

Get Rights List

Rights
Issuer

Content
Issuer

<(mmmfp> Extended function from the existing enabler (OMANDRersion 2.0)
zzzzzyz>  Function from the existing enabler but outsidegbepe of OMA SRM Enabler

< ——> New function for the OMA SRM Enabler

Figure 3: Functional Architecture
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5.3

5.3.1

Functional Components and Interfaces

Functional Components

This section describes the OMA SRM functional comgrds. Some of these components are existingesntvhose details
are defined in [OMADRMV2].

o Rights Issuer
The Rights Issuer is an entity that assigns pefarnissaand constraints to DRM Content, and geneiRigists
Objects. Rights Objects govern how DRM Content imayised — DRM Content cannot be used without an
associated Rights Object, and may only be usefexsfied by the Rights Object. The Rights Issyscifies in the
Rights Object the usage of the SRM to store Rights.
o DRM Agent
A DRM Agent embodies a trusted entity in a devillas trusted entity is responsible for enforcingnpissions and
constraints associated with DRM Content, contrgliiwcess to DRM Content, etc. The DRM Agent sdgur
communicates with the SRM Agent to control and ngarthe Rights stored in the SRM.
0 SRM Agent
A SRM Agent is a trusted entity embodied in Sedkeenovable Media. This trusted entity is responditiestoring
and removing Rights Objects in Secure RemovableiMeld also securely transfers Rights Objects asabciated
information to and from a DRM Agent,
5.3.2 Interfaces
The OMA SRM interfaces are defined in Table 1.
Interfaces Description
SRM-1 This interface supports

Requests to transfer Rights Objects and assocs#éelinformation
Requests to read the list of Rights in the SRM
Requests to transfer Rights in the SRM
Requests to consume Rights
The use of this interface can involve mutual autication, confidentiality, and integrity.

Table 1: Interface descriptions

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
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5.4

Flows

Functions between each component which constitbheefunctional architecture rror! Reference source not found.are
explained in this chapter.

(0]

Move Rights

This function moves a Rights Object and its as$ediatate information (i.e. Rights) from the SRMHe DRM
agent (or vice versa). After the move, the Rightge€t and its associated state information is piteisethe
destination and deleted from the source and itié&ganteed that duplication or loss of Rights ispuassible.

Read Rights

The DRM agent reads the Rights Object and its @stmatstate information (i.e. Rights) from the SRMI can use
it (i.e. locally consume) if and only if the samBN agent is securely connected to the DRM agent.

Update Rights State Information
The DRM agent updates the state information of SRRiGhts that are locally consumed by the DRM agent
Get Rights List

The DRM Agent retrieves a list of Rights identiidrom the SRM Agent. The SRM Agent can provids list
identifying Rights Objects that are associated w&igpecific DRM Content.

ROAP

The ROAP (RO Acquisition Protocol) in the OMA DRMngion 2.0 provides the format, the protection rae&m
and the transport mechanism for the Rights Objedtthe security model for managing of content epioon keys.
The OMA SRM enabler provides the extended mechanamd security model to enable the Rights Objebeto
stored in the SRM.

Download OTA

This is out of the scope of the OMA SRM enableprtivides the transport mechanism to deliver DRNht€nt
from the content issuer to the DRM Agent.
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5.5 Service Scope

The OMA SRM enabler supports three functional smwibased on the architecture defined in this deounThe services
are shown in following sub chapters.

551 Service 1 - Basic Model

A Rights Issuer issues Rights bound to a Deviadefined in [OMADRMv2] with the permission to movEhe Rights can
be moved from the Device to an SRM. The moved Righnh also be used by multiple Devices for renddtiassociated
DRM Content. The Rights can be moved to the orighevice or other Devices.

Figure 44 shows components and interfaces foralse&bnodel and Table 2 specifies actions on thegfantes. The actions
can be permitted or restricted by a permissioroostraint stated in the Rights.

Rights Issuer | L

14
Device A
q
SRM C P Device B

Figure 44: Components and Interfaces in Service 1

Interfaces Actions

p The “Rights Issuer — L” issues a Rights to the “Bev- A”. The issued Rights can
be used by the “Device — A”

q The Rights in the “Device — A” can be moved frore tbevice — A” to the “SRM —
C” (Refer to chapteError! Reference source not found)

The Rights in the “SRM — C” can be moved from tis&kM — C” to the “Device —
A" (Refer to chapteError! Reference source not found)

The Rights in the “SRM — C” can be consumed by'Device — A” as stored in the
“SRM — C” (Refer to chapteError! Reference source not found)

r The Rights in the “Device — B” can be moved frora tbevice — B” to the “SRM —
C” (Refer to chapter 6.1.1)

The Rights in the “SRM — C” can be moved from tis&kM — C” to the “Device —
B”. (Refer to chapteError! Reference source not found)
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The Rights in the “SRM — C” can be consumed by'Device — B” as stored in the
“SRM — C” (Refer to chaptegrror! Reference source not found)

Table 2: Actions in Service 1

Using the interfaces provided by “g” and “r’, thegRts in the “Device — A” can be moved to “Devic&>via “SRM — C".
Before the move from “SRM — C” to “Device — B”, tidghts in “SRM — C” may or may not have been coned.

Although not directly shown in Figure 4, interfa¢g$ and “r’ can also be used to move the Rightsifrone (source) SRM
to another (sink) SRM via a Device. Before the mfseen the Device to the sink SRM, the Device maynay not have
consumed the Rights.

5.5.2  Service 2 - Preloaded Rights in SRM

A Rights can be installed in an SRM during manufang the SRM. The preloaded Rights in the SRMvamised by
Devices for rendering its associated DRM Content.

Rights Issuer | L

out of scope

SRM C Device B
w
v
Device A

Figure 5 shows components and interfaces for teladed Rights service and Table 3 specifies axtiornthe interfaces.
The actions can be permitted or restricted by enfgmion or constraint stated in the Rights.
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Rights Issuer | L

out of scope

Device

SRM C
w
v
Device A

Figure 5: Components and Interfaces in Service 2

Interfaces

Actions

\'

The Rights in the “SRM — C” can be used by the ‘iDev A” as stored in the “SRM
— C” (Refer to chapteError! Reference source not found)

The Rights in the “SRM — C” can be moved from tis&RkM — C” to the “Device —
A”. (Refer to chapteError! Reference source not found) After this action, the

moved Rights can be used by the “Device — A”

The Rights in the “SRM — C” can be used by the ‘iDev B” as stored in the “SRM
— C” (Refer to chapteError! Reference source not found)

The Rights in the “SRM — C” can be moved from tis&RkM — C” to the “Device —
B". (Refer to chapteError! Reference source not found) After this action, the

moved Rights can be used by the “Device — B”

The interface between the Rights Issuer and thé\'SRC” is out of scope.

Table 3: Actions in Service 2

5.5.3 Service 3 — On-Line Rights Issue into SRM

A Rights Issuer issues Rights to an SRM Agent HinenThe Rights can be used by Devices for remdets associated

DRM Content.

Figure 6 shows components and interfaces for tjatRiissue service and Table 4 specifies actiorie®imterfaces. The

actions can be permitted or restricted by a peiionissr constraint stated in the Rights.
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Rights Issuer | L
A
SRM Cc
t
Device A

Figure 6: Components and Interfaces in Service 3

Device

Interfaces

Actions

S

The “Rights Issuer — L” issues a Rights to the “SRiyent — C” by online. (Refer to

chaptertrror! Reference source not found)

The Rights in the “SRM — C” can be used by “DewicA” as stored in the “SRM —
C” (Refer to chapteError! Reference source not found)

The Rights in the “SRM — C” can be moved from tis&kM — C” to the “Device —
A". (Refer to chapteError! Reference source not found) After this action, the

moved Rights can be used by the “Device — A”

The Rights in the “SRM Agent — C” can be used bgvVize — B” as stored in the
“SRM — C” (Refer to chapteError! Reference source not found)

The Rights in the “SRM — C” can be moved from tis&kM — C” to the “Device —
B”. (Refer to chapteError! Reference source not found) After this action, the

moved Rights can be used by the “Device — B”

Table 4: Actions in Service 3
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6. Example Flow of Technical Use Cases (Informative

The use cases defined in the OMA SRM Requiremeataibent [SRM-RD] can be classified into the follogitechnical
use cases. This chapter provides the definitidhetechnical use cases and shows how to achieuwgsthcases and the
requirements in [SRM-RD]. Figure 7 shows an exanmpl@ementation of the SRM architecture.

Rights Issuer

DRM Agent

SRM-1

SRM Agent

Device

> Interface

Functional Component

! 1 Physical device

\4

Figure 7: Example Implementation of SRM Architecture

)

Note: The DRM-1 interface in Figure 7 carries sactions and data to the DRM Agent and is shownefi@rence. The
specification for this interface is contained in @WWRM v2.0.
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6.1 Flow
6.1.1 Rights Move from Device to SRM

This technical use case describes the basic furadiip of OMA SRM. Rights are moved from the Deviogthe SRM. Users
can store her or his Rights in the SRM by thisaese. This move procedure includes relocating emsbving the Rights
from the Device.

Action:
1. The DRM Agent selects Rights stored in the Device.

2. The DRM Agent moves the selected Rights to the S®RJ&nt and the SRM Agent stores it in the SRM. The
selected Rights are removed immediately from theid@eafter it is moved.

Device Secure Removable Media

Select Rights in Device

@
@

Figure 8: Sequence Diagram — Rights Move from Devicto SRM

Move Selected Rights to SRM

————— e
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6.1.2 Rights Move from SRM to Device

This technical use case describes the case whéhsRsgmoved from the SRM to the Device. This tfanprocedure
includes relocating and removing the Rights from $RM.

Action:

1. The DRM Agent requests the SRM Agent to retrielistaf Rights identifiers in the SRM and the SRMe&%t
sends the list to the DRM Agent.

The DRM Agent selects Rights in the SRM by refegtio the list of Rights identifiers.

3. The DRM Agent requests the SRM Agent to move thecsed Rights to the Device. On receiving the retjube
SRM Agent moves the selected Rights to the DRM Aged the DRM Agent stores it in the Device. Theced
Rights are removed immediately from the SRM aftés moved.

Device Secure Removable Media

Request to Send List of Rights Identifiers

Y _

Generate List of Rights Identifier
Send List of Rights Identifier

Request to Move Selected Rights to Device

) 4

Retrieve Selected Rights

@ > Select Rights
I
I
I
I
I
I
I
I
I
I

Figure 9: Sequence Diagram — Rights Move from SRMotDevice
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6.1.3

Rights Consumption in SRM

This technical use case illustrates the case wightdRstored in the SRM is consumed by the DRM Agemnise DRM
Content. The consumption is realized by readinguputiting state information of the Rights storethimn SRM.

If the DRM Agent once reads the Rights, the Rightsstored in the buffer of the device temporattlgannot be used if the
SRM Agent from which the Rights were retrievedds securely connected to the DRM Agent.

Action:
1.

The DRM Agent requests the SRM Agent to retrielistaof Rights identifiers in the SRM and the SRMext
sends the list to the DRM Agent.

The DRM Agent selects Rights by referring to thse &if Rights identifiers.

The DRM Agent requests the SRM Agent to read thectsed Rights (i.e. Rights Object and its staterimfation)
in the SRM.

4. While DRM Content is being used, the DRM Agent rexts the SRM Agent to update the state informaifdhe
selected Rights in the SRM and the SRM Agent updatdhe SRM Agent returns the result of the state
information update to the DRM Agent. If some errocsur during the consumption process, the DRM Aged
the SRM Agent should ensure the state informatasitieen updated correctly.

Device Secure Removable Media

Request to Send List of Rights Identifiers

i AU

Generate List of Rights Identifier
Send List of Rights Identifier

i A

Read Selected Rights

T

Update State Information of Selected Rights

y_

Figure 10: Sequence Diagram — Rights Consumption i8RM
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6.1.4  Provisioning of Rights Object in the Secure R emovable Media

The technical use case illustrates ProvisioninBights Object in the Secure Removable Media whegeRights Issuer
issues a Rights Object for installation on the SR the actions below, the Device interacts whih $ecure Removable
Media and fetches the SRM info. The SRM info corgdénformation which is used by the Rights Issioenniquely identify
the Secure Removable Media.

Action:

1. Rights Issuer sends ROAP Trigger to the Devic@itmte the download of the Rights Object to barstl on the
Secure Removable Media.

2. Device sends RO Request to Rights Issuer. Righteetssends RO Response to the Device with RighiescOto
be installed in Secure Removable Media.

3. Deuvice transfers Rights Object to Secure Removisliegldia and the SRM Agent installs the Rights Object.

Rights Issuer Device Secure Removable Media

ROAP Trigger

Rights Delivery

Rights Installation on Secure Removable Media

e ¢ Y]
e Y

Figure 11: Sequence Diagram — Provisioning of RightObject in Secure Removable Media

[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-AD-SRM-V1_0-20080128-C.doc

Page 25 (25)

Appendix A. Change History

A.1 Approved Version History

(Informative)

Reference

Date

Description

n/a

n/a

No prior version —or- No previous version wit@MA

A.2 Draft/Candidate Version History
Document Identifier Date Sections Description
OMA-AD-SRMProfile-V1_0_0_20060406-D | 6 April 2006 All First Draft
6 April 2006 6.x Adds technical use cases agreed into OMA-DLDRM-20080R01-
SRMProfile-AD-Technical-UseCase during Vancouveetimg (3rd-
7th April 2006)
OMA-AD-SRMProfile-V1_0_0_20060609-D 9 June 2006 4.3,5.3, | Add Security Considerations text as agreed in OMASBM-2006-
6.X 0177R03
Add text for functional components and interfaced emoved some
technical use cases as agreed in OMA-DLDRM-20068D4
OMA-AD-SRMProfile-V1_0_0_20060629-D 29 June 200 1 Revise scope as agreed at Osaka meeting
3.X Define AD as an Informative document; update abbtons
6.1.x Add technical use case flow as agreed in OMA-DLDRGOODG-
0184R03
OMA-AD-SRM-V1_0_0_20060830-D 30 Aug 2006  4.3.3.1| Revise text as agreed in OMA-DLDRM-2006-0322R01
55 Add Service Scope section as agreed in OMA-DLDRNIE&20323R02
6.1.x Revise technical use cases as agreed in OMA-DLDRBBD211R01
and OMA-DLDRM-2006-0304R01
OMA-AD-SRM-V1_0_0_20061109-D 09 Nov 2006 5.4 Removed “Get Rights Information”
6.1.x Removed sections 6.1.4 and 6.1.5. Revised tektli as agreed in
6.2 OMA-DLDRM-2006-0464R02
Removed section 6.2
OMA-AD-SRM-V1_0_0_20070131-D 31 Jan 2007 3.2 Add new definitions
4334 Removed section 4.3.3.4 as agreed in ADRR
Fig 3 Revised figure 3 architecture diagram as agreédRR
5.3.2 Revise description of SRM-IF1 as agreed in ADRR
5.5.x Revised service 1 and removed service 4 as agng@MA-DLDRM-
2006-0483R02
OMA-AD-SRM-V1_0_0_20070214-D 14 Feb 2007 5.2 Revise figure 2 and interface descriptions as agie®MA-DLDRM-
5.3.2 2007-003R2
OMA-AD-SRM-V1_0_0_20070316-D 16 Mar 2007 5.2 Revise figure 2 and interface descriptions, addrég’ as agreed in
5.3.2 OMA-DRM-2007-115.
6
OMA-AD-SRM-V1_0_0_20071029-D 29 Oct 2007 4.1 Revise use case names as agreed in OMA-DRM-439R01
2,2,3.3, | Revise description of trust model as agreed in ONRM-2007-479
423
Candidate Versions 28 Jan 2008 n/a Status changed to Candidate by TP
OMA-AD-SRM-V1_0-20080128-C TP ref# OMA-TP-2007-0508-
INP_SRM_V1_0_ERP_for_Candidate_Approval.
[0 2008 Open Mobile Alliance Ltd. All Rights Reserve  d.

Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.




