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Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, asdiibject to revision or removal without notice.

You may use this document or any part of the docurfoe internal or educational purposes only, pded you do not
modify, edit or take out of context the informatiornthis document in any manner. Information cored in this document
may be used, at your sole risk, for any purpo&&su may not use this document in any other manriowt the prior
written permission of the Open Mobile Alliance. eET@pen Mobile Alliance authorizes you to copy thi€ument, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
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the schedule to the Open Mobile Alliance Applicatiorm.
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MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR'S REPRESENTED ON THE “OMA IPR DECLARATION&IST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THINFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EKMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORATION CONTAINED IN THE DOCUMENTS.
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1. Scope

The scope of OMA “Secure Removable Media” is tobémghe use of the Secure Removable Media baséiecOMA
DRM version 2.0. This specification defines mecbars and protocols necessary to implement the S&ammvable Media
and the extended part of the OMA DRM version 2 $tey to enable the use of the Secure RemovableaMedi
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT", “REQUIRED”, “SHAL", “SHALL NOT”, “SHOULD”, “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL" in this documet are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” antrdbiuction”, are normative, unless they are exgijiéghdicated to be

informative.

3.2 Definitions

Composite Object

Device

DRM Agent

Local Rights
Consumption

Media Object

Move

Handle

Operation Log

Permission
DRM Content
Rights

Rights Issuer
Rights Object

Secure Authenticated

Channel

Secure Removable

Media
SRM Agent

User

A content object that contains one or more Medige€ib by means of inclusion. (From [OMADRMv2])

A Device is the entity (hardware/software or conalion thereof) within a user equipment that impletae
DRM Agent. The Device is also conformant to the OMRM specifications. The Device may include a
smartcard module (e.g. a SIM) or not depending upqementation.

The entity in the Device that manages Permissiondiedia Objects on the Device. (From [OMADRMv2])

Operations in which Rights stored in SRMs are fiemed for use by the recipient Device for a lirditgeriod
of time for rendering purposes.

A digital work e.g. a ringing tone, a screen saaetava game or a Composite Object (From [OMADRMv2]

To make Rights existing initially on a source Devar SRM fully or partially available for use byexipient
Device or SRM, such that the Rights or parts thfetfest become usable on the recipient Device or SRM
no longer be used on the source Device or SRM.

A random number generated by the DRM Agent, whictared in the SRM and in the Operation Log (kept
in the Device) used for associating the DRM Agergpecific Rights for the Move or Local Rights
Consumption operation.

A secure file, kept in a Device, in which entriestaining transaction information (e.g. ROID, Hax)dire
stored until corresponding transactions are coragleEhe information in an entry is relevant for teeovery
procedures used by a DRM Agent when a transactiaoticompleted.

Actual usages or activities allowed (by the Rigetier) over DRM Content. (From [OMADRMv2])
Media Obijects that are consumed according to efg&ermissions in a Rights Object. (From [OMADRMy2]

Rights are the collection of permissions and carsts defining under which circumstances accegsaisted
to DRM Content. For the purposes of this documiights consist of a Rights Object, its associatatesand
other related information.

An entity that issues Rights Objects to OMA DRM favmant Devices. (From [OMADRMv2])
A collection of Permissions and other attributesolvtare linked to DRM Content. (From [OMADRMv2])

A logical channel that provides message integrity eonfidentiality.

A removable media that implements means to pratgainst unauthorized access to its internal data an
includes an SRM Agent. (e.g. secure memory cardrtseard)

A trusted entity embodied in Secure Removable MeHis entity is responsible for storing and renngyi
Rights Objects in Secure Removable Media, for @eiing Rights Objects from/to a DRM Agent in a secur
manner, and for enforcing permissions and condgaimcluding securely maintaining state informatfor
stateful rights. The SRM Agent is a part of SedReenovable Media.

The human user of a Device. The User does notearly own the Device. (From [OMADRMv2])

3.3 Abbreviations

AES
BCAST

Advanced Encryption Standard

Mobile Broadcast Services
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CBC
CEK
CRL
DER
DRM
HMAC
HTTP

KDF
LAID
MAC
MAKE
MK
OCSP
OMA
OMNA
PKCS
REK
REL
RFC
RI

RN
ROID
RO
ROAP
RSA
RSA-OAEP
RSA-PSS
R-UIM
SAC
SCR
SD
SHA1
SK
S-MMC
SIM
SRM
URI
URL
USIM

Cipher Block Chaining

Content Encryption Key

Certificate Revocation List
Distinguished Encoding Rules
Digital Rights Management
Keyed-Hash Message Authentication Code
Hyper Text Transfer Protocol
Initialisation Vector

Key Derivation Function

List of Asset Identifier

Message Authentication Code
Mutual Authentication and Key Exchange
MAC Key

Online Certificate Status Protocol
Open Mobile Alliance

Open Mobile Naming Authority
Public Key Cryptography Standards
Rights Object Encryption Key
Rights Expression Language
Request For Comments

Rights Issuer

Random Number

Rights Object Identifier

Rights Object

Rights Object Acquisition Protocol

Rivest-Shamir-Adelman public key algorithm

RSA encryption scheme - Optimal Asymmetric EncryptiPadding

RSA Probabilistic Signature Scheme
Removable User Identity Module
Secure Authenticated Channel
Static Conformance Requirement
Secure Digital

Secure Hash Algorithm

Session Key

Secure MultiMediaCard
Subscriber Identity Module
Secure Removable Media
Uniform Resource Indicator
Uniform Resource Locator

Universal Subscriber Identity Module
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WBXML Wireless Binary XML

3.4 Notations

The following notation is used in this specificatio

XY Concatenation ok andY
E(K,M) The result of encrypting messalgleusing the RSA kel
H (X) The result of computing a hash ¥n

HMAC (K, X) The result of computing an HMAC ofiusing the ke

The following typographical conventions are usethmbody of the texBi nar yDat aSt r uct ur eVari abl es,
Message Fields, <XML Elements>

3.5 Binary Structures

This document uses a “C” like language to desdfileebinary data structures used. The details anéged in Appendix B.
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4. Introduction

Secure Removable Media (SRM) is a removable médiimplements the means to protect against unesémbaccess to
its internal data and includes an SRM Agent. Exaspf SRM are the secure memory card and the seuatt

The secure memory card has an embedded micropos@ssis capable of storing Rights and DRM Coniteiat secure
manner (e.g. S-MMC, SD). The smart card also haanavedded microprocessor and is capable of stadogss codes, user
subscription information, secret keys, DRM Cont&ights etc (e.g. SIM, USIM, R-UIM). Differentlydm the secure
memory card, the smart card enables Users to maeghone call by using the Devices and is issyeal mobile network
operator.

If a User has a Device with a physical interfacatdSRM, the User can use the SRM as means ofasiogethe storage
space for DRM Content and for the portability ofRis.

The SRM Enabler provides a mechanism to write,,rdalbte and update Rights in SRM in a secure miannealise the
use cases defined in the OMA SRM requirements deatif$RM-RD]. The architecture, security considerat, and trust
model requirements for OMA SRM are specified in@dA SRM architecture document [SRM-AD].

While the OMA DRM version 2.0 [OMADRMvV2] defines @amd-to-end system for DRM Content and Rights Qbjec
distribution among the Device, the Rights Issuet tne Content Issuer, this specification defineshmeisms and protocols
to extend OMA DRM version 2.0 to allow Users to MdRights between the Device and the SRM and tournaskights
stored in the SRM.

4.1 Component and Interface Deployment

Rights Issuer
ROAP (OMA DRM V2.0)
i 4 U U
| I R4 !
CorTTT : ’ I
! | ,/ ( ) .
| I f LT I
| DRM Agent  f«— +—p»| SRMAgent |= »  Ssecure !
I | ! Storage I
i : | |
: I - — T :
| : | |
: I . S .
I | I ( ) I
i : | P |
! 44] —————————————————————————————————————————————— » Mass i
! Operating System | : L\:;Storag?‘ B i
| | .
L Device ! i Secure Removable Media |
L 1 c____
Trusted Entity User Equipment Out of Scope

Figure 1: Secure Removable Media System - Componeand Interface
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The Secure Removable Media system is a set of énties: Rights Issuer, DRM Agent and SRM Agent.

The Rights Issuer and DRM Agent communicate wittheather by the ROAP protocol as defined in [OMAD®R The
DRM Agent and SRM Agent exchange messages as iukiifsection 6.

The SRM Agent has an internal secure communicatitinthe secure storage. The implementation ottiramunication is
out of scope of this specification. For the comgbeiss of the security in the Secure Removable Maditem, this
specification assumes the follows:

- Only the SRM Agent can access the secure storagehe DRM Agent cannot directly access the sestorage).

- To perform an action on information in the secuoeagye, the DRM Agent requests the action to thil 2igent. After
performing the action, the SRM Agent passes thatre§the action to the DRM Agent (i.e. the DRM &g cannot
receive information from the secure storage, ifittiermation is not produced by the SRM Agent.).
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5. Secure Removable Media Overview
This specification defines actions and interfadethe Rights Issuer, DRM Agent, and SRM Agent.

5.1 Information Structure

5.1.1 Rights

This section specifies Rights exchanged with SRMRgJhts may be stored in SRM(s) by being prelogdeiér to [SRM-
AD]) or Moved from a Device by the Move Permissgmanted by Rights Issuers. Rights consist of Rijeta Data, Rights
Object Container, State Information and REK. XMeraknts and attributes referred to in this sectrerspecified in
[OMADRMvV2].

The Rights MUST be securely stored in the SRM.

5.1.1.1 Rights Meta Data

Rights Meta Dataconsists of following information:

* Rights Object Version
* RO Alias
* Rl Identifier
* RIURL
* RIAlias
 RITime Stamp
Appendix C.2.5.1 specifies the data structure efRights Meta Data.

5.1.1.2 Rights Object Container

A Rights Object is a collection of Permissions atiier attributes which are linked to DRM Content{d)e Rights Object is
stored in an SRM in the format of tRéghts Object Container. The SRM Agent treats the Rights Object Contafsean
opague object, i.e. the SRM does not parse thetfRkighject Container.

Consistent with the structure of a DRM 2.0 or 2igh&s Object, the Rights Object Container consisthe<rights>
element and thesignature>element in the RO payload. The contents oktlights> element of the Rights Object
Container MUST be canonicalised as Exclusive CaraM{ML format, as specified in [XC14N]. The RI-sigture (i.e.
<signature>element in the RO payload) MUST be present irRighits Object Container. The RI-signature is crede a
Rights Issuer that is identified by tkelD> element in the RO payload. The SRM Agent does/enty the RI-signature.

It is RECOMMENDED that the Rights Issuer not getemRights Object (in XML format) larger than 408@es if the
Rights Object may be stored in an SRM. Appendix®&2specifies the data structure of the Righte€@hfontainer.

DRM Agents MAY compact the Rights Object Containsing WBXML (as defined in section 7) before tramghg Rights
from the Device to the SRM. The DRM Agent SHOULDmguact the Rights Object Container if it is lardest 4096 bytes.

5.1.1.3 State Information

State Information is the current state (e.g. remaining counts, vatiestart date) of each stateful permission withistateful
Rights Object. This is present in Rights if the R&gObject is stateful. Appendix C.2.5.3 speciffesdata structure of the
State Information in detail.

5.1.1.4 REK

REK is Rights Object Encryption Key (REK) in binaryiio, i.e. no base64 encoding. Appendix C.2.5.5 $igsdhe data
structure of the REK.
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51.2 RI Certificate Chain

If the SRM Agent supports storage of RI CertificBteains as indicated in the SrmHelloResponse, Rigl Bgent
SHOULD send to the SRM the RI Certificate Chairet thre required to verify the signature of the Rightransfers to an
SRM Agent (refer to section 6.8.7).

A trust model’s policy may determine whether theNDRgent is required to verify the RI-signature whée Rights are
installed in the Device as a part of the Rights M@Refer to section 6.6). The default behaviotihé the DRM Agent
MUST verify the RI-signature and its RI certificatieain.

When Rights in the SRM are used for the Local Rigtdnsumption (refer to section 6.7), the DRM Ag8HOULD verify
the RI-signature.

If RI-signature verification is required and theNMSEoes not provide the RI certificate chain, thevibe MUST get the
certificate chain (if it does not have it alreadiyle DRM Agent can acquire the RI certificate chama DRM v2.0 RI
Registration or via other methods outside of ROARe DRM Agent is not required to check the RI reat@n status and Rl
certification chain expiration during RI-signatwrerification.

513 Handle

TheHandle is a random number generated by a DRM Agent aad tesidentify Rights on the SRM that the DRM Agent
intends to access for the Move or Local Rights Qomngtion operation. The Handle is stored in the Siid in the
Operation Log of a Device.

When sending the initial message of Move or Lodagh® Consumption, the DRM Agent MUST generate adfiaand
send it to the SRM.

The usage of the Handle is specified in the sestionMove and Local Rights Consumption.

5.1.4  Rights Object Identifier

TheRights Object Identifier (ROID) uniquely identifies a Rights Object. Thisthe value of theuid> element in the
<context>element that is a child of theights> element in the Rights Object.

515 Asset |dentifier

TheAsset Identifier (AssetID) is included in a Rights Object and idiiegg a DRM Content. The identification may be
equivalent to a subscription identifier or a GraDgfor a corresponding group of DRM Contents, Se®ADRMv2].

Devices and SRMs MUST support AssetIDs of at |1286tbytes. It is RECOMMENDED that a content authat use an
AssetlD larger than 256 bytes if the Rights mayristalled in an SRM.

5.1.6  Rights Information
Rights Information consists of Rights Meta Data, Rights Object Comgiand State Information. This does not incldae t

REK. The State Information is present in the Ridhfermation if the Rights Object in the Rights @bj Container is
stateful. Appendix C.2.5.4 specifies the data stmecof the Rights Information.

51.7 List of Asset Identifier

TheList of Asset Identifier (LAID) is a list that identifies DRM Content whidh associated with a Rights Object. Appendix
C.3 specifies the data structure of the LAID. Tisedomprises the hashes of AssetIDs.

5.1.8 Handle List

Handle List consists of the Handles of a group of enabled Righan SRM. Appendix C.4 specifies the data stinecof the
Handle List.
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5.1.9 Rights Information List

Rights Information List consists of one or multiple Rights Information.pimdix C.2.6 specifies the data structure of the
Rights Information List.

5.2 Security Algorithms

The following cryptographic algorithms are usedhiis specification. The following algorithms MUSE Bupported by all
DRM Agents and SRM Agents.

Hash algorithms:

SHA-1 [SHA1]

MAC algorithms:

HMAC-SHA-1 [HMAC]
Symmetric encryption algorithms:
AES-128-CBC [AES]
Asymmetric encryption algorithms;
RSA-OAEP (v2.1) [PKCS-1]
Signature algorithms:

RSA-PSS (v2.1) [PKCS-1]

5.3 DRM Agent — SRM Agent Communications

A DRM Agent communicates to an SRM Agent over agitgl communications channel. How this communicatbannel
is established is beyond the scope of this docunitestpresumed that the DRM Agent can use theises of the underlying
operating system to discover and to establish hlaamel. Once this physical channel has been esftablj one or more
logical channels can be established, dependinghat kind of information needs to be exchanged awd tmany trust
models are supported by the SRM Agent.

5.4 Client — Server Model

The model used for the communications between Rl Bgent and the SRM Agent is a client — server eioiihe DRM
Agent is always the client and the SRM Agent isagisvthe server. The SRM Agent does not act byfitéenly acts when
it receives a request from a client (a DRM Agemk) ¢hen responds to that request.

In addition, it is always the DRM Agent that estslbés the physical and logical communication chinne

5.5 Recovery Procedures
This section defines the process of exception lagdl

5.5.1 Exception Handling

During the execution of access protocols betweerfRM Agent and SRM Agent as specified in secti®bs 6.6, and 6.7,
exception handling may become necessary. Exceptiasas are, for example, the unexpected unpluggfittge SRM or
Device power-off. In particular, during Move or laidRights Consumption various exceptions can otttatrmust be
handled properly. The appropriate recovery stepeaplained in the subsections of sections 6.5,ah6 6.7. This section
defines an Operation Log and the Handle concefthndre needed for the recovery process.
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This specification makes the following assumptions:

» If any exception occurs during the Local Rights Slanption in section 6.7, then the Device will stiging the
associated DRM Content.

* In some cases, recovery may involve User intemactio
5.5.2  Operation Log

An Operation Log is a secure file, that MUST be kept by the Devigeayhich entries containing information about a
transaction are stored until the transaction isgletad. It is used for recovery procedures.

A “transaction” is a complete set of message pghmsmust be exchanged between a DRM Agent andRdh Agent in
order to perform a particular SRM operation. Thiéfeing transactions are defined:

* Movement of Rights from a Device to an SRM (sectds)
* Movement of Rights from an SRM to a Device (sect)
» Local Rights Consumption (section 6.7)

After a Secure Authenticated Channel is establistsespecified in section 6.2, the DRM Agent chegksther there is an
entry in the Operation Log associated with the SRjént.

If any Operation Log entry exists, recovery progedunay be necessary. The DRM Agent analyses altafipn Log
entries (associated with the SRM Agent) in ordetdtermine appropriate recovery actions. Detailtherrecovery
procedure are part of the description of each fandn sections 6.5, 6.6, and 6.7.

If no Operation Log entry exists, the DRM Agent MU&reate an entry upon starting a Move or LocahRigCconsumption
transaction with the SRM as specified in sectioBs 6.6, and 6.7. When a transaction is succeggsfathpleted, the DRM
Agent SHOULD remove the entry.

An entry in the Operation Log is specified in Talble

Table 1: Operation Log Entry

Log Description
SRM ID This identifies an SRM that the Device is intenagtwith.
ROID This identifies the Rights Object that is the tamfea transaction. Refer to section 5.1.4
Handle This is generated by the DRM Agent and ifleatRights in the SRM.

o

Transaction Identifier This identifies the transaction that the DRM Agantd SRM Agent are performing. This fiel
is fixed for the duration of the transaction. It AH. be possible to use this field to determine
which entry is the oldest in the Operation Log.

Current Step This represents the current execstemof a transaction as identified by the functio
identifier and also records whether the transadi@uccessfully completed or not.

If the function identifier refers to “Movement ofdghts from Device to SRM”, then the DRM
Agent makes a record after starting one of th@valg steps:

* Installation Setup Message

* Rights Disablement in Device

* Rights Installation Message

* Rights Removal in Device
If the function identifier refers to “Movement ofghts from SRM to Device”, then the DRM
Agent makes a record after starting one of the¥dhg steps:

* Rights Retrieval Message
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Log

Description

If the function identifier refers to “Local Righ@onsumption”, then the DRM Agent makes

Rights Installation in Device

Rights Removal Message

record after starting one of the following steps:

REK Query Message

Rights Enablement Message

If the Operation Log is full, before a new entryadded, the oldest entry, based on the Transactantifier, SHALL be
removed. Note that removing an entry will prevemy eecovery procedure associated with the entnjlé\the size of the
Operation Log is not specified in this documenshibuld be large enough to minimise the effeceaiaving entries for

incomplete transactions.

5.6 Notations of Messages

This section presents notations used in this spatifin.

5.6.1 Messages

A message is data sent between a DRM Agent andRBh/gent in this specification. The communicatisrbased on a
request-response mechanism, e.qg. first the DRM fggmds a request message, and the SRM Agent pescit®® message
and then sends back a response with the resyfi®oéssing the request.

{message name}Req

uest

{message name}Response

——— g

Figure 2: Notation of Message

————— el Y

In Figure 2, the solid line from the DRM Agent teetSRM Agent denotes a request and the solid loma the SRM Agent
to the DRM Agent denotes a response. The DRM Agendls the request to the SRM Agent to perform eifépaction.
After this, the SRM Agent sends the response bathe DRM Agent.

Names of requests and responses are ended wikritig “Request” and “Response” (eRjghtsl nstallationRequest and

Rightsl nstallationResponse).

This notation is used for all messages in this i§ipation.

a
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56.2 Actions

An action is a specific operation of the DRM Agenthe SRM Agent. The DRM Agent performs a spedfition
independently, but the SRM Agent performs a speeiftion by a request from the DRM Agent. For eaction in the SRM,
the SRM Agent sends a response to the DRM Agent.

Entity

{action name}

Figure 3: Notation of Action

In Figure 3, the curved line denotes an action. iitéy (DRM Agent or SRM Agent) performs an acti@ach action has a
name (e.gRightsinstallationinSRM ). All action names are ended with the strihg{Place}”, in case that the action is
performed in the Plac€'.

5.6.3 Fields

A field is a data unit within a message which isge from an entity to the other entity to makeréuogpient entity perform
an action based on the value of the field.

Messages in this specification carry a set of §idfldm the DRM Agent to the SRM Agent or vice verBlae fields are
denoted by using a table as Table 2 below. A raqresresponse have their own field tables (i.e.faid table for the
request and one field table for the response).

Table 2: Notation of Fields

Fields Protection Requirement Description
A Integrity
B Confidentiality
C Integrity & Confidentiality
D No

The Table 2 shows that a message carries 4 fielkdB; C, and D. TheProtection Requirement’ column denotes the
security properties provided by the Secure Autlwaitid Channel. Thedescription” column describes the fields.

5.6.4 Message Format

Some messages between the DRM Agent and SRM Ageptatected by an HMAC and some are not. See Tafde
which messages are protected by an HMAC.

Messages between the DRM Agent and SRM Agent teatat protected by an HMAC have the following genéormat:
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MessageFormat ()

messageldentifier 7 bslbf
messageType 1 bslbf
MessageBody()

ExtensionsContainer()

}
Messages between the DRM Agent and SRM Agent tegbratected by an HMAC have the following genéoitnat:

ProtectedMessageFormat() {

MessageFormat()

Hmac() /I Defined in Appendix C.1
}

The fields are defined as follows:

 nessagel denti fier - This field defines the identifier of messagemfeommunicated. This is defined in
Table 3

« nessageType - This flag is set to ‘0’ if this is a request finahe DRM Agent to SRM Agent. In case of a
response, it is set to ‘1’.

» MessageBody - This field contains fields of a message. MessageBody is specified in each sub-section
in section 6.

« Extensi onsCont ai ner - This field can be used to include extensionfsiiare versions of the SRM
enabler. See section 5.6.5 for more details.

* Hmac - HMAC overMessageFor mat , generated with the current MAC Key (MK). Thisléienly exists for
messages that are integrity protected by an HMA&bIg 3 indicates which messages are protected by an

HMAC.
Table 3: Message Identifier
Identifier Value Description Protection Mandatory/Optional
Request Response Support by Support by
protected by an | protected by an| DRM Agent SRM Agent
HMAC HMAC

0 SRM Hello NO NO M M

1 Authentication NO NO M M

2 Key Exchange NO NO M M

3 CRL Information Exchange NO NO M M

4 OCSP Nonce NO NO 0] (0]

5 OCSP Process NO NO O 0]

6 CRL Update NO NO M M

7 CRL Retrieval NO NO M M

8 Installation Setup YES YES M M

9 Rights Installation YES YES M M

10 Rights Retrieval YES YES M M

11 REK Query YES YES M M

12 Rights Info Query YES YES M M

13 Handle List Query NO NO M M

14 Handle Removal YES YES M M

15 Rights Enablement YES YES M M
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Identifier Value Description Protection Mandatory/Optional

Request Response Support by Support by
protected by an | protected by an| DRM Agent SRM Agent

HMAC HMAC

16 Rights Removal YES YES M M

17 RI Certificate Store NO NO (0] (0]

18 RI Certificate Query NO NO 0] (0]

19 RI Certificate Removal NO NO @) O

20 Dynamic Code Page Query NO NO M (0]

21 Dynamic Code Page Update NO NO (0] (0]

22 Rights Info List Query NO YES (0] 0]

23 Change SAC NO NO (0] (0]

24 ~ 127 Reserved For Future Use

In Table 3, ‘M’ denotes that the DRM or SRM AgeMbBIST support the messages, and ‘O’ denotes thadbats MAY
support the messages.

5.6.5 Extensibility of Binary Messages

All messages between a DRM Agent and an SRM Agemiiain anExt ensi onsCont ai ner () structure. This structure
has the following format:

ExtensionsContainer() {

nbrOfExtensions 8 uimsbf

for(i=0 ;i< nbrOfExtensions ; i++){
extensionType 8 uimsbf
size 16 uimsbf
Extension()

}

}

Thenbr OF Ext ensi ons field indicates how many extensions follow. Insthiersion of the specification, the
nbr Of Ext ensi ons field SHALL contain a value 0. In future versiathgs field may contain another value.

For each extension tl&xt ensi onsCont ai ner () structure contains the following fields:

« extensionType - an 8-bit integer signalling the type of the exien. Each extension shall have a unique
extensionType.

* size -a 16-bit integer specifying the size of the egten, i.e. the size of tHext ensi on field in bytes. If the
receiver of the message does not know the extegien this field can be used to skip to the nexeémsion.

« Ext ensi on - this structure contains the fields of the extemsThe content of the structure depends on the
particular extension and is to be defined in fuspecifications.

Unknown extensions SHALL be ignored by the recg(DRM or SRM) Agent.

5.6.5.1 Application of Extensibility in Future Spec ifications (informative)

Future specifications can use tBet ensi onsCont ai ner () mechanism to expand messages. When an extension is
specified in a future specification, it can eitberincluded in all messages independent of theéoreds the involved
SRM/DRM Agents or only included when communicatibmiween agents of appropriate versions occursdéhision on
where and when a certain extension is to be indusléo be taken when the new specification is made

Extensions can be mandated in future specificatibhis means DRM/SRM Agents conformant to thoseiigations must
include the extensions, even though older SRM/DRjéms will ignore it. The extensions have to beagtexd in such a
way that this does not open an attack opportunity.
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5.6.6 Status

Each response (i.eessageType is setto 1) has & at us field (see Appendix C.2.2) indicating whether its
corresponding request (i:essageType is set to 0) was successfully processed or ndtleTalists the integer values
assigned to each status code.

Table 4: Status Code Values

Value Status Name
0 Success
1 Unknown Error
2 Trust Anchor Not Supported
3 Device Certificate Chain Verification Failed
4 Field Decryption Failed
5 SRM Random Number Mismatched
6 Version Mismatched
7 SAC Not Established
8 Old CRL
9 OCSP Response Verification Failed
10 Invalid OCSP Nonce
11 CRL Verification Failed
12 CRL Not Found
13 Field Integrity Verification Failed
14 Duplicate Handle
15 Not Enough Space
16 Handle Not Found
17 Handle Not Removed
18 Request Not Supported
19 RI Certificate Chain Not Found
20 Dynamic Code Pages Not Found
21 Handles In-consistent
22 Parameter Failed
23 Unexpected Request
24 AssetID List Too Long
25 ~ 65535 Reserved For Future Use

In section 6, for each description of a requegivase message pair, a list of valid status vakispecified. Should a DRM
Agent receive a status value not specified forriquaar response message, the DRM Agent SHAL Lt tifea status as
having receivedJnknown Error.

SRM Agent MUST return “Request Not Supported” Stalode in case it receives a request message vesisdde
Identifier of “Reserved For Future Use” (definedTiable 3).
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6. DRM Agent — SRM Agent Protocol

6.1 SRM Hello

The SRM Hello message pair is used by the DRM Agendtthe SRM to exchange information about eachroth

6.1.1 Hello

SrmHelloRequest

SrmHelloResponse

e e L

————— el Y

Figure 4: Sequence Diagram — SRM Hello

6.1.1.1 Description of Messages

The DRM Agent sends the SrmHelloRequest to inittakegical channel with the SRM Agent. The fieldsle request are

defined in Table 5.

Table 5: Fields of SrmHelloRequest

Fields

Protection Requirement

Description

Version

No

Version is a <major.minor> representation of the highest
SRM protocol version number supported by the DRM
Agent.

For this version of the protocolersion SHALL be set to
1.0.

Trust Anchor And
Device ID Pair List

No

Trust Anchor And Device ID Pair List contains the list of
trust anchor and Device ID pairs for the Devicee Thust
anchor identifies the trust model. If the Devices h#ore than
one Device ID under a trust model, then only ongi&®ID
under the trust model MUST be present in this list.

Upon receiving the SrmHelloRequest, the SRM Agetdgds a protocol version supported by the SRM.

The SRM Agent checks to see if it supports anyefttust anchors in therust Anchor And Device ID Pair List. If not, set
Satus to Trust Anchor Not Supported and send the SrmHelloResponse.

After completing this step, the SRM Agent sendsShaHelloResponse to the DRM Agent. The fieldshef tesponse are

defined in Table 6.

Table 6: Fields of SrmHelloResponse

| Fields

Protection Requirement

Description
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Fields

Protection Requirement

Description

Status

No

The result of processing the SrmHelloRstgmessage. The
Satus values are specified in Table 7.
If Satus contains any error, only this field is presenthia
SrmHelloResponse.

Selected Version

No

The protocol version seleciethe SRM Agent. The
Selected Version will be min(DRM Agent suggested versiof
highest version supported by the SRM Agent). A, B)
= A where A <=B.

Trust Anchor And SRM ID
Pair List

No

Trust Anchor And SRM ID Pair List contains the list of trust
anchor and SRM ID pairs for the SRM. The trust anch
identifies the trust model. The trust anchors MUf&Tone of
the trust anchors in thErust Anchor And Device ID Pair

List in the SrmHelloRequest. For example, if Trest
Anchor And Device ID Pair List has trust anchors A, B and
C and the SRM supports trust anchors B, C and &, the
Trust Anchor And SRM ID Pair List would only contain trust
anchors B and C. If the SRM has more than one SBRM |
under a trust model, then only one SRM ID undertthst
model MUST be present in this list.

Peer Key Identifier List

No

Peer Key Identifier List contains a list of Device IDs stored
by the SRM. If any of the identifiers match the @eviDs in
the Trust Anchor and Device ID Pair List in the preceding
SrmHelloRequest, it means the SRM has alreadyigdrihe
corresponding Device's certificate chains, and thatDRM
Agent does not need to send any of those certfichains in
a later message. If the SRM has verified the Dévice
certificate chain, based on thieust Anchor and Device ID
Pair List in the SrmHelloRequest, then the SRM Agent
MUST include this field in the SrmHelloResponse.

Max Number Of AssetIDs

No

This field contains thaximum number of H(AssetID)s
that can be processed by the SRM Agent in the
HandleListQueryRequest (see section 6.8.1.1).

Optional Messages
Supported

No

This field indicates which optional messagessagported
by the SRM.

Table 7: Status of Srm Hello Message

Status Value

Description

Success

The request was successfully processed

Trust Anchor Not Supported

Trust Anchor in the request is not supported by the SRM Agent

Parameter Failed

A field in the request has anlish@ngth or structure.

Unknown Error

Other errors

Upon receiving the SrmHelloResponse &alus is Success, the DRM Agent continues with the MAKE processéttion

6.2.

6.1.1.2

Format of Messages

The message format#ssageBody) of the SrmHelloRequest is specified as followlsefressageType is set to ‘0’ and
the message is not protected by an HMAC.
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Entityld() {
/l SHA-1 of the DER-encoded
Il subjectPublicKeyIlnfo component
I of the Entity's certificate
Hash()

Deviceld() {
Entityld()
}

TrustAnchor(){
/I SHA-1 of root public key
Entityld()

}

TrustAnchorAndDeviceldPairList() {
/I There MUST be at least one pair
nbrOfPairs 8
for (i=0;i<nbrOfPairs ; i++){

TrustAnchor()

/I Defined in Appendix C.1

uimsbf

/I The Device’s ID under the Trust Anchor a

Deviceld()

}
}

MessageBody() {
Version()
TrustAnchorAndDeviceldPairList()

}

The fields are defined as follows:

/I Defined in Appendix C.2.1

 Version -Versionfield in Table 5

 Trust Anchor AndDevi cel dPai r Li st —Trust Anchor and Device ID Pair List field in Table 5

bove

The message formatssageBody) of the SrmHelloResponse is specified as follolte nessageType is set to ‘1’
and the message is not protected by an HMAC.

SelectedVersion() {
Version()

}

Srmld(){
Entityld()
}

/I Defined in Appendix C.2.1
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TrustAnchorAndSrmlidPairList() {
/l There MUST be at least one pair
nbrOfPairs 8 uimsbf
for (i=0;i<nbrOfPairs ; i++) {
TrustAnchor()
/l The SRM’s ID under the Trust Anchor abov e
Srmid()
}
}

PeerKeyldentifier() {
Entityld()
}

PeerKeyldentifierList() {
nbrOfPeerKeyldentifiers 8 uimsbf
for (i =0 ;i< nbrOfPeerKeyldentifiers ; i++ ) {
PeerKeyldentifier()
}
}

OptionalMessages() {
ocspSupported 1 bslbf
rightsinfoListSupported 1 bslbf
riCertificateStorageSupported 1 bslbf
riCertificateRemovalSupported 1 bslbf
dynamicCodePageSupported bslbf
changeSacSupported bslbf
rfu 10 bslbf

[

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
SelectedVersion()
TrustAnchorAndSrmidPairList()
PeerKeyldentifierList()
maxNbrOfAssetlds 16 uimsbf
OptionalMessages()
}
}

The fields are defined as follows:

St atus - Satusfield in Table 6
 Sel ect edVer si on - Selected Version field in Table 6

e Trust Anchor AndSr m dPai r Li st —Trust Anchor And SRM ID Pair List field in Table 6
 PeerKeyldentifierlList —PeerKeyldentifierList field in Table 6
«  maxNbr OF Asset | ds — Max Number of AssetlDs field in Table 6

e Optional Messages — Optional Messages Supported field in Table 6. The contained flags have meamigg

follows:
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0 ocspSupported—if ‘0, the OCSP Nonce and OCSP Process messagestion 6.4.2 and 6.4.3 are
not supported by the SRM Agent. If ‘1’, the messagee supported by the SRM Agent.

0 rightslnfolListSupported-if ‘0", the Rights Info List Query message ircgen 6.8.3 is not
supported by the SRM Agent. If ‘1’, the messagsuigported by the SRM Agent.

o riCertificateStorageSupported—if‘0,the RI Certificate Store and RI Certifite Query
messages in section 6.8.7 and 6.8.8 are not s@gploytthe SRM Agent. If ‘1’, the messages are sttppo
by the SRM Agent.

o ricCertificateRenoval Supported —if ‘0’, the RI Certificate Removal message icts@n 6.8.9 is
not supported by the SRM Agent. If ‘1’, the messegeupported by the SRM Agent.

o dynam cCodePageSupport ed —if ‘0’, the Dynamic Code Page Query and Dyna@axe Page
Update messages in section 6.8.10 and sectionlGaglnot supported by the SRM Agent. If ‘1’, the
messages are supported by the SRM Agent.

0o changeSacSupport ed - if ‘0’, the ChangeSac messages in section && 5ot supported by the SRM
Agent. If ‘1, the messages are supported by th¥ 3gent.

6.1.1.3 Exception Handling

There may be an unexpected exception during theH&iio message pair processing as specified inosebt5.1. If the
DRM Agent fails to receive the response or findeaor by referring to th&atus, then the DRM Agent regards it as an
exception and terminates communication by discgrdimy existing SAC context with the SRM Agent. Theer may be
informed of this exception.

6.2 MAKE (Mutual Authentication and Key Exchange) P rocess

E
:

AuthenticationRequest

AuthenticationResponse

KeyExchangeRequest

KeyExchangeResponse

Y Y N
—————— e N ____

Figure 5: Sequence Diagram — MAKE Process

As shown in Figure 5, the MAKE Process is comprisktivo request/response message pairs: Autheioticatessage pair
and Key Exchange message pair. The Authenticatessage pair SHOULD be followed by the Key Exchamgssage pair.
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If an SRM Agent receives any request message tibharKeyExchangeRequest following receipt of the
AuthenticationRequest, the SRM Agent SHOULD retunexpected Request in theStatus field of the response message.

6.2.1 Authentication

The DRM Agent sends the AuthenticationRequestédRM Agent to start the MAKE process. This reqeggresses
Device information and preferences. The Authentic/esponse expresses SRM information and prefeseiitie DRM
Agent and SRM Agent may also exchange their cesti§ chains and verify them.

6.2.1.1 Description of Messages

The DRM Agent sends the AuthenticationRequestit@mte a MAKE process. The fields of the requestdefined in Table

8.

Table 8: Fields of AuthenticationRequest

Fields

Protection Requirement

Description

Trust Anchor

No

Trust Anchor preferred by the DRM Agent. The trust anch
MUST be selected frorfirust Anchor And SRM ID Pair List
in the SrmHelloResponse. Selection of the trushanc
implicitly selects both the Device ID and the SRM |

or

Device Certificate Chain

No

A certificate chain fbe Device under the selected trust
anchor. The chain MUST NOT include the root ceréife.
The Device Certificate MUST come first in the liBach
following certificate MUST directly certify the one
preceding it. Refer to Appendix F.1
If the Peer Key Identifier List field is present in the
SrmHelloResponse and the list contains the Dece |
corresponding to the Device Certificate Chain, tthes field
need not be sent in the AuthenticationRequest.

Peer Key Identifier

No

An SRM ID under the trusthar indicated by th&rust
Anchor field in this message. If the Device has already
verified the corresponding SRM Certificate Chahert this
field SHOULD be present. This informs the SRM ta no
send the SRM’s certificate chain in the
AuthenticationResponse.

Supported Algorithms

No

Supported Algorithms identifies the cryptographic
algorithms (hash algorithms, MAC algorithms, sigmat
algorithms, asymmetric encryption algorithms, syrtrine
encryption algorithm, and key derivation functiotist are
supported by the DRM Agent.

Use of algorithms not listed in section 5.2 and6i8
optional. Since all DRM Agents and all SRM Agentssin
support the default algorithms, they need not In¢ isethis
field. Only identifiers for algorithms that are rarte of the
defaults need to be sent in the AuthenticationRsigque

Upon receiving the AuthenticationRequest, the SRt MUST perform the following prodecure:

1. Check if it supports thérust Anchor. If not, setSatus to Trust Anchor Not Supported and send the
AuthenticationResponse.

2. If present, verify théevice Certificate Chain. If the verification is good, then continue witieg 5. Otherwise, set
Satus to Device Certificate Chain Verification Failed and send the AuthenticationResponse.

3. If the Device Certificate Chain is not present, do the following:
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A. If the SrmHelloResponse did not include Beer Key Identifier List, setSatus to Device Certificate Chain
Verification Failed and send the AuthenticationResponse.

B. If the SrmHelloResponse did include theer Key Identifier List, then check whether tHeust Anchor
matches any trust anchor in theer Key Identifier List. If it does not, then s&atus to Device Certificate
Chain Verification Failed and send the AuthenticationResponse.

4. Check thePeer Key Identifier and determine whether or not to send the SRM'ficate chain under th@rust

Anchor.

5. Select the algorithms to use from Bgported Algorithms.

After these steps, the SRM Agent sends the Autt@iinResponse to carry the result of the actitve. flelds of the
response are defined in Table 9.

Table 9: Fields of AuthenticationResponse

Fields

Protection Requirement

Description

Status

No

The result of processing the Authentio®equest messag
The Satus values are specified in Table 10.
If Satus contains any error, only this field is presenthia
AuthenticationResponse.

SRM Certificate Chain

No

The SRM'’s certificate ahander the trust anchor sent in
the preceding request. The chain MUST NOT inclinde t
root certificate. The SRM Certificate MUST comesfim
the list. Each following certificate MUST directbertify the
one preceding it. Refer to Appendix F.1.

If the Peer Key Identifier field was present in the preceding
request, then this field SHOULD NOT be present.

Encrypted AuthResp
Data

No

E (PuKey, AuthRespData) where AuthRespData =N
Version | Selected Algorithms | H(Supported Algorithms)

RNs is a random number generated by the SRM Agent.
Version is copied from th&ersion field in the
SrmHelloRequest.

Selected Algorithms specifies the cryptographic algorithms|
selected by the SRM Agent.

H(Supported Algorithms) is the hash, using the selected hg
algorithm, of theSupported Algorithms field in the
AuthenticationRequest.

AuthRespData is encrypted with the Device’s public key
(PuKey) under the trust anchor specified in the
AuthenticationRequest.

ash

Table 10: Status of Authentication Message

Status Value

Description

Success

The request was successfully processed.

Trust Anchor Not Supported

Trust Anchor in the request is not supported by the SRM Agent

Failed

Device Certificate Chain Verification

The SRM Agent failed to verify th@evice Certificate Chain.

Parameter Failed

A field in the request has anliehv@ngth or structure.

Unexpected Request

This request was received agiqpfence or is otherwise not allowed.

Unknown Error

Other errors
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Upon receiving the AuthenticationResponse &atlis is Success, the DRM Agent verifies th8RM Certificate Chain if the
certificate chain is present. If the DRM Agent dint send @eer Key Identifier in the AuthenticationRequest and the
certificate chain is not present, then the DRM AgdlJST terminate communications with the SRM. Aftiee verification,
the DRM Agent decryptBNs, Version, Selected Algorithms, and HSupported Algorithms) with the Device’s private key
(under the trust anchor sent in the Authenticatiemkest).

The DRM Agent comparegersion to theVersion field sent in the SrmHelloRequest, and validates it supports the
Selected Algorithms. If the Selected Algorithms are not supported, then the DRM Agent MUST tertgic@mmunications
with the SRM. Otherwise, using the selected hagbrihm, the DRM Agent validates the $8fpported Algorithms). If valid,
the DRM Agent continues with section 6.2.2.

6.2.1.2 Format of Messages

The message format#ssageBody) of the AuthenticationRequest is specified aswfel. ThemessageType is set to ‘0’
and the message is not protected by an HMAC.

DeviceCertificateChain() {
CertificateChain() /I Defined in Appendix C.1

}

AlgorithmList() {
/I If number of algorithms is zero,
I/ then the default algorithm is used

nbrOfAlgorithms 8 uimsbf
for (=0 ;i< nbrOfAlgorithms ; i++) {

Algorithm() /IDefined in Appendix C.1
}

}

SupportedAlgorithms() {
// Hash algorithms
AlgorithmList()

/I HMAC algorithms
AlgorithmList()

/I Symmetric algorithms
AlgorithmList()

Il Asymmetric algorithms
AlgorithmList()

/l KDF algorithms
AlgorithmList()

MessageBody() {
TrustAnchor() /I Defined in section 6.1.1.2
DeviceCertificateChain()
PeerKeyldentifier() // Defined in section 6.1. 1.2
SupportedAlgorithms()

}

The fields are defined as follows:
e Trust Anchor —Trust Anchor field in Table 8

» DeviceCertificat eChai n —Device Certificate Chain field in Table 8
« PeerKeyldentifier —Peer Key Identifier field in Table 8
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e SupportedAl gorithns —Supported Algorithms field in Table 8

The message format#ssageBody) of the AuthenticationResponse is specified dofd. ThemessageType is set to
‘1’ and the message is not protected by an HMAC.

SelectedAlgorithms() {
// Hash algorithms
AlgorithmList()
/l HMAC algorithms
AlgorithmList()
/I Symmetric algorithms
AlgorithmList()
I/l Asymmetric algorithms
AlgorithmList()
/l KDF algorithms
AlgorithmList()

HashOfSupportedAlgorithms() {
/l Hash of SupportedAlgorithms from the
/I AuthenticationRequest, using the
// hash from SelectedAlgorithms

Hash() /I Defined in Appendix C.1
}
SrmCertificateChain() {
CertificateChain() [/l Defined in Appendix C.1
}
AuthRespData() {
RandomNumber() /I Defined in Appendix C.1
Version() /I Defined in Appendix C.2.1
SelectedAlgorithms()
HashOfSupportedAlgorithms()

}

EncryptAuthRespData() {
I/l Contains the encrypted AuthRespData
EncryptedData() /I Defined in Appendix C.1

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
SrmCertificateChain()
EncryptedAuthRespData()
}
}

The fields are defined as follows:

* Aut hRespDat a — AuthRespData value ofEncrypted AuthResp Data field in Table 9
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« RandomNunber —RNs value ofEncrypted AuthResp Data field in Table 9
* Ver si on -Version value ofEncrypted AuthResp Data field in Table 9
» Sel ect edAl gorit hns — Selected Algorithms value ofEncrypted AuthResp Data field in Table 9

* HashOf Support edAl gorit hnms — H(Supported Algorithms) value ofEncrypted AuthResp Data field in
Table 9

e St atus - Satusfield in Table 9
e SrnCertificateChai n—SRM Certificate Chain field in Table 9
 Encrypt edAut hRespDat a — Encrypteddut hRespDat a field in Table 9

6.2.1.3 Exception Handling

There may be an unexpected exception during theehtication Message processing as specified imosest5.1. If the
DRM Agent fails to receive the response, finds mareby referring to th&atus, fails to verify theSRM Certificate Chain,
or fails to decrypt th&ncrypted AuthResp Data, then the DRM Agent regards it as an exceptiontarrdinates
communication by discarding any existing SAC conteith the SRM Agent. The User may be informedhi$ exception.

6.2.2 Key Exchange
This step performs the key exchange and key coafion.

6.2.2.1 Description of Messages

The DRM Agent generates a random numbergREind encrypts it with the SRM’s public key. Aidlstep, the DRM Agent
also encrypts the hash of the SRM Random Numbeg)(Rideived in the AuthenticationResponse.

Then the DRM Agent sends the KeyExchangeRequestdoange keys with the SRM Agent. The fields ofrétpiest are
defined in Table 11.

Table 11: Fields of KeyExchangeRequest

Fields Protection Requirement Description
Encrypted KeyEx Data No E (PukeyKeyExData) where KeyExData = BNIH(RNs)
| Selected Version
Selected Version is identical to th&elected Version received
by the DRM Agent in the SrmHelloResponse.
KeyExData is encrypted with the SRM’s public key
(PuKey) under the trust anchor sent in the
AuthenticationRequest.

Upon receiving the KeyExchangeRequest, the SRM AdecryptsEncrypted KeyExData with the SRM's private key
(under the trust anchor sent in the Authenticatekest).

The SRM Agent compares the decrypted H{RW the hash of the random number grithat the SRM Agent sent in the
AuthenticationResponse. The hash is computed tsagegotiated algorithm. The SRM Agent also compéne decrypted
Selected Version to theSelected Version field sent in the SrmHelloResponse.

After this action, the SRM Agent sends the KeyExgeResponse to carry the result of the action fiehis of the response
are defined in Table 12
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Table 12: Fields of KeyExchangeResponse

Fields Protection Requirement

Description

Status No

The result of processing the KeyExchargaBst message
The Satus values are specified in Table 13.
If Status contains any error, only this field is presenthia
KeyExchangeResponse.

Hash Of RanNum Data No

H(RanNumbData) where RanNUmB&N, | RNs.
RanNumData is hashed by the selected hash algorithm

Table 13: Status of Key Exchange Message

Status Value

Description

Success

The request was successfully processed.

Field Decryption Failed

The SRM Agent fails to dgatrthe encrypted fields.

SRM Random Number Mismatched

value in the SRM.

The SRM Random Nurinber the DRM Agent is not identical to its original

Version Mismatched

Theelected Version received in KeyExchagenRequest is not matched tvéh
original value sent in the SrmHelloResponse.

Parameter Failed

A field in the request has anliehe@ngth or structure.

Unexpected Request

This request was received @gtgpfence or is otherwise not allowed.

Unknown Error

Other errors

Upon receiving the KeyExchangeResponse3atilis is Success, the DRM Agent confirms whether the hash of the
concatenation of the Device Random Number {R&hd the SRM Random Number (Mnatches the corresponding hash
of the random numbers exchanged in the KeyExchaemge#st and AuthenticationResponse respectively.

After the key exchange and key confirmation aresssfully finished, the DRM Agent and SRM Agent @ette security
elements by using the Key Derivation Function a#jed in section 6.3.1.

6.2.2.2 Format of Messages

The message format#ssageBody) of the KeyExchangeRequest is specified as folloMenessageType is set to ‘0’
and the message is not protected by an HMAC.

DeviceRandomNumber() {
RandomNumber()

}

SrmRandomNumber() {
RandomNumber()

}

HashOfSrmRandomNumber() {
Hash()

}

SelectedVersion() {
Version()

}

/I Defined in Appendix C.1

/I Defined in Appendix C.1

/I Defined in Appendix C.1

/I Defined in Appendix C.2.1
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KeyExData() {
DeviceRandomNumber()
HashOfSrmRandomNumber()
SelectedVersion()

}

EncryptedKeyExData() {
EncryptedData() /I Defined in Appendix C.1

}

MessageBody() {
EncryptedKeyExData()

}
The fields are defined as follows:
» KeyExDat a —KeyExData value ofEncrypted KeyEx Data field in Table 11
» Devi ceRandomNunber —RNp value ofEncrypted KeyEx Data field in Table 11
* SrnRandomNunber —RNsvalue ofEncrypted KeyEx Data field in Table 11
» Sel ected Version —Sdected Version value ofEncrypted KeyEx Data field in Table 11
* HashO SrmRandomNunber — Hash of thé&sr mRandomNunber using the selected hash algorithm
» Encrypt edKeyExDat a —KeyExDat a encrypted with the SRM’s public key

The message format#ssageBody) of the KeyExchangeResponse is specified as felldaenmessageType is set to
‘1’ and the message is not protected by an HMAC.

RanNumData() {
DeviceRandomNumber()
SrmRandomNumber()

}

HashOfRanNumData() {
Hash() /I Defined in Appendix C.1

}

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0){
HashOfRanNumbData()

}
}

The fields are defined as follows:

. RanNunDat a — RanNumData value ofHash Of RanNum Data field in Table 12

. Devi ceRandomNunber —RNp value ofHash Of RanNum Data field inTable 12

. SrmRandomNunber — RNg value ofHash Of RanNum Data field in Table 12

e  Status -Satusfield in Table 12

. HashOf RanNunDat a — Hash ofRanNunDat a field in Table 12 using the selected hash algorith
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6.2.2.3 Exception Handling

There may be an unexpected exception during theBgeltange Message processing as specified in segfol. If the

DRM Agent fails to receive the response, finds mareby referring to th&atus, or fails to verify the random numbers, then
the DRM Agent regards it as an exception and teatesicommunication by discarding any existing SA@text with the
SRM Agent. The User may be informed of this exaapti

6.3 Secure Authenticated Channel

Whenever sensitive information, such as cryptog@kéys, needs to be transferred between the DREhAgnd SRM
Agent, a Secure Authenticated Channel (SAC) nexts uised. A SAC is a logical channel that providessage integrity
and optionally message confidentiality. A SAC netxBe established using credentials from a trugtehunder which the
sensitive information was created. Therefore,éfrevice and SRM support than one trust model mroon, then multiple
Secure Authenticated Channels can be establishegplewating the MAKE process.

6.3.1  Key Derivation Function

After the MAKE process is completed, both the DRIgeft and the SRM Agent have mutually authenticateth other and
have exchanged secret random numbers that arérugederating key materials (Session Key and MA®@)K&he keys are
used in the SAC.

The Key Derivation Function (KDF) is the same as KIDF specified in section 7.1.2 of the OMA DRM @2pecification
[OMADRMV2]. A trust model may use a different KDFhe following key material in Table 14 is derivedrh the KDF.
When using the KDF, leZ = RN, | RNs(RNp and RN include the length fields.ptherinfo = Supported Algorithms |
Selected Algorithms, andkLen is 36 bytes (the total size of the key material$able 14).

Table 14: Key Materials

Fields Size Description Nomenclature
MAC Key 160 bits HMAC-SHAL Key: The first 20 octed$ T as the derived key MK
Session Key 128 bits AES Key: The next 16 octefE a$ the derived key SK

By default, the DRM Agent and SRM Agent support #t€5128-CBC mode. The padding is performed as pdadn
[RFC2630].

The formats of RN and RN are specified in section 6.2.2 RgviceRandomNumberandSrmRandomNumber) and the
formats ofSupported Algorithms andSel ected Algorithms are specified in section 6.2.1 2upportedAlgorithms and
SelectedAlgorithmg.

6.3.2 SAC Context

Once a SAC has been established, a logical SAGxbwill exist. The context consists of the follawgiinformation:

* MAC Key - this key gets updated as specified inisa®.3.4.
» Session Key — this key does not change for thetiduraf the SAC.
» Selected Algorithms — the algorithms that were tiegged during the MAKE process.

»  Trust Anchor — the trust anchor under which the S¥G established. Used when multiple SACs are atvailand
the Device wants to switch to a different SAC asc#fed in section 6.3.5

« Entity ID — for the Device, this contains the SRNI(under the trust anchor); for the SRM, this teams the
Device’s ID (under the trust anchor).

The SAC context exists until a new SAC with the edbevice and SRM, under the same trust modeltabkshed. By
using the SRM Hello message pair, a DRM Agent aerdhine if it communicating with the same SRMhé DRM Agent
reuses the SAC context, sends a secure messagetaruhck &ield Integrity Verification Failed error, this probably
indicates that the SAC context is no longer valide DRM Agent SHOULD establish a new SAC.
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6.3.3 Secure Message

Once the SAC has been established, two types afigeare provided. The first type is integrity peotion and the other
type is confidentiality protection. The integrityopection is performed by generating HMAC (using tregotiated HMAC
algorithm) over fields using the current MAC KeyKWin the SAC Context. The confidentiality protexstiis performed by
encrypting fields using the current Session Key)(8Kd the negotiated symmetric encryption algorithm

6.3.4 Message Replay Protection

Replay protection is provided by using a differBtRC Key for every request or response message doglires integrity
protection. After the SRM Agent sends a resporigbeirequest or the response required integritygation, then the SRM
Agent MUST generate a new MK. After the DRM Ageateives a response, if the request or the respegaged integrity
protection, the DRM Agent MUST generate a new MKobe sending a request needing integrity protectigsing the SAC
Context, a new MK is generated as follows:

MK.1 = H(MK ;), where H is the negotiated hashing algorithm
6.3.5 Changing SAC

The DRM Agent changes to a different SAC as illaistd in the following Figure 6:

ChangeSacRequest

ChangeSacResponse

————— Y

Figure 6: Sequence Diagram — Change SAC

If an SRM supports multiple trust models, then &M MAY implement the Change SAC message paihiff inessage
pair is supported, this is indicated in the SrméRR#sponse (see section 6.1). If this messagespadrtisupported, then the
DRM Agent MUST use the MAKE process to change tliffierent SAC. Note that the DRM Agent can use3fM Hello
message pair to determine if it is communicatintpwhie same SRM.

6.3.5.1 Description of Messages

If the SRM supports multiple trust models and tHeMDAgent has established multiple SACs (as desdribeection 6.3),
the DRM Agent can send the ChangeSacRequest sthéh8RM Agent can change to a different SAC. Téles of the
request are defined in Table 15.

Table 15: Fields of ChangeSacRequest

Field Protection Requirement Description
Trust Anchor No The Trust Anchor under which a SA&s established.

Upon receiving the ChangeSacRequest, the SRM Agaks that it has established a SAC under thefigaketrust anchor.
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The SRM Agent sends the ChangeSacResponse tatltamgsult of the processing the request. Uponisgride
ChangeSacResponse and if Stetus is Quccess, the SRM Agent MUST change to the SAC identifigdhe trust anchor
and start using that SAC context. The fields ofrésponse are defined in Table 16.

Table 16: Fields of ChangeSacResponse

Field Protection Requirement Description
Status No The result of processing the ChangeSacReqessage.
The Satus values are specified in Table 17.
Table 17: Status of Change SAC Message
Status Value Description
Success The request was successfully handled.

SAC Not Established

A SAC under the trust anchaerr@t been established.

Request Not Supported

The SRM only supports orst inodel and hence does not support this requg

pSt.

Unknown Error

Other errors

Upon receiving the ChangeSacResponseSatds is Success, the DRM Agent MUST change to the SAC and starigus

that SAC context.

6.3.5.2 Format of Messages

The message format#ssageBody) of the ChangeSacRequest is specified as folldlwsnessageType is set to ‘0’
and the message is not protected by an HMAC.

MessageBody() {
TrustAnchor()

}

The fields are defined as follows:

/I Defined in section 6.1.1.2

e Trust Anchor —the Trust Anchor field in Table 15.

The message formatssageBody) of the ChangeSacResponse is specified as follbhesressageType is set to ‘1’
and the message is not protected by an HMAC.

MessageBody() {
Status()

}

The fields are defined as follows:

e St at us — Status field in Table 16.

6.3.5.3 Exception Handling

There may be an unexpected exception during theggh8AC message pair processing as specified filoséc5.1. If the
DRM Agent fails to receive the response or findsJaknown Error by referring to th&tatus, then the DRM Agent regards
it as an exception and terminates communicatiodisgarding any existing SAC context with the SRMeAy The User

may be informed of this exception.
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6.4 Revocation Status Checking

Revocation status checking between the SRM Agemtlaa DRM Agent is a necessary procedure that MO&r before
exchanging any message over the SAC. During matuthlentication between the DRM Agent and SRM Ageawpcation
status checking is performed locally by using ehedcCertificate Revocation List (CRL). A DRM Agevit’ST cache a
CRL that contains revocation status about SRMs tla@a@®RM Agent MUST cache a CRL that contains ration status
about Devices. If the connected SRM or Device, gespely, is on the CRL then the SAC MUST be teratérl.
Furthermore, the SAC MUST be terminated if the SR information that the DRM Agent has been revqked section
6.4.3). The validity dates for the cached CRL (Wleetn the DRM Agent or the SRM Agent) does notdieebe checked
for revocation status checking. The CRL update deleeand CRL distribution and thereby criteriadasuring valid CRLs
are beyond the scope of this specification. Thitige specifies protocols that relevant trust medehay require to
implement revocation checking.

Note: This Enabler does not require revocatiorustahecking of the RI certificate chain when venifyRI signatures during
Move or Local Rights Consumption. However, Devib#3ST follow [OMADRMv2.1] requirements when perforng
ROAP.

For a DRM Agent and an SRM Agent to update an ¢k @ith a newer CRL, this document specifies protsdor the
following purposes:

* CRL Information Exchange (Refer to section 6.4.1)

The DRM Agent and SRM Agent exchange CRL numbewsder to determine if CRL(S) in the Device supdese
CRL(s) in the SRM or vice versa.

» OCSP Nonce (Refer to section 6.4.2)

The DRM Agent requests a nonce from the SRM Ageimé. DRM Agent uses the nonce for the OCSP requoest s
that the SRM Agent can be provided with the curi2RM time and check the revocation status of theiae

* OCSP Response Processing (Refer to section 6.4.3)

The DRM Agent passes an OCSP response to the SRivitAlgat includes the revocation status of the DRjédnt
and the DRM time.

e CRL Delivery from Device to SRM (Refer to sectiod &)

The DRM Agent sends its CRL(s) to the SRM Agente BRM Agent replaces the CRL(s) stored in the SR w
the received CRL(S).

* CRL Delivery from SRM to Device (Refer to sectiod &)
The DRM Agent retrieves CRL(s) in SRM, and replatestored CRL(s) with the retrieved CRL(S).

Some trust models may use an OCSP responder t@prine revocation status of Devices. To enableSiRB! Agent to use
OCSP to check the revocation status of DevicesDiRK Agent SHOULD support the following:

*  OCSP communication protocol between an OCSP regpa@mtl the DRM Agent as specified in [OCSP-MP]
 OCSP Nonce request in section 6.4.2
* OCSP request generation with the nonce providetidBpRM Agent
* OCSP Response Processing between the DRM AgergRkdAgent in section 6.4.3
In order to use OCSP to check the revocation std#tevices, the SRM Agent SHOULD also supportftiowing:

* OCSP Nonce request in section 6.4.2
* OCSP Response Processing in section 6.4.3

The CRL(s) are updated by the following procedure.
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The CRL information exchange function in sectiof.B.is executed.

If the DRM Agent supports the OCSP responder — DRJédnt communication, then the DRM Agent MAY pass @CSP
response to the SRM Agent by using the OCSP Nagueest function in section 6.4.2 and OCSP respprseessing
function in section 6.4.3.

If the CRL information exchange function finds tiGRL(s) must be updated, then the CRL delivery fi@ncin section 6.4.4
or 6.4.5 is used.

To minimize the impact of not checking the CRL dély dates, the following procedure is introduced

* Event Counting with a threshold as specified in éqqtix H

The DRM Agent and the SRM Agent count events unfitedefined threshold is reached, upon whicheshft
CRL is required. Support for Event Counting is OBNIAL; relevant trust models may mandate the usbefvent
counting mechanism.

6.4.1 CRL Information Exchange

The DRM Agent reads an SRM’s CRL information listorder to determine if CRL(S) in the Device supdesCRL(s) in the
SRM or if CRL(s) in the SRM supersede CRL(s) infrevice as illustrated in Figure 7.

DRM Agent RM Agen

CRLInformationExchangeRequest

CRLInformationExchangeResponse

——————l ¥y _____

g ————

Figure 7: Sequence Diagram — CRL Information Exchage

6.4.1.1 Description of Messages

The DRM Agent sends the CRLInformationExchangeRetjieeread the CRL Information List from the SRMeT
CRLInformationExchangeRequest has no fields.

Upon receiving the CRLInformationExchangeRequést,3RM Agent sends the CRLInformationExchangeResptmthe
DRM Agent. The fields of the response are defime@iable 18.

Table 18: Fields of CRLInformationExchangeResponse

Fields Protection Requirement Description

Status No The result of processing the
CRLInformationExchangeRequest message. Jateis
values are specified in Table 19.

If Satus contains any error, only this field is presenthia
CRLInformationExchangeResponse.

CRL Information List No CRL Information is a paif GRL Issuer ID and CRL
Number. TheCRL Information List contains CRL
Information of all CRLs in the SRM.
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Fields Protection Requirement Description

CRL Issuer ID is the 160-bit SHA-1 hash of the jpukky
corresponding to the private key used to sign tRé C.e.
the keyldentifier field of the authorityKeyldentfi
component in the CRL).

The CRL Number is the value contained in the CRinber
extension of the referenced CRL. This value is used
determine when a particular CRL supersedes anQRér

Table 19: Status of CRL Information Exchange Messag

Status Value Description
Success The request was successfully processed.
Parameter Failed A field in the request has anliehe@ngth or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error The SRM Agent fails to read the CRformation.

Upon receiving the CRLInformationExchangeRespotiseDRM Agent checks thgatus field. If Satus is Success, the
DRM Agent compares each element in @RL Information List received from the SRM with the Device’s list. it CRL
Issuer IDs are identical, then the CRL numberscarepared to determine if the SRM’s CRL superselde<RL stored in
the Device or if the Device’s CRL supersedes thé 6Rred in the SRM.

If the DRM Agent finds that CRL(s) in the Devicepsusedes CRL(s) in the SRM from the same CRL issherDRM
Agent MUST transfer the new CRL(s) to the SRM ughng CRLUpdateRequest as specified in section 6l#tHdere are
multiple CRL(s) to be updated, the DRM Agent repeghe CRL update request.

If the DRM Agent finds that CRL(s) in the SRM supede CRL(S) in the Device from the same CRL issherDRM Agent
MUST retrieve the new CRL(s) from the SRM Agentngsihe CRLRetrievalRequest as specified in se@idrb. If there
are multiple CRL(S) to be updated, the DRM Agepieias the CRL retrieval request.

6.4.1.2 Format of Messages

The message format#ssageBody) of the CRLInformationExchangeRequest is emptye MassageType is set to'0’
and the message is not protected by an HMAC.

The message format#ssageBody) of the CRLInformationExchangeResponse is speat#ifollows. The
nessageType is set to ‘1’ and the message is not protectedrbMAC.

Crlissuerld() {
OctetString8() /I Defined in Appendix C.1

}

CrINumber() {
OctetString8() /I Defined in Appendix C.1

}

CrlInformation() {
CrlIssuerld()
CrINumber()

}
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CrlinformationList() {
nbrOfCrlinformation 8 uimsbf
for (i=0 ;i< nbrOfCrlinformation ; i++) {
Crlinformation()
}
}

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0){
CrlinformationList()

}
}

The fields are defined as follows:

 Status -Satusfield in Table 18
e CrllnformationLi st —CRL Information List field in Table 18

6.4.1.3 Exception Handling

There may be an unexpected exception during the IBRmation Exchange Message processing as spéddifisection
5.5.1. If the DRM Agent fails to receive the respemr finds an error by referring to tBatus, then the DRM Agent regards
it as an exception and terminates communicatiodi®¥garding any existing SAC context with the SRMeAg The User

may be informed of this exception.

6.4.2 OCSP Nonce

This section is valid only for DRM Agents that soppcommunications with an OCSP Responder. If sttpddoy the SRM
Agent, a DRM Agent can get a nonce, for use in &5P Request, from an SRM Agent as illustrated gui€ 8.

DRM Agent RM Agen

OCSPNonceRequest

OCSPNonceResponse

g ————

Figure 8: Sequence Diagram — OCSP Nonce

6.4.2.1 Description of Messages

The DRM Agent sends the OCSPNonceRequest to retieeSIRM Agent to generate a nonce. There areetdsfincluded
in this request.
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Upon receiving the OCSPNonceRequest, the SRM Agemeérates a nonce (i.e. OCSP Nonce) and returnalhe by
sending the OCSPNonceResponse to the DRM Agent.

If the SRM Agent does not support the OCSP resppreeessing, it MUST return the error codeequest Not Supported.
The fields of the response are defined in Table 20.

Table 20: Fields of OCSPNonceResponse

Fields Protection Requirement Description
Status No The result of processing the OCSPNonasgg&tgnessage.
The Status values are specified in Table 21.

If Status contains any error, only this field is presenthia

OCSPNonceResponse.
OCSP Nonce No This is a number randomly generatedebSRM Agent.
OCSP Responder Key | No This field identifies a trusted OCSP respondgyr $tored in
Identifier the SRM. If the identifier matches the key in tleetidicate

used by the Device’s OCSP responder, the DRM Agent
MAY remove the OCSP Responder certificate chaimfro
the OCSP response before providing the OCSP resftons
the SRM.

Table 21: Status of OCSP Nonce Message

Status Value Description
Success The request was successfully processed.
Request Not Supported The SRM Agent does not suipOCSP response processing.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received @agioqpfence or is otherwise not allowed.
Unknown Error The SRM Agent fails to generate @@SP Nonce.

Upon receiving the respons&dtus is Quccess), the DRM Agent generates a nonce based OCSPsefquéts own
certificate (using the OCSP nonce provided by tRM3Agent) and sends it to the OCSP responder.G®sP Nonce is
identified by the object identified-pkix-ocsp-nonce, while theextnValue is the value of the nonce.

6.4.2.2 Format of Messages

The message format#ssageBody) of the OCSPNonceRequest is specified as folldlhemressageType is set to’0’
and the message is not protected by an HMAC. Tlissage does not include fields.

The message format#ssageBody) of the OCSPNonceResponse is specified as folldlwsnessageType is set to ‘1’
and the message is not protected by an HMAC.

OcspNonce() {
/I The length of the nonce MUST be
/I at least 14 bytes and no more than 32 bytes
OctetString8() /I Defined in Appendix C.1

}

OcspResponderKeyldentifier() {
OctetString8() /I Defined in Appendix C.1
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MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
OcspNonce()
OcspResponderKeyldentifier()

}
}

The field is defined as follows:

* Status - Satusfield in Table 20
e (OcspNonce —OCSP Noncefield in Table 20
* (OcspResponder Keyl denti fi er —OCSP Responder Key Identifier field in Table 20

6.4.2.3 Exception Handling

There may be unexpected exceptions during the QG8Iee Message processing as specified in secttoh. 3f the DRM
Agent fails to receive the response or receivesreor in theStatus field (other tharRequest Not Supported), then the DRM
Agent regards it as an exception and terminatesraowcation by discarding any existing SAC contekhwhe SRM Agent.
The User may be informed of this exception.

6.4.3 OCSP Response Processing

This section is valid only for DRM Agents that soppcommunications with an OCSP responder. If sugpdoy the SRM
Agent, the DRM Agent sends an OCSP Response t8RIM Agent as illustrated in Figure 9.

OCSPProcessRequest

OCSPProcessResponse

————— el Y

Figure 9: Sequence Diagram — OCSP Processing

6.4.3.1 Description of Messages

Upon receiving the OCSP response from the OCSPnegp, the DRM Agent sends the OCSPProcessRequeass the
response to the SRM Agent. The fields of the relqalesdefined in Table 22.
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Table 22: Fields of OCSPProcessRequest

Fields Protection Requirement Description
OCSP Response No OCSP Response contains the revocation status of the DRM
Agent, the time at which the OCSP Response wagdjgn
and theOCSP Nonce transferred by the
OCSPNonceResponse as specified in section 6.4.2.

Upon receiving the OCSPProcessRequest, the SRMtAgeifies theOCSP Response. The SRM Agent MUST verify that
the OCSP-provided status of all revocable certifisan the Device Certificate Chaingsod (refer to [OCSP-MP]). If the
status igevoked, the SRM Agent SHOULD keep a record of that stébuguture use (refer to section 6.4). The SRM #Aige
MUST be able to detect that an OCSP respondeficatéi is non-revocable through the use ofithpkix-ocsp-nocheck
extension as specified in [OMADRMV2]. The deterntioa of which certificates in a Device Certificaidain are revocable
is deemed to be part of the trust model of the oddtust of that chain. In case the root of trdsés not specify such a
policy, the SRM SHALL assume a default model. la tlefault model only the Device Certificate is reafole and requires
an OCSP response to prove its status.

SRM Agents MUST be able to match a nonce sent @8R purposes in the OCSPNonceResponse (in secli@) @ith a
nonce in the received OCSP Response.

With the OCSP response, the SRM Agent is able ttilyvde revocation status of the Device Certifecauring the MAKE
process in section 6.2 and can check the fresloig3RL(s) based on tharoducedAt time in the OCSP response.

The SRM Agent then sends the OCSPProcessRespdreséells of the response are defined in Tabldf2ZBe SRM Agent
does not support the OCSP response processing)®TMeturn the error codeRequest Not Supported.

Table 23: Fields of OCSPProcessResponse

Fields Protection Requirement Description

Status No The result of processing the OCSPProeegsRt message
The Satus values are specified in Table 24.

Table 24: Status of OCSP Process Message

Status Value Description
Success The request was successfully processed.
OCSP Response Verification Failed The SRM Agent fails to verify th@CSP Response.
Invalid OCSP Nonce The OCSP nonce in the OCSP nssgpis not identical with the OCSP nonce
generated by the SRM Agent.
Request Not Supported The SRM Agent does not suipOCSP response processing.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionstatus = Success or Request Not Supported), the OCSP Process Message processing is completed

6.4.3.2 Format of Messages

The message formatssageBody) of the OCSPProcessRequest is specified as fallbhsmessageType is set to’'0’
and the message is not protected by an HMAC.

OcspResponse() {
OctetString16() I/l Defined in Appendix C.1

}

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_0-20090310-A Page 49 (136)

MessageBody() {
OcspResponse()

}

The field is defined as follows:

* (OcspResponse —OCSP Response field in Table 22

The message formatssageBody) of the OCSPProcessResponse is specified as fllbhenessageType is set to
‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix C.2.2

The field is defined as follows:

« Status -Satusfield in Table 23

6.4.3.3 Exception Handling

There may be an unexpected exception during theFO@8cess Message processing as specified ins&chd. If the
DRM Agent fails to receive the response, or findseor by referring to th&atus (exceptRequest Not Supported), then the
DRM Agent regards it as an exception and termined@smunication by discarding any existing SAC cahteith the SRM
Agent. The User may be informed of this exception.

6.4.4 CRL Delivery from Device to SRM

DRM Agent RM Agen

CRLUpdateRequest

CRLUpdateResponse

——_——,— Yy _____

———— g —————

Figure 10: Sequence Diagram — CRL Delivery from Ddge to SRM

6.4.4.1 Description of Messages

The DRM Agent sends the CRLUpdateRequest to repleceurrent CRL in the SRM with the CRL in the &v The
fields of the request are defined in Table 25.
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Table 25: Fields of CRLUpdateRequest

Fields Protection Requirement Description
CRL No Certificate Revocation List (CRL) contaimvocation status
information for Device Certificates and/or SRM Gfecates.
Refer to Appendix F.2

Upon receiving the CRLUpdateRequest, the SRM Agerifies the signature over ti@RL. If the signature of th€RL is
valid, and the receive@RL is newer than the CRL of the SRM, then the SRMmgeplaces the current CRL in the SRM
with the receiveRL. The CRL numbers are compared to determine ifeheivedCRL supersedes the CRL stored in the
SRM.

The SRM Agent can recognize the CRL issuer by riefgito theauthorityKeyldentifier component in th€RL.
The SRM Agent then sends the CRLUpdateResponsefiditie of the response are defined in Table 26.

Table 26: Fields of CRLUpdateResponse

Fields Protection Requirement Description

Status No The result of processing the CRLUpdataB&ignessage.
The Satus values are specified in Table 27.

Table 27: Status of CRL Update Message

Status Value Description
Success The request was successfully processed.
Old CRL CRL in the request is older than the CRL in SRM.
CRL Verification Failed The verification of the signature ov€RL is failed.
Trust Anchor Not Supported The issuer of the CRthimrequest is not supported by the SRM Agent.
Parameter Failed A field in the request has anlish@ngth or structure.
Unexpected Request This request was received agigqpfence or is otherwise not allowed.
Unknown Error Other errors

6.4.4.2 Format of Messages

The message format#ssageBody) of the CRLUpdateRequest is specified as follolte nessageType is set to ‘0’
and the message is not protected by an HMAC.

MessageBody() {
Crl() I/l Defined in Appendix C.1
}

The field is defined as follows:

e Crl -CRL field in Table 25

The message format#ssageBody) of the CRLUpdateResponse is specified as folldenessageType is set to ‘1’
and the message is not protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix C.2.2

}

The field is defined as follows:

« Status -Satusfield in Table 26

6.4.4.3 Exception Handling

There may be an unexpected exception during the @ptlate Message processing as specified in seettoh. If the DRM
Agent fails to receive the response or finds aardry referring to th&atus, then the DRM Agent regards it as an exception
and terminates communication by discarding anytiegjsSAC context with the SRM Agent. The User mayitformed of

this exception.

6.4.5 CRL Delivery from SRM to Device

DRM Agent SRM Agent

CRLRetrievalRequest

CRLRetrievalResponse

——_——,— Yy _____

———— g —————

Figure 11: Sequence Diagram — CRL Delivery from SRMo Device

6.4.5.1 Description of Messages

The DRM Agent sends the CRLRetrievalRequest toenetrthe CRL in the SRM. The fields of the requastdefined in
Table 28.

Table 28: Fields of CRLRetrievalRequest

Fields Protection Requirement Description
CRL Issuer ID No The 160-bit SHA-1 hash of the pukEy corresponding to
the private key used to sign the CRL (i.e. the #epntifier
field of the authorityKeyldentifier component ireticRL).

Upon receiving the CRLRetrievalRequest, the SRMgetrieves the CRL stored in the SRM that coresis to theCRL
Issuer ID.

The SRM Agent then sends the CRLRetrievalRespansarty the result of the action. The fields of theponse are defined
in Table 29.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_0-20090310-A Page 52 (136)

Table 29: Fields of CRLRetrievalResponse

Fields Protection Requirement Description
Status No The result of processing the CRLRetrRegliest message)
The Satus values are specified in Table 30.
If Status contains any error, only this field is presenthia
CRLRetrievalResponse.
CRL No Certificate Revocation List (CRL) contairvocation status
information for Device Certificates and/or SRM Gféectites.
Refer to Appendix F.2

Table 30: Status of CRL Retrieval Message

Status Value Description
Success The request was successfully processed.
CRL Not Found There is no CRL corresponding toGRe Issuer ID.
Parameter Failed A field in the request has anlishe@ngth or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the CRLRetrievalResponse, the DRMmgerifies the signature over t6&L. If the signature of th€ERL

is valid, and the retrievedRL is newer than the CRL of the Device, then the DR@#nt replaces the current CRL in the
Device with the retrieve@RL. The CRL numbers are compared to determine ifeheivedCRL supersedes the CRL stored
in the Device.

6.4.5.2 Format of Messages

The message formatssageBody) of the CRLRetrievalRequest is specified as foloWwhenessageType is set to ‘0’
and the message is not protected by an HMAC.

Crlissuerld() {
OctetString8() /I Defined in Appendix C.1
}

MessageBody() {
Crlissuerld()

}

The field is defined as follows:

e Crllssuerld-—CRLIssuer ID field in Table 28

The message format#ssageBody) of the CRLRetrievalResponse is specified as fadloThenmessageType is set to
‘1’ and the message is not protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
Crl() /I Defined in Appendix C.1
}
}

The fields are defined as follows:

 Status -Satusfield in Table 29
e Crl -CRL field in Table 29

6.4.5.3 Exception Handling

There may be an unexpected exception during the R&tieval Message processing as specified inaebtb.1. If the
DRM Agent fails to receive the response, finds mareby referring to th&atus or fails the CRL verification, then the DRM
Agent regards it as an exception and terminatesraoncation by discarding any existing SAC contekhwhe SRM Agent.
The User may be informed of this exception.

6.5 Movement of Rights from Device to SRM

Rights are Moved from a Device to an SRM as illtstd in Figure 12. As shown in Figure 12, this $eagtion is comprised
of two request/response message pairs: Install&sdnp message pair and Rights Installation megsaigeThe Installation
Setup message pair SHOULD be followed by the Rigtgtallation message pair. If an SRM Agent receiary request
message other than the RightsinstallationRequéstviog receipt of the InstallationSetupRequest, 8RM Agent
SHOULD returnUnexpected Request in theSatus field of the response message.
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DRM Agent RM Agen

InstallationSetupRequest

InstallationSetupInSRM
InstallationSetupResponse

RightsDisablementInDevice

RightsInstallationRequest

RightsInstallationInSRM
RightsInstallationResponse

RightsRemovalInDevice

Y N A N Y A A N

Figure 12: Sequence Diagram — Movement of Rightsdm Device to SRM

Before sending the InstallationSetupRequest mestag®RM Agent MUST check the following in the Rtg Object that
will be Moved:

1) Check if the Rights Object has the <move> permisdithere is no <move> permission, then do nefqm the
Move transaction.

2) Check if the <move> permission has a <system> cainst If there is no <system> constraint, procedti sending
the InstallationSetupRequest; else check the <gbntehild element(s) of the <system> constrainarf <context>
child element identifies the SRM protocol, thenqaed with sending the InstallationSetupRequest; adsnot
perform the Move transaction.

Before sending the RightsinstallationRequest mesdhg DRM Agent MUST check the following in thegRis Object that
will be Moved:

1) Check if the <move> permission has a <count> caimdtrlf there is a <count> constraint, then chiekcurrent
count value in the state information. If the cutreount is 0, then do not perform the Move trarisactOtherwise
(current count > 0), decrement current count value.
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6.5.1 Installation Setup

6.5.1.1 Description of Messages

The DRM Agent sends the InstallationSetupRequeisitiate a Move to the SRM. The fields of the requare defined in

Table 31.
Table 31: Fields of InstallationSetupRequest
Fields Protection Requirement Description
Handle Integrity & Confidentiality] Thélandle identifies the Rights while stored in the SRMisla 10

byte random value generated by the DRM Agent fisr Move
transaction. Refer to section 5.1.3.

Size of Rights

Integrity

Size of Rights in byte$iginforms the SRM Agent the size of Righ
that will be installed in the SRM as specified atson 6.5.3.

Sze of Rights = Length ofRi ght sl nf or mat i on.
Ri ght sl nf or mati on is specified in section 6.5.3.2.

Upon receiving the InstallationSetupRequest, thM$gent MUST perform the following procedure:
1. Verify the integrity of the fields
2. Decrypt theHandle with the Session Key

3. The SRM Agent MUST check if the SRM already hasdlume Handle. If yes, the SRM Agent s&ttus to Duplicate
Handle and the SRM Agent sends the InstallationSetupRespas described below.

4. The SRM Agent checks if the SRM has space for gve Rights. If not, the SRM Agent seélstus to Not Enough
Soace. Otherwise, the SRM Agent stores thandle in the SRM securely. Thdandle is not included in the Handle List
until the Move transaction is completed.

The SRM Agent sends the InstallationSetupRespanearty the result of the procedure. The fieldthefresponse are

defined in Table 32.

Table 32: Fields of InstallationSetupResponse

Fields Protection Requirement Description
Status Integrity The result of processing the lfstianSetupRequest
message. Th&atus values are specified in Table 33.
Table 33: Status of Installation Setup Message
Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed

The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Duplicate Handle

The SRM already has the Handleitarabrresponding Rights.

Not Enough Space

The SRM does not have enough spat@re Rights having the same size as
Sze of Rights.

Parameter Failed

A field in the request has anlighe@ngth or structure.

Unexpected Request

This request was received agiqpfence or is otherwise not allowed.

Unknown Error

Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If no errors or exceptionsatus = Success), the DRM Agent continues with section 6.5.2.
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6.5.1.2 Format of Messages

The message format#ssageBody) of the InstallationSetupRequest is specifiedolles. ThenessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
EncryptedHandle() /I Defined in Appendix C.2.8
sizeOfRights 16 uimsbf

}

The fields are defined as follows:
 Handl e -Handlefield in Table 31

* sizeO R ghts —Sze Of Rightsfield in Table 31
 Encrypt edHandl e — EncryptedHandl e with the current Session Key (SK)

The message formatssageBody) of the InstallationSetupResponse is specifiebbews. ThemessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix C.2.2

}

The field is defined as follows:

e St at us - Satusfield in Table 32

6.5.1.3 Exception Handling

There may be unexpected exceptions during thellzsba Setup Message processing as specifieddtiose5.5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the InstallationSetupRaspavith a&atus other tharSuccess. (i.e. the Handle was not
stored by the SRM Agent)

Case 2 The Installation Setup Message processing icowipleted for any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure — Cancellation of Move]
To cancel the Move transaction, the DRM Agent atés a recovery procedure for each type of exagepisdfollows.

For Case 1, the Move is terminated without recoviétye response contaimuplicate Handle, then the DRM Agent may
start the Move transaction with a different Handle.

For Case 2, the DRM Agent sends the HandleRemovyaie& as specified in section 6.8.4 in order toonarthe Handle.
The Handle recorded in the Operation Log for thisviltransaction MUST be used in this request.df th
HandleRemovalResponse contains eithecess, Handle Not Found or Handle Not Removed in theSatus field, then the
Move is terminated.

When the Move is terminated, the entry for the Mre@saction is removed from the Operation Log.
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If the Handle Removal Message processing is nopbeted for any reason other than those specifiedalihen the
recovery procedure is aborted. The DRM Agent MASurae the aborted recovery by sending the HandleRa&liRequest
when a new MAKE process is executed. To resumatioeted recovery, the DRM Agent refers to the Otmnd_og as
specified in section 5.5.2.

6.5.2  Rights Disablement in Device

6.5.2.1 Action Description

The DRM Agent disables the Rights. The disablech®igannot be used for the other purposes exceiitient Move
transaction. After disabling the Rights, the DRMefwtycontinues with section 6.5.3.

6.5.2.2 Exception Handling

There may be unexpected exceptions as specifiggliion 5.5.1 when disabling Rights. This exceptianses the
disablement processing to not complete.

When the exception occurs, the DRM Agent SHOULD ediately attempt to recover from it. If the DRM Agédails to
detect the exception, it MUST recover from the @tioam by referring to the Operation Log when a ndAKE process is
executed. The recovery is same as the procedutbd@xceptional Case 2 of the Installation Set@sddge processing
specified in section 6.5.1.3.

6.5.3  Rights Installation

6.5.3.1 Description of Messages

The DRM Agent sends the RightsinstallationRequegtdtall the Rights in the SRM. The fields of tieguest are defined in
Table 34.

Table 34: Fields of RightsinstallationRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality Same as the Hendlansmitted by the
InstallationSetupRequest in Table 31. Refer toiced.1.3.
REK Integrity & Confidentiality Refer to section151.4
LAID Integrity Refer to 5.1.7. This contains theshavalue of AssetIDs that
are associated with the Rights.
Rights Information Integrity Refer to section 5.1.6

Upon receiving the RightsinstallationRequest, tRMSAgent installs the Rights in the SRM. For thstallation, the SRM
Agent MUST perform the following procedure:

1. Verify the integrity of the request fields

2. Decrypt theHandle andREK with the Session Key

3. Compare thédandle with theHandle in the InstallationSetupRequest

4. Install theRights Information andREK at a space associated with tiandle.

The SRM Agent sends the RightsinstallationResptmsarry the result of the procedure. The fieldthefresponse are
defined in Table 35.

Table 35: Fields of RightsinstallationResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RifjtgtallationRequest
message. Th8atus values are specified in Table 36.
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Table 36: Status of Rights Installation Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Handles In-consistent The Handle in this requedifisrent from theHandle in the
InstallationSetupRequest.

Not Enough Space The sizeRifjhts Information exceedsSze of Rights in Table 31.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agioqpfence or is otherwise not allowed.

Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If no errors or exceptionsatus = Success), the DRM Agent continues with section 6.5.4.

6.5.3.2 Format of Messages

The message formatssageBody) of the RightsinstallationRequest is specifiedaisws. ThemessageType is set to
‘0’ and the message is protected by an HMAC.

HandleRek() {
Handle() /I Defined in C.2.4
Rek() /I Defined in C.2.5.5

}

EncryptedHandleRek() {
/l Contains the encrypted Handle and REK

EncryptedData() // Defined in C.1
}
MessageBody() {
EncryptedHandleRek()
Laid() /I Defined in Appendix C.3
Rightsinformation() /I Defined in Appendix C.2 5.4
}

The fields are defined as follows:

* Handl eRek —Handle andREK fields in Table 34
* Encrypt edHandl eRek — EncryptedHandl eRek with the current Session Key (SK)
* Lai d-LAID field in Table 34

* Rightslnformati on —Rights Meta Data, Rights Object Container, State Information fields in Table 34
(Refer to Appendix C.2.5.4)

The message format#ssageBody) of the RightsinstallationResponse is specifietbiews. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix C.2.2

}

The field is defined as follows:

 Status -Satusfield in Table 35

6.5.3.3 Exception Handling

There may be unexpected exceptions during the Righktallation Message processing as specifieddtian 5.5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the RightsinstallationRese containing &atus of Handle Not Found (This case will
not happen if the Move transaction is properly exed as illustrated in Figure 12)

Case 2 The Rights Installation Message processing is $kiction is not completed for any reason other Gese 1.

When the exception occurs, the DRM Agent SHOULD ediately attempt to recover from it. If the DRM Agédails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure — Cancellation of Move]
To cancel the Move transaction, the DRM Agent attg a default recovery procedure for each typxodéption as follows.
For Case 1, the Move is terminated without recavery

For Case 2, the DRM Agent sends the HandleRemovyalke& as specified in section 6.8.4 in order toonarthe Handle.
The Handle recorded in the Operation Log for thizvBltransaction MUST be used in this request.df th
HandleRemovalResponse contaBuscess in theSatus field, then the Move is terminated.

When the Move is terminated, the Rights in the seibevice MUST be enabled (i.e. the Rights candeel fior any
purpose) and the entry for the Move transactioeisoved from the Operation Log. In addition, if fRights contain a
<move> permission with a <count> constraint, tHendurrent count value MUST be incremented.

In Case 2, if the HandleRemovalResponse contaBiat@s of eitherHandle Not Removed or Handle Not Found, then the
DRM Agent continues the Move using the Rights Reah@v Device processing defined in section 6.9Naté This result
implies that the Rights were installed successfinllthe SRM by the incomplete Rights Installatioeddage processing. In
the case oHandle Not Found, after the installation, it implies the Rights weemoved from the SRM or the corresponding
Handle was updated to use the Rights.)

If the Handle Removal Message processing is nopbeted for any reason other than those specifiedalihen the
recovery procedure is aborted. The DRM Agent MASurae the aborted recovery by sending the HandleRaliRequest
when a new MAKE process is executed. To resumedit@very, the DRM Agent refers to the Operation bsgspecified in
section 5.5.2.

If the DRM Agent fails more than once to receiveraperSatus from the Handle Removal Message processing duhieg
recovery of the Rights Installation Message prdogs§.e. fails to receive the response or failgeafy the integrity of the
response) and then finally receiéandle Not Found in theStatus field of the HandleRemovalResponse, it is posditde
the Handle was successfully removed from the SRM pyevious incomplete Handle Removal Message psiog In this
case, if the DRM Agent continues the Move with tights Removal in Device processing as specifigtlimsection, then
the User will lose the Rights.

The default behaviour is that the Move is termidatéhout further recovery procedures and the efatryhe Move
transaction is removed from the Operation Log the.Rights in the source Device stay in a disabtatk). A trust model
may define other procedures to handle the disaRighits.
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6.5.4  Rights Removal in Device

6.5.4.1 Action Description

The DRM Agent removes the Rights from the sourcei@@epermanently. When the Rights Removal in Depicgessing is
completed, the Move is terminated and the entrytferMove transaction is removed from the Operatiog.

6.5.4.2 Exception Handling

There may be unexpected exceptions as specifigelition 5.5.1 when removing Rights. The excepteurses the removal
processing to not complete.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tioa by referring to the Operation Log when a "dAKE process is
executed. The DRM Agent recovers from the exceptipexecuting the Rights Removal in Device processi

If the recovery fails, the DRM Agent MAY resume ttezovery by removing the Rights from the Deviceewla new MAKE
process is executed. To resume the recovery, thid Bient refers to the Operation Log as specifiedégntion 5.5.2.

6.6 Movement of Rights from SRM to Device

Rights are Moved from an SRM to a Device as ilistd in Figure 13. As shown in Figure 13, this $eation is comprised
of two request/response message pairs: RightseRatinessage pair and Rights Removal messageTpaiRRights
Retrieval message pair SHOULD be followed by thghf®& Removal message pair. If an SRM Agent receingsequest
message other than the RightsRemovalRequest foltpreiceipt of the RightsRetrievalRequest, the SRt SHOULD
returnUnexpected Request in theStatus field of the response message.

DRM Agent RM Agen

RightsRetrievalRequest

RightsRetrievalInSRM
RightsRetrievalResponse

RightsRemovalRequest

RightsRemovalInSRM
RightsRemovalResponse
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Figure 13: Sequence Diagram — Movement of Rightsdm SRM to Device
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6.6.1 Rights Retrieval

6.6.1.1 Description of Messages

The DRM Agent sends the RightsRetrievalRequesiitiaie the Move of the Rights from the SRM. Thelds of the request
are defined in Table 37.

Table 37: Fields of RightsRetrievalRequest

Fields Protection Requirement Description
Handle Integrity This identifies Rights that wikMoved from the SRM to
the Device. Refer to section 5.1.3.
New Handle Integrity & Confidentiality New Handle is a 10 byte random value generated by the
DRM Agent for this Move transaction.

Upon receiving the RightsRetrievalRequest, the SRjdnt MUST perform the following procedure:
1. Verify the integrity of the request fields

2. Find Rights corresponding to thtandle

3. If found, then decrypt theew Handle with the Session Key

4

Check if the SRM already has the same Handle Méth Handle. If yes, the SRM Agent se&atus to Duplicate
Handle. If no, overwrite thedandle in the SRM with théNew Handle, and disable the Rights.

The SRM Agent sends the RightsRetrievalResponsarty the result of the procedure. The fields eftbsponse are
defined in Table 38.

Table 38: Fields of RightsRetrievalResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RiRetrievalRequest
message. Th8atus values are specified in Table 39.

If Satus contains any error, only this field is presenthia
RightsRetrievalResponse.

Rights Information Integrity Refer to section 5.1.6
REK Integrity & Confidentiality Refer to section51.4

Table 39: Status of Rights Retrieval Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request doegxist in the SRM.

Duplicate Handle The SRM already has Wesv Handle and its corresponding Rights.
Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent MUSTqrer the following procedure:
1. Verify the integrity of fields in the response
2. DecryptREK with the Session Key

If no errors or exceptionstatus = Quccess), the DRM Agent continues with section 6.6.2.
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6.6.1.2 Format of Messages

The message format#ssageBody) of the RightsRetrievalRequest is specified ao¥m. ThenessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
Handle() /I Defined in Appendix C.2.4
EncryptedNewHandle() /I Defined in Appendix C. 2.9
}

The fields are defined as follows:

e Handl e Handlefield in Table 37
* Encrypt edNewHandl e —New Handle field in Table 37 encrypted with the current Sesdtey (SK)

The message format#ssageBody) of the RightsRetrievalResponse is specified Hevis. ThenmessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
RightsIinformation() /I Defined in Appendix C.254
EncryptedRek() /I Defined in Appendix C.2. 7
}
}

The fields are defined as follows:

 Rightslnformati on —Rights Meta Data, Rights Object Container, Sate Information fields in Table 38
(Refer to Appendix C.2.5.4)

* Encrypt edRek —REK field in Table 38 Rek in Appendix C.2.5.5) encrypted with the currens$Sen Key
(SK)

 Status -Satusfield in Table 38

6.6.1.3 Exception Handling

There may be unexpected exceptions during the Kigatrieval Message processing as specified imsest5.1. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the RightsRetrievalRespamish aStatus other tharBuccess.
Case 2 The Rights Retrieval Message processing in #hitian is not completed for any reason other thaseCl.

When the exception occurs, the DRM Agent SHOULD edrately attempt to recover from it. If the DRM Agédails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a "dAKE process is
executed.

[Recovery Procedure — Cancellation of Move]
To cancel the Move transaction, the DRM Agent attg a recovery procedure for each type of exaepisdollows.

For Case 1, the Move is terminated without recoviétye response contaimuplicate Handle, then the DRM Agent may
start the Move transaction with a different Handle.
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For Case 2, the DRM Agent sends the RightsEnabld#Regpuest as specified in section 6.8.5 in ordengble the Rights.
TheNew Handle recorded in the Operation Log for this Move tratisen MUST be used in this request. If the
RightsEnablementResponse contai@asus of eitherSuccess or Handle Not Found, then the Move is terminated.

When the Move is terminated, the entry for the Mra@saction is removed from the Operation Log.

If the Rights Enablement Message processing isompleted for any reason other than those speafiede, then the
recovery procedure is aborted. The DRM Agent MASurae the aborted recovery by sending the RightdEmentRequest
when a new MAKE process is executed. To resumecit@very, the DRM Agent refers to the Operation bsgpecified in
section 5.5.2.

6.6.2
6.6.2.1

Rights Installation in Device

Action Description

The DRM Agent performs the following procedure:

1.

The RI-signature of the Rights SHOULD be verifiadte that this requirement MAY not be required urcztain
trust models as described in section 5.1.2). Ifvirification fails, the DRM Agent MUST re-enableetRights on
the SRM as described in section 6.8.5 and termihat®ove transaction.

In case of stateful Rights, the State InformatietfO&ILD be checked that it is consistent with greghts>
element. If the State Information is inconsistent, the DRlent MUST re-enable the Rights on the SRM as
described in section 6.8.5 and terminate the Moaasiction.

The DRM Agent MUST check that the Rights havengove>permission. If there is nomove>permission, the
DRM Agent MUST re-enable the Rights on the SRM escdbed in section 6.8.5 and terminate the Move
transaction.

The DRM Agent MUST check if themove>permission has &count> constraint. If there is necount>
constraint, continue with step 5. Otherwise, theMDRgent MUST check if the remaining count is notazdf not
zero, the DRM Agent MUST decrement the remainingnt@nd continue with step 5. Otherwise (the reingin
count is zero), the DRM Agent MUST re-enable thgh®& on the SRM as described in section 6.8.5 emmdinate
the Move transaction.

The DRM Agent MUST check if themove>permission has asystem>constraint. If there is nesystem>
constraint, continue with step 6. Otherwise, theMDRgent MUST check if theccontext> child element of the
<system>constraint identifies the SRM protocol. If it dpesntinue with step 6. Otherwise, the DRM Agent
MUST re-enable the Rights on the SRM as describegction 6.8.5 and terminate the Move transaction.

Install the Rights with the following conditions:

A. Rights received via the Move protocol SHALL NOT tegected based on the content of any DRM V2.0
replay cache. The replay cache is specified in@e& 4 of [ OMADRMv2].

B. The Rights SHALL NOT be installed if a Rights Oljadth the same ROID is already installed. If $wn
the DRM Agent MUST re-enable the Rights on the S&Miescribed in section 6.8.5 and terminate theeMov
transaction.

C. Ifthe <GUID, RITS> pair for the Rights is alreaiythe Move Cache, then this <GUID, RITS> pair MUST
be removed from the Move Cache after installatibthe Rights. (See section 8).

After the Rights installation, the DRM Agent contés with section 6.6.3.

! For example, if the Rights have a <count> constraii 5 but the State Information indicates that temaining count is 10,
the State Information is inconsistent.
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6.6.2.2 Exception Handling

There may be unexpected exceptions as specifigeliion 5.5.1 when installing Rights. The exceptianses the
installation to not complete.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a ndAKE process is
executed. The recovery is same as the procedutkd@axception in Case 2 of the Rights Retrievasdage processing
specified in section 6.6.1.3.

6.6.3  Rights Removal

6.6.3.1 Description of Messages

The DRM Agent executes the Rights Removal Messageepsing as specified in section 6.8.6 in ordeemaove the
original Rights from the SRM.

TheHandle in the RightsRemovalRequest MUST be identicahtdNew Handle in the previous RightsRetrievalRequest
specified in section 6.6.1.1.

When the Rights Removal Message processing is aethftatus = Success), the Move is terminated and the entry for the
Move transaction is removed from the Operation Log.

6.6.3.2 Format of Messages

Refer to section 6.8.6.2.

6.6.3.3 Exception Handling

There may be unexpected exceptions during the Kigatoval Message processing as specified in segtiol. The
exception is classified into one of the followirases.

Case 1 The DRM Agent receives the RightsRemovalResponséining é&atus of Handle Not Found. (This case will not
happen if the Move transaction is properly execatedlustrated in Figure 13)

Case 2 The Rights Removal Message processing is not tegpfor any reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tioam by referring to the Operation Log when a "dAKE process is
executed.

[Recovery Procedure — Completion of Move]
To complete the Move transaction, the DRM Agenivates a recovery procedure for each exception agofellows.
For Case 1, the Move is terminated without recavery

For Case 2, the DRM Agent sends the RightsRemowgi&s as specified in section 6.8.6 in order toonathe Rights
from the SRM. ThéNew Handle recorded in the Operation Log for this Move tramigsn MUST be used in this request. If
the RightsRemovalResponse contait@atus of eitherSuccess or Handle Not Found, then the Move is terminated.

When the Move is terminated, the entry for the Mtremsaction is removed from the Operation Log.

If the Rights Removal Message processing for tleejgtkon recovery is not completed for any reasterothan those
specified above, then the recovery procedure istetboThe DRM Agent MAY resume the aborted recoumrgending the
RightsRemovalRequest when a new MAKE process iswggd. To resume the recovery, the DRM Agent refethe
Operation Log as specified in section 5.5.2.
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6.7 Local Rights Consumption

[Initiation of Local Rights Consumption]

To use a DRM Content by consuming its associatgtitRi the DRM Agent may collect Rights Informatessociated with
the DRM Content from the SRM (Refer to sectionB#hd section 6.8.3). If there are more than osedated Rights in the
SRM, the DRM Agent may perform it multiple times.

The DRM Agent selects one of the Rights for congionpby referring to permissions and constraintthim Rights
Information (refer to section 6.7.1). After the Rig selection, the DRM Agent reads the REK of #lected Rights and
disables the Rights (refer to section 6.7.2).

[Local Rights Consumption]

A DRM Content is used by consuming Rights from &M as specified in section 6.7.3. Local Rights €Lonption is
illustrated in Figure 14.
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Figure 14: Sequence Diagram — Local Rights Consumipn

6.7.1  Rights Selection in Device

For a particular DRM Content, both the SRM andDeeice may have Rights associated with it. TherIRM Agent
selects one of the Rights. It is assumed that fRRBIAgent may read associated Rights Informatiomftbe SRM as
specified in section 6.8.2 and section 6.8.3. Ttection may be achieved by the DRM Agent itsetfaading to the rights
evaluation order as specified in [OMADRMv2] or maged User interaction.
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If the DRM Agent selects Rights from the Devices ttonsumption of the Rights is performed as spetifi
[OMADRMv2].

If the DRM Agent selects Rights from the SRM, ttle@ DRM Agent continues with the REK Query Messpgeessing as
specified in section 6.7.2.

6.7.2 REK Query

The DRM Agent receives the REK of Rights from thMBAgent as illustrated in Figure 15.

REKQueryRequest

REKQueryResponse

g
——_———— Yy ]

Figure 15: Sequence Diagram — REK Query

6.7.2.1 Description of Messages

The DRM Agent sends the REKQueryRequest for the 2ht to read an REK and disable its corresponBigdts in the
SRM. The fields of the request are defined in Tallle

Table 40: Fields of REKQueryRequest

Fields Protection Requirement Description
Handle Integrity This identifies Rights whose REK# be transferred from
the SRM to the Device. Refer to section 5.1.3.
New Handle Integrity & Confidentiality New Handle is a 10 byte random value generated by the
DRM Agent for this Local Rights Consumption trartsat.

Upon receiving the REKQueryRequest, the SRM AgebtSVl performs the following procedure:
1. Verify the integrity of the request fields
2. Find Rights corresponding to thtandle

3. If found, then decrypt thiew Handle with the Session Key, read REK of the Rights, awite theHandle in the SRM
with theNew Handle, and disable the Rights

4. Check if the SRM already has the same Handle Métki Handle. If yes, the SRM Agent se&atus to Duplicate
Handle. If no, read REK of the Rights, overwrite tHandle in the SRM with théNew Handle, and disable the Rights

A trust model may decide that the disabled Rightsemabled automatically when a new Device — SRMoHocessing
(specified in section 6.1) is executed. Defaultayébur is that the disabled Rights SHALL NOT be leed without a
request from the DRM Agent that disabled the Rights

The SRM Agent sends the REKQueryResponse to daeriesult of the procedure. The fields of the raspaare defined in
Table 41.
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Table 41: Fields of REKQueryResponse

Fields Protection Requirement Description

Status Integrity The result of processing the REEQRequest message.
The Satus values are specified in Table 42.

If Status contains any error, only this field is presenthia
REKQueryResponse.

REK Integrity & Confidentiality Refer to section51.4

Table 42: Status of REK Query Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Duplicate Handle The SRM already has the New Haadtkits corresponding Rights.
Handle Not Found The Handle in the request doegxist in the SRM.

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent MUSTqrer the following procedure:
1. Verify the integrity of fields in the response
2. DecryptREK with the Session Key

If no errors or exceptionSatus = Success), the DRM Agent completes the REK Query Messagegssing.
6.7.2.2 Format of Messages

The message format#ssageBody) of the REKQueryRequest is specified as followse fessageType is set to '0’
and the message is protected by an HMAC.

MessageBody() {
Handle() /I Defined in Appendix C.2.4
EncryptedNewHandle() /I Defined in Appendix C. 2.9
}

The fields are defined as follows:

* Handl e -Handlefield in Table 40
* Encrypt edNewHandl e —New Handle field from Table 40 encrypted with the current Ses Key (SK)

The message format#ssageBody) of the REKQueryResponse is specified as folloWemessageType is setto ‘1’
and the message is protected by an HMAC.
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MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0) {
EncryptedRek() /I Defined in Appendix C.2. 7
}
}

The fields are defined as follows:

* Encrypt edRek —REK field in Table 41 Rek in Appendix C.2.5.5) encrypted with the currens$Sen Key
(SK)

« Status -Satusfield in Table 41

6.7.2.3 Exception Handling

There may be unexpected exceptions during the RE&QMessage processing as specified in sectiof.5The exception
is classified into one of the following cases.

Case 1 The DRM Agent receives the REKQueryResponse aviitatus other tharSuccess.
Case 2 The REK Query Message processing is not completeany reason other than Case 1.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Addails to
detect the exception, it MUST recover from the @tiom by referring to the Operation Log when a ndAKE process is
executed.

[Recovery Procedure]
The DRM Agent activates a recovery procedure faheaception type as follows.

For Case 1, the Local Rights Consumption is terteshaithout recovery. If the REKQueryResponse dostaStatus of
Handle Not Found, the DRM Agent may restart the Local Rights Congtiom with the Rights Selection in Device
processing in section 6.7.1.

For Case 2, the DRM Agent sends the RightsEnablt#Regpiest as specified in section 6.8.5 in ordentble the Rights
and to update the State Information, if necesSdrgNew Handle recorded in the Operation Log for this Local Right
Consumption transaction MUST be used in this refqifethe RightsEnablementResponse contaiSafas of eitherSuccess
or Handle Not Found, then the Local Rights Consumption is terminated.

When the Local Rights Consumption transactionrisiteated, the entry for the transaction is remdverh the Operation
Log.

If the Rights Enablement Message processing isomipleted for any reason other than those spedafede, then the
recovery procedure is aborted. The DRM Agent MAXurae the aborted recovery by sending the RightdEmentRequest
when a new MAKE process is executed. To resumegit@very, the DRM Agent refers to the Operation bsgpecified in
section 5.5.2.

6.7.3  Rights Consumption and Release

The DRM Agent performs the following steps befaredlly consuming Rights in the SRM in order to aseassociated
DRM Content:
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In case of stateful Rights, the DRM Agent SHOULDifyethat the State Information is consistent wiitle <rights>
element. If the State Information is inconsistent, the DRMent MUST re-enable the Rights on the SRM asritest in
section 6.8.5 and terminate local consumption.

The DRM Agent SHOULD verify the RI signature oveetkrights> element (note that this requirement MAY not be
required under certain trust models as describsedtion 5.1.2). If the signature verification $ailhe DRM Agent MUST
re-enable the Rights on the SRM as described tinge6.8.5 and terminate local consumption.

After the DRM Agent retrieves the REK (as specifiedection 6.7.2), the DRM Agent SHALL locally caime the Rights
as if the Rights are locally installed in the Deviapdating the state as specified in [OMADRMv2iteAlocal consumption,
the DRM Agent SHALL update the State Informatioor (§tateful Rights) in the SRM when it releasesRights as
specified in this section.

Note that a trust model may define different timaofghe Rights Enablement Message activation fohemnstraint. Default
behaviour is that the Rights Enablement Messageepging is executed after consumption.

6.7.3.1 Description of Messages

The DRM Agent releases the Rights using Rights Emabnt Message as specified in section 6.8.5 an&®EK MUST be
removed after Rights Enablement Message processsugcessfully executed.

The State Information field MUST be present whdeasing Stateful Rights.

6.7.3.2 Format of Messages

Refer to section 6.8.5.2.

6.7.3.3 Exception Handling

There may be unexpected exceptions during the Righablement Message processing as specifiedtiorsécs.1. If the
DRM Agent fails to receive the response, receivesreor in theStatus field, or fails to verify the message integritgththe
DRM Agent regards it as an exception.

When an exception occurs, the DRM Agent SHOULD irdiaely attempt to recover from it. If the DRM Agddails to
detect the exception, it MUST recover from the @tica by referring to the Operation Log when a "dAKE process is
executed.

[Recovery Procedure]

The DRM Agent sends the RightsEnablementRequestN@&v Handle recorded in the Operation Log for this Local Rgyht
Consumption transaction MUST be used in this reqifethe RightsEnablementResponse contaiSafas of eitherSuccess
or Handle Not Found, then the Local Rights Consumption is terminated.

When the Local Rights Consumption transactionrisiteated, the entry for the transaction is remdverh the Operation
Log.

If the Rights Enablement Message processing foexiception recovery is not completed for any reastber than those
specified above, then the recovery procedure istetboThe DRM Agent MAY resume the aborted recoumrgending the
RightsEnablementRequest when a new MAKE processdsuted. To resume the recovery, the DRM Agemrtrseb the
Operation Log as specified in section 5.5.2.

2 For example, if the Rights have a <count> constraii 5 but the State Information indicates that temaining count is 10,
the State Information is inconsistent.
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6.8 SRM Ultilities

The protocols specified in this section provideessary functions that are used for the Rights M Local Rights
Consumption.

6.8.1 Handle List Query

To read Rights from an SRM, the DRM Agent has taWware of the identifier of the Rights in the SRM.(Handle). The
Handle List Query Message processing is used thaddandle List from the SRM as illustrated in Fiya6.

DRM Agent RM Agen

HandleListQueryRequest

HandleListQueryResponse

——_———— Yy ]

—— g —q—————|

Figure 16: Sequence Diagram — Handle List Query

6.8.1.1 Description of Messages

The DRM Agent sends the HandleListQueryRequestad the Handle List from the SRM. The field of thquest is
defined in Table 43.

Table 43: Fields of HandleListQueryRequest

Fields Protection Requirement Description
Hash Of AssetID List No List of H(AssetID)
Handle List Length No Maximum Handle List lengthhiytes that the DRM Agent

can process. If this value is non-zero, the SRMM§AUST
send a Handle List shorter than or equal to thedialhist
Length value.

If a Handle List is longer than the Handle List bém the
SRM Agent divides the Handle List into several dkain

The H(AssetlID) in the HandleListQueryRequest isitemtification of a DRM Content. The DRM Conteiaincbe associated
with one or multiple Rights. The SRM Agent genesaad returns a Handle List of Rights that are @ated with the DRM
Content.

Upon receiving the HandleListQueryRequest, the SRjdnt performs the following procedure:

- If the number of H(AssetID)’s in thdash Of AssetID List is zero, the SRM Agent generates a Handle Lisllanabled
Rights in the SRM. If there are no Handles storethé SRM, the SRM returr&atus = Success and an emptidandle
List in the response message.

- Otherwise, the SRM Agent generates a Handle Lishabled Rights in the SRM that are associatedtivélrequested
DRM Content identified by the H(AssetID)’s in thequest. If there are no Handles stored in the SBdd@ated with
the Hash Of AssetID List, the SRM return§tatus = Success and an emptidandle List in the response message.
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The SRM Agent sends the HandleListQueryResponsarty the result of the action. The fields of tegponse are defined
in Table 44. If the number of H(AssetID)s in theridieListQueryRequest is more than Max Number Of Asset|Ds
specified in the SrmHelloResponse, the SRM AgentSWWeturn the error AssetID List Too Long.

Table 44: Fields of HandleListQueryResponse

Fields Protection Requirement Description

Status No The result of processing the HandleList@Request
message. Th8atus values are specified in Table 45.

If Satus contains any error, only this field is presenthia
HandleListQueryResponse.

Handle List No This field contains a Handle Listaochunk of it if a Handle
List has been divided into several chunks. If nmdias
exist in the SRM associated with tHash Of AssetID List in
the request, this field will contain no Handles.

Continuation Flag No It is assumed that a Handé isi divided into several
chunks.

‘0": The Handle List in this response is the last chunk of th
whole Handle List, or the Handle List is not dividiato
chunks

‘1": A Handle List has been divided into severalioks. The
Handle List in this response is a chunk of the whole Hand|e
List, and there are subsequent chunks.

[¢)

Table 45: Status of Handle List Query Message

Status Value Description
Success The request was successfully processed.
AssetlD List Too Long The number of H(AssetID)4lie request exceeds thaximum Number Of
AssetIDs.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

If the Continuation Flag contains the value ‘1’ anftatus is Success, the DRM Agent SHOULD send the
HandleListQueryRequest (containing same field v@lethe previous request) again in order to feaaéxt chunk. The

DRM Agent repeats the HandleListQueryRequest timilresponse contains the value ‘0’ in @eatinuation Flag field. If

the DRM Agent receives excessive number of chuthies) the DRM Agent may not have an enough buff@recess all
chunks. Then the DRM Agent can abort the repetitibtne Handle List Query Message processing.dfbntinuation

Flag contains the value ‘0’ and no errors or excepti@etus = Success), the HandleListQueryRequest message processing
is completed.

If the DRM Agent sends a different message or sémel$landleListQueryRequest with different fieldues than the
previous values, then the SRM Agent resets theatiper(i.e. the SRM Agent returns the Handle Listif the first chunk
again).

6.8.1.2 Format of Messages

The message format#ssageBody) of the HandleListQueryRequest is specified ao¥am. ThenessageType is set
to '0’ and the message is not protected by an HMAC.
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MessageBody() {
nbrOfAssetld 8 uimsbf
for (i=0;i<nbrOfAssetld ; i++){
HashOfAssetld() // Defined in Appendix C. 3
}
handleListLength 16 uimsbf
}

The fields are defined as follows:
* nbr Of Asset | d — Number oHashCOf Asset | d in Hash Of Assetld List field in Table 43
* HashOf Asset | d — Hash ofAsset | d
* handl eLi st Lengt h —Handle List Length field in Table 43

The message format#ssageBody) of the HandleListQueryResponse is specified svis. ThenmessageType is set
to ‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix C.2.2
if (Status ==0) {
HandleList() /I Defined in Appendix C.4
continuationFlag 1 Dbslbf
rfu 7  bslbf
}
}

The fields are defined as follows:

» status - Satusfield in Table 44

* Handl eLi st —HandleList field in Table 44

e continuati onFl ag —Continuation Flag field in Table 44
6.8.1.3 Exception Handling

There may be an unexpected exception during thellddiist Query Message processing as specifieddtian 5.5.1. If the
DRM Agent fails to receive the response or findeaor by referring to th&atus, then the DRM Agent regards it as an
exception and terminates the Handle List Query Bigsprocessing. The User may be informed of thepian.

6.8.2  Rights Information Query

The DRM Agent requests the SRM Agent to read Rigiftemation including the Rights Meta Data, Rightsject
Container, and State Information from the SRM lasttated in Figure 17. The Rights Information doesinclude REK.
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DRM Agent

RightsInfoQueryRequest

RightsInfoQueryResponse

—— g —g—————

——_———— Yy ]

Figure 17: Sequence Diagram — Rights Information Qery

6.8.2.1 Description of Messages

The DRM Agent sends the RightsinfoQueryRequestaa the Rights Information (Rights Meta Data, Righbject
Container, and State Information) without the RE#i the SRM. The fields of the request are definebable 46.

Table 46: Fields of RightsinfoQueryRequest

Fields

Protection Requirement

Description

Handle

Integrity

This identifies Rights whose Rightformation will be
transferred from the SRM to the Device. Refer ttisa
5.1.3.

Upon receiving the RightsinfoQueryRequest, the S&Rint MUST perform the following procedure:
1. Verify the integrity of the request fields
2. Find Rights corresponding to thtandle

The SRM Agent sends the RightsinfoQueryResponsarty the result of the procedure. The fields eftdsponse are

defined in Table 47.

Table 47: Fields of RightsinfoQueryResponse

Fields

Protection Requirement

Description

Status

Integrity

The result of processing the RifstffoQueryRequest
message. Th&atus values are specified in Table 48.
If Status contains any error, only this field is presenthia
RightsinfoQueryResponse.

Rights Meta Data Integrity Refer to section 5.1.1.1
Rights Object Container Integrity Refer to sectioh.1.2
State Information Integrity Refer to section 5.3.1This field is not present if the Righ

Object in theRights Object Container is stateless.

ts

Table 48: Status of Rights Information Query Messag

Status Value

Description

Success

The request was successfully processed.

Field Integrity Verification Failed

The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.
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Status Value Description
Handle Not Found The Handle in the request doegxist in the SRM.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If no errors or exceptionSfatus = Success), the Rights Information Query Message processirmgpmpleted.

6.8.2.2 Format of Messages

The message formatssageBody) of the RightsinfoQueryRequest is specified alWs. ThemessageType is set
to’0’ and the message is protected by an HMAC.

MessageBody() {
Handle() /I Defined in Appendix C.2.4

}

The fields are defined as follows:

 Handl e -Handlefield in Table 46

The message format#ssageBody) of the RightsinfoQueryResponse is specified dsvis. ThemessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0){
Rightsinformation() /I Defined in Appendix c.254
}
}

The fields are defined as follows:

 Rightslnformati on —Rights Meta Data, Rights Object Container, Rights Meta Data fields in Table 47
e Status - Satusfield in Table 47

6.8.2.3 Exception Handling

There may be an unexpected exception during thbt®igformation Query Message processing as spddifi section 5.5.1.
If the DRM Agent fails to receive the responsegd$ian error by referring to ti8atus (exceptHandle Not Found), or fails

to verify the integrity of fields, then the DRM Agferegards it as an exception and terminates cornuation with the SRM
Agent. The User may be informed of the exception.

6.8.3  Rights Information List Query
The DRM Agent MAY request the SRM Agent to read Rights Information List as illustrated in Figurg.1

The User may need to know the Rights Informatidioteehe/she can decide which Rights to retrieve Rights
Information List Query message is used to read 6$iRights information from the SRM. By using thigssage, the DRM
Agent SHOULD get the latest list of Handles witlgRtis Information from the SRM Agent before the Mot of Rights
or Local Rights Consumption. The Rights Informatigst Query message is OPTIONAL for the SRMs.
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DRM Agent RM Agen

RightsInfoListQueryRequest

RightsInfoListQueryResponse

——_———— Yy ]

—— g —g—————

Figure 18: Sequence Diagram — Rights Information Lst Query

6.8.3.1 Description of Messages

The DRM Agent sends the RightsinfoListQueryReqteséad the Rights Information List from the SRMheTield of the
request is defined in Table 49.

Table 49: Fields of RightsinfoListQueryRequest

Fields Protection Requirement Description
Hash Of AssetID List No List of H(AssetID)
Rights Information List | No Maximum Rights Information List length in bytéeat the DRM
Length Agent can process. If this value is non-zero, tRMS3A\gent

MUST send a Rights Information List shorter tharequal to the
Rights Information List Length value.

If a Rights Information List is longer than the Rig Information
List Length, the SRM Agent divides the Rights Imfation List
into several chunks.

The H(AssetlID) in the RightsinfoListQueryRequesthis identification of a DRM Content. The DRM Camttean be
associated with one or multiple Rights. The SRM itggenerates and returns a Rights Informationthist is associated
with the DRM Content.

Upon receiving the RightsinfoListQueryRequest, $ftM Agent performs the following actions:

- If the number of H(AssetID)s in théash Of AssetID List is zero, the SRM Agent generates a Rights Infaondtist of
all enabled Rights in the SRM.

- Otherwise, the SRM Agent generates a Rights Infomd.ist of enabled Rights in the SRM that areoassted with the
requested DRM Contents identified by the H(AssetliD)the request.

The SRM Agent sends the RightsinfoListQueryResptmsarry the result of the action. The fieldsluf tesponse are
defined in Table 50. . If the number of H(Assetl)she RightsinfoListQueryRequest is more thanta Number Of
Assetl Ds specified in the SrmHelloResponse, the SRM AgebiSVl return the error Assetl D List Too Long.

Table 50: Fields of RightsinfoListQueryResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RifsfibListQueryRequest
message. Th&8atus values are specified in Table 51.

If Status contains any error, only this field is presenthia
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Fields Protection Requirement Description
RightsinfoListQueryResponse.
Rights Information List Integrity This field conte a Rights Information List or a chunk of it ikth
Rights Information List has been divided into sevehunks.
Continuation Flag Integrity It is assumed that gh®s$ Information List is divided into several
chunks.

‘0": The Rights Information List in this responsethe last chunk
of the whole Rights Information List, or the Rigt$ormation
List is not divided into chunks.

‘1’: A Rights Information List has been divided anseveral
chunks. TheRights Information List in this response is a chunk af
the whole Rights Information List, and there arbsaquent
chunks.

Table 51: Status of Rights Information List Query Message

Status Value Description
Success The request was successfully processed.
AssetID List Too Long The number of H(AssetID)s in the request exceeddtiximum Number Of
AssetIDs.
Request Not Supported This request is not supported by the SRM Agent.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

If the Continuation Flag contains the value ‘1’ éatus is Success, the DRM Agent SHOULD send the
RightsinfoListQueryRequest again, with the samig fimlues, in order to read the next chunk. The DRjént repeats the
RightsinfoListQueryRequest until the response dostthe value ‘0’ in th€ontinuation Flag field. If the Continuation Flag
contains the value ‘0’ and no errors or excepti@atus = Success), the RightsinfoListQueryRequest message procgssin
completed.

If the DRM Agent sends a different message or sémeElRightsinfoListQueryRequest with different fielalues than the
previous values, then the SRM Agent resets theatiper(i.e. the SRM Agent returns the Rights Infation List from the
first chunk again).

If a Rights Information List is divided into sevechunks, where a chunk will contain a portiontod tomplete list, the
DRM Agent MUST concatenate all chunks in sequenma the SRM Agent in order to receive the compRitghts
Information List.

6.8.3.2 Format of Messages

The message format#ssageBody) of the RightsinfoListQueryRequest is specified@d®ws. ThemessageType is set
to '0’ and the message is not protected by an HMAC.
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MessageBody() {
nbrOfAssetld 8 uimsbf
for (i=0;i<nbrOfAssetld ; i++){
HashOfAssetld() /I Defined in Appendix C.3
}
rightsinfoListLength 16 uimsbf
}

The fields are defined as follows:
*  nbr O Asset | d — Number oHashOf Asset | d in Hash Of Assetld List field in Table 49
* HashOf Asset | d — Hash ofAsset | d
* rightslnfoListLength—RightsInformation List Length field in Table 49

The message format#ssageBody) of the RightsinfoListQueryResponse is specifisdadlows. TheressageType is
set to '0’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status==0) {
RightsinformationList() // Defined in Appe ndix C.2.6
continuationFlag 1 Dbslbf
rfu 7  bslbf
}
}

The fields are defined as follows:
e St at us - Satusfield in Table 50
e RightslnformationLi st —RightsInformation List field in Table 50

« continuationFl ag — Continuation Flag field in Table 50

6.8.3.3 Exception Handling

There may be an unexpected exception during thietRIgformation List Query Message processing asifipd in section
5.5.1. If the DRM Agent fails to receive the respemr finds an error by referring to tBatus, then the DRM Agent regards
it as an exception and terminates the Rights Inftion List Query Message processing. The User magformed of the
exception.

6.8.4 Handle Removal

The DRM Agent requests the SRM Agent to remove raditafrom the SRM as illustrated in Figure 19 witen
corresponding Rights do not exist in the SRM.
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DRM Agent RM Agen

HandleRemovalRequest

HandleRemovalResponse

—— g —g—————

——_———— Yy ]

Figure 19: Sequence Diagram — Handle Removal

6.8.4.1 Description of Messages

The DRM Agent sends the HandleRemovalRequest toverthe Handle from the SRM. The fields of the ejlare

defined in Table 52.

Table 52: Fields of HandleRemovalRequest

Fields

Protection Requirement

Description

Handle Integrity & Confidentiality

5.1.3.

Handle that will be removed from the SRM. Refer to seattio

Upon receiving the HandleRemovalRequest, the SRENMYIUST perform the following procedure:

1. Verify the integrity of the fields
2. Decrypt theHandle with the Session Key
3. Remove the matchddandle in the SRM

If Rights corresponding to théandle already exist in the SRM, then the SRM Agent metittandle Not Removed in the

Satus.

The SRM Agent sends the HandleRemovalResponserotha result of the procedure. The fields of thgponse are

defined in Table 53.

Table 53: Fields of HandleRemovalResponse

Fields Protection Requirement Description
Status Integrity The result of processing the HaRémovalRequest
message. Th8atus values are specified in Table 54.
Table 54: Status of Handle Removal Message
Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed

generated by the SRM Agent.

The HMAC value of fields in the request did not aiathe HMAC value

Handle Not Found

The SRM Agent cannot find the matched Handle.

Handle Not Removed

Handle already exist in the SRM.

The SRM Agent cannot removéHtnall e because Rights corresponding to th

0]
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Status Value Description
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.
If no errors or exceptionSatus = Success), the Handle Removal Message processing is coatplet

6.8.4.2 Format of Messages

The message formatssageBody) of the HandleRemovalRequest is specified asvi@lorhemessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
EncryptedHandle() /I Defined in Appendix C.2.8

}

The fields are defined as follows:

* Encrypt edHandl e —Handle field in Table 52 encrypted with the current Sesd{ey (SK)

The message format#ssageBody) of the HandleRemovalResponse is specified asvisll ThenessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix C.2.2

}

The field is defined as follows:

 Status -Satusfield in Table 53

6.8.4.3 Exception Handling

There may be an unexpected exception during theldaemoval Message processing as specified ifoseg.1. The
recovery from the exception is handled as a paatibve transaction.

6.8.5 Rights Enablement

The DRM Agent requests the SRM Agent to enable Righthe SRM using this function as illustratedrigure 20.
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DRM Agent RM Agen

RightsEnablementRequest

RightsEnablementResponse

——_———— Yy ]

—— g —g—————

Figure 20: Sequence Diagram — Rights Enablement

6.8.5.1 Description of Messages

The DRM Agent sends the RightsEnablementRequesidble the Rights in the SRM. The fields of theus=t are defined
in Table 55.

Table 55: Fields of RightsEnablementRequest

Fields Protection Requirement Description
Handle Integrity & Confidentiality Handle identifies Rights that will be enabled in the SRM.
Refer to section 5.1.3.
State Information Integrity New State Informatidvat replaces the original State
Information in the SRM. This field is OPTIONAL.

Upon receiving the RightsEnablementRequest, the 3gbht MUST perform the following procedure:
1. Verify the integrity of the request fields
2. Decrypt theHandle with the Session Key

3. Enable the Rights corresponding to Hendle. If the Sate Information is present, overwrite the State Information of the
found Rights in the SRM with th&ate Information. If the Rights are already enabled, then the SRjdr returns
Success in theSatus field without executing this action.

The SRM Agent sends the RightsEnablementResporcapthe result of the procedure. The fieldshef tesponse are
defined in Table 56.

Table 56: Fields of RightsEnablementResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RifhablementRequest
message. Th8atus values are specified in Table 57.

Table 57: Status of Rights Enablement Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.
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Status Value Description
Handle Not Found The Handle in the request does not exist in the SRM
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agtgpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.
If no errors or exceptionstatus = Success), the Rights Enablement Message processing is lebeth

6.8.5.2 Format of Messages

The message format#ssageBody) of the RightsEnablementRequest is specified k®#s. ThenessageType is set
to’0’ and the message is protected by an HMAC.

MessageBody() {
statelnformationPresent 1 bslbf
rfu 7 bslbf
EncryptedHandle() /I Defined in Appendix C.2.8
if ( statelnformationPresent ) {
Statelnformation() /I Defined in Appendix C.25.3
}
}

The fields are defined as follows:
* Encrypt edHandl e —Handle field in Table 55 encrypted with the current Sesd{ey (SK)
e statelnformationPresent —if ‘1", thenSt at el nf or mat i on is present in this message

e St atel nformati on —Sate Information field in Table 55

The message format#ssageBody) of the RightsEnablementResponse is specifiedlisifs. ThemessageType is set
to ‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() // Defined in Appendix C.2.2

}

The field is defined as follows:

 Status -Satusfield in Table 56

6.8.5.3 Exception Handling

There may be unexpected exceptions during the Righablement Message processing as specifiedtiorsécs.1. If the
DRM Agent fails to receive the response, receivesreor in thetatus field, or fails to verify the message integrityeh the
DRM Agent regards it as an exception.

The recovery from the exception is handled as agiaxr Move or a Local Rights Consumption trangacti

6.8.6  Rights Removal

The DRM Agent requests the SRM Agent to remove Rifflom the SRM using this function as illustratedrigure 21.
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DRM Agent RM Agen

RightsRemovalRequest

RightsRemovalResponse
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Figure 21: Sequence Diagram — Rights Removal

6.8.6.1 Description of Messages

The DRM Agent sends the RightsRemovalRequest toverthe Rights in the SRM. The fields of the reqjaes defined in
Table 58.

Table 58: Fields of RightsRemovalRequest

Fields Protection Requirement Description

Handle Integrity & Confidentiality Handle identifies Rights that will be removed in the SRM.
Refer to section 5.1.3.

Upon receiving the RightsRemovalRequest, the SRmM\gerforms the following procedure:
1. Verify the integrity of the request fields

2. Decrypt theHandle with the Session Key

3. Remove the Rights corresponding to Handle and also remove the locally stored Handle

The SRM Agent sends the RightsRemovalResponsatptta@ result of the procedure. The fields of tegponse are
defined in Table 59.

Table 59: Fields of RightsRemovalResponse

Fields Protection Requirement Description

Status Integrity The result of processing the RiRletmovalRequest
message. Th&atus values are specified in Table 60.

Table 60: Status of Rights Removal Message

Status Value Description
Success The request was successfully processed.

Field Integrity Verification Failed The HMAC value of fields in the request did not aiathe HMAC value
generated by the SRM Agent.

Handle Not Found The Handle in the request does not exist in the SRM

Parameter Failed A field in the request has anlishength or structure.

Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors

Upon receiving the response, the DRM Agent verifiesintegrity of fields in the response.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_0-20090310-A Page 84 (136)

If no errors or exception§Satus = Success), the Rights Removal Message processing is coethlet

6.8.6.2 Format of Messages

The message format#ssageBody) of the RightsRemovalRequest is specified asviadloThenessageType is set
to '0’ and the message is protected by an HMAC.

MessageBody() {
EncryptedHandle() /I Defined in Appendix C.2.8

The fields are defined as follows:

* Encrypt edHandl e —Handle field in Table 58 encrypted with the current Sesd{ey (SK)

The message format#ssageBody) of the RightsRemovalResponse is specified asvidl ThemessageType is set to
‘1’ and the message is protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix C.2.2

The field is defined as follows:

 Status -Satusfield in Table 59

6.8.6.3 Exception Handling

There may be an unexpected exception during thetRigemoval Message processing as specified imrexb. 1. If the
DRM Agent fails to receive the response, receivesreor in thetatus field, or fails to verify the message integrityeh the
DRM Agent regards it as an exception.

The recovery from the exception is handled as agiar Move transaction.

6.8.7 Store RI Certificate Chain

The DRM Agent requests the SRM Agent to store Ridgguer’s certificate chains in the SRM as illatgd in Figure 22.
The DRM and SRM Agents MAY support these messages.
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Figure 22: Sequence Diagram — Store RI Certificat€hain

6.8.7.1 Description of Messages

The DRM Agent sends the RiCertificateStoreRequestdre an RI certificate chain in the SRM. ThédBeof the request
are defined in Table 61.

Table 61: Fields of RICertificateStoreRequest

Fields Protection Requirement Description
RI'ID No The hash of the Rights Issuer’s public keyhe RI
Certificate (i.e. the hash of the complete DER-e&lecb
subjectPublicKeylnfo component in the RI CertifeatThe
default hash algorithm is SHA-1.

RI Certificate Chain No Rights Issuer’s certificatain

Upon receiving the RICertificateStoreRequest, tR&SAgent stores the RI ID and certificate chairthiére already exists
the RI certificate chain, this is overwritten witfe certificate chain in the request.

The SRM Agent sends the RICertificateStoreResptimsarry the result of the action. The fields af tesponse are defined
in Table 62.

Table 62: Fields of RICertificateStoreResponse

Fields Protection Requirement Description

Status No The result of processing the RICertiéSabreRequest
message. Th&atus values are specified in Table 63.

Table 63: Status of RI Certificate Store Message

Status Value Description
Success The request was successfully processed.
Not Enough Space The SRM does not have enough space to store ttigcege chain.
Request Not Supported RI Certificate Chain caneattbred in the SRM.
Parameter Failed A field in the request has anliehv@ngth or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionSatus = Quccess), the RI Certificate Store Message processingiispeted.
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6.8.7.2 Format of Messages

The message format#ssageBody) of the RICertificateStoreRequest is specifiefiolsews. ThenessageType is set
to '0’ and the message is not protected by an HMAC.

Rild() {
OctetString8() /I Defined in Appendix C.1

}

RiCertificateChain() {
CertificateChain() /I Defined in Appendix C.1

}

MessageBody() {
Rild()
RiCertificateChain()

}

The fields are defined as follows:

e RiId-RIIDfield in Table 61
e RiCertificateChai n—RI Certificate Chain field in Table 61

The message format#ssageBody) of the RICertificateStoreResponse is specifietbhsws. ThenessageType is set
to ‘1’ and the message is not protected by an HMAC.

MessageBody() {
Status() /I Defined in Appendix C.2.2

}

The field is defined as follows:

« Status -Satusfield in Table 62

6.8.7.3 Exception Handling

There may be an unexpected exception during theeRificate Store Message processing as speciiisddtion 5.5.1. If the
DRM Agent fails to receive the response, or findseor by referring to th&atus (exceptNot Enough Space andRequest
Not Supported), then the DRM Agent regards it as an exceptiahtamminates communication by discarding any exgsti
SAC context with the SRM Agent. The User MAY beamhed of this exception.

6.8.8 Get RI Certificate Chain

The DRM Agent requests the SRM Agent to read Ritgstger’s certificate chains from the SRM as illattd in Figure 23.
The DRM and SRM Agents MAY support these messages.
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RICertificateQueryRequest

RICertificateQueryResponse
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Figure 23: Sequence Diagram — Get RI Certificate Ciin

6.8.8.1 Description of Messages

The DRM Agent sends the RiCertificateQueryRequestad an RI certificate chain from the SRM. Thetd$ of the request
are defined in Table 64.

Table 64: Fields of RICertificateQueryRequest

Fields Protection Requirement Description
RI'ID No The hash of the Rights Issuer’s public keyhe RI
Certificate (i.e. the hash of the complete DER-e&lecb
subjectPublicKeylnfo component in the RI CertifeatThe
default hash algorithm is SHA-1.

Upon receiving the RiCertificateQueryRequest, tR&SAgent reads the RI certificate chain identiftedthe RI ID from
the SRM.

The SRM Agent sends the RICertificateQueryResptmsarry the result of the action. The fields of tesponse are
defined in Table 65.

Table 65: Fields of RICertificateQueryResponse

Fields Protection Requirement Description

Status No The result of processing the RICertiéi€ateryRequest
message. Th8atus values are specified in Table 66.

If Satus contains any error, only this field is presenthia
RICertificateQueryResponse.

RI Certificate Chain No Rights Issuer’s certificatein

Table 66: Status of RI Certificate Query Message

Status Value Description
Success The request was successfully processed.
RI Certificate Chain Not Found The SRM Agent canfimad the matched RI certificate chain.
Request Not Supported This request is not suppbgtede SRM Agent.
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Status Value Description
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionSatus = SQuccess), the RI Certificate Query Message processingmpeted.

6.8.8.2 Format of Messages

The message formatssageBody) of the RICertificateQueryRequest is specifiedai®ows. ThenessageType is set
to '0’ and the message is not protected by an HMAC.

Rild() {
OctetString8() /I Defined in Appendix C.1

}

MessageBody() {
Rild()
}

The field is defined as follows:

e Rild-RIIDfield in Table 64

The message format#ssageBody) of the RICertificateQueryResponse is specifietbisws. ThemessageType is set
to ‘1’ and the message is not protected by an HMAC.

RiCertificateChain() {
CertificateChain() /I Defined in Appendix C.1
}
MessageBody() {
Status() // Defined in Appendix C.2.2

if (Status ==0){
RiCertificateChain()

}
}

The fields are defined as follows:
e St at us - Satusfield in Table 65
e RiCertificateChai n—RI Certificate Chain field in Table 65

6.8.8.3 Exception Handling

There may be an unexpected exception during theeRificate Query Message processing as specifisgdtion 5.5.1. If
the DRM Agent fails to receive the response, addian error by referring to tt&atus (exceptRl Certificate Chain Not
Found andRequest Not Supported), then the DRM Agent regards it as an exceptiahtamminates communication by
discarding any existing SAC context with the SRMeAg The User MAY be informed of this exception.
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6.8.9 Remove RI Certificate Chain

The DRM Agent requests the SRM Agent to remove laceRificate chain from the SRM as illustratedHigure 24. The

DRM and SRM Agents MAY support these messages.

DRM Agent

RICertificateRemovalRequest

o
=
>
F

RICertificateRemovalResponse

—— g —q—————|

——_———— Y ]

Figure 24: Sequence Diagram — Remove RI Certificat€hain

6.8.9.1 Description of Messages

The DRM Agent sends the RiCertificateRemovalReqteestmove the RI certificate chain from the SRMeTields of the
request are defined in Table 67.

Table 67: Fields of RICertificateRemovalRequest

Fields

Protection Requirement

Description

RI'ID

No

The hash of the Rights Issuer’s public keyhe RI
Certificate (i.e. the hash of the complete DER-e&lecb
subjectPublicKeylnfo component in the RI CertifeatThe
default hash algorithm is SHA-1.

Upon receiving the RICertificateRemovalRequest,SRM Agent finds the RI certificate chain identifiby theRI ID and

removes it.

The SRM Agent sends the RICertificateRemovalResptmsarry the result of the action. The fieldshef response are

defined in Table 68.

Table 68: Fields of RICertificateRemovalResponse

Fields Protection Requirement Description
Status No The result of processing the RICertiBatmovalRequest
message. Th8atus values are specified in Table 69.
Table 69: Status of RI Certificate Removal Message
Status Value Description
Success The request was successfully processed.

RI Certificate Chain Not Found

The SRM Agent cannot find the matched RI certiicathain.

Request Not Supported

This request is not suppostede SRM Agent.
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Status Value Description
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received agioqpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionSatus = Success), the RI Certificate Removal Message processirggispleted.

6.8.9.2 Format of Messages

The message format#ssageBody) of the RICertificateRemovalRequest is specifiedadlows. ThenessageType is
set to '0’ and the message is not protected by MAE.

Rild() {
OctetString8() /I Defined in Appendix C.1

}

MessageBody() {
Rild()
}

The field is defined as follows:

e Rild-RIIDfield in Table 67

The message format#ssageBody) of the RICertificateRemovalResponse is specidfiedollows. TharessageType is
set to ‘1’ and the message is not protected by dAE.

MessageBody() {
Status() // Defined in Appendix C.2.2

}

The field is defined as follows:

* St at us - Satusfield in Table 68

6.8.9.3 Exception Handling

There may be an unexpected exception during theerificate Removal Message processing as spedifisdction 5.5.1. If
the DRM Agent fails to receive the response, addian error by referring to tt&atus (exceptRl Certificate Chain Not
Found andRequest Not Supported), then the DRM Agent regards it as an exceptiahtarminates communication by
discarding any existing SAC context with the SRMeAg The User MAY be informed of this exception.

6.8.10 Dynamic Code Page Query

The DRM Agent requests the SRM Agent to read thexdWIB Dynamic Code Pages (see section 7.2.2 and)7a3.2
illustrated in Figure 25. The SRM Agent MAY supptitese messages.
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DynamicCodePageQueryRequest

DynamicCodePageQueryResponse
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Figure 25: Sequence Diagram — Dynamic Code Page Que

6.8.10.1 Description of Messages

The DRM Agent sends the DynamicCodePageQueryRetpesad the WBXML Dynamic Code Pages from the SRhe
DynamicCodePageQueryRequest has no fields.

Upon receiving the DynamicCodePageQueryReques§ i Agent reads the Dynamic Code Pages from tiésnial
storage and the SRM Agent sends the DynamicCod€ReggResponse to carry the result of the actioe. figids of the
response are defined in Table 70.

Table 70: Fields of DynamicCodePageQueryResponse

Fields Protection Requirement Description
Status No The result of processing the
DynamicCodePageQueryRequest message Sbtas
values are specified in Table 71.
If Status contains any error, only this field is presenthia
DynamicCodePageQueryResponse.
Attribute Code Page No The Dynamic Attribute Codgé

Tag Code Page No The Dynamic Tag Code Page

Table 71: Status of Dynamic Code Page Query Message

Status Value Description
Success The request was successfully processed.
Dynamic Code Pages Not Found The WBXML Dynamic CBdges do not yet exist on the SRM. The DRM
Agent MAY create new Code Pages as required.
Request Not Supported This request is not suppbstede SRM Agent.
Parameter Failed A field in the request has anlishength or structure.
Unexpected Request This request was received @gtgpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionsSiatus = Success or Satus = Dynamic Code Pages Not Found), the Dynamic Code Page Query
Message processing is completed.
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6.8.10.2 Format of Messages

TheMessageBody of the DynamicCodePageQueryRequest is emptyElssageType is set to '0’ and the message is
not protected by an HMAC.

The message format#ssageBody) of the DynamicCodePageQueryResponse is specifiddllows. The
nessageType is set to ‘1’ and the message is not protectedrbMAC.

MessageBody() {
Status() /I Defined in Appendix C.2.2
if (Status ==0){
AttributeCodePage() /I Defined in Appendix C.5.1
TagCodePage() /I Defined in Appendix C.5.2
}
}

The fields are defined as follows:

* Status - Satusfield in Table 70
« Attribut eCodePage —Attribute Code Page field as defined in C.5.1
» TagCodePage — Tag Code Page field in section C.5.2

6.8.10.3 Exception Handling

There may be an unexpected exception during thaminCode Page Query as specified in section 38He DRM Agent
fails to receive the response, or finds an errareigrring to thestatus (exceptDynamic Code Pages Not Found andRequest
Not Supported), then the DRM Agent regards it as an exceptiahtamminates communication by discarding any exgsti
SAC context with the SRM Agent. The User MAY bearrhed of this exception.

6.8.11 Dynamic Code Page Update

The DRM Agent requests the SRM Agent to store atatgd WBXML Dynamic Code Page on the SRM as ilatett in
Figure 26. The DRM and SRM Agents MAY support thesssages.

DRM Agent RM Agen

DynamicCodePageUpdateRequest

DynamicCodePageUpdateResponse

——_———— Y ]

—— g —q—————|

Figure 26: Sequence Diagram — Dynamic Code Page Ui

6.8.11.1 Description of Messages

The DRM Agent sends the DynamicCodePageUpdateReust®re an updated set of Dynamic Code Pagd®iSRM.
The updated code pages SHALL replace any existidg pages. The fields of the request are definddlote 72.
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Table 72: Fields of DynamicCodePageUpdateRequest

Fields Protection Requirement Description
Attribute Code Page No The Dynamic Attribute Codgé
Tag Code Page No The Dynamic Tag Code Page

Upon receiving the DynamicCodePageUpdateRequesERM Agent stores the updated code page(s). liggdated code
page already exists in the SRM then it is overemitt

The SRM Agent sends the DynamicCodePageUpdateRespocarry the result of the action. The fieldshef response are
defined in Table 73.

Table 73: Fields of DynamicCodePageUpdateResponse

Fields Protection Requirement Description
Status No The result of processing the
DynamicCodePageUpdateRequest messageSahe
values are specified in Table 74

Table 74: Status of Dynamic Code Page Update Messag

Status Value Description
Success The request was successfully processed.
Not Enough Space The SRM does not have enough space to store thardgrtode tables
Request Not Supported Dynamic Code Tables cannsidoed in the SRM.
Parameter Failed A field in the request has anlishe@ngth or structure.
Unexpected Request This request was received agiqpfence or is otherwise not allowed.
Unknown Error Other errors

If no errors or exceptionSiatus = Success), the Dynamic Code Page Update Message processiognpleted.
6.8.11.2 Format of Messages

The message format#ssageBody) of the DynamicCodePageUpdateRequest is specafiddllows. ThearessageType
is set to '0’ and the message is not protectechby AC.

MessageBody() {
attributeCodePagePresent 1 Dbslbf
tagCodePagePresent 1 bslbf
rfu 6 Dbslbf
if ( attributeCodePagePresent ) {
AttributeCodePage() /I Defined in Appendix C.5.1
}
if (tagCodePagePresent ) {
TagCodePage() /I Defined in Appendix C.5.2
}

}

The fields are defined as follows:
e« attributeCodePagePresent —indicates whether th& t r i but eCodePage is present.
» tagCodePagePresent — indicates whether theagCodePage is present.
 Attri but eCodePage —Attribute Code Page field as defined in C.5.1
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» TagCodePage —Tag Code Page field in section C.5.2

The message format#ssageBody) of the DynamicCodePageUpdateResponse is speesiéallows. The
nmessageType is set to ‘1’ and the message is not protectedrbliMAC.

MessageBody() {
Status() // Defined in Appendix C.2.2

}

The field is defined as follows:

« Status -Satusfield in Table 73

6.8.11.3 Exception Handling

There may be an unexpected exception during themicnCode Page Update Message processing as sgenisection
5.5.1. If the DRM Agent fails to receive the resgenor finds an error by referring to tBatus (exceptNot Enough Space
andRequest Not Supported), then the DRM Agent regards it as an exceptiahtarminates communication by discarding
any existing SAC context with the SRM Agent. TheelUSIAY be informed of this exception.
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7. Compact Encoding of Rights

This section specifies the compact encoding ofR& 1.0 Rights Object Containerdma-dd:roContainer>). This
encoding is used if the Rights Object ContaineFor mat indicates WBXML encoding.

WBXML 1.3 [WBXML] is a simple method that allows sgpacting XML documents in a loss-less manner. A WRX
decoder processes a WBXML encoded document bypirgteng it byte-by-byte. Some bytes represent diegpichstructions,
some represent XML element start tags, attributeasaor attribute values. The decoding processisfsl. The decoder
maintains one global state, which determines whetli® processing elements, or attributes. Withéich state, the decoder
maintains an independent notion of a selected pade.

7.1 WBXML Encoding Rules

The following rules MUST be followed when WBXML epding the<roContainer>:

«  WBXML version 1.3 MUST be used (encoded as u_imatiBie 0x03)

» The public identifier value "-//OMA//SRM 1.0//EN" MIST be used (encoded as mb_u_int32 value of 0x14).
This document type identifier is registered by OMNA

* The character set MUST be UTF-8 (encoded as mbt32 iralue Ox6A).

* The string table MAY be used to specify string e wf literal tokens. The string table SHOULD NOF used
to encode WBXML strings.

»  All strings SHOULD be encoded inline.

7.2 Attribute Code Pages
7.2.1  Fixed Attribute Code Page

Attribute code page 0 in the context of the puldentifier "-//OMA//SRM 1.0//EN" is a fixed code ga. This holds attribute
names and attribute values that correspond to itfiet)0bjects used in SRM 1.0, DRM 2.0, DRM 2.1 8&@AST 1.0. This
code table is fixed and future versions of SRM wilt add additional values to this code table.

Table 75: Fixed WBXML Attribute Code Page — Attribute Names

Attribute Name WBXML Attribute Code Comment
GLOBAL TOKENS 00-04
xmins:o-ex 05
xmins:o-dd 06
xmins:ds 07
xmins:oma-dd 08
xmins:xenc 09
o-ex:id 0A
o-ex:idref 0B
Algorithm oC
URI oD
oma-dd:onExpiredURL OE
oma-dd:timer OF
oma-dd:mode 10
oma-dd:timed 11
oma-dd:contentAccessGranted 12
oma-dd:token-timed-count-timer 13
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Attribute Name WBXML Attribute Code Comment

xmins:roap 14

15-3F Not Used

40 - 44 GLOBAL TOKENS

45 - 7F Not Used

Table 76: Fixed WBXML Attribute Code Page — Attribute Values
Attribute Value WBXML Attribute Value
Code

GLOBAL TOKENS 80 -84
http://odrl.net/1.1/ODRL-EX 85
http://odrl.net/1.1/ODRL-DD 86
http://www.openmobilealliance.com/oma-dd 87
http://www.w3.0rg/2000/09/xmldsig# 88
http://www.w3.0rg/2001/04/xmlenc# 89
http://www.w3.0rg/2000/09/xmldsig#shal 8A
http://www.w3.0rg/2001/04/xmlenc#kw-aes128 8B
http://www.w3.0rg/2001/10/xml-exc-c14n# 8C
http://lwww.rsasecurity.com/rsalabs/pkcs/schemasiiktrsa-pss-default 8D
#K_MAC_and_K_REK 8E
move 8F
copy 90
true 91
false 92
urn:oma:bac:dldrm:roap-1.0 93
UNUSED 94 - BF
GLOBAL TOKENS co-cC4
UNUSED C5-FF

7.2.2  Dynamic Attribute Code Pages

Attribute code page 1 in the context of the puldentifier "-//OMA//SRM 1.0//EN" is a dynamic cogege. The attribute
name codes and attribute value codes are not ddfirthis specification. The dynamic attribute cpdge is defined to
allow forward compatibility in WBXML encoding. Thealues within the dynamic attribute code page toeed on the SRM.
The dynamic code page is unique per SRM. Normafig\ea SRM will have an empty dynamic attribute cpdge.

As defined in section 6.8.10, DRM Agents MAY reuiéethe SRM’s dynamic code page from the SRM. DRMA#tg

MUST NOT delete attribute codes from the SRM’s dyiacode page.

During the process of compacting an XML Documeffibleetransferring it to the SRM, the DRM Agent MAadd new
attribute code values and attribute name coddsetdynamic code page. DRM Agents SHOULD add nenibate codes if
the XML Document to be compacted contains anylaites or attribute values that do not exist inegitode page O or the

existing dynamic code page.

7.2.3 Reserved Attribute Code Pages

All attribute code pages 2 to 127 in the contexthef public identifier "-//OMA//SRM 1.0//EN" are served for future use by

OMA.
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7.3 Tag Code Pages
7.3.1  Rights Object Container

The element tag code page defined in this sectiom be used together with tag code page 1 andwrcode pages 0 and 1
to encode and decode the Rights Object ContaireoSontainer> element.

Table 77: Fixed WBXML Tag Code Page

Tag Name WBXML Attribute Code
No content, Content, No No Content, Content,
No attributes | attributes Attributes Attributes

rights 05 45 85 C5
o-ex:context 06 46 86 C6
o-ex:agreement 07 47 87 C7
o-ex:asset 08 48 88 C8
o-ex:inherit 09 49 89 (01°]
o-ex:permission 0A 4A 8A CA
o-ex:requirement 0B 4B 8B CB
0-ex:constraint oC 4C 8C CcC
o-ex:digest oD 4D 8D CD
o-dd:version OE 4E 8E CE
0-dd:uid OF 4F 8F CF
o-dd:play 10 50 90 DO
o-dd:display 11 51 91 D1
o-dd:execute 12 52 92 D2
o-dd:print 13 53 93 D3
0-dd:export 14 54 94 D4
o0-dd:move 15 55 95 D5
o-dd:save 16 56 96 D6
o-dd:tracked 17 57 97 D7
o-dd:count 18 58 98 D8
o-dd:datetime 19 59 99 D9
o-dd:start 1A 5A 9A DA
o-dd:end 1B 5B 9B DB
o-dd:interval 1C 5C 9C DC
o-dd:accumulated 1D 5D 9D DD
o-dd:individual 1E 5E 9E DE
oma-dd:timed-count 1F 5F 9F DF
oma-dd:system 20 60 A0 EO
oma-dd:access 21 61 Al El
oma-dd:token-based 22 62 A2 E2
oma-dd:token-constraint-count 23 63 A3 E3
oma-dd:token-constraint-timed-count 24 64 A4 E4
oma-dd:token-accumulated 25 65 A5 E5
oma-dd:token-unit 26 66 A6 E6
oma-dd:token-consumed 27 67 A7 E7
oma-dd:roContainer 28 68 A8 E8
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Tag Name WBXML Attribute Code
No content, Content, No No Content, Content,
No attributes | attributes Attributes Attributes

xenc:EncyptedKey 29 69 A9 E9
xenc:EncryptionMethod 2A 6A AA EA
xenc:CipherData 2B 6B AB EB
xenc:CipherValue 2C 6C AC EC
ds:DigestMethod 2D 6D AD ED
ds:DigestValue 2E 6E AE EE
ds:Keylnfo 2F 6F AF EF
ds:RetrievalMethod 30 70 BO FO
ds:Signedinfo 31 71 Bl F1
ds:CanonicalizationMethod 32 72 B2 F2
ds:SignatureMethod 33 73 B3 F3
ds:Reference 34 74 B4 F4
ds:Transforms 35 75 B5 F5
ds:Transform 36 76 B6 F6
ds:SignatureValue 37 77 B7 F7
roap:X509SPKIHash 38 78 B8 F8
hash 39 79 B9 F9
ds:Signature 3A TA BA FA

In the context of the public identifier “-//OMA//SR 1.0//EN”", within tag code page 0, tag codes fithva range 3B-3F, 7B-
7F, BB-BF and FB-FF are reserved for future us©MA.

7.3.2 Dynamic Tag Code Page

Tag code page 1 in the context of the public idiemti-/OMA//SRM 1.0//EN" is a dynamic code padée tag name codes
are not defined in this specification. The dynataig code page is defined to allow forward complittyin WBXML
encoding. The values within the dynamic tag codge@e stored on the SRM. The dynamic code pageigsie per SRM.
Normally a new SRM will have an empty dynamic tage page.

As defined in section 6.8.10, DRM Agents MAY reteethe SRM’s dynamic tag code page from the SRMMDRyents
MUST NOT delete tag-name codes from the SRM’s dynaode page.

During the process of compacting an XML documerivteetransferring it to the SRM, the DRM Agent MAgdd new tag-
name codes to the dynamic code page. DRM Agentsl&iBCadd new tag name codes if the XML documenteo b
compacted contains any tags that do not existlireecode page 0 or the existing dynamic code page.

7.3.3 Reserved Tag Code Pages

All tag code pages 2 to 127 in the context of thbklig identifier "-//OMA//SRM 1.0//EN" are reservéddr future use by
OMA.

7.4 Processing

7.4.1 Device (DRM Agent)

DRM Agents MUST support WBXML encoding of tkeoContainer> element as defined in section C.2.5.2. DRM Agents
SHOULD be able to generate and extend dynamic pades if they are supported by the target SRM. DRyjdnts

SHOULD be able to encode tags, and attributesdthatot have a well known token-code using the WBXIMTLERAL

token.
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DRM Agents MUST support WBXML decoding of tkeoContainer> element as defined in section C.2.5.2.

DRM Agents MAY support updating of SRM dynamic caddbles.

7.4.2 SRM (SRM Agent)

SRM Agents MAY support storage of the dynamic htité code page and dynamic tag code page.

SRM Agents do not need to support WBXML encodingl@coding.

7.4.3 Rights Issuers

As the WBXML encoding of Rights Object Containessupported by DRM Agents, Rights Issuers do netine support
WBXML enocoding of Rights Object Containers.

7.5 Data Representation

7.5.1 Binary Data Representation

The WBXML OPAQUE token provides a method to encrale binary data. DRM Agents MUST use the WBXML
OPAQUE token to represent whitespace in the XML.

7.5.2  base64Binary Representation

Some elements in the Rights Obejct Container hakk64Binary data. All base64Binary data withinthights> element
MUST be encoded in the WBXML form directly as &tdl string. All base64Binary data within theignature>element
MUST be base64 decoded prior to WBXML encoding toesh encoded using the OPAQUE token.

7.6 Normal Processing and Transcoding

After a DRM Agent receives a WBXML encodetbContainer> from an SRM, that DRM Agent MUST decode the
message into XML format before any other processirapplied. Before a DRM Agent Moves a Rights @bfeontainer to
an SRM, the DRM Agent MUST canonicalise contentthekrights> element of XML using Exclusive Canonicalisation
without comments, and MAY encode theoContainer> element using WBXML. The criterion by which a DRAgent
determines whether it should WBXML encode<anContainer> is outside the scope of this specification. krgicipated
that individual SRM form factors will have differerecommendations. In general, it is RECOMMENDEBttBRM Agents
SHOULD WBXML encode alkroContainer> elements larger than 2kB.

If the SRM does not support storage of dynamic qualges then the DRM Agent MUST use only the fixedecpages. If the
<roContainer> contains any additional tags, attributes or aitebvalues, these SHOULD be encoded using the WBXML
LITERAL token.

The WBXML SWITCH token SHALL be used to switch betswn the fixed code pages and dynamic code pages.
The normal process for a DRM Agent to encode a Ri@lbject Container is:

e Construct thecroContainer> as XML

o DRM Agent MUST canonicalise contents of #rghts> element of XML using Exclusive
Canonicalisation without comments.

» Encode thecroContainer> using as WBXML.:

o Initially attempt to use only the fixed attributede page and fixed tag code page.

o Ifthe SRM Agent indicated support for dynamic cpages in the SrmHelloResponse message then:
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(o]

= If during the encoding any unknown attributes,ilatite values or tags are found, then DRM
Agents SHOULD retrieve the dynamic code pages fiteerSRM, before continuing
processing.

= Continue the encoding making use of the additiattabutes, attribute values, and tags that
are specified in the dynamic code pages.

= If the dynamic code pages do not contain the nacgsdtributes, then the DRM Agent
SHOULD add new attributes codes, attribute valunektags as required to the relevant
dynamic tag code page.

= |f updates were made to a dynamic code table theDRM Agent MUST store the updated
code table on the SRM. If the update to the dynarode pages on the SRM fails for any
reason, the DRM Agent SHOULD discard the WBXML eted<roContainer>. The DRM
Agent MAY re-start the processing as if the SRM Atggoes not support dynamic code
pages; or it MAY use plain XML to represent s@Container>.

If the SRM Agent does not support dynamic code page

= Continue the encoding making use of the WBXML LITARtoken to encode unknown
attributes and tags.

The normal process for a DRM Agent to decode a WRXvicoded<roContainer> is:

» Attempt to decode the WBXML encodedoContainer> to XML.:

(0]

(o]

Initially attempt to decode using only the fixedritute code page and fixed tag code page.

If during the decoding any unknown application takare discovered, then if the SRM indicated suppor
for dynamic code pages in the SrmHelloResponseagegben retrieve the dynamic code pages from the
SRM.

Continue the decoding by making use of the addifiapplication tokens that are specified in theasigit
code pages.

If an application token is not specified in eittiee fixed code pages or dynamic code pages, tloeitical
error has occurred. The DRM Agent SHOULD deleteRights Object from the SRM.

* Process the re-constructed XMtoContainer> as normal.
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8. Replay Protection Mechanisms

To prevent Rights that have been Moved from begagpstalled with a replay attack or by restore froffadevice storage,
the DRM Agent MUST have a Move Cache with a rebkadentification (GUID, see [OMADRMvV2)) for all Steless ROs
that have been Moved to an SRM. In [OMADRMv2], tidentification consists of the ROID. However, dueed size RO
identification MAY be used, such as the hash okierRights Object Container, truncated to a mininsize of 6 bytes. The
Move Cache also holds the <timeStamp> element (RoT $1e RO.

Immediately after the Rights are removed duringasssful Move of a Stateless RO from the Deviant&RM, the DRM
Agent MUST insert the <GUID, RITS> pair corresparglio the RO in the Move Cache.

If a <GUID, RITS> pair is to be inserted in the Mo€ache, but the Move Cache is full and the RIT®@nRO is later than
the earliest RITS in the Move Cache, then the DR§émWt MUST replace the entry with the earliest RiiT $he Move Cache
with the new <GUID, RITS> pair. If the RITS in tRO is equal to or earlier than the earliest RIT®:aMove Cache, the
<GUID, RITS> pair is not inserted.

When receiving a Stateless RO in a way other thameMe.g. when restoring a backup from off-deviceagye (see
[OMADRMV2))), the DRM Agent MUST perform the followg procedure:

a) Check if the Move Cache contains the GUID of theereed RO. If it does, then a) holds, otherwiséad3.
b) If a) holds, the RO is rejected.
c) |If a) fails and the Move Cache is not full, the ROnstalled.

d) If a) fails, the Move Cache is full and the RITStloé RO is after the earliest RITS in the Move @Gacthe RO is
installed.

e) If a) fails, the Move Cache is full and the RITStloé RO is earlier than or equal to the earliedtSRih the Move
Cache, the RO is rejected.

Notice that this procedure corresponds to the mphaeefor the replay protection mechanism for Sés®ROs uploaded to an
Rl from [OMADRMv2.1].

Multiple copies of the same RO (i.e. two ROs haulng same ROID) SHALL NOT be installed simultandpas the same
Device. Disabled ROs (e.g. during an RO Upload ov®lprotocol) are considered as installed, i.e.nmdre RO is disabled,
another copy of it MUST not be installed.

The Move Cache MUST have capacity to contain at|@80 entries. It is recommended that the Moveh€dnas the
capacity to contain more entries.

When a Stateless RO is Moved from an SRM to thedeeand its <GUID, RITS> pair is already in the WddCache, then
this <GUID, RITS> pair MUST be removed from the Mo@ache. Notice that this happens when a Statel@ss Moved
from the DRM Agent to the SRM, and later returnghte same DRM Agent via a Move operation.

8.1 Alternative dealing with a full Move Cache

When the Move Cache is full, the DRM Agent MAY star part with the oldest RITS values of the Moveh@aon off-
device storage. In this case, the DRM Agent MUSAviale for integrity protection of the externallyetd part. Additionally,
the DRM Agent MUST record securely that it storgubat of the Move Cache on external storage andetification of the
latest externally stored part. When an RO with aSbefore the earliest RITS in the Move Cache lweled out-of-band or
re-installed from off-device storage, the DRM Ag&fiIST request the externally stored part of the M@ache, verify its
integrity, verify that it is the latest externafifored part and verify if the RO has been Movethéfintegrity verification of
the externally stored part fails, or if the extdiynatored part indicates that the RO has been Mptlee RO MUST NOT be
installed. Otherwise the RO is installed. If an R{th a RITS equal to the earliest RITS in the M@ache is delivered out-
of-band or restored from a backup, both the Moveh@and the externally stored part MUST be condulte
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Appendix A.  Transport Mappings

This section shows SRM communication layer moddlianludes explanation of each layer. This sectiarifies the scope
of OMA SRM enabler and the work-scope of extermghaizations related to each type of SRM.

A.1 SRM Communication Layer Model

The SRM communication layer model divides the fior of a protocol into a series of layers. Eagleldnas the property
that it only uses the functions of the layer beland only exports functionality to the layer aboVhis section briefly
dictates the specifications on how one layer imtsravith another.

Application Layer
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Figure 27: SRM Communication Layer

The SRM communication layer model consists of £taySRM access layer, transformation layer, mitidler and
application layer. SRM access layer, transformaiger and middle layer have different propertyetging on each SRM
type. However the application layer defines a comdumction of a protocol between Devices and SRyardless of the
layers below.

A.1.1  Application Layer

The application layer defines services that faat#itcommunication between DRM Agents and SRM Agdriis layer is
independent of lower layers so that this layenisimon to all SRM types.

OMA Secure Removable Media enabler specifies #yierl

A.1.2  Other Layers (Informative)

OMA Secure Removable Media enabler does not spdufse layers, and these layers are defined bynexkterganizations
related to each type of SRM.

Al2.1 Middle Layer

The middle layer relieves the application layecofcern regarding syntactical differences in a agss data representation
between Device and SRM. This layer provides fumetionterface defined by OMA SRM enabler for DRMeats and SRM
Agents in the application layer. The implementatiéithis layer depends on each type of SRM.
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A.l.2.2 Transformation Layer

The transformation layer defines fragmentation éedragmentation of the representation of digitthbdn Devices and
SRM(s) and data blocks over a data line.

A.1.2.3 SRM Access Layer

The SRM access layer defines all the electricalpmdical specifications for Device and SRM. Thieludes bus width,
data rate, clock frequencies, and SRM form fadbe major functions and services performed by RMSccess layer are:

» Establishment and termination of a connection¢oramunications medium

* Modulation or conversion between data blocks aedctirresponding signals transmitted over a
communications channel

* Format of command line and data line
 SRM states and transition between each state

This layer also detects and corrects errors thgtaneur physically.
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Appendix B. Method for Describing Binary Structures
B.1 Mnemonics (Data Types)

Section 2.2.6 of ISO/IEC 13818-1 [ISO/IEC13818i&ld several data types supported by that stanitost are not needed
for SRM. The following table lists the mnemonicslatata types that are needed for SRM.

Table 78: Data Types

Mnemonic Data Type Equivalent C Type
bslbf Bit string, left bit first, where "left" idhe order in which bit strings are None
written in this document. Bit strings are writteniastring of 1s and Os
within single quote marks, e.g. '1000 0001". Blawkbin a bit string are for
ease of reading and have no significance.
tcimsbf Twao’s complement integer, msb (sign) histfi int
uimsbf Unsigned integer, most significant bit first unsigned int

As seen above, the data types are all big-endian.

B.2 Comments

Comments may be interspersed in the descriptiomr@ents follow a C++ style, being preceded by twevkod slashes, i.e.
“II". It is suggested that they appear before thedtructure or variable needing the comment. Cemtsnare illustrated in
the examples provided below.

B.3 Syntax Description

A data structure description starts with a nameterdata structure. The name is begins with aruggse letter, followed
by one or more upper and lower case letters (AZ),and numbers (0-9) and finally ending with “(¥pen and close
parenthesis). The length of the name should betkegpreasonable length. This document suggestemiiathe first letter of
words be capitalized. The name of the data stradtufollowed by a “{* (open brace) and a newliNext comes a list of
one or more field names (one per line) and followey’ (close brace). The following is an examplesdription of a data
structure calledsName():

DsName(){
fieldNamel

fieI.dName n

}

A field name represents either another data streiciuia variable. If another data structure, thta deructure is defined
elsewhere. If a variable, then the field name lilw¥eed by two elements. Variable names follows$hee rules as the name
of a data structure except that it MUST begin witlower case letter and is not followed by “()”. @ same line following
variable name, the next elementtr Bits, indicates the size of the variable in bits. Thatrelement is the dataType of the
variable, taken from Table 78 above.

The following example is for a data structure tt@ttains an additional data structure and a 16rsiigned integer. The
inner data structure contains a bit flag and aiB&ipned integer.
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Exanpl e(){
I nner Dat aStruct ure()

/1A 16 bit unsigned integer
uintléVar 16 uimsbf

}

InnerDataStructure(){
/IA 1 bit Boolean flag
bitFlag 1 bslbf
/IA 32 bit signed integer
int32Var 32 tcimsbf

}
B.4 Padding

Although it is strictly not required, it is highhecommended that all integer variables and datatstres start on byte
boundaries. Therefore, when defining bit variabieis, up to the person defining the syntax to eeshat padding bits are
defined to align the next variable or data struetom a byte boundary. Thener DataStructure() example above should be
rewritten as follows:

InnerDataStructure(){
/IA 1 bit Boolean flag
bitFlag 1 bslbf
/IPadding bits, reserved for future use
rfu 7 bslbf
/IA 32 bit signed integer
int32Var 32 tcimsbf

B.5 Arrays

For describing an array, a C “for loop” is usedt Ewample, the following data structure descrilreammay of 10 bytes:

Fi xedAr rayExanpl e(){
for( i=0; i < 10; i++ ){
byte 8 uimsbf
}
}

A more complex example is a variable length (0 5)2Bray of signed 16 bit integers.

Var i abl eAr r ayExanpl e(){

nbrOfElements 8 uimsbf
for ( 1=0; i < nbrOfElements ; i++ ){
int16 16 tcimsbf

}

}

For variable sized arrays, there should be a g (of type uimsbf) that is large enough to hthid maximum number of
entries in the array. The following table listsesvfof the possible ranges:
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Table 79: Ranges

Number of bits Range

8 0-255

16 0 - 65,535

24 0-16,777,215
32 0 - 4,294,967,295

B.6 Optional Variables or Data Structures

Many times there is a need for a variable or a gatecture to be optional. In order to indicate thiee the variable or data
structure is present, a bit flag should be defitweiddicate the presence. If multiple fields aréiampal, the indicator bit flags
should be combined to minimize padding. The follogvexample illustrates a data structure with aitLéhteger, an optional
data structure (which will not be defined), an Bvairiable, an optional 64 bit integer and an apdidixed sized array.

Opt i onal Exanpl e(){

int16 16 tcimsbf
dsPresent 1 bslbf
int64Present 1 bslbf
arrayPresent 1 bslbf
/IPad to 8 bit boundary
rfu 5 bslbf
if( dsPresent }{

DataStructure()
}
uint8 8 uimsbf
if( int64Present }{

int64 64 tcimsbf
}

if( arrayPresent ){
for(i=0; i<10; i++ ){
byte 8 uimsbf
}
}
}

For variable sized arrays, it is recommended thational array be indicated by the size fieldif3be size field has a
value of 0 (zero), then the array is not present.

Optional variables or data structures may als;mtieated by the value of a previous variable astitated in the following
example:

Opt i onal Exanpl e2(){

status 16 uimsbf
if( status == 0 ){

DataStructure()
}

}
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Appendix C. Data Format (Normative)

C.1 Common Data Structure

An Cct et St ri ng8 contains a variable length octet string. The mimmength is 0 octets and the maximum length is 255
octets.

OctetString8(){
length 8 uimsbf
for(i=0;i<length; i++ ){
octet 8 uimsbf
}
}

The fields are defined as follows:

* | engt h —Length of the octet string
e octet —An octet (byte)

An Cct et St ri ngl6 contains a variable length octet string. The minimlength is 0 octets and the maximum length is
65535 octets.

OctetString16(){
length 16 uimsbf
for(i=0;i<length; i++ ){
octet 8 uimsbf
}
}

The fields are defined as follows:

* | engt h —Length of the octet string
e octet —An octet (byte)

A RandonNumber contains a string of random octets.

RandomNumber()}{
OctetString8()

}

A list of the algorithms is allowed by this specition.

Algorithm(){
/I The following algorithms are defined:
/10 SHA-1
/I'1T HMAC-SHA1
/2 AES-128-CBC
/'3 RSA-OAEP
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/4 DRMV2-KDF
algorithmid 8 uimsbf

}

A Hash contains an octet string that is the result ofy@tographic hash operation. For calculation ofes$b® hash, the
SHA-1 hash algorithm is used. For all other cafeshash algorithm used is the negotiated hashitidgo

Hash(){
/l Hash Value
OctetString8()

}

TheHmac describes an octet string that is the resultafyptographic HMAC operation. The HMAC algorithmeaksis the
negotiated HMAC algorithm.

Hmac(){
/l HMAC Value
OctetString8()

TheEncr ypt edDat a describes an octet string that contains the etedygata that is a result of either a symmetric or
asymmetric encryption operation. The encryptioroathm is the negotiated encryption algorithm.

EncryptedData(){
// Holds the 1V, length is non-zero if IV is pr esent
OctetString8()
/I Encrypted Data
OctetString16()

TheCertificateandCertificat eChai n describes an octet string comprised in certifieatgecified in Appendix F.

Certificate() {

OctetString16()
}
CertificateChain(){
nbrOfCerts 8 uimsbf
for (i=0;i<nbrOfCerts ;i++){
Certificate()
}
}

TheCr | describes an octet string comprised CRL(s) spetifi Appendix F.
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Cri({
OctetString16()
}

C.2 Message Fields
C.2.1 Version

A data structure for an SRM protocol verside( si on) is described as follows:

Version() {
major 4 uimsbf
minor 4 uimsbf
}
C.2.2 Status

A 16 bit value that contains the result of proaegs request as follows:

Status() {
status 16 uimsbf

}

C.2.3 AssetlD

A data structure for a DRM Asset identifiés(set | d) is described as follows. This is specified int&gc5.1.5.

Assetld () {
OctetString16() // Defined in Appendix C.1

}

C.2.4 Handle

A data structure for a string comprised in a Hamslldgescribed as follows:

Handle() {
for(i=0;i<10;i++){
byte 8 uimsbf
}
}
C.2.5 Rights

C.251 Rights Meta Data

A data structure for a Rights Meta Dal ¢ht sMet aDat a) is described as follows:
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RightsObjectVersion() {
major
minor

}

RoAlias() {
OctetString16()

}

Rild() {
OctetString8()

}

RiUrl() {
OctetString16()

}

RiAlias() {
OctetString16()

}

MetaData() {
roAliasPresent
riUrlPresent
riAliasPresent
riTimeStampPresent
rfu

RightsObjectVersion()

if (roAliasPresent) {
RoAlias()
}

Rild()

if (riUrlPresent) {
RiUrl()

if ( riAliasPresent) {
RiAlias()

}
if (riTimeStampPresent ) {
riTimeStamp
}
}

RightsMetaData() {
length
MetaData()

}

4  uimsbf
4  uimsbf

// Defined in Appendix C.1

/I Defined in Appendix C.1

// Defined in Appendix C.1

// Defined in Appendix C.1

1 bslbf
1 bslbf
1 bslbf
1 bslbf
4 bslbf
40 uimsbf
16 uimsbf
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The fields are defined as follows:

« roAliasPresent -if‘l, thenRoAl i as is present in this message

e riUlPresent -if‘l, thenRi Url is presentin this message

« riAliasPresent -if ‘1, thenRi Al i as is present in this message

e riTinmeStanmpPresent —if ‘1’, then RiTimeStamp is present in this megs

 Right sObj ect Ver si on — Rights Object Version in section 5.1.1.1

* RoAlias —RO Alias in section 5.1.1.1

* Ri | d - RI Identifier in section 5.1.1.1

* R Ul —RIURL insection5.1.1.1

* R Alias —RIAliasinsection5.1.1.1

* ri Ti neStanp — Rights Issuer TimeStamp in UTC (RITS, see [OMADRY]). The coding is as follows:
RiTimeStamp =¥ << 26 +M << 22 +D << 17 +H << 12 +M << 6 +Swhere

Y is the year minus 2000, e.g. for the year 2987,

M is the month, wher®!=0 corresponds to January;

D is the day, wher=0 corresponds to the first day of the month;
H is the hour (0-23);

M is the minute (0-59);

Sis the second (0-59).

* | engt h — Length ofvet aDat a
* Met aDat a — Containing data of Rights Meta Data

C.25.2 Rights Object Container

A data structure for a Rights Object Contairi@rght sCbj ect Cont ai ner) is described as follows:

RightsObjectContainer() {

/[The following RO formats are defined for roFo rmat:
/I 0 = XML

/l'1=WBXML

roFormat 8 uimsbf

OctetString16() // Defined in Appendix C.1

The octet string comprised in the Rights Objectta@imer is an XML document of typmma-dd:RightsObjectContainer. It
is instantiated as @oma-dd:roContainer> element and contains tkeights> element and thesignature>element from
the RO payload as specified in section 5.1.1.2. Xki& schema is as follows:

<!--Rights Object Container Definitions -->
<element name="roContainer" type="oma-dd:RightsObjectContainer">
<complexType name="RightsObjectContainer”>

<sequence>
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<element name="rights” type="o0-ex:rightsType"/>
<element name="signature” type="ds:SignatueType"/>
</sequence>

</complexType>

C.253 State Information

A data structure for a State Informatidt @t el nf or mat i on) is described as follows:

Statelnformation() {
/I Length of Statelnfo
length 16 uimsbf
Statelnfo()

}

The field is defined as follows:

* | engt h — the total length dét at el nf o() data (in bytes)

Statelnfo() {

nbrOfAssetlds 8 uimsbf

for (i=0;i<nbrOfAssetlds ; i++) { Il <a sset> elements
HashOfAssetld() /I Defined in Appendix C.3

nbrOfPermissions 8 uimsbf

for (i=0 ;i< nbrOfPermissions ;i++) { 1 <permission> elements
PermissionState()

}

}

The fields are defined as follows:

* nbr O Asset | ds - the number of <asset> elements, where each tzasleenent has a Assetld
+ HashOf Asset | d() - Hash of Assetld

e nbrOf Perm ssi ons - the number of <permission> elements, where eaeinmission> element refers to
zero or more <asset> elements above
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PermissionState() {

}

The fields are defined as follows:

constraintPresent
assetPresent
playPresent
displayPresent
executePresent
printPresent
exportPresent
movePresent

/I for future extension: all zeros now

rfu

if ( constraintPresent ) {

ConstraintState()
}

if (assetPresent) {
HashOfAssetld()

}
if ( playPresent) {
ConstraintState()

if ( displayPresent) {
ConstraintState()

if (executePresent) {
ConstraintState()
}

if ( printPresent ) {
ConstraintState()

if ( exportPresent ) {
ConstraintState()

if ( movePresent ) {
ConstraintState()
}

1 bslbf
1 Dbslbf
1 bslbf
1 bslbf
1 bslbf
1 Dbslbf
1 Dbslbf
1 Dbslbf
8 bslbf

/I Defined in Appendix C.3

 constraintPresent,asset Present, pl ayPresent, di spl ayPresent, execut ePresent,
pri nt Present,export Present, andnovePr esent - each of these flags corresponds to each of
<constraint>, <asset> <play>, <display>, <execute> <print>, <export>, and<move>element in the

<permission>element. If any of these elements exists, itsesponding flag is set to 1.

* asset Present - if <asset>exists, then this permission is applied only t® Assetld whose Hash value

equals tdHashOf Asset | d()
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ConstraintState() {

countPresent 1 bslbf
timedCountPresent 1 bslbf
intervalPresent 1 bslbf
accumulatedPresent 1 bslbf
rfu 4 bslbf
if (countPresent ) { /I For count
remainingCount 32 uimsbf
if (timedCountPresent) { /I For timed-count
remainingTimedCount 32 uimsbf
if (intervalPresent ) {
I YYYY- Mt DDThh: mm ssZ [ISO8601]
/I All zeros if the asset has NOT been rend
for(i=0;i<20;i++){
byte 8 uimsbf
}
}
if (accumulatedPresent ) {
accumulatedTime 32 uimsbf

}
}

The fields are defined as follows:

ered

/I upto 2732 sec onds

e countPresent,timedCount Present,i nterval Present, andaccumul at edPr esent - each of
these flags corresponds to eackodunt>, <timed-count>, <interval>, <accumulated>element in the

<constraint> element.

* renai ni ngCount - This value indicates how many times are lefttf<count> element.

e remaini ngTi medCount - This value indicates how many times are lefttf@<timed-count> element.

e accunul at edTi ne - This value indicates how many seconds are coadum

C.254 Rights Information

A data structure for a Rights Informatidri @ht sI nf or mat i on) is described as follows. The Rights Meta Datghi
Object Container, and State Information comprigaghts Information.

RightsIinformation() {
statelnformationPresent
rfu
RightsMetaData()
RightsObjectContainer()

if ( statelnformationPresent ) {

Statelnformation()

}
}

C.255 REK

A data structure for a REKREK) is described as follows:

1 bslbf
7  Dbslbf
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Rek() {
for(i=0;i<16;i++){
byte 8 uimsbf
}

C.2.6 Rights Information List

A data structure for Rights Information List is debed as follows:

RightsinformationList() {

nbrOfAssetld 16 uimsbf

for (i=0;i<nbrOfAssetld ; i++) {
HashOfAssetID() /I Defined in Appendix C.3
nbrOfRightsinfo 16 uimsbf

for (j =0 ;] < nbrOfRightsInfo ; j++) {
/IList of Handle and Rights Information
Handle() /I Defined in Appendix C.2.4
Rightsinformation() /I Defined in Appen
}
}
}

The fields are defined as follows:

dix C.2.5.4

* nbrOf Asset | d — Number of hashes é&set | ds in the Rights Information List

* HashOf Asset | d — Hash ofAsset | d. A DRM Content identified by this AssetID is assted with

subsequent Rights Information.

 nbr O Ri ght sl nf o — This is the number of enabled Rights in an SR8 &are associated with the DRM

Content identified by thé&sset | d

 Handl e — This identifies enabled Rights in an SRM thatassociated with a DRM Content identified by the

Assetl d

* Rightslnformati on — Rights Information of Rights identified by thlandl e

C.2.7 Encrypted REK

A data structure for an encrypted REK is descrigedbllows.

EncryptedRek() {
/[Contains the encrypted REK
EncryptedData() /I Defined in Appendix C.1

}

C.2.8 Encrypted Handle

A data structure for an encrypted Handle is deedridis follows.
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EncryptedHandle() {
/IContains the encrypted Handle
EncryptedData() /I Defined in Appendix C.1

}

C.2.9 Encrypted New Handle

A data structure for an encrypted new Handle i€ilesd as follows.

EncryptedNewHandle() {
/IContains the encrypted New Handle
EncryptedData() /I Defined in Appendix C.1

}

C.3 LAID (List of Asset Identifier)

A data structure for an LAID is described as folfow

Hash of AssetlD is calculated using the SHA-1 halgbrithm.

HashOfAssetld() {
/I Contains the hash of a Assetld

Hash() /I Defined in Appendix C.1
}
Laid () {

nbrOfAssetld 8 uimsbf

for (i=0;i<nbrOfAssetld ; i++){

HashOfAssetld()

}

}

The fields are defined as follows:

e nbrOf Asset | d — Number of HAsset | d) comprised in an LAID

e HashOf Asset | d — HAsset | d) comprised in an LAID

C.4 Handle List

A data structure for a Handle Lis#gndl eLi st ) is described as follows:
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HandleList () {
nbrOfAssetld 16 uimsbf
for (i=0;i<nbrOfAssetld ; i++){
HashOfAssetld() /I Defined in Appendix C.3
Handle() /I Defined in Appendix C.2.4
}
}

The fields are defined as follows:

* nbr OF Asset | d — Number of hash disset | ds in a Handle List. If the Handle List is divideda chunks,
this represents the number of hasAsdet | ds in a chunk.

+ HashOf Asset | d — Hash ofAsset | d. A DRM Content identified by this AssetID is aswted with a Rights
in an SRM identified by a subsequent Handle.

* Handl e — This identifies an enabled Rights in an SRM thaissociated with the DRM Content identified by
theAsset |1 d

C.5 Dynamic Code Pages
C.5.1 Attribute Code Page

A data structure for the Dynamic Attribute Code @89 t r i but eCodePage) is described as follows.

AttributeName() {

OctetString8() /I Defined in Appendix C.1
}
AttributeValue() {

OctetString8() /I Defined in Appendix C.1

CodePage() {

rful 1 bslbf
nbrOfAttrs 7 uimsbf
for(i=0;i<nbrOfAttrs ; i++ ){
AttributeName()
}
rfu2 1 bslbf
nbrOfAttrValues 7 uimsbf
for(i=0 ;i< nbrOfAttrValues ; i++ ){
AttrributeValue()
}
}
AttributeCodePage() {
length 16 uimsbf
CodePage()

The fields are defined as follows:

e nbrOF Attrs — The number of Attribute Start Tokens in the dgiacode page. The maximum allowed value
is 122.
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 Attribut eName — The specific string value of well-known AttrileutThe array is an ordered list of all
Attribute Start Tokens in the dynamic code page fitst Attribute Name in the array has the tokatue of 6
and each subsequent Attribute Name has a tokee iradtemented by 1.

e nbrOf AttrVal ues — The number of Attribute Value Tokens in the dyi@acode page. The maximum
allowed value is 122.

 AttributeVal ue — The specific string value of a well-known Atutle Value. The array is an ordered list of
all Attribute Value Tokens in the dynamic code pafjee first Attribute Value in the array has thken value
of 133 and each subsequent Attribute Value hakentaalue incremented by 1.

* | engt h - Length ofCodePage
* CodePage — Containing data of Dynamic Attribute Code Page

C.5.2 Tag Code Page

A data structure for the Dynamic Tag Code PagegyCodePage) is described as follows.

TagName() {
OctetString8() /I Defined in Appendix C.1

CodePage() {
rfu 2 bslbf
nbrOfTags 6 uimsbf
for(i=0;i<nbrOfTags ; i++ ){
TagName()
}
}

TagCodePage() {
length 16 uimsbf
CodePage()

The fields are defined as follows:

* nbr O Tags — The number of Tag Names in the dynamic code.plgee maximum allowed value is 59.

« TagNane — The specific string value of a well-known Tagfabent Name. The array is an ordered list of all
Tag Names in the dynamic code page. The first Tagdlin the array has the tag identity of 6 and each
subsequent Tag Name has a tag identity incremdytéd

* | engt h - Length ofCodePage
» CodePage — Containing data of Dynamic Tag Code Page
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Appendix D. SRM Transport Protocol
D.1 HTTP Mapping

An SRM MAY support an HTTP transport layer (as nhédidyer) to communicate with the DRM agent iféndmplement a
local HTTP server. In this case the DRM Agent cannect to the SRM as an HTTP client. The datatee transported and
exchanged between the two entities over HTTP. &pjeendix defines this HTTP mapping.

The following sections describe how the data aliweled using the HTTP 1.1 protocol.

D.1.1 HTTP Headers

The HTTP Content-Type header MUST be supportedcs fibader describes the media type that is praséime ibody part of
the HTTP Request/Response.

The DRM Agent MUST include an HTTP Accept headeewBending a request over HTTP. The Accept headeifies
the media types that the DRM Agent will acceptasponse to the request.

Implementations MAY support other HTTP headers therse specified herein. The presence of HTTP hearker than
those specified here when a message is receivedidvie® SHOULD NOT by itself cause termination oétbession.

D.1.2 SRM Requests
- The DRM Agent SHALL send SRM requests as the bddyTorP POST requests. Example:

POST /SRM HTTP/ 1.1

Host: 127.0.0.1: 3516

Cont ent - Type: application/vnd. oma.drm srm pdu
[ Application Data]

In the above example the DRM Agent is using theugstURI field for specifying the path componerteTabsolute URI of
the SRM is specified using the HTTP Host header.

- The DRM Agent SHALL use the absolute path “/SRMitbwut the quotes) to address the SRM Agent

- If the SRM has its own IP address then the DRM a§étALL address the SRM agent via this IP addreskthe
standard HTTP port number 80 (e.g. 192.168.0.1lo8®rwise the DRM agent SHALL use port 3516 with lihcal IP
address 127.0.0.1 for SRM Requests (i.e. 127.G016)

- The DRM Agent SHOULD use persistent connectionsmdending requests over HTTP.
- The DRM Agent SHALL support chunk as mandated if TiR]
- The DRM Agent SHALL indicate to the SRM that thegsage is a SRM message using the HTTP Content{leguer

with value application/vnd.oma.drm.srm-pdu. Thediwing is an example of such a header field:

Content-Type: application/vnd.oma.drm.srm-pdu

- The DRM Agent SHALL use the HTTP Accept heademitiGate acceptable media types in response to SRNests

sent over HTTP. The DRM Agent MUST accept at I¢astfollowing media types:

0 application/vnd.oma.drm.srm-pdu
Example:

0  Accept: application/vnd.oma.drm.srm-pdu
- HTTP requests from the DRM Agent MUST contain aared only one, SRM request message.

D.1.3 SRM Responses
- The SRM SHALL send SRM responses as the body of HieBponses.
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- The HTTP Content-Type header MUST be set to apicavynd.oma.drm.srm-pdu when a SRM message catestit
the message-body of a response. Example:

Content-Type: application/vnd.oma.drm.srm-pdu

If the HTTP Content-Type header value in the Respaloes not match the above Content-Type, the DR&hA
SHALL terminate the session.

- The SRM MUST NOT include multipart responses irHaiT P response.

- The SRM MUST include an HTTP Cache-Control headér the value no-transform when sending an intggrit
protected SRM message. The no-transform directiobipits network caches from doing any contentdfarmations.
The no-cache option must also be set in ordergwegnt caching of responses.

The following is an example:

Cache-Control: no-transform; no-cache

D.1.4 HTTP Response Codes

An SRM that refuses to perform a SRM message exghaiith a DRM Agent SHOULD return a 403 (Forbiddezgponse.

In the case of an error while processing an HTTjRiest, the SRM MUST return a 500 (Internal Serveor response. This
type of error SHOULD be returned for HTTP-relatecbes detected before control is passed to the 8Rdine, or when the
SRM engine reports an internal error (for examgile, SRM schema cannot be located). If the typeSRM request cannot
be determined, the SRM MUST return a 500 (InteErabr) response code.

In these cases (i.e. when the HTTP response cabeisr 5xx), the content of the HTTP body is ngngficant.

In all other cases, the SRM MUST respond with 20BYand a suitable SRM message (possibly with SRMted error
information) in the HTTP body.

DRM Agents MUST be able to handle HTTP responsesagpecified here (200, 400, 403, 404, and 500).
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Appendix E.  SRM-API (Secure Removable Media — Application
Programming Interface) (Informative)

The various SRM platforms may support differenhsgort protocols for communication with DeviceshisIsection defines
a common set of APIs that may be used between DRFh#S and SRM Agents to support the different SRffqrms. The
APIs specify the field format of message requestsrasponses. They are based on C language forhmt.are applied as

follows:

» Message Request: API call with input fields

» Message Response: Result of API with output fields

E.1 Definition Structures

/*********************** To input Input/output data **********************/

typedef struct {
unsigned long len; /* length of input/output */
unsigned char* buf; /* buffer pointer */

} f_bytes;

/************************ To Error Code List *******************************/

typedef unsigned short STATUS_CODE;

E.2 API List
Table 80: API List
API Function
Initialise_Message Initialise the API processing layer.
Exchange_Message Sends the request and receivespiomse.
Finalise_Message Finalise the API processing layer.
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E.2.1 Initialise_Message

Declaration :

STATUS_CODE API_SRM_Initialise (void *arg);
Input :

arg Data for initialising the library. It depends on the specific SRM.
Output :

None
Return value :
SUCCESS
MEMORY_ERROR
INTERNAL_ERROR
UNKNOWN_ERROR
Function:

Initialises API processing layer.
Prior condition :

None
Post condition :

None

Notice :

The processing in this API is dependent on the type of SRM. Each SRM provides specific functions to

initialise processing with this API.
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E.2.2 Exchange Message

Declaration :

STATUS_CODE API_SRM_Exchange (f_bytes *request, f_bytes *response);
Input :

request Request from the DRM Agent to the SRM Agent
Output :

response Response from the SRM Agent to the DRM Agent

Return value :

SUCCESS

BUFFER_OVERFLOW_ERROR

NO_SRM_ERROR

MEMORY_ERROR

INTERNAL_ERROR

UNKNOWN_ERROR
Function:

Sends a request to the SRM Agent and receives a response from the SRM Agent.

Prior condition :
None
Post condition :

None
Notice :
When the returned value is not SUCCESS, the value of output field response is not defined in the case

that the API allocates the memory for processing. It means the DRM Agent does not have to deallocate

the memory where response.buf points even if response.buf '= NULL.
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E.2.3 Finalise_Message

Declaration :

STATUS_CODE API_SRM_Finalise (void *arg);
Input :

arg Data for finalizing the library. It depends on the specific SRM.
Output :

None

Return value :
SUCCESS
INTERNAL_ERROR
UNKNOWN_ERROR

Function:

Finalises the API processing layer.
Prior condition :

None
Post condition :

None

Notice :

The processing in this API is dependent on the type of SRM. Each SRM provides specific functions to

finalise processing with this APIL.

E.3 Status Codes for API

Table 81: Status Codes

Error Code Description
SUCCESS Success.
BUFFER_OVERFLOW_ERROR The length of output dateeexis the allocated buffer.
NO_SRM_ERROR Connection to SRM is failed.
MEMORY_ERROR Memory error in the API.
INTERNAL_ERROR Uncategorised Internal error in thiel.
UNKNOWN_ERROR Unknown error.
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Appendix F.  Certificates and CRL

F.1 Certificate Profiles and Requirements

The profile for Device Certificates follows the fite of the DRM Agent Certificates in OMA DRM v2 [@MADRMv2].
The DRM Agent Certificate in OMA DRM v2.0 is refed to as Device Certificate in this specificati8RM Agents
processing Device Certificates MUST meet all regmients on entities processing user certificategaedin [CertProf]. In

addition, SRM Agents:

 MUST be able to process Device Certificates ups@0lbytes long;

 MUST be able to process Device Certificates witlias@umbers up to 20 bytes long;

 MUST recognize and require the presence of the kgprdrmAgent object identifier defined in the
extKeyUsage extension in Device Certificates; and

*  MUST support the cRLDistributionPoints extension

The profile for SRM Certificates follows the prafifor “User Certificates for Authentication” in [@Brof] with the
following modifications in Table 82:

Table 82: SRM Certificate Profile

Fields Values
Version Version 3 (Integer value is 2)
Signature MUST be RSA with SHA-1
Serial Number MUST be less than, or equal to, 28din length
Issuer Name MUST be present and MUST use a subgdtawing naming attributes from

[CertProf] — countryName, organizationName, orgatimalUnitName,
commonName, and stateOrProvinceName.

Subject Name

MUST be present and MUST use a sobsiet following attributes from [CertProf] -
countryName, organizationName, organizationalUnitldacommonName, and
serialNumber

The structure and contents of an SRM subject ndmak Ise as follows:
[countryName=<Country of manufacturer>]
[organizationName=<Manufacturer company name>]
[organizationalUnitName=<Manufacturing location>]

[commonName=<Model name>]

[serialNumber=<Unique identifier for SRM, as as&idrby the Certificate Issuer>]

The serialNumber attribute MUST be present. Thentigblame, organizationName,
organizationalUnitName, and commonName may be pte€gher attributes are not
allowed and must not be included. For all naminghattes of type DirectoryString, th
PrintableString or the UTF8String choice must bedus

Note that the maximum length (in octets) for valoéthese attributes is as follows:
countryName - 2 (country code in accordance witB/IEC 3166), organizationName
organizationalUnitName, commonName, and serialNumbd.

Example:

D

C="US";0="DRM SRMs 'R Us"; CN="DRM SRM Mark V"; SN%234567890"
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Fields

Values

Extensions

The extKeyUsage extension SHALL be mtesed contain (at least) the oma-kp-
srmAgent key purpose object identifier:

oma-kp-srmAgent OBJECT IDENTIFIER ::= {oma-kp 3}

The oma-kp object identifier is defined as follows:

oma-kp OBJECT IDENTIFIER ::= {oma 1}

oma OBJECT IDENTIFIER ::= {joint-iso-itu-t(2) ideified-organizations(23) wap(43
oma(6)}

CAs are recommended to set this extension to akitic

« If CAs include the keyUsage extension (recommendbdh both the
digitalSignature bit and the keyEncipherment bisirhe set, if the
corresponding private key is to be used both fonentication and
decryption. Otherwise only the applicable bit shalset. When present,
this extension shall be set to critical.

CAs may include the certificatePolicy extensiomligating the policy the certificate
has been issued under, and possibly containingladgRtifying a source of more
information about the policy.

CAs are recommended to not include any other extessbut may, for compliance
with [RFC3280], include the authorityKeyldentifiextension. CAs may also include
the authoritylnfoAccess extension from [RFC3280]@CSP responder navigation
purposes, and the cRLDistributionPoints extensioidéntify how CRL information is
obtained.

CAs MUST NOT include any other critical extensions.

DRM Agents processing SRM Certificates MUST mektegjuirements on entities processing user ceatifis defined in
[CertProf]. In addition, DRM Agents:

MUST be able to process SRM Certificates up to 15@aes long;
MUST be able to process SRM Certificates with $enembers up to 20 bytes long;

MUST recognize and require the presence of the lgmrsrmAgent object identifier defined in the
extKeyUsage extension in SRM Certificates; and

MUST support the cRLDistributionPoints extension

The profiles for RI Certificates, CA Certificates)d OCSP Responder Certificates follow the proBlescified in Appendix
D.2, D.3, and D.4 of the OMA DRM v2.0 specificatippMADRMvV2] respectively.
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F.2 CRL Profiles and Requirements

The profile for CRLs follows the CRL profile in th@ertificate Revocation List (CRL) profile in [RF€80] with the
following modifications in Table 83:

Table 83: CRL Profile

Fields Values
Version Version 2 (Integer value is 1)
Signature MUST be RSA with SHA-1
Issuer MUST be present and MUST use a subsetlofifislg naming attributes from

Certificate profiles in [OMADRMv2] — countryNamerganizationName,
organizationalUnitName, commonName, and stateOifceame.

ThisUpdate The issue date of this CRL

NextUpdate The date by which the next CRL will bsuied

RevokedCertificates entries See Table 84

Extensions CAs SHALL include the Key Identifier emsion, identifying the public key

corresponding to the private key used to sign a.CRL

CAs SHALL include the CRL Number extension, whishused to determine when a
particular CRL supersedes another CRL.

CAs are recommended to not include any other extessbut may, for compliance
with [RFC3280], include the Issuing Distributioniftoextension from [RFC3280] to
identify how CRL information is obtained.

CAs MUST NOT include any other critical extensions.

When there are no revoked Device Certificates dvi$Fertificates, the revoked certificates list MUB& absent. Otherwise,
revoked Device Certificates or SRM Certificateslated by the fields in Table 84.

Table 84: RevokedCertificates Entry fields in CRL Rofile

Fields Values
UserCertificate Revoked certificate serial number
RevocationDate Date of revocation decision
CRL Entry Extensions CAs may define private CRLrgeixtensions to carry information unique to them.
Except the private CRL entry extensions, CAs MUSJITNnclude any other critical
extensions.
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Appendix G. Move Permission in Rights Object (Normative)

The Move permission in a Rights Object grants threnission to Move the Rights Object between Devares SRMs.

G.1 Extension of Permission Model in REL

This document defines the extension of the OMA DREL specification [OMADRMv2] to include the Move ipeission in

Rights Objects.

G.1.1 Element <permission>

NJ

Element <IELEMENT o-ex:permission (o-ex:constrajrt®x:asset*, o-dd:play?, o-dd:displayf
o-dd:execute?, o-dd:print?, oma-dd:expootdd:move?)>
Semantics In addition to the semantics as defin€dMA DRM REL [OMADRMv2], SRM adds

an optional <move> element to the <permission> eldm

A single Rights Object can have only one <movexrgsion. When present, the pare
<permission> element MUST NOT have any <asset>ehtsn For the other child
elements (permissions), refer to the OMA DRM REEdfication [OMADRMv2].

G.1.2 Element <move>

Element

<IELEMENT o-dd:move (0-ex:constraint?)>

Semantics

The <move> element grants the permisgibfove a Rights Object from a Device to
an SRM or from an SRM to a Device. It contains ptiamal <constraint> element.

The <move> element has the semantics of movingyatRiObject between Devices and

SRMs.

If the <move> element has a <constraint> child €emonly the <count> or <system>
constraints are allowed and all other constraintsSNW1 NOT be present. If the
<constraint> element is specified, the DRM Agent Ugrant move rights according
to the <constraint> child element and the top-les@instraint> element if any. If no
child <constraint> element is specified, the DRMeAgMUST grant move rights
according to the top-level <constraint> elemeiiny. If neither child nor top-level

<constraint> element is specified, the DRM Agent #Ugrant unlimited move rights.

G.1.3 Element <count>

Element

<IELEMENT o-dd:count (#PCDATA)>

Semantics

In addition to the semantics as defin€dMA DRM REL [OMADRMvV2]:

If the parent <constraint> element is a child elsta# a <move> element, the <count>
element specifies the number of times the <movemission may be granted over the

Rights Object itself.
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G.1.4 Element <system>

Element <IELEMENT oma-dd:system (o-ex:context+)>

Semantics In addition to the semantics as defin€dMA DRM REL [OMADRMV2]:
The <system> constraint is allowed to also constita¢ <move> permission.

In the case of a <move> permission, the <systemstcaint specifies the OMA DRM
protocol(s) that MUST be used to move Rights Olgjelct this case, the <context>
elements SHALL contain a <version> element andid><gelement. The <version>
element specifies the minimum version of a protdlcat MUST be used. The URN to
identify the SRM protocol is registered with the QK.

Furthermore, the <system> constraint, used witlHSfR& protocol identifier URN,
can be used to specify that the <play> or <displagrmissions MUST only be
granted if the Rights Object are stored on an SRM.
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Appendix H.  Event Counting

In order to minimize the impact of not checking ®IRL validity dates, the concept of event countiith a threshold is
defined in this section. Event counting is optioaadl consequently the normative statements inAgsendix and its
subsections apply only in case event counting [demented.

In this Appendix and its subsections, the temtity refers either to a DRM Agent or a SRM Agent. Eantity MUST keep
an event counter, which starts at zero, and geteimented, whenever a countable event occurs (deand H.2). When a
“fresh” CRL is received, the event counter is resee section H.3.

The value of the predefined threshold is not defimethis specification, but set by a relevanttimsdel; however, the
following implementation considerations may be takeo account.

- Avery high threshold value effectively disablesaeation status checking.
- Devices and SRMs MAY have different threshold value

- Although this Enabler specifies a single countirechranism, in practice, multiple counters may beluser example, a
trust model may choose to have one counter for eaeht type and each with its own threshold value.

The behaviour of an entity when the predefinedstoéd is reached is not defined in this specifaatiut can be set by a
relevant trust model. For example, a trust modal require that an entity must disallow all coun&aélents once the
threshold value is reached.

The DRM Agent MUST maintain an independent evenincer for each supported trust model.

H.1 Countable DRM Agent Events

Countable DRM Agent events are:

* Moving Rights to an SRM (see section 6.5)

Suggested counter increment operation point: FatiguRightsDisablementinDevice and prior to
RightsiInstallationRequest.

If during recovery, HandleRemovalRespogtus = Success, then prior to enabling disabled Rights in Device,
counter may be decremented to reverse incremeratiqpe

* Moving Rights from an SRM (see section 6.6)

Suggested counter increment operation point: FatigiRightsRemovalResponse for whitiatus = Success.

* Local Rights Consumption from an SRM (see sectid@) 6

Suggested counter increment operation point: FalglREKQueryResponse for whi&atus = Success.

H.2 Countable SRM Agent Events

Countable SRM Agent events are:

* Moving Rights from an SRM (see section 6.6)

Suggested counter increment operation point: Fatigwuccessfully handled RightsRemovalRequest &@od to
associated RightsRemovalResponse.

* Local Rights Consumption from an SRM (see sectid@) 6

Suggested counter increment operation point: Fatigwuccessfully handled REKQueryRequest and poior
associated REKQueryResponse.
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H.3 Resetting the Event Counter

Once the event counter has reached its threshbld va “fresh” CRL for the other entity type is dee. The entity MUST
have means to determine whether or not a CRL isidered "fresh" based on the entity’s “current date”. How the
“current date-time” is determined depends on wheth@ot the entity supports DRM Time. Resetting dvent counter to
zero SHALL require a “fresh” CRL for the other dntiype, i.e. a DRM Agent needs a fresh CRL for SRid an SRM
Agent needs a fresh CRL for Devices. Note thatetimeay be only one CRL that covers both DevicesSR#Is.

If an entity supports DRM Time, then the “curreatattime” is just the current DRM Time. If the cadhCRL is fresh
according to the current DRM Time, the entity (whgupports DRM Time) can reset its event counttiefvise, the entity
MUST get a fresh CRL before resetting its eveninteu How or from where an entity gets a fresh GRbeyond the scope
of this document.

If an entity does not support DRM Time, then thétgmMMUST get a nonce-based secure date-time aadhis as the current
date-time. Once the nonce-based secure date-tireegs/ed and validated, the entity can check tbghhess of its cached
CRL. If the cached CRL is fresh, the entity caretéss event counter. Otherwise, the entity MUSTayesh CRL before
resetting its event counter. An entity generatimpace MAY store the nonce in volatile or non-vidatnemory. If the
nonce is not available at the point of receiving shipposed nonce-based secure date-time, themat®tST be rejected.

Because it is anticipated that most SRMs will ngigort DRM Time, the SRM Agent MUST provide a note¢he DRM
Agent, which in turn MUST get a nonce-based sedate-time and provide it back to the SRM. Also, EieM Agent
MUST provide CRLs to the SRM Agent.

The SRM Agent SHOULD provide its current event dearand the threshold so that a Device can themrertsat the
threshold is never reached by providing the SRMrgéth timely date-time to update the SRM.

H.4 Threshold-based Event Counting Considerations

Effective implementation of optional threshold-bdsxent counting requires an entity to be ablesrdoplically acquire a
measure of "current date-time" that is verifialdeoaiginating from a trusted source. If there imalicious or unintended
delay in making a response to a nonce-based dhateefilery available to the entity awaiting the reseo then such delay
increases the likelihood that the entity deems & &Racceptably fresh when it should not. If theedane query occurs
after the entity’s counter has already reachethitsshold, then delaying the response delays the gbwhich the entity
once again becomes useful to handle countable vent

To minimize any adversarial advantage of holdingkbar delaying responses to nonce-based date-tireees, a trust model
may elect to prevent an entity from handling evemitil it receives a successful response to artanding date-time query
or until it purges the nonce corresponding to thary, even if the entity’s counter has not readtethreshold.

In order to enable each entity to make maximallgaive use of just a single event counter, a tnustiel may assign
different weights to different countable event typBifferential weighting would give a trust modieé flexibility to allow,
for example, a Device which is used predominamhifocal Rights Consumption transactions to goificantly longer
between CRL freshness checks than a Device thatlargengages in Move transactions to SRMs. Ifghits are assigned
differentially, the same weight applies to the eroenting and to the decrementing (if any) whenveois performed.
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Appendixl.  SRM and domain Rights Objects (Informative)

The SRM enabler allows RlIs to issue Domain ROs withmove> permission. This allows all Devices @@ members of a
Domain to receive a copy of the Domain RO and tavdihveir copy of the Domain RO to an SRM.

The result of Moving a Domain RO from a Device toSRM is that the Domain RO is stored on an SRMismtisabled on
the Device. In the process, the RO ceases to lmmaald RO and becomes an RO that can be consumaayldyevice to
which the SRM is connected to. In addition, the &@ be Moved to any other Device that is not a merobthe Domain.

The Move Cache ensures that once a Device has nitsveaby of the Domain RO to an SRM, it cannohsédll the original
Domain RO if this is received via a mechanism défg than a Move, e.g. out-of-band delivery, restfra backup, etc. (see
section 8). This mechanism does allow the RO tMbeed back to the Device (provided the potentialstmaints on the
<move> permission still allow for this). A DRM Agg(as specified in this enabler) will, howevert mstall an RO that is
already installed in the Device (or accumulatetbeonise combine any available state informatigoemted with the RO).

Note that in case all members of the Domain Moeér ttopy of the Domain RO to an SRM (even the s&RM), then all
those copies may be available for unlimited movBéwices that are not members of the Domain. AmRY choose to limit
this by constraining the <move> permission. Iféaample the <move> permission is constrained wil@unt> constraint
set to the value of ‘1’, then Domain member Devicais move their copy of the Domain RO to an SRMeofitis allows
Users to remove the SRM from the Domain member é2eand insert it into any device and locally consuhe Rights
from the SRM, but they cannot move the RO from3RM to the device.

In addition, in case a Domain RO contains statefuistraints, then the result of Moving the Domaid 8 an SRM is that
all state that is available to the DRM Agent is méto the SRM. If all members of the Domain Maveitt copy of the
stateful Domain RO to an SRM (even the same SRM)) &ll these stateful ROs are individually avdddbr Moving to
and/or local consumption on a single Device, whity be or not be a member of the Domain. If an &hta/ to strictly limit
the state that is available to a single Devicéovalue set by the stateful constraints in the &arRRO, then it should not
include a <move> permission into a stateful DonkR@. Note that Rights derived from a stateful Donfa{ cannot be
moved from an SRM to a device if one instance if Fomain RO is already installed in this device.

[0 2009 Open Mobile Alliance Ltd. All Rights Reserve  d.
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-TS-SRM-V1_0-20090310-A

Page 133 (136)

Appendix J. Change History

J.1 Approved Version History

(Informative)

Reference

Date

Description

OMA-TS-SRM-V1_0-20090310-A

10 Mar 2009

Approved®MA TP:
TP ref#t OMA-TP-2009-0099-
INP_SRM_V1_0_ERP_for_Notification_and_Final_Apprbva
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Appendix K.  Static Conformance Requirements

The notation used in this appendix is specified@PPROC].

(Normative)

Items in the SCR table are grouped by functionsu@types of SCR items represent functions asvatigs:

» CRT: Cryptographic algorithms
« HEL: SRM Hello message

e SAC: Mutual authentication/key exchange and SeButbenticated Channel

 CRL: CRL processing
e OCSP: OCSP processing
* MOV: Rights Move

* LRC: Local Rights Consumption

«  UTIL: Utility messages for Rights Move and LocalgRis Consumption

» CERT: Functions for RI's certificates delivery avetification

* LOG: Operation log
« CAC: Move cache

K.1 SCR for Client

The table below enumerates the client conformaegeirements on DRM Agents.

Item Function Reference Requirement
SRM-CRT-C-001-M Hash Algorithms: SHA-1 Section 5.2
SRM-CRT-C-002-M MAC Algorithms: HMAC-SHA1 Section 5.2
SRM-CRT-C-003-M Symmetric Encryption Algorithms: Section 5.2

AES-128-CBC
SRM-CRT-C-004-M Asymmetric Encryption Algorithms: Section 5.2
RSA-OAEP
SRM-CRT-C-005-M Signature Algorithms: RSA-PSS Section 5.2
SRM-HEL-C-001-M Device — SRM Hello Section 6.1
SRM-SAC-C-001-M Mutual Authentication and Key Section 6.2
Exchange: MAKE
SRM-SAC-C-002-M Key Derivation Function Section 6.3.1
SRM-SAC-C-003-M MAC Key update Section 6.3.4
SRM-SAC-C-004-O Change SAC Section 6.3.5
SRM-CRL-C-001-M CRL Number Exchange between DeviceSection 6.4.1
and SRM
SRM-CRL-C-002-M CRL Delivery from Device to SRM Section 6.4.4
SRM-CRL-C-003-M CRL Delivery from SRM to Device Section 6.4.5
SRM-CRL-C-004-M Certificate revocation status checking | Section 6.4
using cached CRL
SRM-OCSP-C-001-O | OCSP Nonce transfer from SRM to Section 6.4.2

Device

SRM-OCSP-C-002-O

OCSP Response transfer from Device
SRM

tdSection 6.4.3

SRM-OCSP-C-003-O

OCSP Request generation

Section 6.4.2

SRM-MOV-C-001-M

Device to SRM Move

Section 6.5

SRM-MOV-C-002-M
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Item Function Reference Requirement
SRM-MOV-C-002-M Exception Recovery for Device to SRM Section 6.5.1.3, | SRM-LOG-C-001-M AND
Move 6.5.2.2, 6.5.3.3, | SRM-UTIL-C-004-M
6.5.4.2
SRM-MOV-C-003-M SRM to Device Move Section 6.6 SRM-MOV-C-004-M ANI

SRM-UTIL-C-006-M

SRM-MOV-C-004-M

Exception Recovery for SRM to Device

Section 6.6.1.3,

SRM-LOG-C-001-M AND

Move 6.6.2.2, 6.6.3.3 | SRM-UTIL-C-005-M AND
SRM-UTIL-C-006-M
SRM-MOV-C-005-M Rights derivation from RO Payload Section 5.1.1
SRM-MOV-C-006-M Move permission support Appendix G
SRM-LRC-C-001-M REK transfer from SRM to Device Section 6.7.2 SRRa&-C-002-M

SRM-LRC-C-002-M

Exception Recovery for REK Transfer {
Device

oSection 6.7.2.3

SRM-LOG-C-001-M AND
SRM-UTIL-C-005-M

SRM-LRC-C-003-M

State Information Update

Section 6.7.3

SRM-LRC-@-80AND
SRM-UTIL-C-005-M

SRM-LRC-C-004-M

Exception Recovery for State
Information Update

Section 6.7.3.3

SRM-LOG-C-001-M AND
SRM-UTIL-C-005-M

SRM-UTIL-C-001-M Handle List transfer from SRM to Section 6.8.1
Device

SRM-UTIL-C-002-M Rights Information Transfer to Device Section 6.8.2

SRM-UTIL-C-003-O Rights Information List Query Section 6.8.3

SRM-UTIL-C-004-M Handle Removal from SRM Section 6.8.4

SRM-UTIL-C-005-M Rights Enablement in SRM Section 6.8.5

SRM-UTIL-C-006-M Rights Removal from SRM Section 6.8.6

SRM-UTIL-C-007-M Dynamic Code Page Query Section 6.8.1

SRM-UTIL-C-008-O Dynamic Code Page Update Section 6.8.1

SRM-UTIL-C-009-M WBXML Encoding & Decoding Section 7

SRM-CERT-C-001-O RI Certificate Transfer from Device to | Section 6.8.7
SRM

SRM-CERT-C-002-O | RI Certificate Transfer from SRM to Section 6.8.8
Device

SRM-CERT-C-003-0 RI Certificate Removal from SRM Section 6.8.9

SRM-CERT-C-004-M | RI Certificate Chain processing and Section 5.1.2
validation for Move

SRM-CERT-C-005-0 RI Certificate Chain processing and Section 5.1.2

validation for Local Rights Consumption

SRM-REV-C-001-O SRM removal detection Section 5.5.1
SRM-LOG-C-001-M Operation Log Section 5.5.2
SRM-CAC-C-001-M Move Cache Section 8

K.2 SCR for Server

The table below enumerates the client conformaegairements on Rights Issuers and SRM Agents.

K.2.1 SCRforRI
Item Function Reference Requirement
SRM-MOV-S-001-M Issuing Rights Object with Move Appendix G

permission
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K.2.2 SCR for SRM Agent
Item Function Reference Requirement

SRM-CRT-S-001-M Hash Algorithms: SHA-1 Section 5.2

SRM-CRT-S-002-M MAC Algorithms: HMAC-SHA1 Section 5.2

SRM-CRT-S-003-M Symmetric Encryption Algorithms: Section 5.2
AES-128-CBC

SRM-CRT-S-004-M Asymmetric Encryption Algorithms: Section 5.2
RSA-OAEP

SRM-CRT-S-005-M Signature Algorithms: RSA-PSS Section 5.2

SRM-HEL-S-001-M Device — SRM Hello Section 6.1

SRM-SAC-S-001-M Mutual Authentication and Key Section 6.2
Exchange: MAKE

SRM-SAC-S-002-M Key Derivation Function Section 6.3.1

SRM-SAC-S-003-M MAC Key update Section 6.3.4

SRM-SAC-S-004-O Change SAC Section 6.3.5

SRM-CRL-S-001-M CRL Number Exchange between Devi¢eSection 6.4.1
and SRM

SRM-CRL-S-002-M CRL Store Section 6.4.4

SRM-CRL-S-003-M CRL Query Section 6.4.5

SRM-CRL-S-004-M Certificate revocation status checking | Section 6.4
using cached CRL

SRM-OCSP-S-001-O | Nonce generation for a secure time Section 6.4.2
stamp using OCSP Response

SRM-OCSP-S-002-O | OCSP Response processing and Section 6.4.3

validation

SRM-OCSP-S-003-O

Device revocation status checking usin
OCSP Response

gSection 6.4.3

SRM-OCSP-S-004-O | CRL issue data validation using OCSP| Section 6.4.4
Response
SRM-MOV-S-002-M Rights Installation Setup Section 0
SRM-MOV-S-003-M Rights Installation Section 6.5.3
SRM-MOV-S-004-M Rights Query Section 6.6.1
SRM-LRC-S-001-M REK Query Section 6.7.2
SRM-LRC-S-002-M State Information Update Section 6.7.3 SRM-UTILEBM
SRM-UTIL-S-001-M Handle List Generation Section 6.8.1
SRM-UTIL-S-002-M Rights Information Query Section 6.8.2
SRM-UTIL-S-003-O Rights Information List Query Section 6.8.3
SRM-UTIL-S-004-M Handle Removal Section 6.8.4
SRM-UTIL-S-005-M Rights Enablement Section 6.8.5
SRM-UTIL-S-006-M Rights Removal Section 6.8.6

SRM-UTIL-S-007-O

Dynamic Code Page Query

Section 6.8.10

SRM-UTIL-S-008-O

Dynamic Code Page Update

Section 6.8.1(L

SRM-CERT-S-001-O RI Certificate Store Section 6.8.7
SRM-CERT-S-002-0O RI Certificate Query Section 6.8.8
SRM-CERT-S-003-0 RI Certificate Removal Section 6.8.9
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