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Use of this document is subject to all of the teamd conditions of the Use Agreement located at
http://www.openmobilealliance.org/UseAgreement.html

Unless this document is clearly designated as progpd specification, this document is a work iogass, is not an
approved Open Mobile Alliance™ specification, agdubject to revision or removal without notice.

You may use this document or any part of the doeurfog internal or educational purposes only, ptded you do not
modify, edit or take out of context the informationthis document in any manner. Information camgdiin this document
may be used, at your sole risk, for any purposes. iiay not use this document in any other manniowi the prior
written permission of the Open Mobile Alliance. TBpen Mobile Alliance authorizes you to copy thi€dment, provided
that you retain all copyright and other proprietaofices contained in the original materials on emgies of the materials
and that you comply strictly with these terms. Téopyright permission does not constitute an eretoent of the products
or services. The Open Mobile Alliance assumes spaesibility for errors or omissions in this docurhe

Each Open Mobile Alliance member has agreed toemssonable endeavors to inform the Open MobileAdle in a timely
manner of Essential IPR as it becomes aware thdEskential IPR is related to the prepared or phibdl specification.
However, the members do not have an obligatiorotmact IPR searches. The declared Essential IPRbikcly available to
members and non-members of the Open Mobile Allimr@may be found on the “OMA IPR Declarationst #is
http://www.openmobilealliance.org/ipr.htnThe Open Mobile Alliance has not conducted arpathdent IPR review of this
document and the information contained herein,raalles no representations or warranties regardingyharty IPR,
including without limitation patents, copyrightstoade secret rights. This document may contaientions for which you
must obtain licenses from third parties before mgkusing or selling the inventions. Defined tembsve are set forth in the
schedule to the Open Mobile Alliance Applicatiorriro

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRES& WPLIED) ARE MADE BY THE OPEN
MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF
THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONIST, INCLUDING, BUT NOT LIMITED TO THE
ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF TH INFORMATION OR WHETHER OR NOT
SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HERBY DISCLAIMS ANY DIRECT, INDIRECT,
PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EEMPLARY DAMAGES ARISING OUT OF OR IN
CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORAMTION CONTAINED IN THE DOCUMENTS.

© 2012 Open Mobile Alliance Ltd. All Rights Resedve
Used with the permission of the Open Mobile Alliaridd. under the terms set forth above.
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1. Scope

This Enabler Release (ER) document is a combinedrdent of requirements, architecture and techsisetification for
Telco's Application Store Enabler. The TAS Enaldezxpected to provide functions of APIs ManagemBeteloper
Management, Application Management and Applicaiaation Support.
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHAL", “SHALL NOT"”, “SHOULD", “SHOULD NOT",
“RECOMMENDED”, “MAY”, and “OPTIONAL” in this documat are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” anttdtfuction”, are normative, unless they are exghjiéhdicated to be
informative.

3.2 Definitions

Developers Community  Developers Community is a platform, which providesources and tools to developers for developing
Applications. It mainly consists of functionalities manage Applications, developers and developing
resources and tools. After registered to Develo@ermmunity, developers could submit Applications to
it.

Application (see [OMADICT]) An application may consist of ordysoftware on the device, or it may be associated t
a server side software (managed by a service provid provide a service to the end user.

Application Category Application Category is a mechanism to divide Apations into different groups.

In Application Purchase  In Application Purchase is a function which allosvdeveloper to embed items within an application.

3.3 Abbreviations

OMA Open Mobile Alliance
IAP In Application Purchase
CRAPI Capability Resource API

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved
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4. Introduction

Application stores offer downloadable applicatibmsn audience of mainly consumers, via a stonmg frehich is either
embedded in the mobile handset or found on the {delboth mobile as well as fixed devices).

Existing commercial appstores have attracted 008raDO different applications and billions of doasaudis.

Handset and operating system (OS) manufacturekinlpao create similar excitement with their phoaesl/or OSs have
also introduced application stores (Source: Gadngr2009).

In this scenario, the Telcos do not have an imporale in the content or application sales tratisas, mainly providing the
role of network access or broadband provider. AltfoTelcos benefit from an increase in mobile datge, they lack the
control over purchasing through application stores.

By opening their own network resource and invesitngn open platform for developers, Telcos willdide to offer the
applications to enrich the user experience andegackiness and drive long term customer loyalty.

Some Telcos have come to recognize they may bertsettved by opening their network intelligence badk-office
software platforms to the application developmeammunity. Thus, they no longer must depend on oreo killer
applications to drive revenue, but instead delaveompelling application platform, enabling thoudswof high quality
applications to be produced, while at the same,tdrematically improving customer satisfaction. Bhdre is no standard
for this solution.

The TAS Enabler aims to establish a unified framéved Application Store which integrates all thages of application
development support, application distribution, &gilon sales and so on. And by TAS, Telcos caimllee leadership of
the application store ecosystem.

TAS can create an application platform that wolddakiractive to the developer and content partagmaunity:
» Capability discovery and binding

*  Purchase Convenience

» Distribution and Reach

e Multi-device platform Support

e Operational Support (e.g. application upgrade)

This document includes requirement, architectund,tachnical specifications.

4.1 Version 1.0

The TAS Enabler addresses the following four wosaa:

»  Developer Management. This area mainly addresseztibns to enable application developers to regist TAS,
and functions for TAS to manage those developers.

* APIs management
0 APIs life cycle management, APIs publishing (no r&is will be defined)
» Application management

0 Application state management (Re-using OSPE. OSP&used as a start point, and TAS could add
specific life cycle status)

o Application display and sales function

o0 Application distribution/installation management

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved
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» Application Creation Support, including developmantl test support for applications

The Security and Charging aspects will also beidened during the specification development.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved
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5. Requirements (Normative)

The following sections describe the requirementsApplication Management, Developer Managemenplisation
Creation Support, In-Application Purchase, ChargPrgvacy, and Security.

5.1 Application Management

5.1.1  Application Information

The TAS Enabler SHALL be able to manage differgpes of Applications, including but not limited to:
® Games
® Contents (e.g. themes for mobile phones)
® Tools (e.g. web browser)
® Entertainment
® Books
The TAS Enabler SHALL be able to store the Applmatinformation, including but not limited to:
® Application ID
® Name

® Developer

® Type

® Description

® Status

® \Version

® Submit time

® Effective Date (the date on which an Applicatiomgibs to be available to Users)
® Expire Date

® Price

5.1.2  Application Uploading and Auditing

The TAS Enabler SHALL allow developers to uploadoigations and related information, such as Appiganame, type,
keywords, proposed price, publish date, expiratiate and charging option, etc.

The TAS Enabler SHALL be able to generate an agtitio ID for the uploaded / audited application.

The TAS Enabler SHALL be able to audit uploaded liggpions and audit related information (e.g. nashéhe developer)
according to the TAS service provider’s policieBeTauditing process on uploaded Applications inetusiecurity checking,
such as virus scanning and content screening. Udiéreg process on related information is to chetlether the
information submitted by the developer is autheatid complete.

The TAS enabler SHOULD notify the developers of dicome of the audit.
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The TAS Enabler SHALL enable the TAS service previtb configure the policies which are used to tAgdplications and
related information.

The TAS Enabler SHALL support developers to submittiple variants of the same application. (e.gapplication might
have a version for vendor A’'s smartphone and amothesion for vendor A’s feature phone)

The TAS Enabler SHALL support developers to updagér own uploaded applications (e.g. submit a mevgion,
including the software and related informationsdiider to improve the functions or add some newufea. The new version
may replace an old version, or they may both exist.

The TAS Enabler SHALL support developers to mar(agg view application’s status, modify relatedommfiation, and
delete their applications, etc) their own uploadpglications. A developer can search and view na¢gaalssociated to other
developers’ applications.

5.1.3  Application Test

After uploaded and successfully audited, the apptia may be tested to check whether it has a bngiiket future for
formal business. The Application Test is only ofenbeta-testers in the Developer Community. Betders download and
use the application for a period of time. Then Hetders fill out the questionnaire to provide fegck on their experience
using the application. The TAS service providery mealuate the result of questionnaire and if teilt shows that beta-
testers like to use this application, the TAS smr\rovider may decide for the application to asdeanal business
processes.

The TAS Enabler MAY enable developers to requdstiral testing of their submitted applications ievBlopers
Community.

The TAS Enabler MAY enable developers to desigrstjoenaire for the internal testing.

The TAS Enabler MAY support the TAS service provitterecruit beta-testers to experience the inleéasing application.
The TAS Enabler MAY enable beta-testers to downkbedinternal testing application and related qoaestire.

The TAS Enabler MAY enable beta-testers to subestiback using the questionnaires.

The TAS Enabler MAY enable developers to view thesiionnaires result of their own applications wtace under
internal testing.

The TAS Enabler MAY support the TAS service provittedecide whether to publish the internal testpplications
according to the questionnaires result.

The TAS Enabler MAY notify the developers of theamme of the tests.

5.1.4  Application Distribution

The TAS Enabler SHALL allow Applications to be ddeaded.

The TAS Enabler SHALL enable the user to know tia¢us (e.g. successful download, abandoned downidakpplication
downloading.

The TAS Enabler SHALL support dynamically genergtimformation related to the Applications (e.g. adoad location,
usage rights).

The TAS Enabler SHALL support logging of Applicatidownloads.

The TAS Enabler SHALL support reliable underlyimgrtsport delivery mechanisms and SHOULD suppottmésg failed
Application downloads.
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The TAS Enabler SHALL control whether and how Apgtions can be distributed after they are downldaddJsers’
terminals.

5.1.5 Application Installation

The TAS Enabler SHALL be notified about the staig. installed, uninstalled) of Application indaion.

5.1.6  Application Recommendation

The TAS Enabler SHALL be able to provide a listeéommended Applications (e.g. application poptyadverall usage
history, developer’s popularity).

The TAS Enabler SHALL be able to provide a listgiplications associated to a specific Applicatierg( based on
categories, key words).

5.1.7  Application Feedback

The TAS Enabler SHOULD allow Users to provide fegdb(e.g. rate and comments) on Applications thesetused. For
example, the rating on an application could beoaestrom 1 to 5.

5.1.8 Display application
The TAS Enabler SHALL be able to access device ldipias information.

When available, the device capabilities (e.g. steee, screen resolution, operating system) inébion SHALL be used by
TAS Enabler when providing the Application lists.

5.1.9 Application Category Management

The TAS Enabler SHOULD support TAS service provéderdefine a list of possible Application CategeriThe
Application Category includes (not exhaustive)egatry name, category id, description element(s), et

The TAS Enabler SHOULD allow a developer to assigrApplication Category (among the Application @atées made
available by the TAS service provider) to his apgtions.

The TAS Enabler SHOULD allow the Service Provideidentify if an Application Category (as assigimdthe developer)
is not appropriate for a specific application.

5.1.10 Blacklists for Applications and developers

The TAS Enabler SHALL enable users to report malisiapplications to the TAS service providers.

The TAS Enabler SHALL be able to allow TAS servyeviders to verify and then add / delete maliciapplications or
their developers to / from Blacklists accordingrS service provider’s policy (e.g. user’s evalaati or complaints).

Once the malicious applications or their develoeesadded to the Blacklist, those applicationsioaibe displayed to or
accessed by users.
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5.1.11 Application Search

The TAS Enabler SHOULD be able to allow users, B&8rice providers and developers to search Aphicatoy related
attributes: e.g. application name, application gatg, keywords, published date, expiration date, et

5.1.12 Application revocation

The TAS Enabler SHALL be able to revoke from theST8erver the applications that are already uploadsdd on TAS
service provider’s policy.

5.1.13 Sorting Mechanism
The TAS Enabler SHOULD be able to provide the sgrthechanism for applications so that a user carméavhether or

not to use it and which criteria to apply on, sashthe latest version, the highest download raitbsn a specific time
period, the price, etc.

5.1.14 Update Notification

The TAS Enabler SHALL support TAS service providergrovide update notification to a user whenetisran update of
the available applications. The TAS Enabler SHAIbw users to subscribe/unsubscribe to such upuatifications.

The update notification might be an SMS, an enagilpp-up message, a voice mail, etc.

5.1.15 Application State Management

The TAS Enabler SHALL be able to manage differéates of Applications, including but not limited to

® Submitted

® Audited
® Tested
® Online
® Offline

® End(Application is deleted from TAS )
The TAS Enabler SHALL support application statenloontrol.
The TAS Enabler SHALL guarantee that only those lisptions of online state may be downloaded.
The TAS Enabler SHALL support a mechanism for tle&oper to be notified about the status of its lisagion.

The natification of the application status canfiiggered either by state transition or by develtgpproactive request.
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5.1.16 In-Application Purchase Management

The TAS Enabler MAY provide the In Application Phese functionality.

The IAP functionality allows developers to embestae in their applications. The IAP functionalégables developers to
manage the payment information (e.g. price, paymeribd, etc.) of their IAP items.

An IAP item is an item that a developer wants tbieean application’s store. It's associated witle application. There are
several supported kinds of IAP items that may bé ssing In App Purchase functionality, for example

1. Content: including digital books, magazines, photwtvork, game levels, game characters, and dilgéal
content that can be delivered within applications.

2. Features: products unlock or advanced featureshwidge already been delivered as added part @ftpkcations
(e.g. a game with multiple smaller games that cbelghurchased by the user).

The developer could use In App Purchase to impléetienfollowing scenarios (not limited to these):
1.A basic version of application with additionaéprium features.
2.A book reader application that allows the userumchase and download new books.
3.A game that offers new environments (levels)xjpl@e.

4.An online game that allows the player to purchadaal property.

5.2 Developer Management

5.2.1  Categories of developers

The TAS Enabler SHALL allow the TAS service provide apply different policies on developers basedheir category.

Developers of the TAS Enablers can be assigneifeyeht categories, for example they can be didideo two categories:
individual developers and enterprise developers.

Individual developers are registered to the TASHaTa permitted to access resources in the Devesdpemmunity for use
of application developing. An individual develomauld be affiliated to one enterprise developer.

Enterprise developers are registered to the TADENgermitted to access resources in the Deveddpemmunity for use
of application developing. Enterprise developews/te Applications to the TAS Enabler.

5.2.2 Developer’s information

For individual developers, their information incsl(not exhaustive): category, name, passwordppalrdD number, phone
number, email address, bank account informatiom| lend affiliated Enterprise.

For enterprise developers, their information inelsidnot exhaustive): category, name, passwordeasddlicense number,
amount of registered capital, bank of registerqatab bank account, web site address, contact neamtact email address,
contact phone number and level.

Both individual and enterprise developers havectmability to manage their information.

5.2.3 Developer State Management

The TAS Enabler SHALL enable both individuals andegeprises to register to the TAS Enabler.
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After registration, they are called developers.
The TAS Enabler SHALL enable developers to de-tegisom the TAS Enabler.
The TAS Enabler SHOULD be able to manage diffes¢aties of developers.

5.2.4  Developer Contract

While registered developers have access to resourd¢be Developers Community, they should contnattt TAS service
provider before they could submit Applicationsttdievelopers submit a contract request to the $&Sice provider in
order to initiate collaboration with the TAS sewigrovider. If the contract request is approvednayTAS service provider,
the contract between the developer and the TASceeprovider is valid. A valid contract consistsimformation of the
developer, the model of cooperation and expiratiate, etc. The contracted developer may requestike a contract
before its expiration date by submitting a contragbcation to the TAS service provider.

5.25 Settlement

The TAS Enabler SHALL support settlement with depelrs based on pre-defined settlement policies.
Settlement policies include:

v"when to start a settlement process (e.g. speiiiig interval, threshold of amount);

v ratio of revenue sharing (e.g. on a 30%/70% basis);

v etc.

The TAS Enabler SHALL be able to generate settldmeport to developers according to related coh@ad transaction
records.

The TAS Enabler SHOULD enable developers to chieelsales of their applications. The list of salesY\be sorted (e.qg.
based on a specific period of time and applicatype).

5.2.6  Blacklists for Developers

Once developers are in the Blacklist, TAS EnabléY\be able to apply some punishment mechanism$(asgenalty,
registration denial permanently or within certaéripd, etc.)

5.3 User Management

5.3.1 User Information

The TAS Enabler SHALL be able to manage differafitimation of users, including but not limited to:
® Essential information (e.g. identifier, name)
® Paid account (e.g. MSISDN, bank card)
® Payment type (e.g. post-paid , prepaid)

® TAS Status (e.g. active, inactive)
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5.3.2  User Purchasing Management

The TAS Enabler SHALL allow users to purchase aapions and In Application Purchase Items.

The TAS Enabler MAY allow users , service providansl developers to inquire user’s purchase histocprding to
transaction information (e.g. transaction id, idf@t name, Application id, time, transaction stgt according to Service
Provider and user’s policy.

5.3.3  Application Favorites
Application favourites can help a user keep hiofag applications and so on.
The TAS Enabler MAY allow a user to manage his fagapplications.
5.3.4  User Recommendation

The TAS Enabler SHALL allow users to recommend igagibns to other users.

The TAS Enabler SHALL support users to receive otlsers' recommendation and evaluation of apptinativhen users
browse the applications.

5.3.5 Personalized Display

The TAS Enabler SHALL be able to display to a Usdist of Applications based on specific criterag; purchase history,
application favourites, type, key words).

5.3.6  Application Shopping Cart

Application shopping cart can help a user purchaskiple applications those he favourites togethith one payment.

The TAS Enabler SHALL allow a user to add the aggilons those he wants to purchase to the applicatiopping cart.
The TAS Enabler SHALL allow a user to delete thpliations from the application shopping cart.
The TAS Enabler SHALL allow a user to add his féeoapplications from the application favoritestie shopping cart.

The TAS Enabler SHALL allow a user to select timafiapplications from the shopping cart with ongrpant.

5.4 Application Creation Support

5.4.1  Application Creation Guidance

The TAS Enabler SHALL give a guidance to the depets about the steps to create an application & {EAg. apply for an
applicationlD before development).

The TAS Enabler SHALL allow the developers to knetat kind of applications (i.e. offline or onlinpgications,
applications fit for which smartphone operatingteys ) can be accepted by TAS , and according tepkeific kind of
application what services and resources can th&jrofsom TAS.

5.4.2  Capability Resource Support

The TAS Enabler SHALL allow the developers to digowhat capability resources are available fomtaad information
to use those resources (e.g. WSDL documents foiSéfefice APISs).
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The TAS Enabler SHALL allow the developers to ggtharization from capability resource providersservice providers
(depending on the business model) to use theiuress.

5.4.3 Application Development Support

The TAS Enabler MAY provide API SDKs(fit for speicifdevelopment language) of registered capabiigpurce and
corresponding documentation

The TAS Enabler MAY provide online development ieowment. Registered developers can login to tHeen
development environment and easily develop an egupin online.

5.4.4  Application Test Support

The TAS Enabler MAY provide simulation test todisit can be used to illustrate the validity of ARtaking and to
demonstrate terminal display.

The TAS Enabler MAY provide online test environmérdt enable developers to test their applicatioitis a pre-approved
test account.

5.5 Capability Resources (APIls) Management

The capability resources include operator’'s netwedources (e.g. sending an SMS/MMS message) &mhénh resources
(e.g. facebook’s user information exposed by iBMOREST interfaces). Those resources are usuafepted as APIs. They
could be registered to the TAS Enabler, and beoslexed by external entities. Developers can usalibiy resources by
invoking the APIs.

The TAS Enabler SHALL allow capability resourcesypders to register their capability resources wilithir information to
the TAS Enabler.

The TAS Enabler SHALL allow capability resourcesypders to update the information of their registecapability
resources.

The TAS Enabler SHALL allow capability resourcesyider to de-register their registered capabiktyaurces.

The TAS Enabler SHALL be able to store the inforiorabf registered capability resources.

The TAS Enabler SHALL be able to manage the lifelegtatus of registered capability resources.

The TAS Enabler SHALL allow external entities (edgvelopers) to query the information of registecagability resources.

The TAS Enabler SHALL allow the TAS Service Provitie manage (i.e. to register, audit, publish aeléte) capability
resources.

The TAS Enabler SHALL allow the capability resoupreviders or service providers (depending on tisrtess model) to
set the authorization mechanisms for their res@urce

5.6 Charging

The TAS Enabler SHALL support for Online CharginglaOffline Charging.

The TAS Enabler SHALL support the creation of Clagd=vents needed for different charging scenagag, charging only
in case of successful downloading of an applicatimncharging for experimenting with new applicaticharging based on
service subscriptions.

The TAS Enabler SHALL support the creation of ClragdEvents to charge users for in-application paseh
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The TAS Enabler SHALL support the creation of Cliragg=vents to charge developers for capability nes® purchase.
The TAS Enabler SHALL be able to collect applicatiharging records.

TAS Enabler SHALL be able to support charging adioay to the user’s identifier. User can choosevthg of payment in
accordance with its identifier.

The TAS Enabler SHALL allow a user A to buy an agation for another user B, subject to policy cohby the TAS
service provider (e.g. user B may not want thigy dsmay have an upper limit, the TAS service pdevimay not allow
this); the TAS Enabler SHALL support notificatiom Wser B that User A has bought an applicatiorhfor/her.

Note: an application might offer monthly accesfinancial information or to an online game portalthis case, the
developer will be responsible for both tracking stription expirations and renewal billing for camig’application usage;
the TAS Enabler does not monitor subscription donsénd does not offer an automatic billing mechiami

5.7 Privacy

The TAS Enabler SHOULD notify users while downlaegliapplications that may invoke some operatioretivel to user’s
privacy (e.g. notifying users that the applicatiomsy invoke user’'s address book, access the netwoarlake a call, etc.
Noatification information may be displayed while krging or downloading the applications).

The TAS Enabler SHOULD be able to block the dowdlo&applications based on user’s privacy prefezenc

The TAS Enabler SHOULD allow to set and change’siggivacy preferences..

5.8 Security

5.8.1  Authentication

The TAS Enabler SHALL be able to identify and auttieate the developers for the management (e.aatuqduploading of
applications) of the applications.

The TAS Enabler SHOULD be able to identify and auticate each user before the users may downloag@itation.

The identifier used for the authentication SHALLU@que for a specific TAS service provider suclaa€EMAIL address,
or MSISDN.

5.8.2  Authorization

The TAS Enabler SHALL provide protection for applions downloaded from the TAS store to prevenutimarized
distribution.

The TAS Enabler SHALL be able to authorize the d@pers to manage (e.g. update/upload) the appitsti

5.9 Statistics

The TAS Enabler MAY be able to support statistimsdtion, such as the sum of developers in TASstime of applications
in TAS, the gross revenue of one specific applicgtetc.
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6. Architectural Model

6.1 Dependencies
No dependencies are identified in this release.

6.2 Architectural Diagram

TAS-1
TAS Client | '"S52 | Storefront |« Developer TASS Developer’s !
Lad ‘_—| 1
> Support ! Portal !
TAS-6 TAS-3

\ 4

Capability Resources
Management

________________________________

Figure 1: Architectural Diagram

6.3 Functional Components and Interfaces/reference points
definition

6.3.1  Functional Components

6.3.1.1 Internal Functional Components
6.3.1.1.1 Storefront

The Storefront component is responsible for praxgdipplications to users. Users download the Aggions by using the
TAS Client, which is embedded in their handsetmstalled in PC, or by accessing a web portal. Stueefront component
is responsible for User Management (such as upersonalisation data ,user’s purchase recordssugaplication favorites
and shopping carts, etc ). Users can manage thesopal information by the TAS Client or web partal
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The Storefront component is also responsible foviging IAP items to Application. It accepts theRAurchase request
from Application directly or indirectly (passed vi&S Client), then charge the User (need User amraiion) according to
the information of the requested IAP items. Upoccgssfully charged, the Storefront responds thdtriesthe Application.

The TAS Client interacts with the Store Front comguat via the TAS-2 interface.

The Storefront component is responsible for AppiicaManagement (such as Application Category Manant,
Application Sorting, Application Recommendatior;.gtThe Applications should pass the audit progesise Developer
Support component before they are submitted t&theefront component via the TAS-1 interface.

TAS Storefront may provide user with applicatiohattare compatible with the user’s device capabilit
6.3.1.1.2 Developer Support

The Developer Support component is responsiblddoeloper management (such as developer state sraeag contract
process, settlement process, etc) and managemappbtations which are uploaded by developerstk@TAS-5 interface.
It audits the uploaded Applications and their edainformation and then makes them available tStioeefront component
via the TAS-1 interface. The Applications may irddufeatures which need to invoke register resoutoehis case, the
information of the resources (e.g. how to invoke thsources) can be obtained via the TAS-4 interfac

The Developer Support component is also responfiblmanagement of IAP item of uploaded Applicatiol accepts IAP
items configured to Applications and their inforioat

6.3.1.1.3 Capability Resources Management

The Capability Resources Management componensjmresible for managing information of capabilitgasarces. The
capability resources include operator’s networloveses and internet resources. The resources beuldgistered to the
Capability Resources Management component witinfilcgmation. The Capability Resources Managementganent also
provides information of registered resources t@o#ntities via the TAS-4 interface.

6.3.1.14 TAS Client
The TAS Client component is responsible for brogsand downloading Applications from the Storefroomponent, and
interacting with the Storefront component to maimthe installation status of downloaded Applicato

TAS Client delivers the device capability infornuatito the Storefront (e.g. when it requests to kmapplications), by
using the existed transport protocols, e.g.: HTEelAgent Profile.

TAS Client is responsible for managing the Applicas which are already downloaded and/or installed.

6.3.1.2 External Functional Components
6.3.1.2.1 Developer’s Portal

The Developer’s Portal component acts as a partdDévelopers. Developers upload Application toT& Enabler using
this component. This component interacts with tlegddoper Support component by using the TAS-5 fatey, to manage
Applications and IAP items, as well as to checkahdit status of them.

6.3.1.2.2 Capability Resources Provider

The Capability Resources Provider component pravaapability resources to the TAS Enabler. It tegsscapability
resources and updates the information of thosebdépaesources by the TAS-4 interface.

6.3.2 Interfaces
6.3.2.1 TAS-1

This interface is exposed by the Storefront compbaad can be used to accept audited Applications.
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TAS-1 can be used to change the app’s informatiadhe Store Front according to the operation indd@y Support. For
example, if the developer deletes one of his appwis online, the delete operation should be mifed to the Store Front
through TAS-1.

6.3.2.2 TAS-2

This interface is exposed by the Storefront compbaad can be used to accept download request fc&gions.
TAS-2 can be used to report the download/instat¥stall operation of an application.

TAS-2 can be used to request purchase and retuchgme result to user.

TAS-2 can be used to activate Users.

TAS-2 can be used to manage the User information.

TAS-2 can be used to log-in/log-out in Storefront.

TAS-2 can be used to request information of Agtlans.

TAS-2 can be used to purchase or gift, and to retoggplication purchase records.

TAS-2 can be used to submit feedback of an apicdhat user has downloaded.

TAS-2 can be used to request refund and returmdefeisult to user.

6.3.2.3 TAS-3

This interface is exposed by the Capability Resesiddanagement component and can be used to obtaimation of
registered capability resources.

TAS-3 can be used to inform the Developer Suppmotiithe operations of capability resource,
6.3.2.4 TAS-4

This interface is exposed by the Capability Resesifddanagement component and can be used to regagt@ipility
resources and update their information.

6.3.2.5 TAS-5

This interface is exposed by the Developer Supgmrtponent and can be used to manage an appliGatAP (In
Application Purchase) item.

TAS-5 can be used to check the audit status ofcgijan or IAP item.
6.3.2.6 TAS-6

This interface is exposed by the Developer Supporiponent and can be used by Storefront to senuhaieious report

and to provide the application sale information.

6.4 Security Considerations

The TAS Enabler provides authentication, confiddityi and integrity protection for the operatiorshlseen TAS Client,
Storefront, Developer Support, Developer’s Po@alpability Resources Management and Capability ResdProvider.

This is a list of the security solutions betweenSTéomponents.

« Use of Session-level Certificates (TLS, SSL)
If the network between the TAS components is nattad (e.g. the Internet, a very large intranet),eTLS/SSL
can be used.
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¢ HTTP Authentication
Even though the most common form of HTTP authetitinas the basic authentication (i.e. a useriDé¢pasd
pair), other forms of HTTP authentication (e.g.edit) is preferable. The major difference betwe@napproach and
the use of TLS/SSL is that the latter is strongesdalability and confidence, while the former isaker in these

aspects.

« OAuth 2.0
OAuth 2.0 can be used for authorization between Té&@ponents.

« A Combination of Technologies
Technologies could be combined. For example, th8 TAent can establish an anonymous TLS/SSL session

whereupon HTTP authentication could be used toestittate the TAS Client.
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7. Application State

The TAS Enabler SHALL support application stateMloontrol. Detailed State Flow Control steps asdliagrams for
developer supports, and Storefront are providetiinand 7.2, respectively.

7.1 Application State Flow Control for Developer Su  pport

A state flow control diagram is depicted in Figdréor the Developer Support. There are at leasatesin TAS application
state transition, which are represented in soligsd in figure 2 including Offline, Online, Subnatl, Audited, Tested and
End.

A solid arrow indicates the procedures in TAS fevelopers application management. A triggering et@trigger the state
transition is also noted on the arrow with the cien included.

De-Registration

Online

Application
Deletion/ Revocatig °

Application
To Storefront

*Online state: Application is ablexa
be downloaded and purchased

Application
Deletion/ Revocation

Application
Application To Storefront Application

Deletion/ Revocation

Log -in
Cngtrathl’l Application Audlted
PP wg 10 Auditing testing
\-/ uploading
Registration or Application uploadis ~ Application Audit is failed; keep Application Test is failed; keep
failed; keep at previous state:Offline at previous state: Submitted at previous state: Audited

*Tested state: Application test
procedure is not a mandatory step.

Figure 2: Application State Flow Control

Based on the Figure 1 above, the triggering eveintaich state transition are described respecthveltyw:

®  Offline>Submitted: When the developers have already suttlgstogged in and registered to TAS servers / TAS
service providers, the developers are permittagptoad the applications developed and to accessstaurces. When
developers start to upload an application, the gutore is mandated in Application upload flow asisitated in

Figure3. After the developers upload the applicatapplication state successfully transits fromi@éfto Submitted.

If registration or Application upload is failed gtlapplication state keeps at previous state, @fflin
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®  Submitted>Audited: After developers successfully upload tpplizations, they have to pass TAS service provéder
audit procedure which is mandated in Applicatiofoad flow as illustrated in D1.1 Application Uplo&dbw. When

to trigger the audit process and which informatmaudit depends on the Service Provider’s policy.

If Application Audit is failed, the application seakeeps at previous state, Submitted.

® Audited>Tested: The developers could request internal nigstf their submitted applications in Developers
Community, but this is not a mandatory step. If Bgggion Test is failed, the application state keep previous state,
Audited.

®  Audited>Online: When the uploaded application by developsrsuccessfully audited, the application can be
published on the Storefront for TAS client’s dowadiing and purchase. The TAS Enabler guarantee®otivathose

Applications of online state could be downloaded.

® Tested>Online: When the uploaded application by develojpessiccessfully audited and tested, the applicaten be
published on the Storefront for TAS client’s dowadiing and purchase. The TAS Enabler guaranteeotiyathose

Applications of online state could be downloaded.

® Online>End: When the uploaded application is deleted ar Iteen through the application revocation, appdioat

state transits from Online to End.

®  Online>Offline: When the developers de-register to the B&8rers / TAS service providers, application staesits

from Online to Offline.

®  Submitted>Offline: At Submitted state, the developers trydiglete the application or make application revacati

before this application is Online, application statinsits from Submitted to End.

® Audited >Offline: At Audited state, the developers try tdede the application or make application revocatiefiore

this application is Online, application state titm&om Audited to End.

® Tested>Offline: At Tested state, the developers try tcetkethe application or make application revocakiefore this

application is Online, application state transitsrf Tested to End.
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7.2 Application State Flow Control for Storefront

A state flow control diagram for Storefront is deipd in Figure 2. There are 3 states in TAS apipinastate transition,

which are represented in solid ellipse in Figuiecuding Offline ,Online, and invalidated.

A solid arrow indicates the procedures executefAS. A triggering event to trigger the state trdéiosi is also noted on the

arrow with the direction included.
Besides, the Storefront needs to keep the applitatate list of each application respectively.
Application is invalidated

Application is verified including expiry, or withdrawn,
etc.

Invalidated

Figure 3: Application State Flow Control For Storefront

Based on the Figure 2 above, the triggering evaintaich state transition are described respecthaiyw:

® Offline>Online: When the uploaded application by develofpesuccessfully verified, and the Storefront iadeto
publish the application on market. These applicatiof online state could be downloaded.
®  Online>Invalidated: When the application is not allowedb® public on the Storefront, such as the appboais

expired, withdrawn by the Storefront, etc.
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8. TAS Operations and Functions

8.1 Storefront Operations and Functions

8.1.1  Application Download

After trust is established between the Storefroatthie TAS Client, the Storefront can send appboatto the TAS Client
when requested. The request from the TAS Cliedéfined as the AppDownloadRequest message in sexitol.1, which
consists of a list of application IDs. Upon receiyithe message, the Storefront SHALL extract giliaations IDs, and send
applications indicated by them back to the TAS i@liwia the AppDownloadResponse message defineddtion 9.2.1.2.
The Storefront SHOULD prepare as many applicatamavailable.

If all the applications requested are packagetiecdppDownloadResponse message and sent backathe sode
SHOULD be success. If not all the applications esqied are sent back, the status code SHOULD NGTideess.

8.1.2  Application Transfer

Upon reception of the AppinfoNotify message (seetiSe 9.1.1) from the Developer Support, the Sranaf Shall store
description information of all the applications identify what application(s) it intends to be ts&rred, the Storefront
SHALL provide Application ID(s) from the Appinfolisand send AppTransferRequest message includingpptbList
and other parameters, as described in Section.D.tb.the Developer Support.

After receiving the AppTransferResponse messageSthrefront Shall store the related variants lathal applications.

8.1.3  Malicious Application

After trust is established between the Storefroat e TAS Client, the Storefront can send appboatto the TAS Client
when requested. The report from the TAS Clieneinéd as the Malicious Application Report messageection 9.2.2.1
which consists of the ID of the application to bparted as a malicious application, and might emslude the comment
which is the reason to report this Malicious Apation, or suggestion to handle this Malicious Apation. Upon receiving
the message, the Storefront SHALL extract all aygions IDs, and send Malicious Application Resgotafined in section
9.2.2.2 back to the TAS Client. The Malicious Applion Response consists of the result which iStatus code or error
information.

Besides, after trust is established between theefsémt and the Developer Support, the StorefrdthAS send Malicious
Application Notification to notify the developermuort when a list of malicious application regagito the Developer
support is ready. Malicious Application Notificati@onsists of a list of application IDs to be rietif The list named as
Commentlist SHALL include the Number of applicati@s in this list, might include the ID of the apgation and the
Reason to notify this Malicious Application, or giegtion to handle this Malicious Application.

8.1.4  Application Sorting

After trust is established between the Storefroatthie TAS Client, the Storefront can send a listooted applications to the
TAS Client when requested. The request from the TAént is defined as the Application Sorting Restuaessage in
section 9.2.10.1, which consists of criteria tolgmm the Storefront for sorting. Upon receiving timessage, the Storefront
SHALL extract the criteria and send sorted applicet list and corresponding application informatiatk to the TAS
Client, via the Application Sorting Response mess#gfined in section 9.2.10.2.

If the applications sorted are packaged to the ippibn Sorting Response message and sent bacgtatus code SHOULD
be success.

8.1.5 Application Search

After trust is established between the Storefrowt e TAS Client, the Storefront can send searelpgdications based on
attributes to the TAS Client when requested. Tigaest from the TAS Client is defined as the Appiara Search Request
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message in section 9.2.11.1, which consists abates used by search. Two kinds of search is padd, one is “Quick
Search” which means only one single attribute fgdiad in the textbox, while the other is “Advancgdarch” which means
combination of several attributes is provided appliad in the textbox for the search. Quick Seancth Advanced Search is
mutually exclusively, which means only one kindsefirch can be performed at one time.

Upon receiving the message, the Storefront SHALUkaex the attributes for search , send searcheit @fsapplications list
back to the TAS Client, via the Application SeaRé¥sponse message defined in section 9.2.11.2.

If the applications searched are packaged to th@idgtion Search Response message and sent bactaths code
SHOULD be success.

8.1.6  Application State Transition Notification

After trust is established between the Storefrowt thhe Developer Support, if some applications entar state transition on
the Storefront, such as from “offline” state to lioe” state or from “online” state to “invalidatedtate, the Storefront
SHALL send a list of these application state tramiss to the Developer Support in the Applicatidat8 Transition
Notification message defined in section 9.x.x.

8.1.7  Application State Management

After the application is transferred from the Deypar Support to the Storefront, the State of thpligption is “Offline”.
Then if the Storefront is going to publish the aggtion on the market, the state will be shifted@mline” automatically or
by the administrator of the Storefront. And thérg state may be shifted to” Invalidated” by sonssoms which are defined
by the TAS service provider’s policy, e.g. unsadafar a long time, expired and so on.

Each application in the Storefront SHALL be setwine state. Each state transition is caused bgson. The Storefront
SHALL record the reason of each state transition.

Only those Applications of online state in the 8foont can be displayed, purchased, downloaded.

8.1.8  Application Category Management

The Storefront SHALL provide the functions that gap the administrator of the Storefront to manegiegory of the
Storefront.

The management functions include but not limith® following:

Define a list of possible Application CategoriebeTApplication Category includes (not exhaustieategory name,
category id, description element(s), etc.

Define a list of possible Application SubCategariBlse Application SubCategory includes (not exhiaayt category name,
category id, description element(s), etc.

Add/ Delete an Application Category
Add/Delete an Application SubCategory

Delete the Application from the Category when ih@ appropriate.

8.1.9  Application Sales Report

After the application purchase process is finishigccessfully, The storefront stores the applicgtiorthase information,
generates the sales report of this applicatiords#me report to the developer support via the BASterface.

Periodically, the storefront and the developer supgo the settlement based on the statisticsadfettapplication sales
reports.
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8.1.10 Application Purchase Record Response

After trust is established between the Storefrowk thie TAS Client, the Storefront can send AppPaseRecord Response
to the TAS Client when requested. The request tloenTAS Client is defined as the AppPurchaseReRagluest message
in section 9.2.X.X.

Upon receiving the message, the Storefront extthetsittributes for application ID, application rgrand the purchase date
for this purchase record summary if these attribate available.

Otherwise, the complete application purchase rewadide provided.

AppPurchaseRecord Response includes AppPurchakihichich is the list of application(s) for the fehase information.
This list includes the number of applications iis fist and its corresponding application purchasermation such as
application ID, application name, purchase date\&dion.

8.1.11 Application Update

Upon receiving the AppUpdateNotify (see Section®2) message from the Developer Support, The BtoteSHOULD
send an AppUpdateRequest (see Section 9.1.3.B¢ tDeveloper Support. The Storefront SHALL inclirl¢he
AppUpdateRequest all the applications the Storé¢fnad selected from the AppUpdateNotify.

8.1.12 Application Feedback (Optional)

Upon receiving the AppFeedbackRequest messag8idnefront SHALL send AppFeedbackResponse messsgesd in
section 9.1.3.1 to TAS Client. The comment of thpligation for that Storefront SHOULD be recorded@dingly.

If the application feedback transition messagedgived successfully, the result in AppFeedbacgBese message
SHOULD be success. Otherwise, the result SHOULD M®Buccess.

8.1.13 Application Download Status Response

Upon receiving the Application Download Status Répuessage defined in section 9.2.14.1, the StumeBHALL send
Application Download Status Response message deifingection 9.2.14.2 to the TAS Client. The Apation Download
Status of the application for that Storefront SH@Uhe recorded accordingly.

If the Application Download Status Report messiageceived successfully, the result in Applicatidownload Response
message SHOULD be success. Otherwise, the res@tJ&B NOT be success.

8.1.14 Application Install Status Report

Upon receiving the Application Install Status Repoessage defined in section 9.2.5.1, the Store8bfALL send
Application Install Status Response message definedction 9.2.5.2. The Application Install Statdithe application for
that Storefront SHOULD be recorded accordingly.

If the Application Install Status Report messageeiceived successfully, the result in Applicatiostall Response message
SHOULD be success. Otherwise, the result SHOULD N®Buccess.

8.1.15 User Activation

After trust is established between the Storefrowt e TAS Client, the Storefront can activate wgeen TAS Client
requests. The request from the TAS Client is defimethe UserActivationRequest message in sectiba.®, which consists

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-TAS-V1_0-20120605-C Page 33 (120)

of a UserID and a Terminallnfo. Upon receiving thessage, the Storefront SHALL decide whether tvatet the user or
not, and send the result to the TAS Client viallserActivationResponse message defined in sectihd.9.

If the user can be activated, the status code SHDh& success. If not, the status code SHOULD NO3Sugeess.

8.1.16 User Deactivation

After trust is established between the Storefrowt the TAS Client, the Storefront can deactivater wghen TAS Client
requests. The request from the TAS Client is definethe DeactivationRequest message in sectioh?2912 which consists
of a UserID and a User-Password (as optional). Upoaiving the message, the Storefront SHALL dewitlether to
deactivate the user or not, and send the resthet@AS Client via the DeactivationResponse mesdafired in section
9.2.12.2.

If a user password is needed when deactivate theeStorefront should examine the password befare¢activation.

If the user can be deactivated, the status codel8#be success. If not, the status code SHOULD N®@Buccess.

8.1.17 User Account Information Check

After trust is established between the Storefrowtthie TAS Client, the Storefront can feedbackuther account information
when requested. The request from the TAS Cliedéfied as the UserAcinfCheckRequest message fioséc2.6.1,

which consists of a UserID and a UserPasswd (asr@d}. Upon receiving the message, the StorefedhALL decide
whether to feedback the user account informatiomobrand send the result to the TAS Client via the
UserAclInfCheckResponse message defined in sect6.2.

The User Account information should consist of UBgthe status of User in TAS, the Description fdrether User need
password to Login, etc.

If a user password is needed, the Storefront shexddhine the password before feedback the useuatodormation.

If the user account information can be feed backezlstatus code SHOULD be success. If not, thastnde SHOULD
NOT be success.

8.1.18 User Account Information Modification

After trust is established between the Storefrowt e TAS Client, the Storefront can modify therusccount information
when requested. The request from the TAS Cliedéfined as the AccountinfModifyRequest messagedatien 9.2.7.1.
Upon receiving the message, the Storefront SHALtidEewhether to modify the user account informatenmd send the
result to the TAS Client via the AccountinfModifyReonse message defined in section 9.2.7.2.

If the user account information can be modifie@, skatus code SHOULD be success. If not, the staiks SHOULD NOT
be success.

8.1.19 Application Refund

Upon receiving the AppRefundRequest message deiiinsekction 9.2.13.1, the Storefront SHALL check aerify the
user’s billing of the application and send AppRefResponse message defined in section 9.2.13.2S{bnefront SHALL
handle the request of the refund accordingly.

If the refund is handled successfully, the resuippRefundResponse message SHOULD be successvidh, the result
SHOULD NOT be success.
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8.1.20 Feedback Reviews (Optional)

After trust is established between the Storefrowt thhe TAS Client, After the TAS Client send FeexkbhastRequest to the
Storefront, the Storefront Shall send FeedbackRéstponse message defined in section 9.2.16.2 fbABeClient.

How many Feedback Records will be included in tkeg®nse message, This number depends on the pblié\S operator.

8.1.21 Application Gift (Optional)

After trust is established between the Storefrowtthe TAS Client,After the TAS Client send Apptica Gift Request to
the Storefront,.the Storefront Shall send ApplmatGift Response message defined in section 9.&xte TAS Client.

Upon receiving the Application Gift Request messalge Storefront extracts the parameters for agiin ID, UserID,
ReceiveUserID and GiftMessage. Within these pararaghe Storefront form a gift notify message, s@ad to the
ReceiveUser. According to which way to send thissage,it depends on the policy of the TAS serviogiger e.g. short
message or email. If send this notify message sgtdéy, the Storefront Shall send Application Gitsponse message with
successful result to the TAS Client. Otherwisehvaitfail result.

8.1.22 Application Recommendation

After trust is established between the Storefrowtthe TAS Client, after the TAS Client sends Apation
Recommendation Request to the Storefront, the fBooteSHALL send Application Recommendation Resgomessage
defined in section 9.2.22.2 to the TAS Client.

Upon receiving the Application Recommendation Retjugessage, the Storefront extracts the paramfetefgplication ID,
UserlD,ReceiveUserID and Recommendation MessaggiWthese parameters the Storefront forms a Rea@mdation
notify message, and sends to the ReceiveUser. @lggonsend this message,depends on the policyeofAS service
provider, e.g. Short Message, WAP Push or emasletiding this notification message successfully Storefront SHALL
send Application Recommendation Response messdlgesudcessful result to the TAS Client. Otherwisith a fail result.

8.1.23 Gift Reception (Optional)

After trust is established between the Storefrowt the TAS Client, the Storefront can send GiffResponse to the TAS
Client when requested. The Response message feoBtohefront is defined as the GiftlistResponsesags in section
9.2.X.2.

GiftlistResponse includes Giftlist which is thet lif application(s) for the Gift information. Thiist includes the number of
applications information in this list and its capending gift UserlD, such as application ID, aggtion hame, Version,
application detailed information, GiftUser.

8.1.24 Application Shopping Cart List Creation (Opt  ional)

The Storefront is responsible for the managemenppfication shopping cart list. The Storefrontiddasupport to create
the shopping cart list both through the interfaeedeen the TAS Client and the Storefront, and thinotine browser way of
TAS Client, which means the TAS Client could dirgeiccess the information on the Storefront.

(Note: it is suggested that the browser way of TA®nt should also be applied in the function ofpipation Sorting,
Application Search, Application FeedbackList ViemdaApplication Favorites)

If the shopping cart list is created by the inteefanethod, the operation is as follows: After tissstablished between the
Storefront and the TAS Client, the Storefront ceeate an application shopping cart list when retgaed he request from
the TAS Client is defined as the AppShoppingCat@isation Request message in section 9.2.X.1, wtoakists of a
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UserID and an AppIDList structure. Upon receivihg message, the Storefront SHALL decide whetherdate the
application shopping cart list or not, and sendréseilt to the TAS Client via the AppShoppingCastOreation Response
message defined in section 9.2.X.2.

If the application shopping cart list can be crdathe status code SHOULD be success. If not,tHitascode SHOULD
NOT be success.

8.1.25 Application Shopping Cart List Modification (Optional)

The Storefront is responsible for the managemenppfication shopping cart list. The Storefrontiddesupport to modify
the shopping cart list both through the interfaeedeen the TAS Client and the Storefront, and thinotine browser way of
TAS Client, which means the TAS Client could dirgeiccess the information on the Storefront.

If the shopping cart list is modified by the ineré method, the operation is as follows: Afterttisigstablished between the
Storefront and the TAS Client, the Storefront cardify the application shopping cart list when resped. The request from
the TAS Client is defined as the AppShoppingCatiMification Request message in section 9.2.XHictvconsists of a
UserID and an AppShopCartModifyList structure. Upeneiving the message, the Storefront SHALL dewitlether to
modify the application shopping cart list or notdasend the result to the TAS Client via the
AppShoppingCartListModification Response messadi@el in section 9.2.X.2.

If the application shopping cart list can be maatifithe status code SHOULD be success. If nosttitas code SHOULD
NOT be success.

8.1.26 Application Shopping Cart List Inquiry (Opti  onal)

The Storefront is responsible for the managemenppfication shopping cart list. The Storefrontiddsupport to feedback
the shopping cart list both through the interfaeedeen the TAS Client and the Storefront, and thinotine browser way of
TAS Client, which means the TAS Client could dirgeiccess the information on the Storefront.

If the shopping cart list is obtained by the inded method, the operation is as follows: Afterttisigstablished between the
Storefront and the TAS Client, the Storefront caedback the application shopping cart list whemnested. The request
from the TAS Client is defined as the AppShoppingQstinquiry Request message in section 9.2.X Hictv consists of a
UserID and a UserPasswd (as optional). Upon retgitfie message, the Storefront SHALL decide whethprovide the
application shopping cart list to the TAS Cliemgdasend the result to the TAS Client via the Apg&tiogCartListinquiry
Response message defined in section 9.2.X.2.

If the application shopping cart list inquiry isceessful, the status code SHOULD be success. Tef&int should provide
the ApplnfoList to the TAS Client, which consisfstie list of application (s) put in the shoppiraytc If not, the status code
SHOULD NOT be success.

8.1.27 Application Begging

After trust is established between the Storefrowtthe TAS Client, the Storefront can send beggintify message to the
TAS Client when requested. The request from the TAént is defined as the ApplicationBeggingRequesssage in
section 9.2.29.1. The TAS Client send Applicati@gging Request to the Storefront, the StorefrorAldHsend
Application Begging Response message defined itiose@.2.29.2 to the TAS Client.

Upon receiving the Application Begging Request ragesthe Storefront extracts the parameters fotiégtipnID, UserID,
GiverID and BeggingMessage. Within these paraméterStorefront form a begging notify message, serdtl to the
GiverID. According to which way to send this messagdepends on the policy of the TAS service mleve.g. short
message or email. If send this notify message sstuéy, the Storefront SHALL send Application Bégg Response
message with successful result to the TAS Cliemtoktherwise is fail result.
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8.2 Developer Support Operations and Functions

8.2.1  Application Transfer

If some new applications in the Developer Suppatraady, the Developer Support SHALL send an AfgNotify
message to the Storefront including the DevSuppatid ApplnfoList parameters, as described in $e@il1.1.1.

Upon receiving the AppTransferRequest message tinenstorefront, The Developer Support SHALL send an
AppTransferResponse (see Section 9.1.1.3) to threféant. The Developer Support SHALL include ie th
AppTransferResponse all the applications the Stonéhad selected from the AppTransferRequest.

If all the applications requested sent in the AgpiBferResponse message are transferred succedgsfelbtatus code
SHOULD be success. If not all the applications e=gied are transferred successfully, the status8Bd@@JLD NOT be
success.

8.2.2  Developer Registration

A Developer registers to the TAS Enabler as eifimeindividual developer or an enterprise developgisubmitting a
registration request to the Developer Support carepb

The request of an individual developer registratiaiude information of category, name, passwogrtspnal ID number,
phone number, email address, bank account infoomatvel and affiliated enterprise.

The request of an enterprise developer registraticindes information of category, name, passwadtlress, license
number, amount of registered capital, bank of teggsl capital, bank account, web site addressacbname, contact email
address, contact phone number and level.

Upon receiving the request, the Developer Supguatks all the information. If it is authentic armhaplete, the Developer
Support sends a “success” status code in a respoeskage; otherwise a error status code is resgonde

8.2.3  Application Upload

After successfully registered and contracted, a&lb@er can submit applications to the TAS Enabjesdnding an
application upload message to the Developer Sugpanponent. This message consists of two partapptcation and its
related information. The related information ofapplication includes Application name, type, keyigrproposed price,
publish date, expiration date and charging opta,

Upon receiving the message, the Developer SuppbtilE responds with a “success” status code beftiecking the
application and its related information in it. Thesponse only indicates that the application sntklated information are
successfully received. Meanwhile, the DeveloperpBupstores the application and its related infdiomg and set its state as
“Submitted”.

8.2.4  Malicious Application

After trust is established between the Storefrowt thhe Developer Support, the Developer Supporsead Malicious
Application Notification Response to the Storefraititen receiving Malicious Application Notificatianessage defined in
section 9.6.1.1. If the procedure to notify theigials application to the Developer Support is gsstul, the status code in
Malicious Application Notification Response mess&tOULD be success. Otherwise, the status code SHHONOT be
success, and the status code and error inform8HULD be included.
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8.2.5 Application Deletion

Upon receiving the Application Deletion Request sage, the Developer Support SHALL extract the appithns 1D, and
group the applications ID based on same reasatedetion , and send the list of application IDbéodeleted to the
Storefront via the Application Deletion Responsesgage defined in section 9.1.2.2.

If all the applications requested for deletion smecessfully processed, the Developer Support dard&pplication
Deletion

Response message back to the developer’s Pogafdtus code SHOULD be success. If not, the statds SHOULD
NOT

be success, and the status code and error infam@iOULD be included.

8.2.6  Application Audit and Test

After developer successfully uploads the applicatibe state of the application is shifted to “Sitted”. Developer Support
SHALL perform audit processing which is mandatedpplication upload flow as illustrated in D1.1 “Alication Upload
Flow”. When to trigger the audit process and whidbrmation to audit are based on the Service Rlens policy. After the
auditing process is completed successfully, the stbthe application SHALL be shifted to “Auditedf the auditing
process is not passed, the state of the applic&tibhlLL not be changed and the reason SHOULD berdecb

When the state of the application is shifted frdduBmitted” to “Audited”, Developer Support SHOULBrform test
processing. When to trigger the test process andtbdest are based on the Service Provider’'s polifter a successful test
procedure, the state of the application SHALL bifesthto “Tested”. If the test process is not passke state of the
application SHALL not be changed and the reason SHIDbe recorded.

8.2.7  Application State Transition Notification

Upon receiving the Application State Transition iflcation message, the Developer Support SHALL s&pdlication State
Transition Response message defined in sectior..X.he state of the applications for that StaefrISHOULD be
recorded accordingly.

If the state transition notification messagesieived successfully, the status in ApplicatiorteSTaansition Response
message SHOULD be success. Otherwise, the statO&)BBI NOT be success, Status code and error infoom&HOULD
be included.

8.2.8  Application State Management

After the developer sends the request to uploatication, the Developer Support generates an egin ID for the
developer’s application.

The state will be shifted automatically or by titerénistrator of the Developer Support or the Depelo Each application in
the Developer Support SHALL be set with one stateh state transition is caused by a reason. Thel®&mer Support
SHALL record the reason of each state transition.

The Developer could view the state of his appl@aty visiting the Developer’s portal.

8.2.9  Developer State Management

After the Developer Support checks the informatbthe developer registration successfully, théestd the developer is
“registered”. The developer SHALL be able to acaessresources in the Developer Support.

The Developer SHOULD contract with the Service Rtewbefore he could submit Applications to it. Htwsign the
contract between the Service Provider and the Dpeelis defined by the TAS service provider's ppbmd it is out of
scope of TAS Enabler. And each contract is valid otefined period. During the period, the statthefDeveloper is
“contracted”, Otherwise, it is “registered”.

If the Developer deregisters in the Developer Supploe Developer Support will delete the inforroatiof this Developer.
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Only the Developer with “contracted” state couldbsit Applications to the Developer Support.

The Developer can view his state from the Develsportal.

8.2.10 Application Status Check Response

After trust is established between the Developeddal and the Developer Support, upon receiviegipplication Status
Check Request message defined in Section 9.2. KexDeveloper Support SHALL send the Applicationt&aCheck
Response. The Developer Support extracts the apipls ID, and sends the current audited statustadrresponding fail
cause for not being able to be online of the appiic requested in the Application Status Checkugegimessage defined in
section 9.2.X.

8.2.11 Application Update

When some audited Applications in the Developem®upare updated, the Developer Support can send an
AppUpdateNotify message to the Storefront to infolhe updated Applications including the DevSupr&torelD and
ApplDList parameters, as described in Section 911.3

Upon reception of AppUpdateRequest from the Storgfithe Developer Support SHALL send an AppUpdatgiRnse (see
Section 9.1.3.3.) to the Storefront to transfertpdated Applications.

8.3 Capability Resources Management Operations and
Functions

This function is postponed to the future release.

8.4 TAS Client Operations and Functions
8.4.1  Application Download

After trust is established between the Storefrotttie TAS Client, the TAS Client can request aggions from the
Storefront. To identify what application(s) it int#s to download, the TAS Client SHOULD provide tB¢s) of all of them.

If there is no ID in the request, the Storefronésks applications based on device information as®t information. The
device information and user information can be iolgié in the UserActivationRequest message. Thdagtjgns requested
are expected to be sent back in an AppDownloadRsgpmessage. Upon receiving this message, the Tiast SHALL
extract all applications in it. If the Content elemt of the Application element is present, the T@lEent MAY NOT parse

the Content-Address element of the Application @etnlf the Content element of the Application edemis not present, the
TAS Client SHALL parse the Content-Address elenadrihe Application element.

Whether and how the TAS Client makes use of the&@dAddress element to acquire the applicatiorterdris out of the
TAS specifications scope.

If the status code of the AppDownloadResponse ngesisanot success, the TAS Client SHOULD feedbhekstatus code
to the User.

8.4.2  Malicious Application

After trust is established between the Storefrowk e TAS Client, the TAS Client can send a Malisi Application Report
to the Storefront to provide certain informationadlicious applications.

The TAS Client SHALL provide the ID of this Applitan, and should provide comment why this applmais reported as
malicious if possible. TAS Client is expected toaiwe Malicious Application Response message définesection 9.6.1.2
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after sending the Malicious Application Report. Wpeceiving this message, the TAS Client is awarether this reporting
procedure is successful or not. An error code farimation will be provided if this procedure fails.

8.4.3  Application Sorting (Optional)

After trust is established between the Storefrot e TAS Client, the TAS Client can request tosgeted list of
applications based on criteria applied on the $tomé The TAS Client SHALL provide the Criteriaagsby sorting. The list
of sorted applications is expected to be sent ek Application Sorting Response message defimsdction 9.2.10.2.
Upon receiving this message, the TAS Client SHAKkiract all applications in it which consists of nioen of application
inside the list and the application information.

8.4.4  Application Search (Optional)

After trust is established between the Storefroattie TAS Client, the TAS Client can request desdlcapplications list
based on certain attributes to the Storefront.

The TAS Client SHALL provide the attribute useddmarch. Two kinds of attributes are QuickSeachitAtte and
AdvancedSearch Attribute. QuickSeach Attriburerilyavith a single attribute, while AdvancedSeaclkriAtite is a
combination of several attributes. It might consisthe minimum price, the maximum price, the nashthe Developer and
also the application type. The application typa Enumeration type with possible values:0,1,23,8 corresponding to
games, contents, tools, Entertainments, Books nemeaSports, News, others.

The list of search applications is expected todye back in a Application Search Response messfgesd in section
9.2.11.2. Upon receiving this message, the TASICEBHALL extract all applications in it which costs of number of
application inside the list and the applicatioroinfiation.

8.4.5  Application Deletion

After trust is established between the Developedgal and the Developer Support, the DevelopeasitdPcan send
applications to the Developer Support to requeastiébeting an application. The request from the é&eper’s Portal is
defined as the Application Deletion Request mesgagection 9.1.2.1, which consists of the ideatifion of the application
to be deleted and the reason why this applicatiaeleted.

8.4.6  Application Purchase Record Request

After trust is established between the Storefrowtthe TAS Client, the TAS Client can send AppPasaiRecord Request
defined in section 9.4.X.X to the Storefront to @icg the application purchase information.

The TAS Client could provide the attributes useditiiis application purchase record, such as Stag, dEnd Date,
application ID, and application name.

8.4.7  Application Feedback

TAS Client can provide the users’ feedback ofrte&perience on using the applications by subngjttin
AppFeedbackRequest to the Storefront. The reqiieseAppFeedbackRequest includes UserlD, ApplicdD , Rate and
Comment information. The result of the applicatieadback is expected to be sent back in an Appkeg&esponse
message defined in Section 9.2.3.2.
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8.4.8  Application Download Status Report

After the TAS Client had requested application dimad from the Storefront, the TAS Client can semal Application
Download Status Report message to the Storefrom.réquest of the Application Download Status Repmssage includes
UserID, ApplicationID and AppDownloadResult infortiwen.

If the application is downloaded successfully, AmpDownloadStatus in Application Download Statup&e message
SHOULD be success. Otherwise, the AppDownloadS@BHGOULD NOT be success, AppDownloadStatus and geiser
SHOULD be included.

The result of application download status is expetb be sent back in an Application Download St&asponse message
defined in Section 9.2.14.2.

8.4.9  Application Install Status Report

After the TAS Client had downloaded the applicaticom the Storefront successfully and finishedatist, the TAS Client
can send the Application Install Status Report mgsdo the Storefront to inform the status of iiatathe application. The
request of the Application Install Status Reporssage includes UserlID, ApplicationID and ApplnsRtesformation.

If the application is installed successfully, thppisStatus in Application Install Status Reporssagie SHOULD be
success. Otherwise, the AppinsStatus SHOULD NO3ugeess, ApplnsStatus code and description SHOWH Ddluded.

The result of the application Download is expedtelie sent back in an Application Install Statusfpase message defined
in Section 9.2.5.2.

8.4.10 User Activation

After trust is established between the Storefroattte TAS Client, the TAS Client can request tt@e&ront to activate
user. To identify which user it intends to activatee TAS Client SHALL provide the UserID in thegreest. The request
from the TAS Client is defined as the UserActivaiRequest message in section 9.2.4.1, which corist<lientID,

UserID and a Terminallnfo. The Terminallnfo consigf the User’s Terminal information, which inclsdae Hardware, the
Operating System Type, etc. The Storefront SHOUtdpesthe user’s information and the user’s terminfdrmation
associated with the ClientID, and use this infoiorato select applications when it receives apfibicadownload requests
or application search requests.

The user activation response is expected to bebsektin a UserActivationResponse message. Up@iviag this message,
the user is activated if the result of the UsenfationResponse is success. If the status codeedfsierActivationResponse
message is not success, the TAS Client SHOULD feeldthe status code to the User.

8.4.11 User Deactivation

After trust is established between the Storefrowt e TAS Client, the TAS Client can request ttereront to deactivate
user. To identify which user it intends to deadtiyahe TAS Client SHALL provide the UserID in threquest. The TAS
Client SHALL also provide the User- Password inftbguest if needed. The request from the TAS Cigedefined as the
DeactivationRequest message in section 9.2.12.ithvdonsists of a UserID and a User-Password (asra).

The user activation response is expected to bebseitin a DeactivationResponse message. Uporviegehis message,
the user is deactivated if the result of the DeatitnResponse is success. If the status codeeddactivationResponse
message is not success, the user is not deactivated
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8.4.12 User Account Information Check

After trust is established between the Storefrowt e TAS Client, the TAS Client can request Usezount Information
Check from the Storefront. To identify which useformation it intends to check, the TAS Client SHAprovide the
UserlD in the request. The TAS Client SHALL alsoyde the User- Password in the request if neetlee request from
the TAS Client is defined as the UserAcInfCheckRexjunessage in section 9.2.6.1, which consistdusfeslD and a
UserPasswd (as optional).

The user account information check request is d@rgdo be sent back in a UserAcinfCheckResponssages Upon
receiving this message, the TAS Client SHALL shbw tiser account information to the user if the ltefuthe
UserAcInfCheckResponse is success. If the stats abthe UserAcinfCheckResponse message is noessicthe TAS
Client SHOULD not show the user account informatoithe user.

8.4.13 User Account Information Modification

After trust is established between the Storefrot e TAS Client, the TAS Client can request Userount Information
Modification to the Storefront. To identify whiclser account information it intends to modify, theSTClient SHALL
provide UserAccountinf , which includes the Usentihe request. The request from the TAS Clientened as the
AccountIinfModifyRequest message in section 9.2 wHich consists of a UserAccountinf (the User Aatioinformation
structure).

The user account information modification requssbipected to be sent back in an AccountinfModifitemse message.
Upon receiving this message, the TAS Client SHAhbw the user the account information modificatisac¢complished if
the result of the AccountinfModifyResponse is ssscéf the status code of the AccountinfModifyResmmmessage is not
success, the TAS Client SHOULD notify the userrttaification is not successful.

8.4.14 Application Refund

After the TAS Client had finished purchasing thelagation , the TAS Client can send the AppRefungiiRest message to
the Storefront. The request of the Application ReflRequest message include UserID, UserPasswdin&4bpID , Price
and RefundReason information.

The Result status of the AppRefund of the appliceBownload is expected to be sent back in an Apptin Install Status
Response message defined in Section 9.2.13.2.

The reasons of refund include but not limit to fbléowing:
The application can not be downloaded successfully
The application can not be installed successfully

The application has some bugs and can not be uskd w

The user’s billing of the application is wrong

8.4.15 Feedback Reviews

After trust is established between the Storefrowtthhe TAS Client, after the detail informationtbé ApplicationID is
displayed, the TAS Client can send FeedbackListiRsidefined in section 9.2.16.1 to the Storeftortcquire the
application Feedback list information.

Upon receiving the response message defined iloBexR.16.2 from the Storefront , the TAS CliehtA.L extract all the
Rates,Dates,Comments,UserIDs and Versions in tissage package,and displayed them to the Users.
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8.4.16 Application Gift (Optional)

After trust is established between the Storefrowtthie TAS Client, the TAS Client can send AppioatGift Request
message defined in section 9.2.x.1 to the Storefmgift receiveuser application.

Upon receiving the response message defined iosexR.x.2 from the Storefront, the TAS Client SHAextract the
application gift result (success or fail),and digd it to the Users.

8.4.17 Application Recommendation

After trust is established between the Storefrowtthe TAS Client, the TAS Client can send ApplimatRecommendation
Request message defined in section 9.2.x.1 tottiref®nt to send application recommendation toréoeiveuser.

Upon receiving the response message defined ilsexR.x.2 from the Storefront , the TAS Client AH. extract the
application recommendation result (success or,&aif) displayed it to the Users.

8.4.18 Gift Reception (Optional)

After trust is established between the Storefrotthe TAS Client, the TAS Client can send GiftiRequest message
defined in section 9.2.x.1 to the Storefront towa the application Gift list information.

Upon receiving the Giftlist Response message ddfin section 9.2.x.2 from the Storefront, the T@lent SHALL extract
the application gift list information ,and displalythem to the Users.

After displaying, the TAS Client can send the aggtion download request message defined in se@tibt.1to download
the gift application.

8.4.19 Application Shopping Cart List Creation(Opti  onal)

The TAS Client should support to create Applicat®ropping Cart List both by an interface over TASA2 by browser
way.

If the shopping cart list is created by the inteefanethod, the operation is as follows: After tisaststablished between the
Storefront and the TAS Client, the TAS Client cagate application shopping cart lists on the Storgf To identify which
user the application shopping cart list belongshte, TAS Client SHALL provide the UserID in the texpt. The TAS Client
SHALL also provide the ApplDList in the request,iathrefers to the list of application ID(s) putthre shopping cart. The
request from the TAS Client is defined as the ApgiingCartListCreation Request message in sectXd, which
consists of a UserID and an ApplDList structure.

Upon receiving this message, the TAS Client is awetnether this shopping cart list creation is sasfid or not. An error
code or information will be provided if this proceé fails.

8.4.20 Application Shopping Cart List Modification( Optional)

The TAS Client should support to modify ApplicatiBhopping Cart List both by an interface over TA8rR2 by browser
way.

If the shopping cart list is modified by the ingsré method, the operation is as follows: Afterttisgstablished between the
Storefront and the TAS Client, the TAS Client caodifly the application shopping cart list from the®front. To identify
which user the application shopping cart list bgkto, the TAS Client SHALL provide the UserID hetrequest. The TAS
Client SHALL also provide an AppShopCartModifyL&tucture, which shows the modification(s) of thegping cart list.
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The request from the TAS Client is defined as tipp®hoppingCartListModification Request messageatisn 9.2.X.1,
which consists of a UserID and an AppShopCartMdddfystructure.

Upon receiving this message, the TAS Client is awelnether this shopping cart list modificationussessful or not. An
error code or information will be provided if thisocedure fails.

8.4.21 Application Shopping Cart List Inquiry(Optio nal)

The TAS Client should support to obtain the Apglima Shopping Cart List both by an interface ov&St2 and by browser
way.

If the shopping cart list is obtained by the inded method, the operation is as follows: Afterttisigstablished between the
Storefront and the TAS Client, the TAS Client caquire the application shopping cart list from 8terefront. To identify
which user the application shopping cart list bgkio, the TAS Client SHALL provide the UserID letrequest. The TAS
Client SHALL also provide a User-Password if needed

The request from the TAS Client is defined as tipp®hoppingCartListinquiry Request message in se&id.X.1, which
consists of a UserID and a User-Password (as @g}ion

Upon receiving this message, the TAS Client is awenether this shopping cart list inquiry is susfelsor not. An error
code or information will be provided if this proceé fails.

8.4.22 Application Begging (Optional)

After trust is established between the Storefrowtthe TAS Client, the TAS Client can send ApplicatBegging Request
message defined in section 9.2.x.1 to the Storefarrbegging.

Upon receiving the response message defined fiose::2.x.2 from the Storefront, the TAS Client SH. extract the
application begging result (success or fail),arspidiyed it to the Users.

8.5 Developer’s Portal Operations and Functions
8.5.1 Application Status Check Request

After trust is established between the Developeogal and the Developer Support, the DevelopeasitaPcan send

Application Status Check Request message defin8adtion 9.2.X. to query the current audited stidushe Application
developed. The request from the Developer’'s Patdéfined as the Application Status Check Regumestsage in section
9.1.2.1, which consists of the identification o twpplication to be queried

8.6 Capability Resources Provider Operations and Fu  nctions

This function is postponed to the future release.
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9. Interface Descriptions

9.1 TAS-1
9.1.1  Application Transfer

Audited Applications can be transferred from thes@leper Support to the Storefront. While there rerigt different ways
to do that, one of them follows the procedure below

® The Developer Support notifies the Storefront #mahe applications are ready;
® The Storefront selects Applications from the listlanakes a transfer request to the Storefront;

® Then the requested Applications are sent back nvéilmesponse message.

Developer Storefront
Support

ApplnfoNotify

\ 4

AppTransferReque

A

AppTransferRespon

Figure 4: Application Transfer messages exchange

9.1.1.1 ApplInfoNotify

Name Cardinality Data Type Description
DevSupportID 1 String The ID of the Developer Suppehich sends this message
StorelD 1 String The ID of the Store which the dgation transfer message sent
to.
ApplinfoList 1 Structure List of information of apption(s).

Table 1: AppInfoNotify message

9.1.1.2 AppTransferRequest

Name Cardinality Data Type Description
AppIDList 1 Structure List of application ID(s) twe transferred

Table 2: AppTransferRequest message
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9.1.1.3 AppTransferResponse

Name Cardinality Data Type Description
AppList 0.1 Structure | List of application(s)
StatusCode 1 Integer Status code

Table 3: AppTransferResponse message

9.1.2  Application Deletion

This operation enables the TAS Developers to déetpplication on the Storefront.
It consists of two messages: An Application DeletiRequest message from the Developer Support t8upport, and an
Application Deletion Response message from thee8tont to the Developer Support.

Developer Storefront
Sunnort

Application Deletion Reque

A 4

Application Deletion Respon

A

Figure 5: Application Deletion messages exchange

9.1.2.1  Application Deletion Request

Name Cardinality Data Type Description
Developer-ID 1 String The ID of the TAS Developer.
AppIDList 1 Structure List of application ID(s) tee deleted
Reason 0.1 String reason to delete this applicatio

Table 4: Application Deletion Request message

9.1.2.2 Application Deletion Response

Name Cardinality Data Type Description

Result 1 Structure The status of the deletion Resu

Table 5: Application Deletion Response message

9.1.3  Application Update

Audited Applications can be updated from the DepefdSupport to the Storefront. While there maytediiferent ways to
do that, one of them follows the procedure below:
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® The Developer Support notifies the Storefront #whe applications have been updated,;
® The Storefront selects Applications from the listlanakes a update request to the Storefront;

® Then the requested Applications are sent back nvahiesponse message.

Developer Storefront
Support
AppUpdateNotif |
P AppUpdateReque
AppUpdateRespon -

Figure 6: Application Update messages exchange

9.1.3.1  AppUpdateNotify

Name Cardinality Data Type Description
DevSupportID 1 String The ID of the Developer Suppehich sends this message
ApplinfoList 1 Structure List of information of apption(s).

Table 6: AppInfoNotify message

9.1.3.2 AppUpdateRequest

Name Cardinality Data Type Description
StorelD 1 String The ID of the Storefront
AppIDList 1 Structure List of application ID(s) twe transferred

Table 7: AppUpdateRequest message

9.1.3.3 AppUpdateResponse

Name Cardinality Data Type Description
AppList 0.1 Structure List of application(s)
Result 1 Structure Result of the message

Table 8: AppUpdateResponse message

9.1.4  Application State transition Notification

This operation enables the Developer Support td égplication State Transition Notification to tB¢orefront to provide

information on the status change of applicatiorir@nDeveloper Support components

It consists of two messages: An Application Stat@ngition Notification message from the Developep®rt to the
Storefront, and Application State Transition Reggmessage from the Storefront to the Developep@up
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Storefront

_Application State Transitio Notification

Developer Support

<

Application State TransitiorRespons

Figure 7: Application state transition Notification messages exchange

9.1.4.1 Application State Transition Notification

Name Cardinali Data Type Description
ty
DeveloperID 1 String The ID of the Developer Suppor
SatteTransAppCount 1 Integer Number of Applicatharthe Developer Support which
encounter state transition in this list
StateTransAppList 0..N Structure List of applicati®(s) to be notified.

Table 9: Application State Transition Notification message

Name Cardin Data Type Description
ality
AppID 1 String The ID of the application whicencounters state transition
StateTransTypeDev| 1 Integer The description of the application stedasition on Developer
elope Support Compone
statetransReason 0.1 String Reason of the statsition
Table 10: StateTransAppList structure
Enumeratio Description
n
0 OnlineEnd : The state transition is from “Onlirstate to “End” state
1 OnlineOffline :The state transition is from “Omd¥” state to Offline” state

Table 11: Statetranstype Enumeration

9.1.4.2 Application Sate Transition Response

Name Cardinality

Data Type Description

result 1

Structure Status code and error informatio

Table 12: application state transition Response Mssage
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9.1.5 IAP synchronize (Optional)

This operation enables the TAS Developer Suppasytehronize its IAP item to the Storefront accogdio the synchronize
policy made by the Developer Support.

It consists of two messages: An IAP item synchreftequest message from the Developer Support t8ttrefront, and an
IAP item synchronize Response message from thefgbot to the Developer Support.

Developer Storefront
Sunnort

IAP synchroniz Reques

A 4

IAP synchroniz Respons

A

Figure 8: IAP synchronize messages exchange

9.1.5.1 IAP synchronize Request

Name Cardinality Data Type Description

IAPinfo 1 Structure The information of the IAP item

Table 13: IAP synchronize Request message

9.1.5.2 |IAP synchronize Response

Name Cardinality Data Type Description

Result 1 Structure | The status of the synchronzsuR.

Table 14: IAP synchronize Response message
9.1.6  App type synchronize

This operation enables the TAS Developer Suppasytehronize its application type to the Storefractording to the
synchronize policy made by the Developer Support.

It consists of two messages: An App type synchRequest message from the Developer Support tttnefront, and an
App type synchronize Response message from thef&int to the Developer Support.

Developer Storefront
Support

App type synchroniz Reques

A 4

App type synchroniz Respons

A

Figure 9: App type synchronize messages exchange
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9.1.6.1  Apptype synchronize Request
Name Cardinality Data Type Description

AppTypelList 1 structure The apptype list of the Bleper Support
Table 15: apptype synchronize Request message

9.1.6.2 Apptype synchronize Response

Name Cardinality Data Type Description

Result 1 Structure | The status of the synchronzsuR.
Table 16: apptype synchronize Response message

9.2 TAS-2

9.2.1  Application Download

This operation enables the TAS Client to downloppliaation(s) from the Storefront. It consists wbtmessages: An
AppDownloadRequest message from the TAS ClierfiedStorefront, and an AppDownloadResponse messaetiie

Storefront to the TAS Client.

TAS Client

AppDownloadReque

Storefront

A 4

AppDownloadRespon

Figure 10: Application Download messages exchange

9.2.1.1 AppDownloadRequest
Name Cardinality Data Type Description
ClientID 1 String The ID of the TAS Client
AppIDList 1 Structure List of application ID(s) ttie downloaded
Table 17: AppDownloadRequest message
9.2.1.2 AppDownloadResponse
Name Cardinality Data Type Description
AppinfoList 0.1 Structure | List of application(s)
StatusCode 1 Integer Status code

Table 18: AppDownloadResponse message
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Name Cardinality Data Type Description
AppCoun 1 Intege Number of applications in this |
Application 0..N Structure The application
Table 19: ApplList structure
Name Cardinality Data Type Description
Applicatior-ID | 1 String The ID of the applicatic
ApplicationNa | 1 String The name of the application
me
Content- 1, URI The URI of the application content.
Address Conditional Condition: This parameter is mutually exclusivehwttie content
parameter.
Content 1, Binary The content of the application.
Conditional Condition: This parameter is mutually exclusivehwite content-
address parameter.
Table 20: Application structure
9.2.2  Malicious Application Report

This operation enables the TAS Client to send Ntalis Application Report to the Storefront, to pdwiinformation on
Malicious applications they have found.

It consists of two messages: A Malicious ApplicatReport message from the TAS Client to the Storgfrand a Malicious
Application Response message from the StorefrotitddAS Client.

9.221

TAS Client

Storefront

Malicious Application Report

»
L

Malicious Application Report Response

4
<«

Figure 11:

Malicious Application Report messages ekange

Malicious Application Report
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Name Cardinality Data Type Description

ClientID 1 String The ID of the TAS Client

ApplicationID 1 String The ID of the application

Comment 0.1 String reason to Report this Malicidpglication, or suggestion to

handle this Malicious Application

Table 21: Malicious Application Report message

9.2.2.2 Malicious Application Response

Name Cardinality Data Type Description
result Structure | Status code and error informatio

Table 22: Malicious Application Response message

9.2.3  Application Feedback (Optional)

This operation enables the User to submit appicafiéedback to the Storefront. It consists of twessages: An
AppFeedbackRequest message from the TAS Cliehet&torefront, and an AppFeedbackResponse messagé¢hie
Storefront to the TAS Client.

TAS Client

AppFeedbackReque

Storefront

AppFeedbackRespor

A 4

Figure 12: Application Feedback messages exchange

9.2.3.1 AppFeedbackRequest
Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
ApplicationID 1 String The ID of the application
Rate 1 Integer The Rate of the application feedback
Comment 1 String The Comment content of the apitindeedback

Table 23: AppFeedbackRequest message
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9.2.3.2 AppFeedbackResponse

Name Cardinality Data Type Description

Result 1 Structure | The status of the applicatiedllieck

Table 24: AppFeedbackResponse message

9.24 User Activation

This operation enables the TAS Client to Activasebin the Storefront. It consists of two messages:
UserActivationRequest message from the TAS Clietihé Storefront, and an UserActivationResponsesagesfrom the
Storefront to the TAS Client.

TAS Client Storefront

UserActivatiorReques

A 4

UserActivatiorRespons

A

Figure 13: User Activation messages exchange

9.2.4.1 UserActivationRequest

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
ClientID 1 String The ID of the TAS Client
Terminallnfo 1 Structure The Information of the Us&'erminal (Hardware,Operating
System Type&Version)

Table 25: UserActivationRequest message

9.2.4.2 UserActivationResponse

Name Cardinality Data Type Description

Result 1 Structure The status of the UserActivation

Table 26: UserActivationResponse message

9.2.5 Application Install Status Report

This operation enables the TAS Client to reportapplication(s)’s status of install/uninstall tetBtorefront. It consists of
two messages: An AppinsStatusReport message fremAB Client to the Storefront, and an AppinsStagmortResponse
message from the Storefront to the TAS Client.
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TAS Client Storefront

ApplnsStatusRepc
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ApplnsStatusReportRespol

Figure 14: Application Install Status Report messags exchange

9.2.5.1 ApplinsStatusReport

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS user
ApplicationID 1 String The ID of the aplication
ApplnsResults 1 Structure Application install resul

Table 27: AppinsStatusReportRequest message

Name Cardinality Data Type Description
ApplnsStatus 1 Enumeration The installation status
Description 0.1 String The detailed informatiorabthe status code

Table 28: ApplnsResult Structure

9.2.5.2 ApplInsStatusReportResponse

Name Cardinality Data Type Description

Result 0..n Result Result of application instadkss

Table 29: ApplnsStatusReportResponse message

9.2.6 User Account Information Check

This operation enables the User to check user at@oiormation in the Storefront. It consists ofotimessages: An
UserAcInfCheckRequest message from the TAS Cliethd Storefront, and an UserAcinfCheckResponsasagesfrom the
Storefront to the TAS Client.

TAS Client Storefront

UserAcInfChecReques

\ 4

UserAcInfChecRespons

A

Figure 15: User Account Information Check messagesxchange
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9.2.6.1 UserAcInfRequest
Name Cardinality Data Type Description

UserlD 1 String The ID of the TAS User
UserPasswd 0.1 String The password of User

Table 30: UserAciInfRequest message
9.2.6.2 UserAcInfResponse

Name Cardinality Data Type Description
Result 1 Structure The status of Accoutinfo Cheekuit
UserAccountInf 0.1 Structure User Account inforioatstructure
Condition: This parameter is only with the Valudloé Status of
Result parameter is Success.
Table 31: UserAcinfResponse message
Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
UserStatus 1 Integer The status of User in TAS@xtjve, inactive)
PaymentAccount 0.1 Structure The User’s Paid-Antdetail description.
PaymentType 0.1 EnumeratiThe Payment-type of TAS User(e.g. post-paid , pthpa
on This parameter SHALL not be present in
AccountinfModifyRequest.
PasswdLogin 1 Boolean The Description for whethgetheed Passwd to Login.
PasswdPurchase 1 Boolean The Description for whétber need Passwd to Purcha
Table 32: UserAccountInf Structure
Name Cardinality Data Type Description

TelecomAccount 0.1 String Telecom Account Desmipt
BankCard 0.1 String The User’s Bank Card Inforoati
ThirdAccount 0.1 String The User’s Third Accounfdrmation (e.g. PayPal\zhifubao).

Table 33: Payment-Account Structure
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9.2.7 User Account information modification

This operation enables the User to modify Accountig information in the Storefront. It consisfstwo messages: An
AccountinfModifyRequest message from the TAS Clieenthe Storefront, and an AccountinfModifyRespomsessage from
the Storefront to the TAS Client.

TAS Client Storefront

AccountinfModifyReques

A 4

AccountInfModifyRespons

A

Figure 16: User Account information modification messages exchange

9.2.7.1  AccountinfModifyRequest

Name Cardinality Data Type Description

UserAccountInf 1 Structure User Account informatstructure

Table 34: AccountinfModifyRequest message

9.2.7.2  AccountinfModifyResponse

Name Cardinality Data Type Description

Result 1 Structure The result status code of ther Wscount information
modification

Table 35: AccountinfModifyResponse message
Note:

Status code of Result
Invalid Account

Account type not supported

9.2.8  Application Purchase

This operation enables the User to Purchase Apjalicén the Storefront. It consists of two messades
AppPurchaseRequest message from the TAS Cliehet8torefront, and an AppPurchaseResponse messagée
Storefront to the TAS Client.
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TAS Client Storefront

AppPurchasReques
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AppPurchasRespons

Figure 17: Application Purchase messages exchange

9.2.8.1 AppPurchaseRequest

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
UserPasswd 0.1 String The Passwd of User
AppIDList 1 Structure List of Applications to be whased

Table 36: AppPurchaseRequest message

9.2.8.2 AppPurchaseResponse

Name Cardinality Data Type Description

Result 1 Structure | The Result status of the Appfase

Table 37: AppPurchaseResponse message

Note:
Code Description,
no pay account binding

NSF check,Insufficient fund

9.2.9  Application Update

This operation enables the User to Update Appbicafiiom the Storefront. It consists of six messades
AppUpdateCheckRequest message from the TAS Chethiet Storefront, and an AppUpdateCheckResponssagesrom
the Storefront to the TAS Client.; An AppUpdateDi&aquest message from the TAS Client to the Stongf and an
AppUpdateDetailResponse message from the Storefsahe TAS Client; An AppUpdateRequest messaga fite TAS
Client to the Storefront, and an AppUpdateRespomsgsage from the Storefront to the TAS Client.
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Figure 18: Application Update messages exchange

9.2.9.1 AppUpdateCheckRequest

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
Terminallnfo 1 Structure User’s terminal informati@Manufacturer,OS,Version)
AppUpdateCheck 1 Structure Applications Version Update information
-List

Table 38: AppUpdateCheckRequest message

Name Cardinality Data Type Description
Manufacturer 1 String The Manufacturer of The User’s Terminal
TerminalType 1 String The type of the terminal
Operate System 1 String The Operate System of Bee'sJTerminal
OS-Version 1 String The OS-Version of The User'sniiieal

Table 39: Terminallnfo structure

Name Cardinality Data Type Description
App-Count 1 Integer The Count of the Applicatiohsge will be checked Update
ppUpdateChec- 0..n Structure The Application that will be checkdéidate

Item
Table 40: AppUpdateCheck-List structure

Name Cardinality Data Type Description

ApplicationID 1 String The ID of the Application that will be atieed Update
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App-Version 1 String The Version of the Applicatitivat will be checked Update |

Table 41: AppUpdateCheck-Item structure

9.2.9.2 AppUpdateCheckResponse

Name Cardinality Data Type Description
Update-Available- | 1 Integer The Count of the Application that Theydaew Version
Count
App-NewVer-infor- | 0..N Structure | The information packages of the Aggpion that has new
Package Version

Table 42: AppUpdateCheckResponse message

Name Cardinality Data Type Description
App-ID 1 String Application ID
App-New-Version 1 String The New Version Informatiof the Application
Version-Date 1 Date The Date of The day that thve version application start
to be online

Table 43: App-NewVer-infor-Package Structure

9.2.9.3 AppUpdateDetailRequest

Name Cardinality Data Type Description
ApplicationID 1 String The ID of the Applicationahwill be checked Update
App-New- 1 String The new version of the Application
Version

Table 44: AppUpdateDetailRequest message
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9.2.9.4 AppUpdateDetailResponse

Name Cardinality Data Type Description
ApplicationID 1 String The ID of the Application
App-Logo 1 Binary The LOGO Picture of the Appliati
App-Name 1 String The Name of the Application
App-New- 1 String The New Version Information of the Applice
Version
Version-Date 1 Date The Date of The day that thve version application start to be

online

Software-Size 1 String The sizeloktall files
NewVer- 1 String The Description of the NewVersion(s)
Description
Price 1 Structure The price of the update

Table 45: AppUpdateDetailResponse message

9.2.10 Application Sorting

This operation enables the TAS Client to performliaption Sorting according to a criteria requestgdrAS Client in the
Storefront. It consists of two messages: An AppilicaSorting Request message from the TAS ClietthécStorefront, and
an Application Sorting Response message from theef8ont to the TAS Client.

TAS Client Storefront

Application Sorting Reque

A 4

Application Sorting

Figure 19: Application Sorting messages exchange

9.2.10.1 Application Sorting Request

Name Cardinality Data Type Description
ClientID 1 String The ID of the TAS Client
Criteria 1 Integer

The criteria to apply on application sorting in Bi@refront.

A user can decide whether or not to use it and lwbiieria to
apply on, such as, the latest version, the highh@shload rates
within a specific time period, the price, etc.

Order 0.1 Boolean 0: ascent, 1: descent. If the parameter is missiregdefault value

is ascent.

Table 46: Application Sorting Request message
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Value Description
0 Name. It means the applications are sorted ittier of application name in alphabet order.
1 Price
2 Download number within a specific time period f&dt time period is set by the TAS Service
Provider
3 Effective date
4 User’s average rating score for the application.
5 Others. It should be readable and acceptableéd$torefront.

Table 47: Criteria Values

9.2.10.2 Application Sorting Response

Name Cardinality Data Type Description
Result 1 Structure | The status of the Sorting Reaul error code will be
provided when the sorting fails, such as incorogiteria
parameters.
ApplnfoList 0.1 Structure List of application deigtor(s) based on the applied

criteria.

Table 48: Application Sorting Response message

9.2.11 Application Search (Optional)

This operation enables the TAS Client to performligption search on the Storefront.
It consists of two messages: An Application Sed&eljuest message from the TAS Client to the Stargfemd an

Application Search Response message from the &tatdb the TAS Client.

TAS Client

Application Search Requt

Storefront

Application Search Respor

\ 4

Figure 20: Application Search messages exchange
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9.2.11.1 Application Search Request

Name Cardinality Data Type Description
ClientID 1 String The ID of the TAS Client
QuickSearch 0.1 String Related attributes applied on the application $earthe

Storefront. e.g. application name, application gaitg.

When Quick Search is applied, the information usedearch is
only a singlestring.

QuickSearch and AdvancedSearchrargually exclusive.

Advanced Searchi 0..1 Structure Related attributes applied on the application dear¢he
Storefront. e.g. application name, application gatg

When Advanced Search is applied, the attribute tmreskearch
can be a combination of several attributes.

QuickSearch and AdvancedSearch are mutually exeusi

Table 49: Application Search Request message

Name Cardinal Data Type Description
ity
MinPrice 0.1 Price The minimum price
MaxPrice 0.1 Price The maximum prict
Developer 0.1 String The name of the Developer
AppType 0.1 Structur The type of the applicatit

Table 50: AdvancedSearch structure

9.2.11.2 Application Search Response

Name Cardinality Data Type Description

Result 1 Structure The status of the Search Re&ulerror code will be
provided when the Searching fails, such as incorrec
attributes applied..

ApplnfoList 0...1 Structure List of application defator(s)

Table 51: Application Search Response message

9.2.12 User Deactive

This operation enables the User to deactivatedrBtiorefront. It consists of two messages: An UsadiiveRequest
message from the TAS Client to the Storefront, amdlserDeactiveResponse message from the Storéfrdmg TAS Client.

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-TAS-V1_0-20120605-C Page 62 (120)
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Figure 21: UserLogin messages exchange

9.2.12.1 DeactivationRequest

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
UserPasswd 0.1 String The Passwd of User

Table 52: UserDeactiveRequest message

9.2.12.2 DeactivationResponse

Name Cardinality Data Type Description

result 1 structure The Result status of the Usecfdestion

Table 53: UserDeactiveResponse message

9.2.13 Application Refund

This operation enables the User to Refund Applicatin the Storefront. It consists of two messagesAppRefundRequest
message from the TAS Client to the Storefront, améd\ppRefundResponse message from the Storefroimé tBAS Client.

TAS Client Storefront

AppRefunReques

A 4

AppRefuncRespons
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Figure 22: Application Refund messages exchange
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9.2.13.1 AppRefundRequest

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
UserPasswd 0.1 String The Passwd of User
RefundAppID 1 String ID of Application to be refuedl
Price integer The value of the Refunded appbacait
RefundReason 1 Enumeration| The reason for the dafgr{TBD)

Table 54: AppRefundRequest message

9.2.13.2 AppRefundResponse

Name

Cardinality

Data Type

Description

Result

Structure

The Result status of the AppReéfu

Table 55: AppRefundResponse message

9.2.14 Application Download Status Report

This operation enables the TAS Client to reportstfa¢us of the downloaded application to the Storef

It consists of two messages: An AppdownloadStatpsRenessage from the TAS Client to the Storefrand an
AppdownloadStatusResponse message from the Starédrthe TAS Client.

TAS Client

AppdownloadStatusRep

Storefront

A 4

AppdownloadStatusRespor

Figure 23: Application Download Status Report mesmes exchange

9.2.14.1 AppDownloadStatusReport

Name Cardinality Data Description
Type
UserlD String The ID of the TAS user
ApplicationID String The ID of the application
AppDownloadResult| 1 Structure| Application Download result
us

Table 56: AppdownloadStatusReport message
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Name Cardinality Data Type Description
AppDownloadSta 1 Enumeration The download status
tus
Description 0.1 String The detailed informatiorabthe status code

Table 57: AppDownloadResultus Structure

9.2.14.2 AppDownloadStatus Response

Name

Cardinality

Data Type

Description

Result

0..n

Result

Result of application downlotdus

Table 58: AppDownloadStatusResponse message

9.2.15 Application Detall

This operation enables the User to request eaditafpn’s details from the Storefront. It consisfstwo messages: An
AppDetailRequest message from the TAS Client tdStoeefront, and an AppDetailResponse messagetfierBtorefront to

the TAS Client.

TAS Client

Storefront

AppDetaiReques

\ 4

P AppDetaiRespons

Figure 24: Application Detail messages exchange

9.2.15.1 AppDetailRequest

Name

Cardinality

Data Type

Description

ApplicationID

1

String

The ID of the Application that will be iewed

Table 59: AppDetailRequest message
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9.2.15.2 AppDetailResponse

Name Cardinality Data Type Description

Applnfo 1 Structure The detailed Information of an applaat

Table 60: AppDetailResponse message

9.2.16 Application FeedbackList View (Optional)

This operation enables the TAS Client to get thaieation feedback list from the Storefront.

It consists of two messages: An Application Feellbest Request message from the TAS Client to tloeeStont, and an
Application FeedbackList Response message frorstirefront to the TAS Client.

TAS Client Storefront

Application FeedbackLisReques

\ 4

Application FeedbackLis Respons

Figure 25: Application FeedbackList messages exchga

9.2.16.1 Application FeedbackList Request

Name Cardinality Data Type Description
ClientID 1 String The ID of the TAS Client
ApplicationID 1 String The ID of the Application

Table 61: Application FeedbackList Request message

9.2.16.2 Application FeedbackList Response

Name Cardinality Data Type Description
Result 1 Structure | The Status of the applicatien&ekList
FeedbackCount 1 Integer Number of Feedbacks fofiégijon in this list
AverageRate 1 Integer Derived from total averagesef’s rating (Total of User
Rate / FeedbackCount)
FeedbackList 0..N Structure List of applicationdieacks

Table 62: Application FeedbackList Response message

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-TAS-V1_0-20120605-C Page 66 (120)

Name Cardinality Data Type Description
ApplicationID 1 String The ID of the application
Version 0.1 String The version of the application
UserlD 1 String The ID of the TAS User who made ¢cbenment
Rate 1 Integer The Rate of the application feedback
Date 1 String The date of the comment
Comment 1 String The Comment content of the apjidicdeedback

Table 63: FeedbackList structure

9.2.17 Application Purchase Record

This operation enables the TAS Client to requesit$gpurchase record within certain period in $terefront.

It consists of two messages: An AppPurchaseRecauied message from the TAS Client to the Storefiaomd an
AppPurchaseRecord Response message from the Starefithe TAS Client.

TAS Client Storefront

AppPurchasRecorRequet

A 4

AppPurchaseRecord Response

<
«

Figure 26: Application Purchase Record Messages Exange

9.2.17.1 Application Purchase Record Request

Name Cardinality Data Type Description
ClientID 1 String The ID of the TAS Client
StartDat: 0.1 Date Start date of the perit
EndDati 0.1 Date End date of the perit

Table 64: Application Purchase Record Request mesza

9.2.17.2 Application Purchase Record Response
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Name Cardinality Data Type Description
StorelD 1 String The ID of the Storefront
AppPurchase 0...1 Structure List of application(s) in the Purahaformation
InfoList

Table 65: Application Purchase Record Response megg

Name Cardinality Data Type Description

AppCoun 1 Intege Number of applications in this |
AppPurchaselnfo 0..N Structure The application Rase information
Table 66: AppPurchaselnfoList structure

Name Cardinality Date Type Descriptior
Application-ID 1 String The ID of the application
Name 1 String The name of the applicati
PurchaseDate 1 Date Purchase date of the period
Price 1 Structure Price of the Application to Users

9.2.18 Application Favorites List Creation

Table 67: AppPurchaselnfo structure

This operation enables the TAS Clients to createwn Favorites application lists.

It consists of two messages: An AppFavoritesListiom Request message from the TAS Client to tbee8bnt, and an
AppFavoritesListCreation Response message frorsthefront to the TAS Client.
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Figure 27: Application Favourites List Creation Messages Exchage

9.2.18.1 Application Favourites List Creation Reque st

Name Cardinality Data Type Description
ClientID String The ID of the TAS Client
AppFavoriates List Structure List of the application favorites beated.

Table 68: Application Favorites List Creation Requat message

Name Cardinality Data Type Description
AppIDCount 1 Integer Number of application IDs Imistlist
ApplicationID 1.N String The ID of the application

Table 69: AppFavorites ID List structure

9.2.18.2 Application Favoriates List Creation Respo  nse

Name

Cardinality

Data Type

Description

Result

Structure

Status code and error infomati

9.2.19 Application Favorites List Deletion

Table 70: Application Favoriates List Creation Respnse message

This operation enables the TAS Clients to delstewtn favorites application list created.

It consists of two messages: An AppFavoriatesLifom Request message from the TAS Client to thee®ont, and an
AppFavoriatesListDeletoin Response message frorstiiefront to the TAS Client.
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Figure 28: Application Faroriates List Deletion Mesages Exchange

9.2.19.1 Application Favoriates List Deletion Reque st

Name Cardinality Data Type Description
ClientID String The ID of the TAS Client
AppFavorites List Structure List of the application favoriates le¢etied

Table 71: Application Favorites List Deletion Requst message

9.2.19.2 Application Favorites List Deletion Respon  se

Name

Cardinality

Data Type

Description

Result

Structure

Status code and error infomati

9.2.20 Application Favorites List Update

Table 72: Application Favorites List Deletion Respnse message

This operation enables the TAS Clients to updatewtn Favorites application lists.

It consists of two messages: An AppFavoriatesListilp Request message from the TAS Client to the

Storefront, and an AppFavoriatesListUpdate Resporessage from the Storefront to the TAS Client.
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Figure 29: Application Favorites List Update Messags Exchange

9.2.20.1 Application Favorites List Update Request

Name Cardinality Data Type Description
ClientID 1 String The ID of the TAS Client
1 Structure List of the application favoriates Ipelated

AppFavoriates Update

List
Table 73: Application Favoriates List Deletion Regest message
Name Cardinality Date Type Descriptior
AppIDCount 1 Integer Number of application IDs Inistlist
ApplicationID 1..N String The ID of the application
UpdateAction 1 Enumeration Action to apply on thgplication: Add or Remove

Table 74: Application Favoriates Update ID List Stucture

Enumeration Description
Add The application will be added to the favoridiss
Remove The application will be removed from theof@ates list.

Table 75: UpdateAction Enumeration
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9.2.20.2 Application Favoriates List Update Respons e

Name

Cardinality Data Type Description

Result

Structure Status code and error infoonati

Table 76: Application Favoriates List Update Respose message

9.2.21 Application Gift (Optional)

This operation enables the TAS Clients to sendiegibn gift to the receiveuser.

It consists of two messages: An AppGiftRequest agssrom the TAS Client to the Storefront, and ap@&iftResponse
message from the Storefront to the TAS Client.

TAS Client Storefront

AppGiftRequet

A 4

AppGift Response

A

Figure 30: Application Gift Messages Exchange

Application Gift Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the User
Application-ID 1 String The ID of the gift applidah
ReceiviUserIC 1 Strinc The ID of thegift ReceiveUsel
Giftmessag 1 Strinc The content of the gift mess:
Date 1 Date The date of gift

Table 77: Application Gift Request message
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9.2.21.1 Application Gift Response

Name Cardinality Data Type Description

Result 1 Structure | The status of the applicatidn gi

Table 78: Application gift Response message

9.2.22 Application Recommendation

This operation enables the TAS Clients to sendiegijbtn Recommendation to the receiveuser.

It consists of two messages: An AppRecomRequessaigesirom the TAS Client to the Storefront, and an
AppRecomResponse message from the Storefront fbABeClient.

TAS Client Storefront

AppRecomRequd

A 4

AppRecomResponse

A

Figure 31: Application Recommentdation Messages ERange

Application Recommendation Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the User
Application-ID 1 String The ID of the Recommendatipplication
ReceiveUserID 1 String The ID of the Recommendaereive User
Recommessage 1 String The content of the Recommiendaessage
Date 1 Date The date of Recommendation

Table 79: AppRecomRequest message
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9.2.22.1 Application Recommendation Response

Name

Cardinality Data Type

Description

Result

Structure

The status of the applicatioooRenendation

Table 80: AppRecomResponse message

9.2.23 Gift Reception (Optional)

This operation enables the TAS Clients to requasits Giftlist in the Storefront.

It consists of two messages: An GiftlistRequestsags from the TAS Client to the Storefront, ands#tlistResponse
message from the Storefront to the TAS Client.

TAS Client

GiftlistRequet

Storefront

GiftlistResponse

\ 4

A

Figure 32: Gift Reception Messages Exchange

9.2.23.1 Giftlist Request

Name

Cardinality Data Type

Description

UserlD

1

String The ID of the User

Table 81: Giftlist Request message

9.2.23.2 Giftlist Response

Name Cardinality Data Type Description
Result 1 Structure The status of the Giftlist Rexjuesult
Giftlist InfoList 0.1 Structure List of applicatigs) in the Giftlist

Table 82: Giftlist Response message
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Name Cardinality Data Type Description
AppCoun 1 Intege Number of applications in this |
GiftlistInfo 0..N Structure The application Giftlimformation

Table 83: Giftlist Info structure

Name Cardinality Date Type Descriptior
Application-ID 1 String The ID of the application
Name 1 String The name of the applicati
GiftUserID 1 String The ID of the GiftUser
Price 1 Structure Price of the Application to Users
Version 1 String A version number typically in theemat of “X.Y”, in which X

and Y are integers.

Appinfo 0.1 Structure The detailed Information of an aggtlion

9.2.24 Application Shopping Cart List Creation (Opt

This operation enables the TAS Client to createlidppon Shopping Cart Lists on the Storefront.

Table 84: Giftlistinfo structure

ional)

It consists of two messages: An AppShoppingCar@lrisation Request message from the TAS Client t&tbeefront, and
an AppShoppingCartListCreation Response messagetfre Storefront to the TAS Client.

Figure 33: AppShoppingCartListCreation Messages Extange

TAS Client

AppShoppingCalListCreationRequet

Storefront

A

»
L

AppShoppingCartListCreation Response
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9.2.24.1 AppShoppingCartListCreation Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
AppIDList 1 Structure List of application ID(s) purt the shopping cart

Table 85: AppShoppingCartListCreation Request messge

9.2.24.2 AppShoppingCartListCreation Response

Name Cardinality Data Type Description

Result 1 Structure Status code and error infoonati

Table 86: AppShoppingCartListCreation Response mesge

9.2.25 Application Shopping Cart List Modification( Optional)

This operation enables the TAS Client to modify Application Shopping Cart List on the Storefront.

It consists of two messages: An AppShoppingCantldastification Request message from the TAS
Client to the Storefront, and an AppShoppingCatNMalification Response message from the
Storefront to the TAS Client.

TAS Client Storefront

AppShoppingCartListModificatioRequet

»
L

AppShoppingCartListModification

Figure 34: AppShoppingCartListModification MessagesExchange
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9.2.25.1 AppShoppingCartListModification Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
AppShopCartModifyList 1 Structure List of applicati (s) the user wants to modify in
the shopping cart
Table 87: AppShoppingCartListModification Request nessage
Name Cardinality Data Type Description
opFlag 1 Integer 1:add
2:delete
ApplIDList 1 Structure List of application ID(s) theser wants to

add/delete in the shopping cart

Table 88: AppShopCartModifyList structure

9.2.25.2 AppShoppingCartListModification Response

Name Cardinality Data Type Description
Result Structure The Result status of Applicatopping Cart List
Modification
Table 89: AppShoppingCartListModification Responsemessage
9.2.26 |AP Item List (Optional)

This operation enables the TAS Client to get IA#itlist on the Storefront.

It consists of two messages: An IAPItemListRequesssage from the TAS Client to the Storefront, @md
IAPItemListResponse message from the StorefrotitedlAS Client.
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TAS Client Storefront

IAPItemListReques

A 4

IAPItemListRespons

A

Figure 35: IAP Item List messages exchange

9.2.26.1 IAP Item List Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
ApplicationID 1 String The ID of the Applicationdhwill be checked IAP items

Table 90: IAP Item List Request message

9.2.26.2 |AP Item List Response

Name Cardinality Data Type Description
IAPItemCount 1 Integer Number of the IAP Items Agplication in this list
IAPInfo 0..N Structure The detailed Information of an applicaBd AP
items

Table 91: IAP Item List Response message

9.2.27 1AP Item Purchase (Optional)

This operation enables the TAS Client to purchaseitem in the Storefront.

It consists of two messages: An IAPItemPurchaseBstquessage from the TAS Client to the Storeframd, an
IAPItemPurchaseResponse message from the Storédrtmg TAS Client.

TAS Client Storefront

IAPItemPurchasReques

A 4

IAPItemPurchasRespons

A

Figure 36: IAP Item Purchase messages exchange
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9.2.27.1 IAP Item Purchase Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
UserPasswd 0.1 String The Passwd of User
IAPItemIDList 1 Structure List of IAP Items to beighased

Table 92: IAP Item Purchase Request message

Name Cardinality Date Type Descriptior
IAPItemIDCount 1 Integer Number of IAP item IDstimis list
IAPItemID 0..N String The ID of the IAP item

Table 93: IAPItemIDList structure

9.2.27.2 IAP Item Purchase Response

Name Cardinality Data Type Description

Result 1 Structure The Result status of the |AR iRurchase

Table 94: IAP Item Purchase Response message

9.2.28 Application Shopping Cart List Inquiry(Optio nal)

This operation enables the TAS Client to obtainApelication Shopping Cart List from the Storefront

It consists of two messages: An AppShoppingCairthagtiry Request message from the TAS Client to
the Storefront, and an AppShoppingCartListinquissponse message from the Storefront to the TAS
Client.
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TAS Client

AppShoppingCartLidnquiry Requet

Storefront

AppShoppingCartListinquiry Response

»
L

Figure 37: AppShoppingCartListinquiry Messages Exclange

9.2.28.1 AppShoppingCartListinquiry Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
UserPasswd 0.1 String The Password of User

Table 95: AppShoppingCartListinquiry Request messag

9.2.28.2 AppShoppingCartListinquiry Response

Name Cardinality Data Type Description
Result Structure The Result status of Applicatopping Cart List
Inquiry
ApplnfoList Structure List of application (s) pntthe shopping cart

Condition: This parameter is only with the Value o
the Status of Result parameter is Success.

Table 96: AppShoppingCartListinquiry Response mesage

9.2.29 Application Begging (Optional)

This operation enables the TAS Client to send Agapion Begging Request to the Storefront, to begaibplication from a

friend or a parent.

It consists of two messages: An Application BegdRegjuest message from the TAS Client to the Stumgfand an
Application Begging Response message from the f8torteto the TAS Client.
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TAS Client

Storefront

ApplicationBegginRecues

A 4

ApplicationBegginRespons

A

Figure 38: Application Begging messages exchange

9.2.29.1 Application Begging Request

Name Cardinality Data Type Description
UserlD 1 String The ID of the TAS User
ApplicationID 1 String The ID of the application @ beg
Giver-ID 1 String The ID of the Giver
BeggingMessage 1 String The content of the beggiegsage
Date 1 Date The date of begging

Table 97: Application Begging Request message

9.2.29.2 Application Begging Response

This interface is postponed to the future release.

94 TAS-4

This interface is postponed to the future release.

Name Cardinality Data Type Description
Result Structure The Result status of the AppboaBegging
Table 98: Application Begging Response message
9.3 TAS-3
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9.5 TAS-5

9.5.1  Application Deletion
This operation enables the TAS Developers to déetgpplication on the Storefront.

It consists of two messages: Application Deletia@yBest and Application Deletion Response. An Appilim Deletion
Request message from the Developer to the Deveftyggport, this message will then be delivered ¢oStorefront, which
can be found in 8.1 TAS-1 as well.

Application Deletion Response is sent from the &tont to the Developer Support, which can be four8ll TAS-1 as
well. This Application Deletion Response messadkthen be delivered from the Developer Suppothi® Developers.

i Developer’s Portal i Developer
Sunnort

Application Deletion Reque

\ 4

Application Deletion Respon

A

Figure 39: Application Deletion messages exchange

9.5.1.1 Application Deletion Request

Name Cardinality Data Type Description
Developer-1D 1 String The ID of the TAS Developer.
AppID 1 String Application ID to be deleted
Reason 0.1 String reason to delete this applicatio

Table 99: Application Deletion Request message

9.5.1.2 Application Deletion Response

Name Cardinality Data Type Description

Result 1 Structure The status of the deletion Resu

Table 100: Application Deletion Response message

9.5.2  Application Status Check

This operation enables the TAS Developer to intesdtt the Developer Support to check the audiustaf the
the applications and IAP Items developed by itself.

It consists of two messages: an Application St&tusck Request from the developer’s Portal to theeldper Support, and
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an Application Status Check Response from the @peglSupport to the Developer’s Portal.

! Developer's Portal i

Application Status Check Request

Developer
Sunnort

A 4

Application Statu<Checl Responsi

Figure 40: Application Status Check Messages exchge

9.5.2.1  Application Status Check Request

Name Cardinality Data Type Description
Developer-1D 1 String The ID of the TAS Developer.
AppID 1 String Application ID to be checked

9.5.2.2

Table 101: Application Status Check Request message

Application Status Check Response

Name

Cardinality

Data Type

Description

AppStatus

1

Enumeration

The application audit statu

Reason

0.1

String

Reason for the application aitgoable to be to be g
online

9.5.3

Table 102: Application Deletion Response message

Application Upload

This operation enables the TAS Developers to upitsagpplication on the Developer Support.

It consists of two messages: Application Upload trest) and Application Upload Response. An Applicatitpload Request
message is sent from the Developer to the DeveBppport. And the Application Upload Response ngssasent from
the Developer Support to the developer.
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..............

ApplicationUploac Reques

Developer
Support

\ 4

ApplicationUploac Respons

A

Figure 41: Application Upload messages exchange

9.5.3.1 Application Upload Request
Name Cardinality Data Type Description

ApplicationName| 1 String Application Name

Developerld 1 String ID of the Developer

AppType 1 Structure Type of the Application, cart‘games”, “contents”, “tools”,
“entertainment”, “books”, etc.

Description 1 String Some text description to itate the Application

Version 1 String A version number typically in ttoemat of “X.Y”, in which X
and Y are integers.

SubmitTime 1 Time The time at which this Applicatizvas submitted to the
Developer Support

EffectiveDate 1 Date The date on which the Appi@abegins to be available to Use

ExpireDate 1 Date The date on which the Applicatidlhexpire

Price 1 Structure Price of the Application to Users

Logo 0...1 Binary The logo picture of the Application

Language 1 Enumerate | The Language of the Application. It should usel®&0-639" Language
code standard. (e.g. en, ko, zh, jp, all)
http://en.wikipedia.org/wiki/List_of ISO_639-1 cxle

Size 1 Integer The size of Application Install files in bytes.

Whatsnew 1 String The description of what's new in latest version

Screenshoot 1 Structure The screenshots of the Application

Table 103: Application Upload Request message
9.5.3.2 Application Upload Response
Name Cardinality Data Type Description
Result 1 Structure | The status of the deletion Resu
ApplicationID 0 String If the result is successg pplication 1D will be

generalized by the Developer Support and senteto th
developer in the Application Upload Response meassag

Table 104: Application Upload Response message
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9.5.4 |AP item Add request

This operation enables the TAS Developers to adtlitdms of his application. The IAP items also htheestate just like
the application. And it need to be checked by Dewved Support. For examOple, after Developer Supgetk it
successfully, its status becomes online, the cporeding information will be synchronized to Storefrso that the end user
could purchase.

It consists of two messages: IAP item add RequesiAP item add Response. An IAP item add Requestsage from the
Developer to the Developer Support IAP item addpRase is sent from the Developer Support to theldper

9.5.4.1 IAP item Add Request

Name Cardinality Data Type Description
ApplicationID 1 String The ID of the corresponding Application
IAPitemName 1 String The name of the IAP item
Developerld 1 String ID of the Developer
Description 1 String Some text description to illustrate the Application
SubmitTime 1 Time The time at which this Application was submittedie Developer
EffectiveDate 1 Date %l:s%(;rtte on which the IAPitem begins to be avadlablUsers
ExpireDate 1 Date The date on which the IAPitem will expire
Needdownload 1 Boolean 1: the IAP item need download new content

0: no need to download new content

DownloadURL 0 String If needdownload is “1”, DownloadURL should be iratied.
Price 1 Structure Price of the Application to Users

Table 105: IAP Item Add Request message

9.5.4.2 IAP item Add Response

Name Cardinality Data Type Description
Result 1 Structure | The status of the IAP ltem ARadult.
IAPitemID 0 String If the result is success, théPifem ID will be generalized

by the Developer Support and sent to the develiopte
IAP Item Add Response message.

Table 106: IAP Item Add Response message

9.5.5 |IAP Item Modify request

This operation enables the TAS Developers to mddiB/items of his application. It consists of twassages: IAP modify
Request and IAP modify Response. An IAP modify Restimessage from the Developer to the Developep@upAP
modifyResponse is sent from the Developer Suppdtie developer

9.5.5.1 IAP Item Modify Request

[0 2012 Open Mobile Alliance Ltd. All Rights Reserved
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.



OMA-ER-TAS-V1_0-20120605-C

Page 85 (120)

Name Cardinality Data Type Description
IAPitemName¢ | 0..1 String The name of the IAP ite
Description 0.1 String Some text description hasilrate the Application
SubmitTime 0.1 Time The time at which this Apptioa was submitted to the Developer
Support
EffectiveDate 0.1 Date The date on which the |8Ritbegins to be available to Users
ExpireDatt 0.1 Date The date on which the IAPitem will exp
Price 0.1 Structure Price of the Application teetés
Needdownload| 0..1 Boolean : the IAP item need domghinew content
0: no need to download new con
DownloadURL | 0..1 String If needdownload is “1”, DolwadURL should be indicated.
Table 107: IAP Item Modify Request message
9.5.5.2 IAP Item Modify Response
Name Cardinality Data Type Description
Result 1 Structure | The status of the IAP Modifis®Re
Table 108: IAP Item Modify Response message
9.5.6 IAP Item Delete request

This operation enables the TAS Developers to défdeitems of his application. It consists of twessages: IAP delete

Request and IAP delete Response.

9.5.6.1 IAP Item Delete Request
Name Cardinality Data Type Description
IAPitemID 1 String The ID of the IAP item
Table 109: IAP Item Delete Request message
9.5.6.2 IAP delete Response
Name Cardinality Data Type Description
Result 1 Structure | The status of the IAP deletsuRe
Table 110: IAP Item Delete Response message
9.5.7  Application Sales Report

This operation enables the TAS Developer to intesdgtt the Developer Support to get the sales rtepfathe applications

and IAP Items developed by itself.

It consists of two messages: an Application SakgsdrR Request from the developer’s Portal to theelper Support, and
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an Application Sales Report Response from the gezlSupport to the Developer's Portal.

S .
! Developer’s Portal ! Developer
! ! Support

ApplicationSalesReportRequest

A 4

ApplicatiorSalesRepoRespons

Figure 42: Application Sales Report messages exchgn

9.5.7.1 ApplicationSalesReportRequest

Name Cardinality Data Type Description
DeveloperID 1 String The ID of the TAS Developer.
StartDate 0.1 Date Start date of the period
EndDate 0.1 Date End date of the period

Table 111: ApplicationSalesReportRequest message

9.5.7.2 ApplicationSalesReportResponse

Name Cardinality Data Type Description
AppCount 1 Integer Number of applications in tligs |
AppSalesReport 0..N Structure The application SRkgsort

Table 112: ApplicationSalesReportResponse message

9.5.8 Developer Registration

This operation enables the TAS Developers to regtbe developer profile on the Developer Support.

It consists of two messages: a Developer Registr&iequest from the developer’s Portal to the Dmpesl Support, and
a Developer Registration Response from the DevelSppport to the Developer’s Portal.
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i Developer's Portal 1

DeveloperRegistrationRequest

Developer
Support

DeveloperRegistraticRespons
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Figure 43: Application Sales Report messages exchgn

9.5.8.1 DeveloperRegistrationRequest
Name Cardinalit | Data Type Description
y

DeveloperID 1 String ID of the Developer

DeveloperType 1 Enumerate The type of developeartbe “Individual”, “group”,
“Enterprise”, etc.

PortalUserlD 1 String User ID of Developer Portal

PortalUserPasswd 1 String User Password of DevePpeal

FirstName 0.1 String First Name of Developer

LastName 0.1 String Last Name of Developer

Email 1 String Email Address of Developer

CompanyHomepage| 0..1 String Web Site URL of Dewelop

CompanyName 1 String It is the name that will shgas the name of the developer o
your applications

PostalAddress 0..1 String Postal Address of Dewlop

PostalCode 0.1 String Postal Code of Address

Country 1 Enumerate The country of developer. diusth use to [ISO-3166 Alpha-2]
regional code standard. (e.g. US, KR, CN, JP, ALL).

PhoneNumber 0.1 String Phone Number of Developer

Contractinfo 0..N Structure Contract Information

Table 113: DeveloperRegistrationRequest message

9.5.8.2 DeveloperRegistrationResponse
| Name Cardinality Data Type Description
| Result 1 Structure The Result status of the Dewl&egistration

Table 114: DeveloperRegistrationResponse message
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9.5.9 Developer Deregistration

This operation enables the Developer to deregistére Developer Support.

It consists of two messages: a DeveloperDeregistidaequest from the developer’s Portal to the Degved Support, and
a DeveloperDeregistrationResponse from the DevelSppport to the Developer’s Portal.

S .
! Developer’s Portal ! Developer
! ! Support

Developer DeregistrationRequest

A 4

DevelopeDetregistratiolRespoise

Figure 44: Developer Deregistration messages exclga

9.5.9.1 DeveloperDeregistrationRequest

Name Cardinality Data Type Description
PortalUserlD 1 String User ID of Developer Portal
PortalUserPasswd 1 String User Password of DevePpeal
DeveloperlD 1 String ID of the Developer

Table 115: DeveloperDeregistrationRequest message

9.5.9.2 DeveloperDeregistrationResponse

Name Cardinality Data Type Description

Result 1 Structure | The Result status of the DewlderegistrationRequest

Table 116: DeveloperDeregistrationResponse message
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9.6 TAS-6

9.6.1

This operation enables the storefront to send taiic Application Notification to the Developer Supp to provide

Malicious Application Notification

information on Malicious applications which haveesheeported.

It consists of two messages: A Malicious ApplicatMotification message from the Storefront to trevEloper Support, and

a Malicious Application Notification Response meags&om the Developer Support to the Storefront.

Storefront

Malicious Application Notification

Developer Support

»
>

Malicious Application Notification ResponsT

<&
«

Figure 45: Malicious Application Notification Messayes Exchange

9.6.1.1 Malicious Application Notification

Name Cardinality Data Type Description
StorelD 1 String The ID of the Store Front
CommentList 1 Structure List of application ID(e)le notified.

Table 117: Malicious Application Notification messge

Name Cardinality Data Type Description
AppIDCoun 1 Intege Number of application IDs in this |
ApplicationlD | 0..N String The ID of the applicatic
Comment 0.1 String Reason to notify this Maliciéuysplication, or suggestion to handle
this Malicious Applicatiot
Table 118: CommentList structure
9.6.1.2 Malicious Application Notification Response
Name Cardinality Data Type Description
result 1 Structure Status code and error informatio

Table 119: Malicious Application Notification Respmse message
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9.6.2 Application Sale Information

This operation enables the Storefront to send Appbn Sale Information Notification Message to Beveloper Support to
provide sale information of the applications pravidy the developer support, such as how many tohdewnload with
certain period, how many times of complains withaie period, how many times of application refuwith certain period,
average rate within certain period, and commerusived.

It consists of two messages: An Application Saferination Notification Message from the Storeframthe Developer
Support, and An Application Sale Information Resgfrom the Developer Support to the Storefront.

Storefront Developer Support

Application Sale Information Notification

»
>

Application Sale Information Response

A

Figure 46: Application Sale Information message exmange

9.6.2.1 Application Sale Information Notification

Name Cardinality Data Type Description
StorelD 1 String The ID of the Storefront
AppSalelnfoList | 0..1 Structure List of applicatish(n the sale information

Table 120: Application Sale Information Notification message

Name Cardinality Data Type Description
AppCount 1 Integer Number of applications in tligs |
AppSalelnfc 0..N Structur The applicatio sale informatio

Table 121: AppSalelnfoList structure
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Name Cardinalit Data Type Description
y
Application-ID 1 String The ID of the application
Name 1 String The name of the applicati
StartDate 1 Date Start date of the period
EndDate 1 Date End date of the period
downloadlno 1 Intege How many times of downloads within certain per
compalininfo 1 Integer How many times of complaivithin certain period
Refundinfc 1 Intege How many times of refund within certain peri
Ratelnfc 1 Intege The average rate given win certain perio
Comment 0.1 String The Comment content of theieajibn received
Table 122: AppSalelnfo structure
9.6.2.2  Application Sale Information Response
Name Cardinality Data Type Description
Result 1 Structure | Status code and error informatio
Table 123: Application Sale Information Response M&sage
9.6.3  Application State Transition Notification

This operation enables the Storefront to Notify Beveloper Support that the state of the appliodtias been shifted from

one state to the other state.

It consists of two messages: An Application stedegition Notification message from the Storefranthe Developer
Support, and an Application state transition Respanessage from the Developer Support to the &botef

Storefront

Application State Transition Notification

Developer Support

»

Application State Transition Response

i

<

Figure 47: Application state transition Notification messages exchange

9.6.3.1 Application state transition Notification
Name Cardinality Data Type Description
StorelD 1 String The ID of the Store Front
AppCount 1 Integer Number of Application which ennter state transition in this
list
StatetransAppList 0..N Structure List of applicati®(s) to be notified.

Table 124: Application state transition Notification message
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Name Cardinality Date Type Descriptior
ApplicationID 1 String The ID of the application igh encounter state transition
State 1 Enumeration The description of the statesttion
Reasol 0.1 String Reason of the state transit

Table 125: StatetransAppList structure

Enumeration Description
online The state is changed to “online”
state
invalid The state is changed to
“invalidated” stat

Table 126: State Enumeration

9.6.3.2  Application state transition Response

Name Cardinality Data Type Description
result 1 Structure Status code and error informatio

Table 127: Application state transition Response nssage

9.7 Common Structures
This section provide the common structures thatdsal by all the interfaces.

9.7.1 Result Structure

Name Cardinality Data Type Description
statusCode 1 EnumeratiResult of user active request:
on 0: fail;
1: success
statusinfo 0.1 String The detailed information atttbe error.

Table 128: Result Structure

9.7.2  ApplnfoList Structure

Name Cardinality Data Type Description
Coun 1 Intege Number of application IDs in this |
ApplInfo 0..N Stucture The Information of an apptioa

Table 129: ApplinfoList structure
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9.7.3  Applnfo Structure
Name Cardinality Date Type Descriptior
ApplicationID 1 String The ID of the Application
ApplicationNa | 1 String Application Name
me
Developerld 1 String ID of the Developer
Type 1 Enumerate Type of the Application, can benigs”, “contents”, “tools”,
“entertainment”, “books”, etc.
Descriptior 1 String Some text description to illustrate the Applica
Status 1 Enumerate Status can be “submitted”, teddji“tested”, “online”, “offline”,
“end”, etc.
Version 1 String A version number typically in theemat of “X.Y”, in which X and Y
are integer:
SubmitTime 1 Time The time at which this Applicatiwvas submitted to the Developer
Suppor
EffectiveDate 1 Date The date on which the Appiarabegins to be available to Users
ExpireDate 1 Date The date on which the Applicatidhexpire
Price 1 Structur Price of the Application to Use
Logo 0.1 Binary The logo picture of the Applicatio
Language 1 Enumerate The Language of the Applitatichould use to “ISO-639”
Language code standard. (e.g. en, ko, zh, jp, all)
http://en.wikipedia.org/wiki/List_of ISO_639-1_cale
Size 1 Intege The size of Application Install files in byt
Whatsnew 1 String The description of what's newabest version
Screenshoot 1 Structure The screenshots of thadgpiph
Table 130: Applnfo structure
Name Cardinality Data Type Description
Value 1 Floal The amount of the pric
Price-Unit- 1 Enumerate 1:USD;2:EUR;3:RMB ......
Code
Table 131: Price structure
Name Cardinality Data Type Description
ImageCount 1 Integer Number of Screenshot image
Screenshotimagd 1..N Image Screenshot Image file

Table 132: Screenshoot structure
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9.7.4  1APInfo Structure
Name Cardinality Data Type Description
ApplicationiD | 1 String The ID of the Applicatio
IAPitemID 1 String The ID of the IAP item
IAPitemName 1 String The name of the |IAP item
Developerlt 1 String ID of theDevelope
Description 1 String Some text description to iltate the Application
Status 1 Enumerate Status can be “submitted”, teddji“tested”, “online”, “offline”,
“end”, etc.
SubmitTime 1 Time The time at which this Applicatimas submitted to the Developer
Suppor
EffectiveDate 1 Date The date on which the IAPiteegins to be available to Users
ExpireDatt 1 Date The date on which the IAPitem will exp
Price 1 Structur Price of the Application to Use
Needdownload| 1 Boolean : the IAP item need downlaad content
0: no need to download new con
DownloadURL | 1 String If needdownload is “1”, Dowal®URL should be indicated.
Table 133: IAPInfo structure
9.7.5 AppTypeList Structure
Name Cardinality Data Type Description
count 1 String The count of the apptype
AppType 0..r Structur The apptype of the Developer Sup)
Table 134: AppTypelList structure
9.7.6  AppType Structure
Name Cardinality Data Type Description
AppTypelC 1 String The ID of the pplication typt
AppTypeName| 1 String The name of the applicatiqrety
AppTypeDes 1 String The description of the appidatype
Table 135: AppType structure
9.7.7  ApplIDList Structure
Name Cardinality Data Type Description
AppIDCount 0.1 Integer Number of application IDsthis list
ApplicationiD | 0.N String The ID of the applicatic
Table 136: ApplDList structure
9.7.8  Terminallnfo Structure
TerminalBrand 1 String The brand name of the teain
TerminalType 1 String The type of the terminal
OSType 0.1 String The type of the operating syst
OSVersion 0.1 String The version of the operasiygiem

Table 137: Terminallnfo Structure
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9.7.9 AppSalesReport Strcture

Name Cardinality Data Type Description

ApplicationID 1 String The ID of the application

Name 1 String The name of the application

Version 1 String A version number typically in theemat of “X.Y”, in
which X and Y are integers.

UnitSales 1..N Structure Total unit sales of thelgation in each storefront

FeedbackCount 1 Integer Number of Feedbacks foliégijon

AverageRate 1 Integer Derived from total averagesef’s rating (Total of
User Rate / FeedbackCount)

FeedbackList 0..N Structure List of applicationdieacks

Table 138: AppSalesReport Structure

9.7.10 UnitSales Structure

Name Cardinality Data Type Description
StorelD 1 String The ID of the Storefront
SalesCount 1 Integer Total Count of Sales
Price 1 Structur Price of the Application to lers

Table 139: UnitSales structure

9.7.11 Contractinfo Structure

Name Cardinality Data Type Description

ContractRegion 1 Enumerate The Contract regiomferchant. It should use [ISQ-
3166 Alpha-2] regional code standard. (e.g. US, KR,
CN, JP, ALL).

ContactName 1 String Name of Contact Person

ContactEmail 1 String Email address of Contact &ters

PostalAddress 0..1 String Postal Address of Contact

PostalCode 0.1 String Postal Code of Contact

ContactPhone 0.1 String Phone Number of Contact

ContractDate 1 Date The date of Merchant Contract

BankInfo 0.1 String The Banking Information

TaxInfo 0.1 String The Tax Information

Table 140: Contractinfo Structure
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9.8

Enumerations

This section provide the enumerations that usealllipe interfaces.

9.8.1 statusCode
Note: the enumerations of statusCode, including butot limited to:
classification statusCode | Enumeration Description
000 success The request is successfully processed
User related error 101 Invalid The request is not processed due to the usemiot igalid
UserIiD
102 Existing The request is not processed due to the userideiady existed
UserID
103 Passwd Error|  The request is not processeddbhe Passwd of User is error
104 Invalid The request is not processed due to the Accoumttisalid
Account
105 Account type | The request is not processed due to the Accouetrigpsupported
not supported
IApplication related errop01 Invalid The request is not processed due to the Applic@iagnot valid
ApplicationID
Developer related error| 301 Invalid The request is not processed due to the Develojzeniot valid
Developerld
Default Error 999 Default Error|  Default Error

Table 141: stausCode

9.8.2  ApplinsStatus Enumeration
Enumeration Description
0 not installec
1 Installed
2 uninstalled
Table 142: AppinsStatus Enumeration
9.8.3  AppStatus Enumeration
Enumeration Description
0 Submitte
1 Audited
2 Teste(
3 Online
Table 143: AppStatus Enumeration
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10.Release Information

10.1 Supporting File Document Listing

Doc Ref | Permanent Document Reference | Description

Supporting Files

n/a

Table 144: Listing of Supporting Documents in FOO Rlease

10.2 OMNA Considerations

This release does not have any OMNA items for hiagdl|
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Appendix A. Change History

A.1 Approved Version History

(Informative)

Reference

Date

Description

n/a

n/a

No prior version —or- No previous version wit@MA

A.2 Draft/Candidate Version 1.0 History

Document Identifier Date Sections Description
Draft Versions 13 Aug 2010 All Baseline established
OMA-ER-TAS-V1_0 31 Aug 2010 Section 1, 5.| Incorporate 2010-0003R01, 0004R01, 0006R01, 000/&RWIBRO1,
0009R01, 0010R01, 0011RO01.

08 Oct 2010 Section 3,5/  Incorporate 2010-0012R033R02, 0014R01, 0015.

25 0ct 2010 | Section 5.1, | Incorporate 2010-0016R01, 0017R01, 0018R01, 0019GWAORO1,
5.2. 0021R01. Contents updated.

08 Nov 2010 | Section 5.1, | Incorporate 2010-0023R01, 0024R01, 0025R01, 0026627 R0O2.
5.2,5.4 All editor’s notes highlighted. Contents updated.

16 Nov 2010 | Section 5.1, | Incorporate 2010-0028R01, 0029R01, 0031R02, 00346WRA5R01,
5.2,5.3,5.4, | 0036R01, 0040R01, 0041R01, 0046R01 Contents updated
5.5.

17 Nov 2010 | Section Incorporate 2010-0042R01, 0043R01, 0044, 0045R(A7RO1,
5.1.1,5.1.3, | 0048R01, 0050, 0051 and online minor changes dtiniadirst part of
5.1.8,5.1.9, | the Closue review conducted in Seoul.
5.2.6,5.7.2,

55,515

26 Nov 2010 | Section 4, Incorporate 2010-0054R01 and online minor changesg the final
4.1,5.2.5, part of the Closure review conducted in the REQTXSon 25 Nov
5.3,5.4,5.5. | 2010. Contents updated.

21 Jan 2011 Section Incorporate 2011-0002, 0004R01, 0005R02. Contepdated.
5.1.3,5.1.16,
5.2.5,5.3.

27 Jan 2011 | Section 1, 4, | Incorporate 2011-0001R02, 0003R0D07, 0008R01, 0010, 0011R01]
5.1.1,5.1.2, | 0012R02. Contents updated.
5.1.4,5.1.15,
54,56,5.7.

18 Feb 2011 | Section 3.2, | Incoporate 2010-0001R04, 2011-0013R01, 0014R0%R02,
3.3,5.1.2, 0017R01, 0018R01, 0019R01, 0020R01, 0021, 0022BRIPBRO1,
5.1.4,5.1.6, | 0024R02. 0025R01, 0027R01, 0029R02, 0030R02. Ctsntpaated.
5.1.8,5.1.10,
5.1.16,5.2.3,
5.3,5.34,
5.35,5.9,
6.2,6.3,
6.3.1.1.1,
6.3.1.1.4,

Appendix D,
D.1.1,D.1.2,
D.1.3,

21 Feb 2011 Section 6.3 Correct numbering mistaké® section 6.3.

3 Mar 2011 Section Incorporate 2011-0009, 0031, 0032R01, 0033, 00348036R01.
5.1.16, 5.3.2,| Contents updated.

5.3.6,

6.3.2.1,
6.3.2.2,
6.3.2.3,
6.3.2.5.

9 Mar 2011 Appendix Incorporate 2011-0037R02, 0038R01. Editorial charmgenumbering
D.1.2,D.2. in Appendix D. Contents updated.
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Document Identifier

Date

Sections

Description

14 Apr 2011

Section
5.1.2,5.8.1,
5.8.2,
6.3.1.2.1,
6.3.1.2.2,
6.3.2.2,
6.3.2.6,
D.1.4,D.1.5,
Figure 1,

Incorporate 2011-0040, 0043R01, 0044R02, 0045RM47R01,
0049R01, 0050R01, 0051R01. Contents updated.

6 Jul 2011

Section 4.1,
5.1.15,5.7,
6.3.1.1.1,
6.3.1.1.2,
6.4,7,7.1,
B.1,B.2,
D.1.2, Figure
1,

Incorporate 2011-0042R01, 0052R02, 0053R02, 0054&TE5R01,
0056R01, 0057R02, 0058R01, 0059R01, 0060, 0062ROS.

25 Jul 2011

Section 8

Incorporate 2011-0063R01 t&2® updated.

15 Sep 2011

Section
6.3.1.1.1,
6.3.1.1.2,
6.3.2.2,7,
7.2,8.1,8.2,
8.5, 8.6, 8.7,
8.8.

Incorporate 2011-0064R01, 0065R03, 0066R01, 006,/&UEOR01,
0071R01, 0072R02, 0073R02, 0075R02, 0076R02, 0, ARTIRO1,
0080R01, 0081R01, 0083R01, 0084R01, 0085R03. Ctsntgdated.

12 Oct 2011

Section 8

Incorporate 2011-0086. Casitepdated.

15 Nov 2011

Section
8.1.1,8.1.2,
8.1.3,8.1.4,
8.1.5,8.1.6,
8.1.7,8.2.1,
8.2.2,8.2.3,
8.2.4,8.2.5,
8.2.6,8.2.7,
8.2.8,8.2.9,
8.4.1,8.4.2,
8.4.3,8.4.4,
8.4.5,
9.1.1.3,
9.1.3,
9.2.1.1,
9.2.1.2,
9.2.2.1,
9.2.3.1,
9.2.9.1,
9.2.9.3,
9.2.9.4,
9.2.10.1,
9.2.11.1,
9.2.14,
9.2.15,
9.2.16,
9.6.1.1,
9.6.2,9.6,3,
9.7.3,9,8.1,
9,8.3,

Incorporate 2011-0088R01, 0090, 0091R01, 0092R043R01,
0094R01, 0095R02, 0096R01, 0097, 0098, 0099R0NRAD,
0101R01, 0102R02, 0103R01, 0105R01, 0106R02, 01DRM9,
0110R02, 0111R01, 0112, 0113R01. Contents upadated.

26 Dec 2011

Section
8.1.8,8.1.9,
9.1.4,9.2.8,

Incorporate 2011-0076R03, to fix the mistake by GBRncorporate
2011-0114R02, 0115R01, 0116R01. Contents updated.
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Document Identifier Date Sections Description

1 Mar 2012 Section 3.3, | Incorporate 2012-0002R01, 0003R01, 0005R01, 0006&WI7, 0008,
6.3.1.1.4, 0009R01, 0010, 0012, 0013R01, 0015R01, 0017, 00BOBIB2RO1,
8.1.10, 0033R01, 0034R01, 0035, 0036, 0041R01, 0050R0Xhndre agreed
8.1.11, on Monday and Tuesday CD meetings in the Barceleek.

8.1.12, Incorporate 2012-0011R01, 0014R02, 0016R01, 0024&KIX6, 0027,
8.1.13, 0028, 0029, 0031, 0037R02, 0038R02, 0039R01, O0BOFBI4RO1,

g-ﬂg' 0045R02, 0048R01, 0049R01, 0052R02, 0053. Contgutated.

8.1.16,
8.1.17,
8.1.18,
8.2.10,
8.2.11, 8.4.6,
8.4.7,8.4.8,
8.4.9, 8.4.10,
8.4.11,
8.4.12,
8.4.13,8.5.1,
9.1.5,9.2.17,
9.2.18,
9.2.19,
9.2.20,9.5.1,
9.5.2,953,
954,955,
9.5.6,9.7.4,
9.8.3,9.8.4,

Section
8.1.19,
8.1.20,
8.1.21,
8.1.22,
8.1.23,
8.1.24,
8.1.25,
8.1.26,
8.1.27,
8.4.14,
8.4.15,
8.4.16,
8.4.17,
8.4.18,
8.4.19,
8.4.20,
8.4.21,
8.4.22,9.1.6,
9.2.21,
9.2.22,
9.2.23,
9.2.24,
9.2.25,
9.2.26,
9.2.27,
9.2.28,
9.2.29,9.7.5,
9.7.6,9.8.3,
Appendix
C.1,C.2,
C.3,C.4,
C.5, C.6,
D.1.6.
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Document Identifier

Date

Sections

Description

27 Apr 2012

Section
5.1.16,
8.1.21,
8.1.23,
8.1.24,
8.1.25,
8.1.26,8.4.1,
8.4.4,8.4.10,
8.4.16,
8.4.18,
8.4.22,
9.1.1.1,
9.1.1.2,
9.1.5,
9.2.1.1,
9.2.1.2,
9.24.1,
9.2.4.2,
9.2.6.1,
9.2.6.2,
9.2.11.1,
9.2.21,
9.2.23,
9.2.26.
9.2.27,
9.2.29,9.7.7,
9.7.8,

Incorporate 2012-0055, 0056, 0057, 0058, 0059. &stupdated.

15 May 2012

8.1.22,9.5.7,
9.5.8,9.5.9,
9.7.9,9.7.10,
9.7.11.

Incorporate 2012-0060, 0061R01, 0062R01. Contepdataed.

23 May 2012

All

Clean up according to the editocamments of the consistency reviey.

24 May 2012

All

Clerical clean up and updated 212 template.

Candidate Version
OMA-ER-TAS-V1_0

05 Jun 2012

All

Status changed to Candidate by TP:
OMA-TP-2012-0212-INP_TAS_V1_0_ERP_for_Candidate_rappl
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Appendix B. Use Cases (Informative)
B.1 Built-in IAP Purchase

B.1.1  Short Description
This use case gives an example of the build-inycbth Application Purchase.

Build-in product refers to the In application Puask Item which is already downloaded or install@t the application.
When users use a built-in IAP item, they don’t needownload other contents or services.

Game A is already downloaded and installed by ge.uGame A is free, but its developer embeddedraklocked levels.
Users should purchase before they could enteotied levels.

The flow a user (Alice) purchases the built-in 1&&m is shown below:
1. Alice downloads the Game A from the TAS Enabler.
2. Alice installs the Game A on her device.

3. Alice plays Game A, there are 10 free levels &tatked levels in the game. When Alice finishled first 10 levels, she
wants to play the last 3 key locked levels. Whemtsies to enter the locked level, a dialog is smewthe user, “The level is
needed to pay $0.99 to be unlocked. If you walLipit, press OK.”

4. Alice presses the OK button. The detailed pusehaformation is requested to user from the TASHtar.

5. The TAS Enabler responds to the application. driee and the service detail information are shetavAlice. A page is
shown to let Alice log in TAS Enabler to confirnTAS payment to make the purchase.

6. Alice confirms to pay.

7. The TAS Enabler returns the payment successmsspto the application. Then the application ukddbe level to Alice.
Now Alice can play the level she just purchased.

B.1.2 Market benefits

If the TAS Enabler provides the IAP function, thevdloper could embed a store in his applicationiltf8ulAP product
means when users buy the IAP product in the aggitathey don’'t need to download extra contents.

B.2 Downloadable IAP Purchase

B.2.1  Short Description
This use case gives an example of the downloadalfgplication Purchase.

Downloadable product means the In Application Pasehitem is not downloaded or installed with thgliaption. When the
user purchases it and wants to use it, there ame specific content that needs to be downloaded &a@ontent download
server.

In this example, the application is a magazineegaahd the magazine is weekly updated. When thex@ew magazine
published, the developer will update the IAP pradoformation in the TAS Enabler and upload the amige content to
his own magazine download server.
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The flow a user (Bob) purchases the newly updatgaziae is shown below:
1. Bob buys the magazine reader for free from th8 Enabler.
2. Bob installs the magazine reader on his device.

3. Bob opens the magazine reader and checks thenagazines. The reader sends the request to thezinaglownload
server to check the available magazines.

4. Bob wants to buy the newly updated magazine é\pkesses the ‘Buy’ button. The detailed purchaiermation is
requested from the TAS Enabler.

5. The TAS Enabler responds with the price andséreice detail information to Bob. Bob logs in th&S Enabler to make
the purchase.

6. Bob confirms to pay.

7. The TAS Enabler returns the payment succesgpiearad the content download related informatiothi application.
Then the application transfers the receipt andithvenload request to the magazine download server.

8. Upon getting the download request and the payneeeipt from the application, the magazine dowadlserver verifies
the payment receipt, then responses the downlodwesslto the reader application.

9. The reader application gets the download addnedthen downloads the content from the magazmenbad server.
After download completely, Bob can read the new azawe in the reader.

B.2.2 Market benefits

If the TAS Enabler provides the IAP function, trevdloper could embed a store in his applicationviMoadable product
means the In Application Purchase Item is not doaaéd or installed with the application. When teeripurchases it and
wants to use it, there are some specific conterttrtbeds to be downloaded from a content downleats
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Appendix C.  Static Conformance Requirements (Normative)

The notation used in this appendix is specifiefSIBRRULES].

C.1 ERDEF for TAS 1.0 - Storefront Requirements

This section is normative.

Item Feature / Application Requirement
OMA-ERDEF-TAS-SF-001-M TAS Storefront

Table 145: ERDEF for TAS 1.0 Storefront Requiremens

C.2 ERDEF for TAS 1.0 - Developer Support Requireme nts

This section is normative.

Item Feature / Application Requirement
OMA-ERDEF-TAS-DS-001-M TAS Developer Support

Table 146: ERDEF for TAS 1.0 Developer Support Regrtements

C.3 ERDEF for TAS 1.0 - TAS Client Requirements

This section is normative.

Item Feature / Application Requirement
OMA-ERDEF-TAS-C-001-M TAS Client

Table 147: ERDEF for TAS 1.0 TAS Client Requiremerg

C.4 SCR for Storefront

Item Function Reference Requirement
TAS-SF-001-M Support receiving Section9.1.1.1
ApplInfoNotify message
from Developer Support
TAS-SF-002-M Support sending Section 9.1.1.2
AppTransferRequest
message to Developer
Support
TAS-SF-003-M Support receiving Section 9.1.1.3
AppTransferResponse
message from Develop€
Support
TAS-SF-004-M Support receiving Section 9.1.2.1
Application Deletion
Request message from
Developer Support

=
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Item

Function

Reference

Requirement

TAS-SF-005-M

Support sending
Application Deletion
Response message to
Developer Support

Section 9.1.2.2

TAS-SF-006-M

Support receiving
AppUpdateNotify
message from Develope
Support

Section 9.1.3.1

=

TAS-SF-007-M

Support sending
AppUpdateRequest
message to Developer
Support

Section 9.1.3.2

TAS-SF-008-M

Support receiving
AppUpdateResponse
message from Develope
Support

Section 9.1.3.3

=

TAS-SF-009-M

Support receiving
Application State
Transition Notification
message from Develope
Support

Section 9.1.4.1

=

TAS-SF-010-M

Support sending
Application State
Transition Response
message to Developer
Support

Section 9.1.4.2

TAS-SF-011-O

Support IAP synchroniz
Request message from
Developer Support

eSection 9.1.5.1

TAS-SF-012-O

Support sending IAP
synchronize Response
message to Developer
Support

Section 9.1.5.2

TAS-SF-013-M

Support receiving
AppDownloadRequest
message from TAS
Client

Section 9.2.1.1

TAS-SF-014-M

Support sending
AppDownloadResponse
message to TAS Client

Section 9.2.1.2

TAS-SF-015-M

Support receiving
Malicious Application
Report message from
TAS Client

Section 9.2.2.1

TAS-SF-016-M

Support sending
Malicious Application
Report Response
message to TAS Client

Section 9.2.2.2

TAS-SF-017-O

Support receiving
AppFeedbackRequest
message from TAS
Client

Section 9.2.3.1

TAS-SF-018-O

Support sending

Section 9.2.3.2
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Item

Function

Reference

Requirement

AppFeedbackResponse
message to TAS Client

TAS-SF-019-M

Support receiving
UserActivationRequest
message from TAS
Client

Section 9.2.4.1

TAS-SF-020-M

Support sending
UserActivationResponse
message to TAS Client

Section 9.2.4.2

TAS-SF-021-M

Support receiving
ApplnsStatusReport
message from TAS
Client

Section 9.2.5.1

TAS-SF-022-M

Support sending

ApplnsStatusReportResp

onse message to TAS
Client

Section 9.2.5.2

TAS-SF-023-M

Support receiving
UserAcInfCheckRequest
message from TAS
Client

Section 9.2.6.1

TAS-SF-024-M

Support sending

UserAcInfCheckRespons

e message to TAS Clien

—

Section 9.2.6.2

TAS-SF-025-M

Support receiving
AccountinfModifyReque
st message from TAS
Client

Section 9.2.7.1

TAS-SF-026-M

Support sending
AccountinfModifyRespo
nse message to TAS
Client

Section 9.2.7.2

TAS-SF-027-M

Support receiving
AppPurchaseRequest
message from TAS
Client

Section 9.2.8.1

TAS-SF-028-M

Support sending
AppPurchaseResponse
message to TAS Client

Section 9.2.8.2

TAS-SF-029-M

Support receiving

AppUpdateCheckReques

t message from TAS
Client

Section 9.2.9.1

TAS-SF-030-M

Support sending

AppUpdateCheckRespon

se message to TAS
Client

Section 9.2.9.2

TAS-SF-031-M

Support receiving

AppUpdateDetailReques

t message from TAS
Client

Section 9.2.9.3

TAS-SF-032-M

Support sending
AppUpdateDetailRespoi

Section 9.2.9.4
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Item Function Reference Requirement

se message to TAS
Client

TAS-SF-033-0 Support receiving Section
Application Sorting 9.2.10.1
Request message from
TAS Client

TAS-SF-034-O Support sending Section
Application Sorting 9.2.10.2
message to TAS Client

TAS-SF-035-O Support receiving Section
Application Search 9.211.1
Request message from
TAS Client

TAS-SF-036-O Support sending Section
Application Search 9.2.11.2
Response message to
TAS Client

TAS-SF-037-M Support receiving Section

DeactivationRequest 9.2.12.1
message from TAS
Client

TAS-SF-038-M Support sending Section
DeactivationResponse | 9.2.12.2
message to TAS Client
TAS-SF-039-M Support receiving Section
AppRefundRequest 9.2.13.1
message from TAS
Client
TAS-SF-040-M Support sending Section
AppRefundResponse | 9.2.13.2
message to TAS Client
TAS-SF-041-M Support receiving Section
AppDownloadStatusRep 9.2.14.1
ort message from TAS
Client

TAS-SF-042-M Support sending Section
AppDownloadStatusReg 9.2.14.2
ponse message to TAS

Client

TAS-SF-043-M Support receiving Section
AppDetailRequest 9.2.15.1
message from TAS
Client

TAS-SF-044-M Support sending Section

AppDetailResponse 9.2.15.2
message to TAS Client
TAS-SF-045-0O Support receiving Section
Application 9.2.16.1
FeedbackList Request
message from TAS

Client
TAS-SF-046-O Support sending Section
Application 9.2.16.2
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Item

Function

Reference

Requirement

FeedbackList Response
message to TAS Client

TAS-SF-047-M

Support sending
Malicious Application
Notification message to
Developer Support

Section 9.6.1.1

TAS-SF-048-M

Support receiving
Malicious Application
Notification Response
message from Develope
Support

=

Section 9.6.1.2

TAS-SF-049-O

Support sending
Application Sale
Information Notification
message to Developer
Support

Section 9.6.2.1

TAS-SF-050-O

Support receiving
Application Sale
Information Response
message from Develope
Support

=

Section 9.6.2.2

TAS-SF-051-M

Support sending
Application State
Transition Notification
message to Developer
Support

Section 9.6.3.1

TAS-SF-052-M

Support receiving
Application State
Transition Response
message from Develop€
Support

=

Section 9.6.3.2

C.5 SCR for Developer Support

Item

Function

Reference

Requirement

TAS-DS-001-M

Support sending
ApplInfoNotify message
to Storefront

Section9.1.1.1

TAS-DS-002-M

Support receiving
AppTransferRequest
message frome
Storefront

Section9.1.1.2

TAS-DS-003-M

Support sending
AppTransferResponse
message to Storefront

Section9.1.1.3

TAS-DS-004-M

Support sending
Application Deletion
Request message to
Storefront

Section 9.1.2.1

TAS-DS-005-M

Support receiving
Application Deletion

Response message fron

=

Section 9.1.2.2
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Item

Function

Reference

Requirement

Storefront

TAS-DS-006-M

Support sending
AppUpdateNotify
message to Storefront

Section 9.1.3.1

TAS-DS-007-M

Support receiving
AppUpdateRequest
message from Storefron

t

Section 9.1.3.2

TAS-DS-008-M

Support sending
AppUpdateResponse
message to Storefront

Section 9.1.3.3

TAS-DS-009-M

Support sending
Application State
Transition Notification
message to Storefront

Section 9.1.4.1

TAS-DS-010-M

Support receiving
Application State
Transition Response
message from Storefron

t

Section 9.1.4.2

TAS-DS-011-O

Support sending IAP
synchronize Request
message to Storefront

Section 9.1.5.1

TAS-DS-012-O

Support receiving IAP
synchronize Response
message from Storefron

t

Section 9.1.5.2

TAS-DS-013-M

Support receiving
Application Deletion
Request message from
Developer’s Portal

Section 9.5.1.1

TAS-DS-014-M

Support sending
Application Deletion
Response message to
Developer’s Portal

Section 9.5.1.2

TAS-DS-015-M

Support receiving
Malicious Application
Notification message
from Storefront

Section 9.6.1.1

TAS-DS-016-M

Support sending
Malicious Application
Notification Response
message to Storefront

Section 9.6.1.2

TAS-DS-017-O

Support receiving
Application Sale
Information Notification
message from Storefron

t

Section 9.6.2.1

TAS-DS-018-O

Support sending
Application Sale
Information Response
message to Storefront

Section 9.6.2.2

TAS-DS-019-M

Support receiving
Application State
Transition Notification
message from Storefron

Section 9.6.3.1

TAS-DS-020-M

Support sending

Section 9.6.3.

2
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Item

Function

Reference

Requirement

Application State
Transition Response
message to Storefront

C.6 SCR for TAS Client

Item

Function

Reference

Requirement

TAS-C-001-M

Support sending
AppDownloadRequest
message to Storefront

Section 9.2.1.1

TAS-C-002-M

Support receiving
AppDownloadResponse
message from Storefron

Section 9.2.1.2

t

TAS-C-003-M

Support sending
Malicious Application
Report message to
Storefront

Section 9.2.2.1

TAS-C-004-M

Support receiving
Malicious Application
Report message from
Storefront

Section 9.2.2.2

TAS-C-005-O

Support sending
AppFeedbackRequest
message to Storefront

Section 9.2.3.1

TAS-C-006-O

Support receiving
AppFeedbackResponse
message from Storefron

Section 9.2.3.2

t

TAS-C-007-M

Support sending
UserActivationRequest
message to Storefront

Section 9.2.4.1

TAS-C-008-M

Support receiving
UserActivationResponse
message from Storefron

Section 9.2.4.2

h

t

TAS-C-009-M

Support sending
AppInsStatusReport
message to Storefront

Section 9.2.5.1

TAS-C-010-M

Support receiving

ApplnsStatusReportRes
onse message from
Storefront

Section 9.2.5.2
p

TAS-C-011-M

Support sending
UserAcInfCheckReques
message to Storefront

Section 9.2.6.1
t

TAS-C-012-M

Support receiving
UserAcInfCheckRespon
e message from
Storefront

Section 9.2.6.2
S

TAS-C-013-M

Support sending
AccountinfModifyReque
st message to Storefron

Section 9.2.7.1

[

TAS-C-014-M

Support receiving

Section 9.2.7
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Item Function Reference Requirement

AccountIinfModifyRespo
nse message from
Storefront

TAS-C-015-M Support sending Section 9.2.8.1
AppPurchaseRequest
message to Storefront

TAS-C-016-M Support receiving Section 9.2.8.2
AppPurchaseResponse
message from Storefront

TAS-C-017-M Support sending Section 9.2.9.1
AppUpdateCheckReques
t message to Storefront

TAS-C-018-M Support receiving Section 9.2.9.2
AppUpdateCheckRespan
se message from
Storefront

TAS-C-019-M Support sending Section 9.2.9.3
AppUpdateDetailReques
t message to Storefront

TAS-C-020-M Support receiving Section 9.2.9.4
AppUpdateDetailRespon
se message from
Storefront

TAS-C-021-O Support sending Section
Application Sorting 9.2.10.1
Request message to
Storefront

TAS-C-022-0 Support receiving Section
Application Sorting 9.2.10.2
message from Storefront

TAS-C-023-O0 Support sending Section
Application Searching | 9.2.11.1
Request message to
Storefront

TAS-C-024-O Support receiving Section
Application Searching | 9.2.11.2
Response message from
Storefront

TAS-C-025-M Support sending Section
DeactivationRequest 9.2.12.1
message to Storefront

TAS-C-026-M Support receiving Section
DeactivationResponse | 9.2.12.2
message from Storefront

TAS-C-027-M Support sending Section
AppRefundRequest 9.2.13.1
message to Storefront

TAS-C-028-M Support receiving Section
AppRefundResponse | 9.2.13.2
message from Storefront

TAS-C-029-M Support sending Section
AppDownloadStatusRep 9.2.14.1
ort message to Storefront
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Item Function Reference Requirement

TAS-C-030-M Support receiving Section
AppDownloadStatusRes 9.2.14.2
ponse message from
Storefront

TAS-C-031-M Support sending Section
AppDetialRequest 9.2.15.1
message to Storefront

TAS-C-032-M Support receiving Section
AppDetailResponse 9.2.15.2
message from Storefront

TAS-C-033-0 Support sending Section
Application 9.2.16.1
FeedbackList Request
message to Storefront

TAS-C-034-O Support receiving Section
Application 9.2.16.2
FeedbackList Response
message from Storefront
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Appendix D. Informative Flows

D.1 Application Management

D.1.1  Application Upload Flow

I Developer : Developer Support
1

I |

Application upload request

\ 4

Application upload response

A

. . > Application audit
Audit outcome notification

Application update request

\4

Application update response

Figure 48: Application Upload Flow

This call flow is triggered by Developer.

1.

6.

Developer sends application upload request to DeeelSupport component, to upload application. fEggiest may
contain some contextual information such as:

Developer ID
Application ID, type, name, description, version
Upload time
Effective date
Expiry date
Price
Developer Support component sends application dplesponse to the developer.

Developer Support component audits uploaded agigicand audits related information (e.g. naméhefdeveloper)
according to the TAS service provider’s policieshéM to trigger the audit process depends on thecgdProvider’'s

policy.
Optionally, Developer Support component notifies developer of the outcome of the audit.

Developer sends request to update their own uptbagplications (e.g. submit a new version, inclgdime software
and related information) in order to improve thedtions or add some new features.

Developer Support component returns the applicatfmtate response to the developer.

Note that Developer Support component also needadii the updated applications.
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D.1.2  Application Download Flow

TAS Client Storefront

App store access request

Y

Returns application list

Application download request

Y

Authentication Request

\J

Authentication Response

A

Authorization Request

Y

Authorization Response

A

Application download

Application download notification

D Application installation

Application installation notification

v

Figure 49: Application Download Flow

This call flow is triggered by TAS Client’s intednexecution logic.

1. TAS Client sends access request to Storefrontht@irothe application list. The request may contgime contextual
information such as:

e TASClient ID
» Application category information
» Device information, which can be used to selecreate applications for the device
2. Storefront returns application list to the TAS @tiewhich is appropriate for the device information

3. Upon user’s selection from the application list, I &lient sends request to Storefront to downloadstiected
application. The request should contain applicaidatentification information.

4. TAS client sends Authentication Request to Storefto identify and authenticate the TAS Client.
Storefront responds with Authentication ResponseAS Client.

TAS client sends Authorization Request to Stordftorprevent unauthorized access.

Storefront responds with Authorization ResponseéA®Tlient.

TAS Client downloads application directly from Stfont, or using other mechanisms, for example, DRO

TAS Client sends notification to the Storefront abite application download result.

© © N o Ou

TAS Client installs application on the device.
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10. TAS Client sends notification to the Storefront abthe application installation result.

Note that the authentication/authorization reqaestresponse can apply to other flows as
well.

D.1.3 Application Feedback Flow

TAS Client Storefront

Application feedback request

A 4

> Record feedback

Application feedback response

A

Figure 50: Application Feedback Flow

This call flow is triggered by TAS Client’s intednexecution logic.

1. TAS Client sends application feedback request toe®iont, to give feedback (e.g. rate and commemispplications
they have used. The request may contain some d¢aatexformation such as:

e UserlID
e Application ID
¢ Rate

« Comment
2. Storefront records the application feedback fronBT@lient.

3. Storefront returns the application feedback respoashe TAS Client.
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D.1.4  Malicious Application Report Flow

TAS Client Storefiont D_t‘aveloper
Support

Malicious Application Report

A

Storefront records the report
and verifies the application

Malicious Application Notification

Malicious Application Response

A

e

Malicious Application Notification Response

-

Figure 51: Malicious Application Report Flow

This call flow is triggered by TAS Client’s intednexecution logic.

1. TAS Client sends Malicious Application RepartStorefront, to provide information on Maliciouspdications they have
used.

The Report may contain some contextual informagiach as:

e UserlID
e Application ID
e Comment

(eg: reason to Report this Malicious Applicationsaggestion to handle this Malicious Application.)

2. Storefront records the Malicious Applicationp@g from TAS Client and verifies whether the apation is malicious
according to TAS service provider’s policy.

3. Storefront responds TAS Client with Maliciouppiication Confirm to ascertain this report is eatlty received.
Storefront sends Malicious Application notificatitmDeveloper Support to inform the malicious apggiion.

The Notification may contain some contextual infation such as:

e Application ID
¢ Comment

(e.g. reason why this Malicious Application is itiéad, suggestion to handle this Malicious Apptica.)

5. Developer Support responds Storefront with Mailis Application Notification Response to ascerthis notification is
correctly received.
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D.1.5 Application Gift Flow

I TAS Client A| Storefront I TAS Client B |
1 1

Application-gift request

A\ 4

Users validity check(User A and
Application-gift response User B)

<«

Application-gift download request

<«

Application download

Application download notification

«

Application
installation

Figure 52: Application Gift Flow

This call flow is triggered by TAS Client’s intednexecution logic.

1. TAS Client A sends Application-gift request to ®tfsont. The request may contain some contextuakimtion such
as:

e Application ID

e UserAlID

e UserBID
2. Storefront checks User’s validity(include User Adadser B, validation rules are defined by the TASv&e Provider)
3. Storefront sends Application-gift response to TASnt. A

4. Storefront pushes Application-gift information t&$ client B (May via SMS/Email or other waysThis is out of
scope of TAS Enabler)

TAS Client B sends Application-gift download requtsStorefront
TAS Client B downloads application directly fromo8tfront, or using other mechanisms, for exampleQDA.

TAS Client B sends notification to the Storefrohbat the application download result.

© N o o

TAS Client B installs application on the device.idktep is out of scope of TAS Enabler.
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D.1.6  Application Begging Flow

I TAS Client A| Storefront I TAS Client B |
1 1

Application-beg request

A\ 4

> Users validity check(User A and

Application-beg response User B)

&
<«

Application-begging purchase request

<«

Application purchase

Application purchase notification

<

Application-begging download request

Application download

Application download notification

\Application
/installation

Figure 53: Application Begging Flow

This call flow is triggered by TAS Client’s intednexecution logic.

1. TAS Client A sends Application-begging request tor&ront. The request may contain some contextdfiatmation
such as:

e Application ID
e UserAID

e« UserBID

n

Storefront checks User’s validity(include User Aldsser B, validation rules are defined by the TASV&e Provider)

3. Storefront sends Application-begging response t& Thent. A

4. Storefront pushes Application-begging informationmAS client B (May via SMS/Email or other way§ his is out of
scope of TAS Enabler)

TAS Client B sends Application-begging purchaseusst to Storefront
TAS Client B purchase application from Storefront.
Storefront sends Application-purchase notificatiomAS client. A

TAS Client A sends Application-begging downloaduest to Storefront

© © N o u

TAS Client A downloads application directly fromo®&front, or using other mechanisms, for example)DA.

10. TAS Client A sends notification to the Storefrobbat the application download result.
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11. TAS Client A installs application on the device.i§ ktep is out of scope of TAS Enabler.

D.2 User Management

D.2.1 User Activation and modification Flow

I TAS Client
1

Storefront

User-activation request

v

User-activation response
<

A

> User activation check

Establish the securiirelationshij

User information modification request

\ 4

User information modification response

Send check outcome

Loq--------Penacheck odicome -

Figure 54: User Accivation and Modification Flow

This call flow is triggered by TAS Client’s intednexecution logic.

1. TAS Client sends User-activation request to StorgfrThe request may contain some contextual indtion such as:

» Essential information (e.g. user identifier, name)

S T

Storefront sends User-activation response to TAhtcl

Storefront sends check result to User.

Storefront establishes the security relationshi wie user.

contain the following information( not limited tbese):

» Paid account relation binding modification (e.qidPaid account\unbind Paid account\change Paalatc

» Payment type maodification (e.g. post-paid, prepaid)

Storefront checks User’s validity, validation ruke® defined by the TAS Service Provider.

TAS Client sends User information modification reguto Storefront. The User information modificati@quest may

7. Storefront sends user information modification megge to TAS client.
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8. Storefront checks User information modificationuest. Checking criterias are decided by the SeRiogider’s
policy.

9. Storefront sends check outcome to TAS client.
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