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SyncML Device Management Conformance
Requirements

Abstract

This document specifies the Static conformance requirements (SCR) features that are
optional, mandatory and recommended within implementations conforming to SyncML DM.
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Copyright Notice

Copyright (c) Ericsson, IBM, Lotus, Matsushita Communication Industrial Co., Ltd.,
Motorola, Nokia, Openwave, Palm, Psion, Starfish Software, Symbian and others (2002).
All Rights Reserved.

Implementation of all or part of any Specification may require licenses under third party
intellectual property rights, including without limitation, patent rights (such a third party may
or may not be a Supporter). The Sponsors of the Specification are not responsible and shall
not be held responsible in any manner for identifying or failing to identify any or all such
third party intellectual property rights.

THIS DOCUMENT AND THE INFORMATION CONTAINED HEREIN ARE PROVIDED ON
AN "AS I1S" BASIS WITHOUT WARRANTY OF ANY KIND AND ERICSSON, IBM, LOTUS,
MATSUSHITA COMMUNICATION INDUSTRIAL CO., LTD., MOTOROLA, NOKIA,
OPENWAVE, PALM, PSION, STARFISH SOFTWARE, SYMBIAN AND ALL OTHER
SYNCML SPONSORS DISCLAIM ALL WARRANTIES, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO ANY WARRANTY THAT THE USE OF THE
INFORMATION HEREIN WILL NOT INFRINGE ANY RIGHTS OR ANY IMPLIED
WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
IN NO EVENT SHALL ERICSSON, IBM, LOTUS, MATSUSHITA COMMUNICATION
INDUSTRIAL CO., LTD., MOTOROLA, NOKIA, OPENWAVE, PALM, PSION, STARFISH
SOFTWARE, SYMBIAN OR ANY OTHER SYNCML SPONSOR BE LIABLE TO ANY
PARTY FOR ANY LOSS OF PROFITS, LOSS OF BUSINESS, LOSS OF USE OF DATA,
INTERRUPTION OF BUSINESS, OR FOR DIRECT, INDIRECT, SPECIAL OR
EXEMPLARY, INCIDENTAL, PUNITIVE OR CONSEQUENTIAL DAMAGES OF ANY KIND
IN CONNECTION WITH THIS DOCUMENT OR THE INFORMATION CONTAINED
HEREIN, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH LOSS OR DAMAGE.

The above notice and this paragraph must be included on all copies of this document that
are made.

Attention is called to the possibility that implementation of this specification may require use
of subject matter covered by patent rights. By publication of this specification, no position is
taken with respect to the existence or validity of any patent rights in connection therewith.
The SyncML Initiative is not responsible for identifying patents having necessary claims for
which a license may be required by a SyncML Initiative specification or for conducting
inquiries into the legal validity or scope of those patents that are brought to its attention.

A patent/application owner has filed a statement of assurance that it will grant licenses
under these rights without compensation or under reasonable rates and nondiscriminatory,
reasonable terms and conditions to all applicants desiring to obtain such licenses. The
SyncML Initiative makes no representation as to the reasonableness of rates and/or terms
and conditions of the license agreements offered by patent/application owners. Further
information may be obtained from the SyncML Initiative Executive Director.

Copyright © 2002 Ericsson, IBM, Lotus, Matsushita Communications Industrial Co., Ltd.,
Motorola, Nokia, Openwave, Palm, Psion, Starfish Software, Symbian, and others. All Rights Reserved.



SyncML DM Conformance Requirements 4 of 10 Pages

http://www.syncml.org/docs/syncm!| _dm_conregs v11l 20020215.pdf Version 1.1

Eynchi 2002-02-15

Table of Content

R [ oL oo LU o1 4 (o o BT P PP P PP PPPPPPP 5
2 SCR for SyncML Representation Protocol —DM Usage..........cccceeeeeeenn. 5

2.1 COomMMON USE EIEMENLS .....coeiiiiiiieee e 5

2.2 Message container elements ..........coooovviiiiiiiiii e, 6

2.3 Data description elements.........ccovvuiiiiiiiiiii e 6

2.4 Protocol command elementsS.........c.coeevvveiiiiiiiiie e e e 6
3 SCR for SYyncML DM ProtOCOl........coiiiiiiiii e 7
4 SCR for SyncML Metalnfo ......ooooovieiiii 7
5 SCR for SYNCML DM SECUIILY ...ciiiiiiiciiiiii ettt 8
6 SCR for SyNncML DM NOTITICAION .....uuuuiiiiiiiiiiiiiiiiiiiiiiee 8
7 SCR for SyncML DM Standardized ObjectS.........ccoeviiiiieiiiiiiieeiiiieieeeeeine, 8
8 SCR for SYNCML DM BOOTSTIap .....uuuuuumiiiiiiiiiiiii i 9
9 SCR for SyncML DM Tree and DeSCriptioN........ccccueiieiiiiiiieieeiiineeeeeiin 9
O (] =T =T o Yo = USSR 10

Copyright © 2002 Ericsson, IBM, Lotus, Matsushita Communications Industrial Co., Ltd.,
Motorola, Nokia, Openwave, Palm, Psion, Starfish Software, Symbian, and others. All Rights Reserved.



SyncML DM Conformance Requirements 5 of 10 Pages

http://www.syncml.org/docs/syncm!| _dm_conregs v11l 20020215.pdf Version 1.1

Eynchi 2002-02-15

1 Introduction

Static conformance requirements (SCR) specify the features that are optional, mandatory
and recommended within implementations conforming to SyncML DM specifications.

Simple tables are used to specify this information.

In these tables, optional features are specified by a "MAY", mandatory features are
specified by a "MUST" and recommended features are specified by a "SHOULD".

2 SCR for SyncML Representation Protocol — DM Usage

2.1 Common use elements

The following specifies the static conformance requirements for the SyncML common use
elements for devices conforming to SyncML Representation Protocol — Device
Management Usage specification [1].

Command Support of Management Server Support of Management Client
Sending Receiving Sending Receiving
Chal MUST MUST MAY MUST
Crd MUST MUST MUST MUST
Cmdl D MUST MUST MUST MUST
Crrd Ref MUST MUST MUST MUST
Cred MUST MUST MUST MUST
Fi nal MUST MUST MUST MUST
LocNane MUST MUST MUST MUST
LocUR MUST MUST MUST MUST
Msgl D MUST MUST MUST MUST
Vs gRef MUST MUST MUST MUST
RespURI MAY MUST MAY MUST
Sessi onl D* MUST MUST MUST MUST
Sour ce MUST MUST MUST MUST
Sour ceRef MUST MUST MUST MUST
Tar get MUST MUST MUST MUST
Tar get Ref MJST MJST MJST MUST
Ver DTD MUST MUST MUST MUST
Ver Prot o MUST MUST MUST MUST

*The maximum length of a SessionID is 4 bytes. Note, for a client having an 8-bit
incrementing SessionlD counter is enough for practical implementations.
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2.2 Message container elements

The following specifies the static conformance requirements for the SyncML message

container elements for devices conforming to SyncML Representation Protocol — Device

Management Usage specification [1].
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Command Support of Management Server Support of Management Client
Sending Receiving Sending Receiving
SyncM MUST MUST MUST MUST
SyncHdr MJST MJST MJST MUST
SyncBody MUST MUST MUST MUST

2.3 Data description elements
The following specifies the static conformance requirements for the SyncML data

description elements for devices conforming to SyncML Representation Protocol — Device

Management Usage specification [1].

Command Support of Management Server Support of Management Client
Sending Receiving Sending Receiving
Dat a MUST MUST MUST MUST
Item MJST MJST MJST MUST
Met a MUST MUST MUST MUST

2.4 Protocol command elements

The following specifies the static conformance requirements for the SyncML protocol

command elements for devices conforming to SyncML Representation Protocol — Device

Management Usage specification [1].

Command Support of Management Server Support of Management Client
Sending Receiving Sending Receiving
Al ert MUST MUST MUST MUST
Repl ace MUST MJST MUST MUST
St at us MUST MUST MUST MUST
Command Support of Management Server Support of Management Client
Sending Receiving
Add MUST MUST
At oni c MUST MUST
Copy MAY MAY
Del et e MUST MUST
Exec MAY MAY
Get MUST MUST
Sequence MJST MJST
Command Support of Management Server Support of Management Client
Receiving Sending
Resul t MUST MUST
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This section defines static conformance requirements for SyncML DM Servers and client

conforming to SyncML Device Management Protocol [2].

Alert Type Support of Management Server Support of Management Client
Sending Receiving Sending Receiving

Server - MAY MUST MUST MAY

Initiated

mgnt Al ert

Cient- MAY MUST MUST MAY

Inititated

mgnt Al ert

Di spl ay MAY MAY MAY MAY

Alert

Cont i nue or MAY MAY MAY MAY

Abort Al ert

Sessi on MUST MUST MUST MUST

Abort Al ert

Next Message MUST MUST MUST MUST

Alert

Text | nput MAY MAY MAY MAY

Alert

Singl e MAY MAY MAY MAY

Choice Al ert

Mil tiple MAY MAY MAY MAY

Choice Al ert

Result Alert MAY MAY MAY MAY

4 SCR for SyncML Metalnfo

The following specifies the static conformance requirements for the SyncML Meta-
Information element types for devices conforming to SyncML Meta-Information specification

3].

Element Type Support of Management Server Support of Management Client
Sending Receiving Sending Receiving

EM MAY MAY MAY MAY
For mat MJST MJST MJST MUST
MaxMsgSi ze MAY MUST MAY MUST
Met | nf MUST MUST MUST MUST
Next Nonce MUST MUST MUST MUST
Si ze MUST MUST MUST MUST
Type MJST MJST MJST MUST
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5 SCR for SyncML DM Security

The following specifies the static conformance requirements for the SyncML DM Security
for devices conforming to SyncML Device Management Security specification [4].

Secure Transport Class:

Command Support of Management Server Support of Management Client
Sending Receiving Sending Receiving

HVAC ( Chal ) MUST NOT MUST MUST NOT SHOULD

HVAC (Hdr) MUST* MJUST SHOULD SHOULD

*MUST send HMAC Hdr ONLY if challenged. MUST NOT if not challenged.

InsecureTransport Class:

Command Support of Management Server Support of Management Client
Sending Receiving Sending Receiving

HVAC ( Chal ) SHOULD MUST SHOULD MUST*

HVAC (Hdr) MJUST MJUST MJUST MJST

*Must be able to respond or terminate the session.

NOTE: OBEX may or may not be secure.

6 SCR for SyncML DM Notification

The following specifies the static conformance requirements for the SyncML DM Notification
for devices conforming to SyncML Device Management Notification Initiated specification

[5].

Command Support of Management Server Support of Management Client
Sending Receiving

Notification SHOULD SHOULD

nmessage

7 SCR for SyncML DM Standardized Objects

The following specifies the static conformance requirements for the SyncML DM
Standardized Objects for devices conforming to SyncML Device Management Standardized
Objects specification [6].

Standard Object Support of Management Server Support of Management Client
Devl nf o MJST MJST
DevDet ai | MUST MUST
SyncM. DM MUST MUST
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8 SCR for SyncML DM Bootstrap

The following specifies the static conformance requirements for the SyncML DM Bootstrap

for devices conforming to SyncML Device Management Bootstrap specification [7].

Bootstrap Support of Management Server Support of Management Client
WAP Profile MAY MAY

Pl ai n MAY MAY

Profile

9 SCR for SyncML DM Tree and Description

The following specifies the static conformance requirements for the SyncML DM Tree and
Description for devices conforming to SyncML Device Management Tree and Description

specification [8].

Property Support of Management Client

ACL MUST

For mat MJST

Nane MUST

Size MUST (for |eaf objects)
MUST NOT (for interior objects)

Title MAY

Tst anp MAY

Type MJST (for |eaf objects)
MAY (for interior objects)

Ver No MAY
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